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Abstract. This research aims to elicit a conceptual understanding of creativity 

and innovation to enable a totally aligned information security culture. 

Stimulating the creativity and innovation of employees in an organisation can 

help to solve information security problems and to create a culture where 

information security issues are addressed and resolved, as opposed to being 

introduced by end-users. The study applied a theoretical approach with a scoping 

literature review using the PRISMA method to derive traits and programmes that 

organisations can implement to stimulate creativity and innovation as part of the 

organisational culture. A model for engendering employee creativity and 

innovation as part of the information security culture is proposed, through the 

lens of the three levels of organisational culture. This study both offers novel 

insights for managerial practice and serves as a point of reference for further 

academic research about the influence of creativity and innovation in information 

security culture. 
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1 Introduction 

Creativity is critical for organisational success [1], while innovation is regarded as a 

driver for organisational growth, resilience [2], sustainability [3], performance [4] and 

competitiveness [5]. Creativity and innovation are becoming a core part of 

organisational strategies to achieve success and to incorporate technology changes [6], 

these being key factors that can aid organisations to adapt in a world where there is an 

accelerated pace of change [7]. Creativity and innovation will play a critical role in 

equipping organisations to become cyber resilient, to manage through the change 

brought about by the fourth industrial revolution [8], and to enhance organisational 

effectiveness by also applying innovation in information systems security [9]. Research 

has shown that eighty-eight per cent of board members are concerned about cyber 

threats [10], affecting the confidentiality, integrity and availability of information and 

information systems. With increasing numbers of cyber-attacks and data breaches, 

organisations need to be creative and innovative if they are to combat threats and 

become cyber resilient. The human element is still a key target in attacks and often part 

of the threat [11, 12]. Phishing attacks accounted for the majority of data breaches in 
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2021, with 96% occurring via e-mails targeting end-users [10]. Information security 

challenges, especially those related to end-users, require organisations to develop an 

information security culture where creativity and innovation are encouraged so as to 

protect information and information systems.  

Organisational culture is seen as an enabler to facilitate creativity and innovation in 

an organisation [2, 5, 7, 13]. Organisational culture can be explained as the 

assumptions, beliefs, values and norms that are shared by employees [14] and that 

distinguish the organisation from other organisations [3]. Values, beliefs, and 

knowledge of employees influence the organisational culture, but they also shape the 

employee’s cognition, motivation, and problem solving [15] that is visible in the 

employee behaviour. This behaviour of employees should be shaped to be in line with 

the information security policies of the organisation where compliance behaviour is 

required. In an organisation where there is a supportive organisational culture for 

creativity and innovation, employees will be equipped to solve information security 

issues and problems [15]. Creativity on the part of individual employees extends to 

problem solving and competency in information security and individuals require it to 

address security issues that occur in their daily work [15]. Innovation and creativity 

could therefore play an additional role in aiding with problem solving to combat cyber-

attacks and data breaches and to encourage employee behaviour that mitigates risks to 

information protection. 

Information security culture research has shown that a strong information security 

culture can aid in protecting information and in minimising employee behaviour that 

results in information security risk or data breaches [11, 12, 16]. The factors that 

influence information security culture have been defined and investigated in numerous 

studies [12, 16, 17]. To date, however, there has not been a study that has considered 

creativity and innovation to strengthen the information security culture. Nonetheless, 

numerous research studies have been conducted about the role of creativity and 

innovation in an organisational culture [1, 2, 5, 18] and these studies can be leveraged 

in an information security context.  

The objective of this paper is to propose a conceptual model whereby creativity and 

innovation are applied to strengthen an information security culture. This study is 

conducted by applying a scoping literature review and building on research in the 

organisational culture domain. The research question that has guided this research is, 

“What would an information security culture model comprise where innovation and 

creativity are used as enablers?” 

It is envisaged that such a model can be applied in organisations to stimulate 

creativity and innovation as traits of an information security culture and with the aim 

of mitigating security risks and threats from a human perspective. The model will serve 

as a point of reference for further academic work to investigate the influence of 

creativity and innovation on the information security culture. 
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2 Background 

2.1 Information security culture 

An information security culture is a subculture of the organisational culture [19–21]. 

In line with Schein’s [14]  definition of organisational culture, the information security 

culture also comprises assumptions, values, beliefs and attitudes [21, 22] of employees 

toward information security. These influence the employee behaviour when employees 

interact with information and information systems and, over time, become the way 

things are done in the organisation to protect information and information systems, that 

will be visible in behaviour and artifacts in the organisation [23, 24]. It is critical that 

the way things are done in an organisation is in line with the information security policy 

of the organisation and that employees share the same values and beliefs to protect 

information. In order to secure and protect information effectively, a strong information 

security culture is required [11]. The organisation should aim for a totally aligned 

information security culture where the strategy of the organisation, as well as employee 

behaviour and values, are both in support of the protection of information [24]. A strong 

information security culture will enable employee behaviour, thereby leading to fewer 

security incidents and data breaches arising from end user threats due to error or 

negligent behaviour [24]. Information security should be part of the organisational 

strategy and vision and should be seen as a strategic advantage, as opposed to a 

hindrance. In an organisational culture where information security is valued, one would 

observe compliant behaviour which is strengthened through positive reinforcement and 

proactive interventions such as awareness, education and training of employees.  

2.2 Creativity and innovation in an organisation 

The terms “creativity” and “innovation” are used interchangeably and together in 

literature. [18, 25]. Creativity is part of the innovation processes, with innovation 

resulting after creativity [6, 26] as part of a routine process. Creativity is seen by some 

researchers as a subset of innovation [27] whereby new ways to resolve a problem are 

expected. Creativity is regarded as a requirement for innovation; however, authors 

agree that creativity does not always result in innovation [27]. Willingness and 

creativity (which relates to intrinsic motivation) lead to the generation of new ideas, 

resulting in turn in knowledge creation when applied in a work situation [25]. To 

encourage innovation in an organisation, a bottom-up approach can be followed, with 

ideas emanating from employees, or a top-down approach can be taken, with the 

organisation driving creativity through its vision and strategy [26]. Creativity in an 

organisation can also be achieved by encouraging creativity in individual employees in 

three areas, namely, “expertise, creative thinking skills and intrinsic task motivation” 

[3]. Creative ideas from individuals and groups lead to new approaches, solutions [28] 

and problem solving. These, as part of a dynamic process in an organisation, will result 

in knowledge creation. The organisational culture can be conducive to creativity and 

innovation or hinder them. In either case, there is an impact on creativity and innovation 

through basic values, assumptions and beliefs which are translated into artifacts such 

as the information security policy and management processes [7]. When management 
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provides employees with resources to develop new ideas or to solve problems they will 

perceive it as valuable, which will influence how they behave [7].  

2.3 Applying creativity and innovation in information security culture 

An information security culture is required where innovation for information 

security is supported and where the employees of the organisation feel encouraged to 

support information security but also to partake in the day-to-day implementation 

thereof [9]. Employees of an organisation will be more committed to innovation in 

information security, as well as more committed to implementing and upholding it, in 

an organisational culture where flexibility is promoted and where such organisational 

culture is conducive to information system security innovation [9]. One of the cultures 

that are found to be supportive of innovation in information security is the open culture, 

where employees are seen as flexible with a focus on the future [9]. Hwang and Choi 

state, for “ISS to be effective, a culture that facilitates information security and supports 

information systems security innovation is crucial for encouraging members to support 

information systems security and actively participate in its implementation” [9]. The 

behaviour of each employee in the organisation impacts on the effectiveness of 

information security, which means that their behaviour should be in line with the 

policies, standards, procedures and required practices of the organisation, as directed 

by the organisation’s management and leadership [9]. In the study of [9], it is argued 

that there is a dependency on every employee to implement information system security 

policies in order for information system security to be effective. However, they also 

emphasise that there should be a culture in the organisation that supports information 

system security innovation, as promoted by the leaders of the organisation, in order for 

the employees to adopt the culture and for their own values and belief to be aligned to 

that culture. There is, however, no guidance on how management should foster an 

information security culture that is enabled through creativity and innovation. 

3 Research methodology 

The literature review study was conducted using a scoping literature review 

approach to identify the extent of research published focusing on creativity and 

innovation in an information security culture context [29]. The PRISMA (Preferred 

Reporting Items for Systematic reviews and Meta-Analyses) method was applied to 

systematically gather, screen and review the retrieved research papers (Moher et al., 

2009).  
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Table 2: PRISMA approach for literature search 

Databases (title: “organisational culture”) AND (title Innovation OR Creativity) in 

abstract, 2011-2022, English  

#Records 

identified 

through 

database 

searching 

#Records 

after 

duplicates 

removed 

#Records 

screened 

#Records 

excluded 

(exclusion/inclusion 

criteria) 

#Full-

text 

articles 

assessed 

for 

eligibility 

Emerald 1 1 1 0 1 

Science 

Direct 

6 6 6 1 5 

Scopus 21 21 21 15 6 

WoS 18 17 17 11 6 

 

Two literature searches were conducted in the Emerald, Science Direct, Scopus and 

Web of Science databases. The first search used the keywords: (title: Information 

security culture) AND (abstract: Innovation OR Creativity) in the abstract, between the 

years 2011-2022, and in English. Only two papers from Web of Science, [9, 15] were 

extracted. Due to the limited research previously carried out on creativity and 

innovation in information security culture, a second literature search was conducted to 

identify studies where creativity and innovation were considered as part of 

organisational culture. Table 1 outlines the results of the second literature search. A 

total of 18 papers were included in the full-text review. The next section provides a 

summary of the eligible papers. 

4 Results 

4.1 Creativity and innovation in the information security culture 

context 

Hwang et al. [9] conducted a study in the e-government sector to investigate 

innovation in information systems security. They argued that increased organisational 

effectiveness can be established if there is a culture for information systems security 

innovation. The participating organisation fostered an information systems security 

innovative-support culture, which incorporated an information security culture. Some 

of the key factors focused on to facilitate this were formal and information 

communication and education, as well as training programmes on the organisational, 

group and interpersonal levels. They also introduced an artifact creation programme to 

aid in shifting security attitudes to information systems. They used the example of 

symbols or mottos about information systems security aspects which can be shown on 

end users’ computer screens. 

Individual creativity was emphasised as an important factor to facilitate problem 

solving concerned with information security issues at work [15]. The authors refer to 

the work of Ambile [31] in which creativity is portrayed as task motivation, domain-

relevant skills and creativity-relevant processes. Task motivation relates to intrinsic 
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(internally motivated, “inherently interesting or enjoyable” [32]) as well as extrinsic 

motivation (such as rewards for compliance, leading to an outcome [32]). Intrinsic 

motivation is linked with commitment, which, in turn, is associated with task 

completion at work and can aid in the completion of information security tasks and 

problem solving. The implementation of security awareness and training in 

organisations aids in developing the domain-relevant skills that it is necessary for 

employees to apply in their work. These skills are a prerequisite to facilitating creativity 

in information security problem solving. This supports research that showed if 

employees are trained they are five times more likely to identify and avoid clicking on 

malicious links [10]. Lin and Wittmer [15] argued that creativity-relevant processes, 

which are the manner or pathways in which a solution is derived, are required for 

problem solving in information security management. 

4.2 Creativity and innovation in an organisational culture context 

Martins [33] conducted a study to investigate aspects of organisational culture and 

behaviour that influence knowledge retention in an organisation. The paper refers to 

creativity, but not in the context of an innovation culture. Earlier work of Martins [7, 

18] focused on the development of a model for the Influence of Organisational Culture 

on Creativity and Innovation, using determinants of organisational culture that promote 

creativity and innovation, these being: strategy of the organisation, with a vision and 

mission that supports creativity and innovation; purposefulness (vision and mission 

understanding); trust relationships (trust and support for change); behaviour that 

encourages innovation (idea generation, risk taking, decision making); working 

environment (goals and objectives, conflict handling, cooperative teams, participation, 

control of own work); customer orientation (flexibility & improvement in service, 

understanding needs); and management support (open communication, availability of 

resources, tolerance of mistakes, adaption of rules and regulations). 

Other aspects that support creativity and innovation in an organisation are the 

organisational structure being non-hierarchical, autonomy, working in teams, freedom, 

being flexible; support mechanisms (e.g. rewards and recognition, use of technology, 

recruitment of certain types of employees valuing diversity, energetic, with knowledge, 

inquisitiveness); behaviour (e.g. tolerance of mistakes, taking risks and experimenting, 

as long as it does not harm the organisation, support for change); and communication 

(open and transparent) [7]. The study of Martins et al. did not focus on what type of 

organisational culture promotes creativity and innovation but rather defined the 

elements that could determine or encourage creativity and innovation as part of an 

organisational culture.  

The Competing Values Framework of [34, 35] is used to measure organisational 

culture in four distinct quadrants, namely, Hierarchy, Market (Rational), Clan (Group) 

or Adhocracy (Developmental) through the evaluation of two dimensions. The first 

dimension considers internal focus and integration versus external focus and 

differentiation. The second dimension focuses on flexibility and discretion versus 

stability and control. Choo [36] applied the Competing Values Framework to an 

information culture and postulated that an organisation might have one or two dominant 

information cultures while also valuing other cultures to varying degrees. While this 
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profile was not tested empirically, it provides a visual representation of an information 

culture, which is valuable both in contextualising the culture and directing change.  

The clan culture has, based on a study in Serbia, been found to be one of the cultures 

that lead to innovation being encouraged in an organisation [37]. Some of the reasons 

for this are related to knowledge sharing and communication, both of which are 

pertinent in the clan culture [37], and there is also a link to domain-relevant skills, which 

are required for creativity. Innovation is applied to identify and solve new information 

security problems are the solutions are then shared with the group as part of knowledge 

sharing and communication. A further study in Brazil also found the clan culture, as 

well as the adhocracy culture, to be conducive to innovation and creativity, whereas the 

hierarchical type culture did not have an influence on innovation [13]. The adhocracy 

culture was also found to have the most impact on innovativeness in universities [38]. 

This is supported by the work of Makumbe [8] in Zimbabwe. Ogbeibu et al. [28] also 

proposed that the clan and adhocracy organisational cultures might positively influence 

employee creativity, but found in a further study in a manufacturing organisation that 

clan and rational organisational culture have a negative effect on employee creativity, 

while the hierarchy organisational culture has no effect [39]. The flexibility and 

external orientation traits of the adhocracy organisational culture favour innovation. 

Cameron et al. [35] explain that the adhocracy culture supports the generation of new 

ideas, innovation and creativity. However, in a study in Brazil conducted in the T-Kibs 

organisations, it was found that the market culture supports innovation, whereas the 

clan, adhocracy and hierarchical organisational cultures did not have an influence on 

innovation in this study [5]. Further research confirmed that the clan and rational culture 

have a positive influence on creativity; however, it was also established that the 

influence of the clan culture on creativity did not appear to be affected as a result of 

whether computer-mediated communication or face-to-face communication was used. 

Nonetheless, the rational culture was influenced positively [27]. The culture that 

supports creativity and innovation therefore varies, based on the industry or type of 

organisation being researched. However, group and adhocracy cultures seem to mostly 

support creativity and innovation.  

A study in Pakistan measured the influence of five constructs. i.e. external 

orientation, organisational climate, flexibility to change, teamwork, and employee 

empowerment, on innovation performance in an organisation and found that all five 

constructs positively correlate with innovation performance [6]. They concluded that 

an organisation should aim to promote research and development activities to 

contribute to innovation.  

Kashan et al, [2] identified 12 innovation values (risk tolerance, creativity, trust, 

empowerment, flexibility, teamwork and collaboration, employee recognition, 

diversity, external orientation, learning, continuous development and proactivity) with 

33 underlying cultural dimensions that that can positively contribute to an innovation 

culture. These factors were identified through a literature review and interviews with 

experts in the mining industry in Australia. While the findings are specific to the mining 

industry, with its unique culture of risk and rigid structures, the findings can still be 

applicable to relevant contexts to drive innovation as part of the organisational culture 

[2]. The authors also use the organisational cultural levels of Schein and explain that a 

culture of innovation will be perceived at an abstract, values-and-belief level and that 

such a culture is “built, promoted, reinforced and communicated through behaviours, 
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practices and artefacts [2]. Employee creativity can be positively influenced when 

knowledge sharing is taking place and if employees are motivated [1]. A further study, 

conducted in Romania, found that employees consider autonomy as a positive 

contributor to being creative [26] and that innovation supports risk-taking while also 

enabling trust in organisations [9]. Table 2 outlines the elements, extracted and 

summarised from the literature, that can stimulate creativity and innovation as part of 

the organisational culture. 
 

Table 2. Stimulating creativity and innovation elements 
Elements that can stimulate creativity and innovation as part of the organisational culture 

Artifact program [9] Knowledge sharing [2, 37] 

Autonomy [2, 18, 26] Leaders who challenge, support and empower 

staff to generate new ideas [18] 

Awareness, training and education on 

organisational, group and levels [9, 15] 

Research and development activities [6] 

Continuous learning and development [2] Resources [18] 

Creativity-relevant processes and behaviour [18] Risk tolerance [2, 6, 18] 

Communication: formal and informal 

communication [9, 37]; value free, open and 

transparent [18] 

Strategy that support creativity and innovation 

[18] 

Conflict handling [18] Support change, flexible [2, 6, 18] 

Diversity [2, 18] Task motivation: extrinsic (reward and 

recognition) [2, 15, 18, 31, 32] and intrinsic 

motivation [15, 31, 32] 

Domain-relevant skills [31, 37]  Teamwork and collaboration [2, 6, 18] 

Employee empowerment [2, 6] Tolerate mistakes [18] 

External orientation [2, 6] Trust [2, 18] 

Freedom and discretion [18]  

4.3 Conceptual model 

The information security culture model, enabled through creativity and innovation, 

is depicted in figure 2. The concepts applied in the model were derived from the 

literature review summary in table 2, grouped according to either organisational traits 

or programmes that the organisation can implement to stimulate creativity and 

innovation. The model displays that organisations can implement certain organisational 

traits to stimulate creativity and innovation. For some organisational cultures, such as 

the clan or group culture, certain traits – for instance, open communication or teamwork 

– will already be part of the organisational culture. Creativity and innovation are an 

output that is applied in the context of information security within the organisation. The 

information security programme block in the model refers to the people, process, 

technology, governance and regulatory aspects of information security within the 

organisation, encapsulating all aspects of information and cyber security. These could 

relate to applying creativity to the manner in which information security policies are 

written, an innovative approach for information security awareness, innovative 

solutions to aid employees in combating phishing attacks and encouraging employees 

to apply creative thinking to resolve security issues and problems, as examples. 
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Figure 2. Information security culture enabled through creativity and innovation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The model depicts that creativity and innovation stimulate a totally aligned 

information security culture whereby security is part of the organisation’s strategy and 

vision, employees display compliant behaviour and adapt their behaviour in creative 

and innovative manners to combat security threats, whereby information security is 

regarded as a strategic advantage resulting in minimised security incidents, especially 

from a human perspective, as stimulated through creative and innovative problem 

solving by employees. Risk mitigation is part of such a culture, with proactive 

management, problem solving and monitoring of information security. The model 

postulates that, if creativity and innovation can be stimulated in an organisation as part 

of the organisational culture and specifically translated to the information security 

culture, it will aid in establishing a strong and totally aligned security culture, on a 

values, assumptions and artifact level – one where the risk of the human element is 

minimised and converted to become a contributing element in combatting security risks 

and threats through creativity and innovation.  

5 Conclusion and future work 

An investigation was conducted into what an information security culture model 

would be comprised of where innovation and creativity are used as enablers. The study 

provided a foundation to propose a conceptual model whereby information security 

culture is enabled through creativity and innovation. Key traits to stimulate creativity 

and innovation were identified, such as support for change, diversity, autonomy, 

teamwork and trust, that can stimulate creativity and innovation in an organisation. 

Certain organisational programmes also enable creativity and innovation, such as an 

artifact programme, education, training and awareness, communication and recognition 

and rewards. These traits can be applied to stimulate a creative and innovative-friendly 

security culture in organisations. A limitation of the paper is that the model is 

conceptual in nature and has not been validated. Future research will employ a 
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qualitative research method to validate the model using an expert panel and to further 

explore the implementation of the model in organisations with different types of 

organisational cultures. 
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