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Abstract. The information privacy concern of consumers concerning the processing of their 

personal information by online organizations (websites) is investigated in this study by means of 

a quantitative approach. An overview of existing concerns about information privacy instruments 

are presented based on a literature review. The Online Information Privacy Concern Instrument 

(OIPCI) is used to study consumers’ expectations and experience regarding information privacy 

principles in order to identify their concerns about information privacy. The study was conducted 

in South Africa with a demographical representative sample of 1000 participants. Gaps were 

identified where consumers experienced that online organizations were not meeting their privacy 

expectations. This indicated that the regulatory requirements (in this case, the Protection of Per-

sonal Information Act (POPI) are perceived as not being met. The results indicate that while 

consumers in South Africa have a high expectation for privacy, it is not met in practice. Correc-

tive action and interventions are required from a government and online organization perspective.  

Keywords: Information privacy concern, Confidence, Expectations, CFIP, OIPCI, 

POPI 

1 Introduction 

Consumers are concerned about the use and protection of their personal information 

by organizations [1–3], specifically their financial, security and identity information 

[4]. In recent years, large data breaches have occurred. For example, 540 million Face-

book user records were exposed in 2019; First American Financial Corporation had 885 

million records exposed, including social security numbers and banking transactions; 

and in 2019, Microsoft leaked emails and the private contact information of 49 million 

Instagram users were exposed [5]. These data breaches happen due to various reasons, 

including internal threats, cyber criminals and exploited applications. While consumers 

are concerned about the security of their personal information provided to organiza-

tions, they are also increasingly concerned about the use of their information by organ-

izations for activities such as advertising, marketing, profiling, location tracking and 

behavioral tracking [6].  

 

Various researchers have studied consumers’ concern for information privacy using 

different instruments in different contexts [7–12]. Few studies have been conducted in 

South Africa to understand the privacy expectations and experience of consumers in 
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line with regulatory requirements. While South Africa has a privacy law, the Protection 

of Personal Information Act (POPI) [13], it has not yet become effective, although or-

ganizations are in the process of implementing compliance requirements [14]. Multi-

national organizations in South Africa have to comply with the privacy laws of other 

jurisdictions and therefore implement data protection requirements. At the same time, 

South African consumers have certain expectations of privacy and concerns about the 

protection of personal information.  

 

This study aims to identify the concern for information privacy of South Africans 

consumers in an online context. The instrument used, the Online Information Privacy 

Concern Instrument (OIPCI) [15], focuses on information privacy in the context of the 

privacy expectations and experience of consumers about specific internationally ac-

cepted privacy principles to determine the concern for information privacy. This instru-

ment extends the context of the initial concern for information privacy instruments to 

include not only the concern, but also the expectations, experience and legal require-

ments for privacy. This paper is structured as follows: Section 2 gives an overview of 

the concern for information privacy followed by section 3 which gives an overview of 

information privacy concern instruments. The research methodology is discussed in 

section 4 and the results of the survey and statistical validation of the questionnaire in 

section 5. This is followed by the conclusion in section 6.  

2 Concerns about information privacy 

The scope of this paper relates to the personal identifiable information of individuals, 

referred to as information privacy [16]. Personal information relates to the information 

of an identifiable, living, natural person; juristic persons are included in the laws of 

some jurisdictions. Examples of personal information are a person’s name and surname, 

gender, sex, age, religion, disability, health information, identifying numbers and sym-

bols, email addresses, blood type, biometric information, opinions, views or prefer-

ences  [13]. Personal identifiable information is increasingly processed through digital 

means. While the processing of such information is necessary to conclude business 

transactions and deliver services, it raises concern among consumers – which is referred 

to as the “concern for information privacy (CFIP)” or the “information privacy concern 

(IPC)”. 

 

Concern for information privacy is understood as individuals’ concern about infor-

mation privacy practices [17]. With regard to the privacy concern, Gavison [18:424] 

states, “I argue only that privacy refers to a unique concern that should be given weight 

in balancing values.” She refers to various concerns about information privacy, such as 

the way information is acquired and the relationships in which confidentiality and spe-

cifically secrecy, anonymity and solitude are referred to as “privacy” in legal terms. 

She categorizes concern for information privacy in two distinct areas: (i) privacy con-

cern because an individual has insufficient privacy and (ii) unequal distribution of pri-

vacy in a societal context, which could lead to “manipulation, deception, and threats to 



autonomy and democracy” [18:444]. She argues that the law cannot in all circum-

stances compensate for privacy losses and that the outcome of court decisions might 

not “reflect fully or adequately the perceived need for privacy in our lives”.  

 

As individuals, we have our own concern for information privacy, which might be 

addressed by the law partially or not at all. By using only the law as a measure to im-

plement privacy would mean that individual expectations for privacy is disregarded. It 

might well be that in some cases the law exceeds privacy expectations and in other 

cases it does not adequately address it, which could result in concern for information 

privacy for the individual. Furthermore, individuals could also be concerned about pri-

vacy where they experience that organizations do not honor the privacy requirements 

of the law or perhaps not their inherent expectations of privacy. There are thus two 

sides which must be considered when attempting to understand concern for information 

privacy: the one is the individual’s expectation for privacy in various matters such as 

confidentiality, minimality, sharing of data, collection and use of data; the other is that 

one has to consider whether these expectations are met in reality, since if it is not, it 

will increase the individual’s concern for privacy. Furthermore, if the privacy expecta-

tions of individuals are in line with the regulatory requirements for privacy, these must 

be met in practice – else the data processor is not only in contravention of the law, but 

also not meeting the individual’s privacy expectations. This could increase the concern 

for information privacy and affect the trust of individuals in data processors processing 

their personal information [19].  

 

The RSA survey [4] found that the concern for information privacy varied based on 

demographical factors and nationality, where consumers from different countries had 

different concerns. This study specifically focuses on understanding the information 

privacy concern of consumers in South Africa. The next section gives an overview of 

the various instruments available to measure the concern for information privacy and 

concludes with the instrument selected for this study. 

3 Overview of CFIP instruments 

A literature search using Harzing’s Publish or Perish software program was conducted 

to identify the top 10 most cited papers focusing on concern for information privacy. A 

limitation of this approach is that new research is not included. Therefore, a further 

search was conducted in Scopus with the date period from 2015 to 2020 to identify the 

most recent concern for information privacy studies. Twenty-two papers were retrieved 

using the keywords “information privacy concern”, of which 11 were applicable after 

duplicates were removed. An overview of the prominent concern for information pri-

vacy studies from these searches are presented in Table 1. It includes the instruments 

developed by Westin as well as Smith, Milberg and Burke, who developed some of the 



first privacy indexes, which were adapted for various other studies identified in the 

search.  

Table 1. Overview of prominent concern for information privacy studies using instruments. 

Instrument  Date Description 

General Privacy 

Concern Index of 

Westin  

1990  Four questions were used to divide consumers into three cate-

gories: high (fundamentalists), moderate (pragmatic) and low 

privacy concern (unconcerned) [20]. 

Consumer Privacy 

Concern Index of 

Westin 

1991 Westin added two more business focus questions for the use 

of personal information to divide consumers into the three cat-

egories [20]. 

Medical Privacy 

Concern Index of 

Westin  

1993 Westin added two medical concern questions to the Medical 

Sensitivity Index. Consumers were grouped in a high, medium 

or low privacy concern group [20]. 

Computer Fear Index 

of Westin  

1993 Westin used three computer fear questions to create the index 

whereby the consumers were divided in three groups, namely 

high, medium and low computer privacy fear [20]. 

Distrust Index of 

Westin  

1994 This index used four questions focusing on technology, gov-

ernment and business trust to identify a correlation between 

distrust and privacy issues. [20]. 

Privacy Concern In-

dex of Westin  

1996 The index used six questions to divide consumers in the pri-

vacy fundamentalists, privacy pragmatics and privacy uncon-

cerned groups [20]. 

Concern for Infor-

mation Privacy 

(CFIP)  

1996 Develop the CFIP comprising four dimensions of privacy con-

cerns, namely: collection, errors, unauthorized secondary use 

and improper access comprising 15 questions [1]. 

Privacy Segmenta-

tion Index 

Core Privacy Orien-

tation Index 

1995

-

1999 

The privacy segmentation and core privacy orientation survey 

incorporated three questions focusing on a business context as 

well as whether existing laws and organizational practice pro-

vide privacy protection [20]. 

Concern for Infor-

mation Privacy 

(CFIP)  

 

2002 Stewart and Segars [7] used the CFIP of Smith et al. [17] con-

taining 15 items in four dimensions, namely: collection, unau-

thorized secondary use, improper access and errors, adding 

computer anxiety and behavioral intention. 

Internet Users’ Infor-

mation Privacy Con-

cern (IUIPC)  

2004 Malhotra, Kim and Agarwal used the CFIP of Smith et al. 

[17] and added the concepts of trust, behavioral intention and 

risk beliefs to measure the privacy concern of internet users 

[21]. 

Personal Internet In-

terest  

2006 The authors used a personal internet interest variable with 

three questions focusing on privacy concern in the context of 

obtaining a service of information from the internet [22]. 

Information Privacy 

Concern about Peer 

Disclosure (IPCPD)  

2015 Using the context of CFIP in an experiment with scenarios to 

identify privacy concern in social networking [23]. 

 



Instrument  Date Description 

Social Media Users’ 

Concern for Infor-

mation Privacy  

2015 The constructs of Stewart and Segars [7] and Malhotra et al. 

[24] were used to develop and validate social media users’ 

concern for information privacy (CFSMIP) [25]. 

Information Privacy 

Concern towards 

Hospital Websites 

2015 Three items from Bansal et al. (2010) [26] with items from 

Wu et al. [27] focusing on online privacy policy, reputation, 

information privacy concern, and behavioral intention [28]. 

CFIP, Willingness to 

Provide Personal In-

formation (WPI)  

2016 Adapting statements from Okazaki, Li and Hirose (2009) [29] 

and Malhotra et al. [24]. The constructs included CFIP, WPI, 

confidence in privacy protection (CPP), and perceived risk 

[29] with a total of 24 statements [30]. 

Internet Users’ Infor-

mation Privacy 

Concerns (IUIPC) 

and Personality 

Traits  

2018 Researchers used the internet users’ information privacy con-

cerns (IUIPC) scale [24] together with scenarios to establish 

the relationship between IPC, recommendation accuracy and 

personality traits [10]. 

Information Privacy 

Concern during So-

cial Website Interac-

tions  

2018 Twenty-two questions measuring the concern when disclosing 

personal information on websites. The questions were adapted 

from the work of Li [31] and Pavlou [32], among others [33]. 

Users’ Information 

Privacy 

Concerns (UIPC) 

2018 Users’ information privacy concerns (UIPC) on privacy pro-

tection behavior (PPB) in social networks. The questionnaire 

included adapted statements from Dinev and Hart [34] [35]. 

Online Shopping In-

formation Privacy 

Concern (IPC) 

2019 Looking at information privacy concerns of online shopping 

consumers. One of the constructs was based on the infor-

mation privacy concern construct of Pavlou [32] [9].  

Demographic Char-

acteristics and Infor-

mation Privacy Con-

cern (IPC) 

2019 Researchers used the 16 items of Buchanan, Paine and Reips 

[36] to design a six-item survey focusing on the concern of 

sharing personal information over the internet in order to 

identify demographic differences [37].  

CIFP in Health Infor-

mation Exchange 

2019 Using the CIFP of Stewart and Segars [7] and adapting it for 

health information exchange with opt-in intentions [38].  

Mobile Users’ Infor-

mation Privacy Con-

cerns (MUIPC)  

2020 Mobile users’ information privacy concerns (MUIPC) in the 

context of the internet of things, adapting survey items from 

Xu et al. [40], Solove [41] and Smit et al. [17] [42]. 

Mobile Users’ Infor-

mation Privacy Con-

cerns (MUIPC)  

 

2020 Using the antecedent-privacy-control-outcome model, adding 

computer anxiety, perceived control and app permission con-

cerns for mobile users and adapting the work of Smith et al. 

[1], Malthota et al. [21], Stewart and Segars [7], Xu et al. [40] 

and Dinev, et al. [43] [44]. 

 

A number of the concern for information privacy surveys were conducted building 

on the work of Westin, mostly measuring the privacy concern of the individual per-

spective (e.g. CFIPT and IUIPC). Smith et al. [16] identified that concern for infor-

mation privacy studies were conducted either from the individual’s concern perspective 



(e.g. their personality) or from a privacy experience perspective (what the experience 

in practice was, such as their information being shared or exposed in the past). It was 

found that the privacy experience of consumers influences their privacy concern to-

gether with other constructs such as gender, awareness of privacy policies, cultural dif-

ferences [16] and age [37]. While the instruments aim to specifically measure concern 

for information privacy, they include statements that cover both users’ concern and 

experience when their personal information is processed. 

 

The “General Privacy Concern Index” of Westin is used to divide consumers into 

categories of concern; however, only one question concentrates on the concept of con-

cern (namely, whether they are concerned about threats to their personal privacy) [21]. 

The other three questions focus on whether consumers agree on aspects relating to what 

business or government does in relation to privacy concepts based on their experience. 

The Consumer Privacy Concern Index included a question about the protection of pri-

vacy rights and if consumers agreed or disagreed with the statement, not necessarily 

measuring a concern. The questions used by Smith et al. [17:170] included concern 

questions such as “I'm concerned that companies are collecting too much personal in-

formation about me”; whereas other questions are phrased from an expectations per-

spective, such as “Companies should not use personal information for any purpose un-

less it has been authorized by the individuals who provided the information” [17:170]. 

Malhotra et al. [21] included questions from various authors with a concern, expecta-

tion or confidence perspective. A consumer concern question used is, for example, “I 

am concerned about threats to my personal privacy today” [21:352]. They also included 

questions from an expectations perspective, such as “Online companies should never 

sell the personal information in their computer datasets to other companies” [21:352]. 

Some questions are phrased from a confidence perspective, thus establishing if compa-

nies indeed exhibit certain values or behavior, for example: “Online companies are al-

ways honest with customers when it comes to using (the information) that I would pro-

vide” [21:352].  

 

The CIFP or IUIPC were used in various studies to design new instruments to meas-

ure concern for information privacy in the context of each study, such as social net-

working [25, 35], online shopping [9] or mobile phones [44]. Others designed new in-

struments focusing on social networking and trust [45,] and consumers’ concerns in 

providing personal information for marketing purposes [46]. Researchers like Miyazaki 

and Fernandez [47] studied concern for information privacy from a risk perspective in 

terms of online shopping, finding that the more internet experience users have, the less 

privacy risk they perceive in terms of online shopping and security. Of importance to 

note is that Norberg et al. [48] studied the concept of the “privacy paradox” (a discrep-

ancy between privacy attitude and privacy behavior as well as between privacy behav-

ior and privacy intention). In their study, they found that the privacy paradox exists, 

whereby individuals disclose significantly more information than what they intent to 

disclose and behavior intent is not a predictor of actual behavior in a privacy context. 

Kokolakis [49] analyzed studies on the privacy paradox, supporting and challenging it. 



Each of these studies used a survey or experiment method to identify the dichotomy 

between privacy concern and behavior.  

 

The studies discussed used various instruments for the concern of information pri-

vacy. These instruments include items that concentrate on the consumer’s information 

privacy concern and/or expectations and/or experience in practice within a certain con-

text. However, there is no balance of these items in that for each information privacy 

concern item, there is a corresponding expectation or experience statement to measure 

both perspectives. The instruments are also not aligned with best practice data privacy 

principles, such as the Fair Information Practice Principles (FIPPS) to measure infor-

mation privacy concern and expectations in line with legal requirements with which 

organizations must comply.  

 

The Online Information Privacy Culture Index (OIPCI) [50], used in this study, and 

the Information Privacy Culture Index (IPCI) [51] consider both perspectives and ex-

pand on the concept of information privacy concern to also incorporate the privacy 

expectations and experience of data subjects as well as the concept of compliance with 

legal requirements. These questionnaires were developed in previous studies and meas-

ure for each FIPPs the expectation of the consumer together with their experience in 

practice as to whether it is met (thus their confidence that organizations are meeting 

that principle in practice). A number of specific concerns for information privacy state-

ments are also included, making it comprehensive in terms of understanding the gap 

between information privacy expectations and experience, which outlines the concern 

for information privacy. The questions in the OIPCI and IPCI (as with the CIFP, UIPC, 

IUIPC and MUIPC) focus on concern for information privacy with statements from an 

expectation and experience perspective. The IPCI and OIPCI also measure the infor-

mation privacy concern and gives an indication of the culture of privacy. In the context 

of this study, the instrument [50] is referred to as the Online Information Privacy Con-

cern Instrument (OIPCI). 

4 Methodology 

This research employs a quantitative research design using a survey method. Surveys 

are useful to measure concern for information privacy; however, as a limitation it was 

found to be unreliable in terms of self-reporting of privacy behavior [49]. Privacy be-

havior is not measured in this study, only perceptions and attitudes.  

 

4.1 Measuring instrument 

The OIPCI comprises 11 privacy principles, namely: accountability (AC), openness 

(OP), processing (use limitation) (PR), collection limitation (CL), purpose specification 

(PS), data subject participation (access) (DS), security safeguards (SS) and information 



quality (IQ), unsolicited marketing (UM), cross-border transfers (CB) and sensitive 

(special) personal information (SP). These were mapped to the POPI [15]. For each 

privacy principle, a question pair is used to measure the privacy expectation and expe-

rience (or confidence) of that principle being honored or implemented in practice by 

organizations. Information privacy concern can be identified where the expectation and 

experience about a specific principle do not match, thus where a gap is identified. The 

privacy principles map to the regulatory requirements of the POPI; therefore, if con-

sumers experience that any of the requirements are not met in practice, it will also in-

dicate a perception of non-compliance for organizations.  

 

4.2 Sample 

A thousand responses were collected in 2018 in South Africa, according to the de-

mographic profile of the country. The sample included 52% males and 48% females. 

The sample mostly included Millennials/Generation Y (63%), followed by Generation 

X (16%) and Generation Z (12%). The majority of the sample were employed (79%), 

with some participants unemployed (10%), students (8%) or retired (2.9%). Thirty per-

cent of the participants had a school certificate and 3% had not completed school, 24% 

a diploma, 23% a university degree or diploma and 20% a postgraduate qualification. 

As stated, the participants represented the demographic profile of the country: 64% 

black, 20% white, 11% colored and 5% Indian. As such, the majority of the home lan-

guages spoken by the respondents were African languages. The questionnaire was sent 

electronically by a market research company [52]. Ethical clearance was obtained from 

the university, ensuring that the survey met the ethical requirements such as being vol-

untary, anonymous and that consent was obtained to use the survey data for research 

publications.  

5 Results 

The respondents indicated that they obtained privacy information from the inter-

net/websites (71%), banks (40%) and organizations to whom they provided their infor-

mation (29%). The preferred methods to obtain privacy information, in order of prefer-

ence, were: internet/websites, bank, government, organization to whom they provided 

their personal information and organizations they worked for. Sixty-three percent said 

that they knew of someone whose personal information had been misused (e.g. confi-

dential information exposed), indicating that South Africans are experiencing data 

breaches. Ninety percent said that they were indeed concerned when providing their 

personal information on websites. They were mostly concerned about their identifica-

tion (91%), financial (88%) and health (66%) information. Respondents were specifi-

cally concerned when websites built an online profile of them without consent (90%) 

or tracked their movements on the internet (82.8%). 



The overall results showed that there was a gap in terms of the privacy expectations 

(4.43 mean) of respondents compared to the confidence (2.93 for mean) they had in 

whether organizations were meeting their expectations. Table 2 shows the means for 

each of the expectation and experience statements. All the expectation statements were 

significantly more positive compared with the corresponding experience statement 

based on the Sig. (two-tailed) test, which means that there was a significantly higher 

expectation for privacy than what consumers experienced in practice, thus their privacy 

expectations were not met. The three question pairs with the biggest discrepancy be-

tween expectation and experience were for the expectation that online companies would 

inform consumers if their personal data was lost, to only use their personal data for the 

agreed purposes and to protect their data when sending it to other countries. There was 

thus a significant gap in terms of the privacy expectations of consumers and what they 

experienced in practice, thus highlighting the concern for information privacy. If con-

sumers feel that organizations are not meeting their privacy expectations, it also indi-

cates that organizations might not be meeting regulatory requirements as the expecta-

tions statements are in line with the requirements of the POPI. 

Table 2. Means for privacy expectation and experience statements. (Items from [50]) 

Privacy expectation Mean Privacy experience (confidence) Mean Gap 

“I expect online companies (websites) to 

inform me if records of my personal data 

were lost damaged or exposed publically.” 
4.59 

“I feel confident that online compa-

nies (websites) inform me if records 

of my personal data were lost dam-

aged or exposed publically.” 

2.76 1.83 

“I expect online companies (websites) to 

only use my personal information for pur-

poses I agreed to and never for other pur-

poses than those agreed by me.” 

4.64 

“I believe that online companies 

(websites) are only using my personal 

information for purposes I agreed to 

and never for other purposes.” 

2.84 1.8 

“I expect online companies (websites) to 

protect my information when they have to 

send it to other countries.” 
4.61 

“I feel confident that online compa-

nies (websites) protect my infor-

mation if they have to send it to other 

countries.” 

2.82 1.79 

“I expect online companies (websites) to 

use my personal information in a lawful 

manner.” 
4.62 

“I feel confident that online compa-

nies (websites) are using my personal 

information in lawful ways.” 
2.84 1.78 

“I expect privacy when an online com-

pany (website) has to process my personal 

information for services or products.” 
4.59 

“I feel confident that online compa-

nies (websites) respect my right to 

privacy when collecting my personal 

information for services or products.”  

2.87 1.72 

“I expect online companies (websites) to 

obtain my consent if they want to use my 

personal information for purposes not 

agreed to with them.” 

4.59 

“I feel confident that online compa-

nies (websites) are obtaining my con-

sent to use my personal information 

for purposes other than those agreed 

to with me.” 

2.88 1.71 

“I expect online companies (websites) to 

protect my personal information.” 
4.56 

“I feel confident that online compa-

nies (websites) are protecting my per-

sonal information.” 
2.86 1.70 

“I expect online companies (websites) to 

explicitly define the purpose for which 

they want to use my information.” 
4.59 

“I feel confident that online compa-

nies (websites) are explicitly defining 

the purpose they want to use my in-

formation for.” 

2.92 1.67 

“I expect online companies (websites) to 

only collect my personal information 

when I have given my consent; or if it is 

4.58 
“I feel confident that online compa-

nies (websites) are collecting my per-

sonal information only with my 

2.92 1.66 



Privacy expectation Mean Privacy experience (confidence) Mean Gap 
necessary for a legitimate business rea-

son.” 
consent or for a legitimate business 

reason.” 
“I expect online companies (websites) to 

inform me of the conditions for pro-

cessing my personal information.” 
4.56 

“I feel confident that online compa-

nies (websites) adequately inform me 

of the conditions.” 
2.91 1.65 

“I expect online companies (websites) to 

honor my choice if I decide not to receive 

direct marketing.” 
4.58 

“I feel confident that online compa-

nies (websites) honor my choice if I 

do not want to receive direct market-

ing.” 

2.94 1.64 

“I expect online companies (websites) to 

ensure that their third parties (processing 

my personal information) have all the nec-

essary technology and processes in place 

to protect my personal information.” 

4.51 

“I feel confident that online compa-

nies (websites) ensure that their third 

parties have all the necessary technol-

ogy and processes in place to protect 

my personal information.” 

2.90 1.61 

“I expect online companies (websites) to 

have all the necessary technology and pro-

cesses in place to protect my personal in-

formation.” 

4.60 

“I feel confident that online compa-

nies (websites) have all the necessary 

technology and processes in place to 

protect my personal information.” 

3.00 1.60 

“I expect online companies (websites) to 

only collect my personal information from 

myself and not from other sources.” 
4.49 

“I feel confident that online compa-

nies (websites) are collecting my per-

sonal information from legitimate 

sources.” 

2.91 1.58 

“I expect online companies (websites) to 

correct or delete my personal information 

at my request.” 
4.56 

“I feel confident that online compa-

nies (websites) will correct or delete 

my personal information at my re-

quest.” 

2.98 1.58 

“I expect online companies (websites) to 

notify me before they start collecting my 

personal information.” 
4.48 

“I feel confident that online compa-

nies (websites) are notifying me be-

fore collecting my personal infor-

mation.” 

2.92 1.56 

“I expect online companies (websites) to 

tell me what records of personal infor-

mation they have about me when I enquire 

about it.” 

4.41 

“I feel confident that online compa-

nies (websites) can tell me what rec-

ords or personal information they 

have about me.” 

2.99 1.42 

“I expect online companies (websites) not 

to collect sensitive personal information 

about me.” 
4.31 

“I feel confident that online compa-

nies (websites) only collect sensitive 

personal information about me with 

my explicit consent. 

2.93 1.38 

“I expect online companies (websites) to 

give me a choice if I want to receive direct 

marketing from them.” 
4.51 

Online companies (websites) always 

give me a choice to indicate if I want 

to receive direct marketing from 

them.” 

3.14 1.37 

“I expect online companies (websites) not 

to collect excessive or unnecessary infor-

mation from me than what is needed for 

them to offer me a service or product.” 

4.35 

“I feel confident that online compa-

nies (websites) are requesting only 

relevant and not information other 

than what is needed for them to offer 

me a service or product.”  

3.04 1.31 

“I expect online companies (websites) to 

only keep my personal information for as 

long as required for business purposes or 

regulatory requirements.” 

4.26 
“I believe that online companies 

(websites) are keeping my personal 

information indefinitely.” 
3.26 1.00 

“I expect online companies (websites) to 

keep my personal information updated.” 
3.67 

“I feel confident that online compa-

nies (websites) keep my personal in-

formation up to date.” 
2.95 0.72 

 

Strategies can be implemented for meeting consumer expectations in order to ad-

dress information privacy concern. Online organizations should understand their 



consumer base and if there are unique privacy concerns or expectations that they need 

to take cognizance of when designing websites, selling services or products online, 

conducting marketing and processing personal information. These could comprise an 

intervention for each of the IOPC item pairs with a gap to ensure that regulatory, pro-

cess and technology controls are indeed in place. Furthermore, the privacy terms and 

conditions should be included clearly on online websites with additional communica-

tion and awareness. It is recommended that online organizations conduct privacy com-

pliance assessments to identify with which conditions of privacy legislation they do not 

comply in order to alleviate information privacy concern from that perspective. 

 

5.1 Questionnaire validation 

Exploratory factor analysis was applied to the data using Principal Component Anal-

ysis as the extraction method. This was conducted separately for the expectations and 

experience factors. Varimax with Kaiser normalization was used as the rotation 

method, with three rotations. Two factors were identified for expectations and two for 

experience. Bartlett’s test for sphericity and the Kaiser-Meyer Olkin (KMO) measure 

of sampling adequacy was found to be significant at p < 0.00, indicating validity of the 

sample where p < 0.05 [53]. Table 3 outlines the four factors with the corresponding 

items. Only item 23 was excluded, as it was an additional item which was added and 

can rather be interpreted as a yes/no question. 

Table 3. Factors and Cronbach alpha. 

Factor name Items Cronbach alpha Total items 

Factor A: Expecta-

tions 

1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 22 

 

0.917 11 

Factor B: Expecta-

tions 

9, 12, 13, 14, 15, 16, 17, 18, 19, 

20, 21 

0.871 11 

Factor C: Confidence 24, 25, 26, 27, 28, 29 ,30 31 0.958 8 

Factor D: Confidence 32, 33, 34, 35, 36, 37, 38, 39, 

40, 41, 42, 43, 44, 45, 46, 47 

0.966 16 

Excluded in analysis 23 N/A 1 

 

The KMO values were more than the minimum required 0.60 [54], namely 0.971 for 

expectations and 0.984 for confidence. Fifty-three percent of the variance was ac-

counted for by the two expectations factors and 70% for the two experience factors, all 

with an Eigenvalue above one [55]. All the item values were above 0.4, which was the 

minimum for inclusion. The identified factors in this study closely resembles the factors 

of the first validation of the OIPCIQ study with 356 participants, where four factors 

were also identified [51]. 

A limitation of the this study is that a comparative analysis could not be conducted 

for the data collected in this study compared to the data collected in the first study [50]. 

The demographic profile of the first study was not representative of the South African 



population whereas this study was. The samples could therefore not be compared. Fu-

ture research will aim to conduct a comparative study to monitor if there is a change in 

concern for information privacy over a period of time. 

6 Conclusion 

This paper outlines the concern for information privacy study which was conducted in 

South Africa. An overview of existing instruments was provided with a discussion of 

the OIPC instrument used in this study. The results indicated that while consumers have 

a high expectation for privacy, it is not met in practice by online organizations (web-

sites). There is a large gap between what consumers expect in terms of privacy and how 

consumers perceive that online organizations are processing their personal information. 

While online organizations are not meeting consumer privacy expectations, they are 

also not meeting the minimum requirements of the POPI as perceived by consumers. 

The concern for information privacy is thus high in South Africa and corrective action 

is required from a government and online organization perspective. Further research 

should be aimed at extending the study to other jurisdictions for comparative results 

between countries for information privacy concern and to conduct a comparative study 

in South Africa to monitor the concern for information privacy over a period of time. 
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