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Abstract

The age of internet of things, where each device and application double up as a source of data
has led to an unprecedented influx of data and analyzing this data is becoming increasingly useful.
Given its sensitive nature, there is a growing demand for better and more efficient data collection
and computation techniques that respect privacy. Most existing techniques for privacy-preserving
computations incur large overheads, limiting platforms that can be used for performing such heavy-
duty computations. Moreover, using such platforms for all computations, accumulates power with
organizations that own these platforms and creates central targets of failure. This necessitates the

need for distributing work and power when computing on private data.

Powerful and well-studied cryptographic notions such as secure multiparty computation (MPC)
help distribute power by enabling privacy-preserving collaboration between mutually distrusting
entities for complex computations on data. Unfortunately, modern MPC protocols have unaccom-
modating participation models. In general, parties participating in such protocols are required to
perform large computations and are expected to stay active throughout the execution. However,
unlike large organizations, not everyone might have the resources to carry out such large-scale and
long-drawn computations. In this dissertation, our goal is to democratize such computations by
designing MPC protocols that empower regular people and smaller organizations to emulate large-

scale computations in a distributed manner. We make progress in two different directions.

In the first part of this dissertation, we incentivize more participation in an MPC protocol by
effectively “distributing” the work amongst parties. In most known protocols, computation and

communication amongst parties increases as the number of participants increase. We propose a new
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MPC protocol, where the per-party work decreases as the number of parties increase. As a result,
when run with a large number of parties, the burden on each individual participant is significantly
reduced - enabling efficient large-scale MPC computations, involving hundreds and thousands of
participants. Including more participants also dilutes the power of each individual party, which is

highly desirable.

In the second part of this dissertation, we introduce a new participation model called Fluid
MPC. Unlike all existing protocols, where participants are required to remain online throughout the
execution, in this model, one can design protocols that allow parties to leave and join the proto-
col execution as they wish. The minimum amount of work that a party is required to do in order to
participate is extremely small in comparison to the size of the entire computation. This extreme flex-
ibility allows parties — including those with low resources and limited time — to contribute according
to their computational capacity and effectively yields a weighted, privacy-preserving, distributed

computing system.
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Chapter 1

Introduction

With the advent of big data, there is an unprecedented influx of data. More so now, in the age of
internet of things, where each device and application doubles up as a source of data. Analysing this
data is becoming increasingly useful in machine learning, healthcare, targeted advertising, etc. As
services become more useful, the vast collection of personal data is inevitably concentrating power
in the hands of the collectors - private firms or the government. Given the sensitive nature of
personal data, an inherent trust is placed on these organisations, which is very easily violated. As
public concern over data privacy grows, there is an increased demand for better and more efficient
data collection and computation techniques that mitigate the trust assumption and reliance on any

individual or entity.

The most commonly used cryptographic tool in the data industry is encryption. While sending
and storing data in encrypted form certainly ensures privacy, computing on encrypted data is not
as easy. In particular, it is quite costly and while these techniques are becoming increasingly more
efficient — adding accountability to this computation — still incurs significant overhead. Nevertheless,
cloud-computing services such as Google Cloud Platform (GCP) and Amazon Web Services (AWS),
that have enabled the internet to flourish are capable of performing heavy-duty computations. How-
ever, using such platforms for all computations continues to accumulate power with these large

organizations and creates a central point of failure. This necessitates the need for distributing work



and power when computing on private data.

Powerful and well-studied cryptographic notions such as MPC or secure multiparty computation
[Yao86, GMW87, CCD88, BGW88] helps distribute power by enabling collaboration between mu-
tually distrusting entities for evaluating complex functions on data while still preserving privacy.
Unfortunately, modern MPC protocols have unaccommodating participation models. In general,
parties participating in such protocols are required to perform large computations and are expected
to stay active throughout the execution. However, unlike large organizations, not everyone might
have the resources to carry out such large-scale and long-drawn computations. Our goal is to de-
mocratize such computations by designing MPC protocols that empower regular people and smaller

organizations to emulate large-scale computations in a distributed manner.

Order-C Total Work. Including more participants in an MPC protocol dilutes the power of
each individual party and is highly desirable. Unfortunately, in most known (and all imple-
mented) protocols, the communication and computation complexity increases as the number
of participants increase. This inhibits smaller devices (e.g. mobile phones) and participants
with fewer computational resources from participating, especially over low-bandwidth net-
works. In the first part of this dissertation, we propose a new MPC protocol, where the per-
party communication and computation complexity decreases as the number of parties increase.
As a result, when run with a large number of players, the burden on each individual participant
is significantly reduced - enabling efficient large-scale MPC computations involving hundreds
and thousands of parties. This is the first instance where such a property is achieved for a
non-trivial class of functions, including many important applications of MPC such as train-
ing algorithms used to create machine learning models. We demonstrate practicality of our

approach by implementing this protocol and testing it for hundreds of participants.

Dynamic Participants. In the second part of this dissertation, we introduce a new model of
participation called Fluid MPC. As discussed earlier, all existing protocols require participants

to remain online throughout the execution, and in case they need to drop out of the protocol



before it completes, the protocol fails. In the Fluid MPC model, one can design protocols that
allow parties to leave and join the protocol execution as they wish. The minimum amount of
work that a party is required to do in order to participate is extremely small in comparison
to the size of the entire computation. This extreme flexibility allows parties — including those
with low resources and limited time — to contribute according to their computational capacity

and effectively yields a weighted, privacy-preserving, distributed computing system.

We now delve into these problems in more detail.

1.1 Order-C Secure Multiparty Computation

In recent years, MPC techniques are being applied to an increasingly complex class of functionali-
ties such as distributed training of machine learning networks. Most current applications of MPC,
however, focus on using a small number of parties. This is largely because most known (and all
implemented) protocols incur a linear multiplicative overhead in the number of players in the com-
munication and computation complexity, i.e. have complexity O(n|C|)!, where n is the number of

players and |C] is the size of the circuit [HNO6, DNO7, LN17, CGH" 18, NV18, FL19].

The Need for Large-Scale MPC. Yet, the most exciting MPC applications are at their best when
a large number of players can participate in the protocol. These include crowd-sourced machine
learning and large scale data collection, where widespread participation would result in richer data
sets and more robust conclusions. Moreover, when the number of participating players is large, the
honest majority assumption — which allows for the most efficient known protocols till date — becomes
significantly more believable. Indeed, the honest majority of resources assumptions (a different but
closely related set of assumptions) in Bitcoin [Nak08] and TOR [RSG98, DMS04] appear to hold up

in practice when there are many protocol participants.

Furthermore, large-scale volunteer networks have recently emerged, like Bitcoin and TOR, that

regularly perform incredibly large distributed computations. In the case of cryptocurrencies, it would

For sake of simplicity, throughout the introduction, we omit a linear multiplicative factor of the security parameter in all
asymptotic notations.



be beneficial to apply the computational power to more interesting applications than mining, includ-
ing executions of MPC protocols. Replicating a fraction of the success of these networks could enable
massive, crowd-sourced applications that still respect privacy. In fact, attempts to run MPC on such

large networks have already started [WJS'19], enabling novel measurements.

Our Goal: Order-C MPC. It would be highly advantageous to go beyond the limitation of current

protocols and have access to an MPC protocol with total complexity O(|C).?

Such a protocol can support division of the total computation among players which means that
using large numbers of players can significantly reduce the burden on each individual participant.
In particular, when considering complex functions, with circuit representations containing tens or
hundreds of millions of gates, decreasing the workload of each individual party can have a significant
impact. Ideally, it would be possible for the data providers themselves, possibly using low power or

bandwidth devices, to participate in the computation.

An O(|C|) MPC protocol can also offer benefits in the design of other cryptographic protocols.
In [IKOSO07], Ishai et al. showed that zero-knowledge (ZK) proofs [GMR85] can be constructed
using an “MPC-in-the-head” approach, where the prover simulates an MPC protocol in their mind
and the verifier selects a subset of the players views to check for correctness. The efficiency of these
proofs is inherited from the complexity of the underlying MPC protocols, and the soundness error is
a function of the number of views opened and the number of players for which a malicious prover
must have to “cheat” in order to control the protocol’s output. This creates a tension: higher number
of players can be used to increase the soundness of the ZK proof, but simulating additional players
increases the complexity of the protocol. Access to an O(|C|) MPC protocol would ease this tension,

as a large numbers of players could be used to simulate the MPC without incurring additional cost.

Despite numerous motivations and significant effort, there are no known O(|C|) MPC protocols

for “non-SIMD” functionalities.> We therefore ask the following:

2Note that in all existing efficient honest majority protocols that make use of polynomial-based threshold secret sharing,
the computation complexity is at least O(log n) times the communication complexity. This is also true for our protocol. In
this introduction, unless stated otherwise, we use expressions “protocol with total complexity O(X)” or O(|X|) protocols”
to refer to protocols where the communication complexity is O(|X|) and the computation complexity is O(X logn). We will
discuss the source of this additional term in the computation complexity in more detail later in the main chapters.

3SIMD circuits are arithmetic circuits that simultaneously evaluate ¢ copies of the same arithmetic circuit on different

4



Is it possible to design an MPC protocol with O(|C|logn) total computation (supporting division of

labor) and O(|C) total communication?

Prior Work: Achieving O(|C|)-MPC. A significant amount of effort has been devoted towards re-
ducing the asymptotic complexity of (honest-majority) MPC protocols, since the initial O(n?|C|)

protocols [BGW88, CCD88].

Over the years, two primary techniques have been developed for reducing protocol complexity.
The first is an efficient multiplication protocol combined with batched correlated randomness gener-
ation introduced in [DNO7]. Using this multiplication protocol reduces the (amortized) complexity
of a multiplication gate from O(n?) to O(n), effectively shaving a factor of n from the protocol com-
plexity. The second technique is packed secret sharing (PSS) [FY92], a vectorized, single-instruction-
multiple-data (SIMD) version of traditional threshold secret sharing. By packing ©(n) elements into
a single vector, ©(n) operations can be performed at once, reducing the protocol complexity by a
factor of n when the circuit structure is accommodating to SIMD operations. Using these techniques

separately, O(n|C|) protocols were constructed in [DI06] and [DNO7].

While it might seem as though combining these two techniques would result in an O(|C|) pro-
tocol, the structural requirements of SIMD operations make it unclear on how to do so. The works
of [DIKT08] and [DIK10] demonstrate two different approaches to combine these techniques, ei-
ther by relying on randomizing polynomials or using circuit transformations that involve embedding
routing networks within the circuits. These approaches yield O (|C|) protocols with large multiplica-
tive constants and additive terms that depend on the circuit depth. (The additive terms were further

reduced in the recent work of [GIP15].)

In summary, while both PSS and efficient multiplication techniques have been known for over
a decade, no O(|C|) MPC protocols are known. The best known asymptotic efficiency is O(|C])
achieved by [DIK"08, DIK10, GIP15]; however, these protocols have never been implemented for
reasons discussed above. Instead, the state-of-the-art implemented protocols achieve O(n|C|) com-

putational and communication efficiency [CGH™ 18, NV18, FL.19].
inputs. Genkin et al. [GIP15] showed that it is possible to design an O(|C|) MPC protocol for SIMD circuits, where £ = O(n).




1.1.1 Our Contributions

In this work, we identify a meaningful class of circuits, called (A, B)-repetitive circuits, parameter-
ized by variables A and B. We show that for (2(n), Q(n))-repetitive circuits, efficient multiplication
and PSS techniques can indeed be combined, using new ideas, to achieve O(|C|) MPC for n parties.
To the best of our knowledge, this is the first such construction for a larger class of circuits than

SIMD circuits.

We test the practical efficiency of our protocol by means of a preliminary implementation and
show via experimental results that for computations involving large number of parties, our protocol
outperforms the state-of-the-art implemented MPC protocols. We now discuss our contributions in

more detail.

Highly Repetitive Circuits. The class of (A, B)-repetitive circuits are circuits that are composed of
an arbitrary number of blocks (sets of gates at the same depth) of width at least A, that recur at least
B times throughout the circuit. Loosely speaking, we say that an (A, B)-repetitive circuit is highly

repetitive w.r.t. n parties, if A € Q(n) and B € Q(n).

The most obvious example of this class includes the sequential composition of some (possibly
multi-layer) functionality, i.e. f(f(f(f(...)))) for some arbitrary f with sufficient width. However,
this class also includes many other types of circuits and important functionalities. For example,
as we discuss in Section 3.3.3, machine learning model training algorithms (many iterations of
gradient descent) are highly repetitive even for large numbers of parties. We also identify block
ciphers and collision resistant hash functions as having many iterated rounds; as such functions
are likely to be run many times in a large-scale, private computation, they naturally result in highly
repetitive circuits for larger numbers of parties. We give formal definition of (A, B)-repetitive circuits

in Section 3.3.

Semi-Honest Order-C MPC. Our primary contribution is a semi-honest, honest-majority MPC pro-
tocol for highly repetitive circuits with total complexity O(|C|). Our protocol only requires commu-
nication over point-to-point channels and works in the plain model (i.e., without trusted setup). It

6



achieves unconditional security against ¢ < n (1 — 2) corruptions, where ¢ is a tunable parameter

as in prior works based on PSS.

Our key insight is that the repetitive nature of the circuit can be leveraged to efficiently generate
correlated randomness in a way that helps overcome the limitations of PSS. We elaborate on our

techniques in Section 3.1.

Malicious Security Compiler. We next consider the case of malicious adversaries. In recent years,
significant work [GIP* 14, GIP15, LN17, CGH" 18, NV18, FL19, GSZ20] has been done on designing
efficient malicious security compilers for honest majority MPC. With the exception of [GIP15], all
of these works design compilers for protocols based on regular secret sharing (SS) as opposed to
PSS. The most recent of these works [CGH" 18, NV18, FL.19, GSZ20] achieve very small constant
multiplicative overhead, and ideally one would like to achieve similar efficiency in the case of PSS-

based protocols.

Since our semi-honest protocol is based on PSS, the compilers of [CGHT 18, NV18, FL.19, GSZ20]
are not directly applicable to our protocols. Nevertheless, borrowing upon the insights from [GIP15],
we demonstrate that the techniques developed in [CGH™ 18] can in fact be used to design an efficient
malicious security compiler for our PSS-based semi-honest protocol. Specifically, our compiler incurs
a multiplicative overhead of approximately 1.6-2.3, depending on the choice of ¢, over our semi-
honest protocol for circuits over large fields (where the field size is exponential in the security
parameter).” For circuits over smaller fields, the multiplicative overhead incurred is O(k/ log |F|),

where k is the security parameter and |F| is the field size.

Efficiency. We demonstrate that our protocol is not merely of theoretical interest but is also con-
cretely efficient for various choices of parameters. We give a detailed complexity calculation of our

protocols in Sections 3.6 and 3.7.5.

For n = 125 parties and ¢ < n/3, our malicious secure protocol only requires each party to,

on average, communicate approximately 23 field elements per gate of a highly repetitive circuit.

4We note that for more commonly used corruption thresholds n/2 > t > n/4, the overhead incurred by our compiler is
approximately 2.3.



In contrast, the state-of-the-art [FL19] (an information-theoretic O(n|C|) protocol for ¢ < n/3)
requires each party to communicate approximately 4% field elements per multiplication gate. Thus,
(in theory) we expect our protocol to outperform [FL19] for circuits with around 65% multiplication
gates with just 125 parties. Since the per-party communication in our protocol decreases as the
number of parties increase, our protocol is expected to perform better as the number of parties

increase.

We confirm our conjecture via a preliminary implementation of our malicious secure protocol and
give concrete measurements of running it for up to 300 parties, across multiple network settings.
Since state-of-the-art honest-majority MPC protocol have only been tested with smaller numbers
of parties, we show that our protocol is comparably efficient even for fewer number of parties.
Moreover, our numbers suggest that our protocol would outperform these existing protocols when

executed with hundreds or thousands of players at equivalent circuit depths.

Application to Zero-Knowledge Proofs. The MPC-in-the-head paradigm of Ishai et al. [IKOS07]
is a well-known technique for constructing efficient three-round public-coin honest-verifier zero-
knowledge proof systems (aka sigma protocols) from (honest-majority) MPC protocols. Such proof
systems can be made non-interactive, in the random oracle model [BR93] via the Fiat-Shamir paradigm
[FS87]. Recent works have demonstrated the practical viability of this approach by constructing
zero-knowledge proofs [GMO16, CDG 17, KKW18, AHIV17] where the proof size has linear or sub-

linear dependence on the size of the relation circuit.

Our malicious-secure MPC protocol can be used to instantiate the MPC-in-the-head paradigm
when the relation circuit has highly repetitive form. The size of the resulting proofs will be compa-
rable to the best-known linear-sized proof system constructed via this approach [KKW18]. Impor-
tantly, however, it can have more efficient prover and verifier computation time. This is because
[KKW18] requires parallel repetition to get negligible soundness, and have computation time linear
in the number of simulated players. Our protocol (by virtue of being an Order-C and honest major-

ity protocol), on the other hand, can accommodate massive numbers of (simulated) parties without



increasing the protocol simulation time and achieve small soundness error without requiring ad-
ditional parallel repetition. Finally, we note that sublinear-sized proofs [AHIV17] typically require
super-linear prover time, in which case simulating our protocol may be more computationally effi-

cient for the prover. We leave further exploration of this direction for future work.

1.2 Secure Multiparty Computation with Dynamic Participants

Given the increasing popularity of MPC, it is inevitable that more ambitious applications will be ex-
plored in the near future — like complex simulations on secret initial conditions or training machine
learning algorithms on massive, distributed datasets. Because the circuit representations of these
functionalities can be extremely deep, evaluating them could take several hours or even days, even
with highly efficient MPC protocols. While MPC has been studied in a variety of settings over the
years, nearly all previous work considers static participants who must commit to participating for
the entire duration of the computation. However, this requirement may not be reasonable for large,
long duration computations such as above because the participants may be limited in their compu-
tational resources or in the amount of time that they can devote to the computation at a stretch.
Indeed, during such a long period, it is more realistic to expect that some participants may go offline

either to perform other duties (or undergo maintenance), or due to connectivity problems.

To accommodate increasingly complex applications and participation from parties with fewer
computational resources, MPC protocols must be designed to support flexibility. In this work, we
formalize the study of MPC protocols that can support dynamic participation — where parties can
join and leave the computation without interrupting the protocol. Not only would this remove
the need for parties to commit to entire long running computations, but it would also allow fresh
parties to join midway through, shepherding the computation to its end. It would also reduce
reliance on parties with very large computational resources, by enabling parties with low resources
to contribute in long computations. This would effectively yield a weighted, privacy preserving,

distributed computing system.



Highly dynamic computational settings have already started to appear in practice, e.g. Bitcoin
[Nak08], Ethereum [B'14], and TOR [DMS04]. These networks are powered by volunteer nodes
that are free to come and go as they please, a model that has proven to be wildly successful. Design-
ing networks to accommodate high churn rates means that anyone can participate in the protocol,
no matter their computational power or availability. Building MPC protocols that are amenable to
this setting would be an important step towards replicating the success of these networks. This
would allow the creation of volunteer networks capable of private computation, creating an “MPC-

as-a-service” [BHKL18] system and democratizing access to privacy preserving computation.

Fluid MPC. To bring MPC to highly dynamic settings, we formalize the study of fluid MPC. Consider
a group of clients that wish to compute a function on confidential inputs, but do not have the
resources to conduct the full computation themselves. These clients share their inputs in a privacy
preserving manner with some initial committee of (volunteer) servers. Once the computation begins,
both the clients and the initial servers may exit the protocol execution. Additionally, other servers,
even those not present during the input stage, can “sign-up” to join part-way through the protocol
execution, and then may later leave before the computation finishes. Informally, the work that these
transient servers perform should be proportional only to a fraction of the circuit size, as they are
only present for a fraction of the protocol execution. The resulting protocol should still provide the

security properties we expect from MPC.

We consider a model in which the computation is divided into an input stage, an execution stage,
and an output stage. We illustrate this in Figure 1.1. During the input stage, a set of clients prepare
their inputs for computation and hand them over to the first committee of servers. The execution
stage is further divided into a sequence of epochs. During each epoch, a committee of servers are
responsible for doing some part of the computation, and then the intermediary state of the compu-
tation is securely transferred to a new committee. Critically, this work must be independent of the
depth of the circuit being computed. Once the full circuit has been evaluated, there is an output

stage where the final results are recovered by the clients.
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In order to see how well suited a particular protocol is to this dynamic setting, we introduce
the notion of fluidity of a protocol. Fluidity captures the minimum commitment required from each
server participating in the execution stage, measured in communication rounds. More specifically,

fluidity is the number of communication rounds within an epoch.

A protocol with worse fluidity might require that servers remain active to send, receive, or act
as passive observers on many rounds of communication. In this sense, MPC protocols designed for
static participants have the worst possible fluidity — all participants must remain active throughout
the lifetime of the entire protocol. In this work, we focus on protocols with only a single round of
communication per epoch, which we say achieve maximal fluidity. Note that such protocols must
have no intra-committee communication, as the communication round must be used to transfer

state.

Recall that the idea of flexibility is central to the goal of Fluid MPC. Protocols with maximal
fluidity give the most flexibility to the servers participating in the protocol. It allows owners of com-
putational resources to contribute spare cycles to MPC during downtime, and a quick exit (without
disrupting computation) when they are needed for another, possibly a more important task. More-
over, since one of the motivations behind Fluid MPC is to enable long computations, we require the
computation done by the servers in each epoch to be independent of the size of the function/circuit

(or at least the depth). The goal of our work is to achieve these two properties simultaneously.

There are several other modeling choices that can significantly impact feasibility and efficiency
of a fluid MPC protocol — many of which are non-trivial and unique to this setting. For instance:
when and how are the identities of the servers in the committee of a particular epoch fixed? What
requirements are there on the churn rate of the system? How does the adversary’s corruption model
interact with the dynamism of the protocol participants? We have already seen from the extensive
literature on consensus networks that different networks make different, reasonable assumptions

and arrive at very different protocols.

We discuss these modeling choices and provide a formal treatment of fluid MPC in Section 4.2.

For the constructions we give in this work, we assume that the identities of the servers in a committee
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Figure 1.1: Computation model of fluid MPC.

are made known during the previous epoch.

Applications. We imagine that fluid MPC will be most useful for applications that involve long-
running computations with deep circuits. In such a setting, being able to temporarily enlist dynamic
computing resources could facilitate privacy-preserving computations that are difficult or impossible
with limited static resources. This model would be especially valuable in scientific computing, where
deep circuits are common and resources can be scarce. Consider, for example, an optimization
problem with many constraints over distributed medical datasets. Using a fluid MPC protocol makes
it more feasible to perform such a computation with limited resources: the privacy provided by MPC
can help clear important regulatory or legal impediments that would otherwise prevent stakeholders
from contributing data to the analysis, and a dynamic participation model can allow stakeholders to

harness computing resources as they become available.

Prior Work: Player Replaceability. In recent years, the notion of player replaceability has been
studied in the context of Byzantine Agreement (BA) [Mic17, CM19]. These works design BA proto-
cols where after every round, the “current” set of players can be replaced with “new” ones without
disrupting the protocol. This idea has been used in the design of blockchains such as Algorand
[GHM*17a], where player replaceability helps mitigate targeted attacks on chosen participants af-

ter their identity is revealed.

Our work can be viewed as extending this line of research to the setting of MPC. We note that
unlike BA where the parties have no private states — and hence, do not require state transfer for
achieving player replaceability — the MPC setting necessitates a state transfer step to accommodate
player churn. Maximal fluidity captures the best possible scenario where this process is performed

in a single round.
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1.2.1 Our Contributions

In this work, we initiate the study of fluid MPC. We state our contributions below.

Model. We provide a formal treatment of fluid MPC, exploring possible modeling choices in the

setting of dynamic participants.

Protocols With Maximal Fluidity. We construct information-theoretic fluid MPC protocols that
achieve maximal fluidity. We consider adversaries that (adaptively) corrupt any minority of the

servers in each committee.

We begin by observing that the protocol by Genarro, Rabin and Rabin [GRR98], which is an
optimized version of the classical semi-honest BGW protocol [BGW88] can be adapted to the fluid
MPC setting in a surprisingly simple manner. We call this protocol Fluid-BGW. This protocol also
achieves division of work, in the sense that the amount of work that each committee is required to

do is independent of the depth of the circuit.

To achieve security against malicious adversaries, we extend the “additive attack” paradigm of
[GIPT14] to the fluid MPC setting, showing that any malicious adversarial strategy on semi-honest
fluid MPC protocols (with a specific structure and satisfying a weak notion of privacy against ma-
licious adversaries®) is limited to injecting additive values on the intermediate wires of the cir-
cuit. We use this observation to build an efficient compiler (in a similar vein as recent works of
[CGH"18, NV18]) that transforms such semi-honest fluid MPC protocols into ones that achieve

security with abort against malicious adversaries. Our compiler enjoys two salient properties:

— It preserves fluidity of the underlying semi-honest protocol.

— It incurs a multiplicative overhead of only 2 (for circuits over large fields) in the communication

complexity of the underlying protocol.

51t was observed in [GIP*14] that almost all known secret sharing based semi-honest protocols in the static model natu-
rally satisfy this weak privacy property. We observe that the fluid version of BGW continues to satisfy this property. Further,
we conjecture that most secret-sharing based approaches in the fluid MPC setting would also yield semi-honest protocols that
achieve this property.
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Applying our compiler to Fluid-BGW yields a maximally fluid MPC protocol that achieves security

with abort against malicious adversaries.

We note that, while we consider a slightly restrictive setting where the adversary is limited to cor-
rupting a minority of servers in each committee, there is evidence that our assumption might hold in
practice if we, e.g., leverage certain blockchains. The work of [BGGT20] (see also [GHM™20]) ex-
plores a similar problem of dynamism in the context of secret-sharing with a similar honest-majority
assumption as in our work. They show that in certain blockchain networks, it is possible to leverage
the honest-majority style assumption (which is crucial to the security of such blockchains) to elect
committees of servers with an honest majority of parties. The same mechanism can also be used in
our work (we discuss this in more detail in Section 4.2.2). Moreover, the honest majority assump-
tion is necessary for achieving information-theoretic security (or for using assumptions weaker than

oblivious transfer), for the same reasons as in standard (static) MPC.

Implementation. We implement Fluid-BGW and our malicious compiler in C++, building off the
code-base of [Cry19, CGH"18]. We run our implementation across multiple network settings and
give concrete measurements. We discuss results from our implementation in the supplementary

material (Section 4.8).

1.2.2 Related Work

Proactive Multiparty Computation. The proactive security model, first introduced in [OY91], aims
to model the persistent corruption of parties in a distributed computation, and the continuous race
between parties for corruption and recovery. To capture this, the model defines a “mobile” adversary
that is not restricted in the total number of corruptions, but can corrupt a subset of parties in different
time periods, and the parties periodically reboot to a clean state to mitigate the total number of
corruptions. Prior works have investigated the feasibility of proactive security both in the context of

secret sharing [HJKY95, MZW™19] and general multiparty computation [OY91, BELO14, EOPY18].

While both fluid MPC and Proactive MPC (PMPC) consider dynamic models, the motivation be-
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hind the two models are completely different. This in turn leads to different modeling choices.
Indeed, the dynamic model in PMPC considers slow-moving adversaries, modeling a spreading com-
puter virus where the set of participants are fixed through the duration of the protocol. This is
in contrast to the Fluid MPC model where the dynamism is derived from participants leaving and
joining the protocol execution as desired. As such, the primary objective of our work is to construct
protocols that have maximal fluidity while simultaneously minimizing the computational complexity
in each epoch. Neither of these goals are a consideration for protocols in the PMPC setting. Further-
more, unlike PMPC, fluid MPC captures the notion of volunteer servers that sign-up for computation

proportional to the computational resources available to them.

The difference in motivation highlighted above also presents different constraints in protocol
design. For instance, unlike PMPC, the size of private states of parties is a key consideration in the
design of fluid MPC; we discuss this further in Section 4.1. We do note, however, that some ideas

from the PMPC setting, such as state re-randomization are relevant in our setting as well.

Transferable MPC. In [CH14], Clark and Hopkinson consider a notion of Transferable MPC (T-MPC)
where parties compute partial outputs of their inputs and transfer these shares to other parties to
continue computation while maintaining privacy. Unlike our setting, the sequence of transfers, and
the computation at each step is determined completely by the circuit structure. In the constructed
protocol, each partial computation involves multiple rounds of interaction and therefore does not

achieve fluidity; additionally parties cannot leave during computation sacrificing on dynamism.

Concurrent and Independent Work. Two independent and concurrent works [GKM ™20, BGG™20]
that recently appeared on ePrint Archive also model dynamic computing environments by consid-
ering protocols that progress in discrete stages denoted as epochs, which are further divided into
computation and hand-off phases. These works study and design secret sharing protocols in the dy-
namic environment. In contrast, our work focuses on the broader goal of multi-party computation

protocols for all functionalities.

Furthermore, we focus on building protocols that achieve maximal fluidity. While this goal is not
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considered in [GKM™20], [BGG'20] can be seen as achieving maximal fluidity for secret sharing.
In choosing committees for each epoch, [GKM*20] consider an approach similar to ours where
the committee is announced at the start of the hand-off phase of each epoch. [BGG'20] leverage
properties in the blockchain to implement a committee selection procedure that ensures an honest

majority in each committee.

Lastly, both of these works consider a security model incomparable to ours. Specifically, they con-
sider security with guaranteed output delivery for secret sharing against computationally bounded
adversaries, whereas we consider MPC with security with abort against computationally unbounded

adversaries.

Malicious Security Compilers for MPC. There has been a recent line of exciting work [CGH 18,
NV18, LN17, ABF+17, AFL*16, MRZ15, IKHC14, FL19] in designing concretely efficient compiler
that upgrade security from semi-honest to malicious in the honest majority setting. Some of these
compilers rely on the additive attack paradigm introduced in [GIP™14]. We take a similar approach,

but adapt and extend the additive attack paradigm to the fluid MPC setting.

1.3 Bibliographic Notes

The result on order-C secure multiparty computation is based on joint work [BGJK21] with Gabrielle
Beck, Abhishek Jain and Gabriel Kaptchuk that appeared at EUROCRYPT 2021 and the result on
secure multiparty computation with dynamic participants is based on join work [CGGT21] with
Arka Rai Choudhuri, Matthew Green, Abhishek Jain and Gabriel Kaptchuk that appeared at CRYPTO

2021.

1.4 Outline of the Thesis

In Chapter 2, we start by recalling basic definitions of secure multiparty computation and describing

polynomial-based threshold and packed secret sharing schemes. In Chapter 3, we present our results
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on order-C secure multiparty computation and in Chapter 4, we present our results on MPC with

dynamic participants.
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Chapter 2

Preliminaries

2.1 Secure Multiparty Computation

Secure multi-party computation protocol (MPC) is a protocol executed by n parties P = {Py,--- , P, }
for a functionality F. We allow for parties to exchange messages simultaneously. In every round,
every party is allowed to exchange messages with other parties using different communication chan-
nels, depending on the model. A protocol is said to have k rounds if it proceeds in k distinct and

interactive rounds.

2.1.1 Adversarial Behavior

One of the primary goals in MPC is to protect the honest parties against dishonest behavior of the
corrupted parties. This is usually modeled using a central adversarial entity, that controls the set of
corrupted parties and instructs them on how to operate. That is, the adversary obtains the views of
the corrupted parties, consisting of their inputs, random tapes and incoming messages, and provides
them with the messages that they are to send in the execution of the protocol. In our protocols we
only consider the case where the adversary can only control a minority of the parties in the protocol.

We discuss the following adversarial models in detail:

1. Semi-Honest Adversaries: A semi-honest adversary always follows the instructions of the
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protocol. This is an "honest but curious” adversarial model, where the adversary might try to

learn extra information by analyzing the transcript of the protocol later.

2. Malicious Adversaries: A malicious adversary can deviate from the protocol and instruct the

corrupted parties to follow any arbitrary strategy.

We provide the basic definitions for secure multiparty computation according to the real/ideal
paradigm [Gol04]. Informally, a protocol is considered secure if whatever an adversary can do in
the real execution of protocol, can be done also in an ideal computation, in which an uncorrupted

trusted party assists the computation.

2.1.2 Security Definitions

Real World. The real world execution of a protocol IT = (P4, ..., P,) begins by an adversary A
selecting any arbitrary subset of parties Z C [n] to corrupt. The parties then engage in an execution
of a real n-party protocol II. Throughout the execution of II, the adversary A sends all messages on
behalf of the corrupted parties, and may follow an arbitrary polynomial-time strategy. In contrast,
the honest parties follow the instructions of II. At the conclusion of the protocol, each honest party
outputs all the outputs it obtained in the computations. Malicious parties may output an arbitrary
PPT function of the view of .A. This joint execution of II under (A,7) in the real model, on input
vector I = (x1,...,2,), auxiliary input z and security parameter )\, denoted by REALy 7 4-) (lA, :E’) ,

is defined as the output vector of P, ..., P, and .A(z) resulting from this protocol interaction.

Ideal World. We now present standard definitions of ideal-model computations that are used to
define security with abort. We start by presenting the ideal-model computation for security with
abort, where the adversary may abort the computation either before or after it has learned the
output; other ideal-model computations are defined either by allowing the adversary to selectively
abort to some parties but not to others or by restricting the power of the adversary either by forcing

the adversary to identify a corrupted party in case of abort, or no abort (guaranteed output delivery).
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Ideal Computation with Abort. An ideal computation with abort of an n-party functionality F
on input ¥ = (z1,...,x,) for parties (Py,..., P,) in the presence of an ideal-model adversary A

controlling the parties indexed by Z C [n], proceeds via the following steps.

Sending inputs to trusted party: For each i ¢ Z, P; sends its input z; to the trusted party. If i € Z, the
adversary may send to the trusted party any arbitrary input for the corrupted party P;. Let

be the value actually sent as the i*" party’s input.

Early abort: The adversary A can abort the computation by sending an abort message to the trusted

party. In case of such an abort, the trusted party sends L to all parties and halts.

Trusted party answers adversary: The trusted party computes (y1,...,y,) = F(z},...,z,) and sends

y; to party P, for every i € 7.

Late abort: The adversary A can abort the computation (after seeing the outputs of corrupted par-
ties) by sending an abort message to the trusted party. In case of such abort, the trusted party
sends | to all honest parties and halts. Otherwise, the adversary sends a continue message to

the trusted party.
Trusted party answers remaining parties: The trusted party sends y; to P; for every i ¢ 7.

Outputs: Honest parties always output the message received from the trusted party and the cor-
rupted parties output nothing. The adversary .A outputs an arbitrary function of the initial
inputs z; s.t. © € Z, the messages received by the corrupted parties from the trusted party and

its auxiliary input.

Definition 1 (Ideal-model computation). Let F : ({0,1}*)" — ({0,1}*)" be an n-party functional-
ity. let T C [n] be the set of indices of the corrupted parties, and let \ be the security parameter. Then,
the joint execution of F under (A,T) in the ideal model, on input vector ¥ = (x1,...,%,), auxiliary
input z to A and security parameter ), denoted IDEALx 7 _a(.)(1*, %), is defined as the output vector of

Py,..., P, and A resulting from the above described ideal process.
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Security Having defined the real and ideal models, we can now define security of protocols accord-
ing to the real/ideal paradigm. Since we work in the information-theoretic setting, we only give a

definition for statistically secure protocols.

Definition 2. Let F : ({0,1}*)" — ({0,1}*)™ be an n-party functionality and let II be a probabilistic
polynomial-time protocol computing F. The protocol I1 computes F with statistical security against at
most t corruptions with abort, if for every unbounded real-model adversary A, there exists a simulator
S for the ideal model, who's running time is polynomial in the running time of A, such that for every

Z C [n] of size at most t, it holds that

{REALH,LA(Z) (1& Z ~, {IDEAL;7I7S(Z)(1A, :E)}

) }(E,Z)G({O,l}*)“Jrl,AGN (#,2)€({0,1}*)n+t1 XeN

2.2 Secret Sharing

2.2.1 Threshold Secret Sharing

A t-out-of-n secret sharing scheme enables n parties to share as secret v € F so that no subset of ¢
parties can learn any information about it, while any subset of ¢+ 1 parties can reconstruct it. We use

Shamir’s secret sharing scheme [Sha79a] in our protocols that supports the following procedures’:

— share(v,t + £): In this procedure, a dealer shares a value v € I as follows:

1. Set pg = v and sample a random polynomial ¢(z) of degree ¢ such that ¢(0) = 0.
2. Setp(z) = po + q(2) Hle(z —e;), where ey, ..., e are preselected elements in F.
3. For each i € [n], set v; = p(i).
Each output share v; (for i € [n]) is the share intended for party P,. We denote the ¢ + ¢-out-of-

n sharing of a value v by [v]. We use the notation [v]; to denote the shares held by a subset of

parties J C [n]. We stress that if the dealer is corrupted, then the shares received by the parties

IWe note that this is a generalized version of the traditional Shamir secret sharing scheme (This is necessary for our
application in Chapter 3). In particular, the traditional version can be derived by setting ¢ = 0. In Chapter 4, we will work
with the traditional version and assume ¢ = 0
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may not be correct. Nevertheless, we abuse notation and say that the parties hold shares [v]

even if these are not correct.

— share(v, J, [v] s, t + £): This procedure is similar to the previous procedure, except that here the
shares of a subset .J of parties with |.J| < ¢ are fixed in advance. Given the value v to be shared,
let p(2) = v+ p1z + p22? + ... + p:2'H be the polynomial used for secret sharing. Now given

|J| shares, we get the following system of equations:

VieJ, vi=v+pri+pai’+ ... +pl

This a system of |.J| equations in ¢ variables {p1, ..., p;} and can be easily solved using Gaussian

elimination. Finally, given the polynomial p(z) the shares of all other parties i € [n] \ J is

v; = p(i).

Computation Cost of Secret Sharing. Naively computing shares of a secret requires the dealer to
evaluate a polynomial of degree ¢+ ¢ on n distinct points. This incurs a total computation complexity
of O(n?). An optimized implementation using Fast Fourier Transform (FFT) can be used to improve
the computation complexity to O(nlogn). Whereas the total communication cost of sending these
shares to the respective parties is only O(n). As a result, the total computation complexity of MPC

protocols based on threshold secret sharing is typically more than the communication complexity.

2.2.2 Packed Secret Sharing

A packed secret sharing scheme enables n parties to share a block of ¢ secrets v = (sy,...,s¢) € F*
so that no subset of at most ¢t — ¢ 4+ 1 parties can learn any information about it, while any subset
of D + 1 parties can reconstruct it (for application in Chapter 3, we assume D = ¢ + 2¢ — 1). We
use the multi-secret generalization of Shamir’s secret sharing scheme as introduced by Franklin et.
al [FY92]. Let ay,...,q, and eq,...,e; be n + ¢ preselected elements in F that are known to all

parties. This packed secret sharing scheme supports the following procedures:
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— pshare(s, D): In this procedure, a dealer shares a block of £ secrets s = (s1,...,s,) € F using
a random polynomial p(z) of degree D over F, subject to the constraint p(e;) = s; for each

1 < ¢ < /. This is done as follows:

1. Pick a random polynomial ¢(z) of degree D — /.

2. Set

Hjzi(z—ey)

where L;(z) is the Lagrange polynomial Too(ei—e)

3. For each i € [n], send p(«;) to party P;.

— pshare(v, J, [v] s, D): This procedure is similar to the packed secret sharing procedure using
a univariate polynomial, except that here the shares of a subset J of parties with |J| < D
are fixed in advance. Given a block of p values v = (si,...,s,) to be shared, let p(z) =
po + P12z + p222 + ... + piy,2" TP be the polynomial used for secret sharing. Now given |.J|

shares and p secret values (s1,...,s,), we get the following system of equations:

Vi € J, v; = po + pii +p2i2 + ... —|—pt+pit+”

Vi € [p], vi = po + Pipi + paki + ..+ proppts”

This a system of |.J| + p equations in ¢ 4 p + 1 variables {po, ..., p:,} and can be easily solved
using Gaussian elimination. Finally, given the polynomial p(z) the shares of all other parties

i€ n)\Jis v = p(i).

Computation Cost of Packed Secret Sharing. Let ¢ be a constant fraction of n, then the naive
cost of computing packed shares of a secret vector of length ¢ is O(n?). As before, using FFT can
bring this cost down to O(nlogn), i.e., the amortized cost of sharing a single element in the vector is
O(logn). The amortized communication cost associated with sharing a single element of the vector
is O(1). As a result, the total computation complexity of MPC protocols based on packed secret
sharing is also typically more than the communication complexity.
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Chapter 3

Order-C Secure Mutliparty

Computation

3.1 Technical Overview

We begin our technical overview by recalling the key techniques developed in prior works for reduc-
ing dependence on the number of parties. We then proceed to describe our main ideas in Section

3.1.2.

3.1.1 Background

Classical MPC protocols have total complexity O(n?|C|). These protocols, exemplified by [BGW88],
leverage Shamir’s secret sharing [Sha79b] to facilitate distributed computation and require commu-
nication for each multiplication gate to enable degree reduction. Typical multiplication subprotocols
require that each party send a message to every other party for every multiplication gate, resulting
in total communication complexity O(n?|C|). As mentioned earlier, two different techniques have
been developed to reduce the asymptotic complexity of MPC protocols down to O(n|C|): efficient

multiplication techniques and packed secret sharing.

Efficient Multiplication. In [DN07], Damgard and Nielsen develop a randomness generation tech-
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nique that allows for a more efficient multiplication subprotocol. At the beginning of the protocol,
the parties generate shares of random values, planning to use one of these values for each multipli-
cation gate. These shares are generated in batches, using a subprotocol requiring O(n?) communi-
cation that outputs ©(n) shares of random values. This batched randomness generation subprotocol
can be used to compute O(|C|) shared values with total complexity O(n|C|). After locally evaluating
a multiplication gate, the players use one of these shared random values to mask the gate output.
Players then send the masked gate output to a leader, who reconstructs and broadcasts the result
back to all players.' Finally, players locally remove the mask to get a shared value of the appropriate

degree. This multiplication subprotocol has complexity O(n).

Packed Secret Sharing. In [FY92], Franklin and Yung proposed a vectorized version of Shamir
secret sharing called packed secret sharing that trades a lower corruption threshold for more efficient
representation of secrets. More specifically, their scheme allows a dealer to share a vector of O(n)
secrets such that each of the n players still only hold a single field element. Importantly, the resulting
shares preserve a SIMD version of the homomorphisms required to run MPC. Specifically, if X =
(z1,22,23) and Y = (y1,y2,ys3) are the vectors that are shared and added or multiplied, the result
is a sharing of X +Y = (21 + y1,22 + y2, 23 + y3) or XY = (x1y1, x2y2, x3y3) respectively. Like
traditional Shamir secret sharing, the degree of the polynomial corresponding to XY is twice that of
original packed sharings of X and Y. This allows players to compute over O(n) gates simultaneously,
provided two properties are satisfied: (1) all of the gates perform the same operation and (2) the
inputs to each gate are in identical positions in the respective vectors. In particular, it is not possible
to compute x1y» in the previous example, as z; and y, are not aligned. However, if the circuit has

the correct structure, packed secret sharing reduces MPC complexity from O(n?|C|) to O(n|C]).

3.1.2 Our Approach: Semi-Honest Security

A Strawman Protocol. A natural idea towards achieving O(|C|) MPC is to design a protocol that

can take advantage of both efficient multiplications and packed secret sharing. As each technique

IThe choice of the leader can be rotated amongst the players to divide the total computation.
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asymptotically shaves off a factor of n, we can expect the resulting protocol to have complexity

O(|C]). A naive (strawman) protocol combining these techniques might proceed as follows:

— Players engage in a first phase to generate packed shares of random vectors using the batching
technique discussed earlier. This subprotocol requires O(n?) messages to generate ©(n) shares
of packed random values, each containing ©(n) elements. As we need a single random value

per multiplication gate, O(|C|) total messages are sent.

— During the input sharing phase, players generate packed shares of their inputs, distributing

shares to all players.

— Players proceed to evaluate the circuit over these packed shares, using a single leader to run
the efficient multiplication protocol to reduce the degrees of sharings after multiplication. This
multiplication subprotocol requires O(n) communication to evaluate O(n) gates, so the total

complexity is O(|C|).

— Once the outputs have been computed, players broadcast their output shares and reconstruct

the output.

While natural, this template falls short because the circuit may not satisfy the requirements to
perform SIMD computation over packed shares. As mentioned before, packed secret sharing only
offers savings if all the simultaneously evaluated gates are the same and all gate inputs are properly
aligned. However, this is an unreasonable restriction to impose on the circuits. Indeed, running into
this problem, [DIK10, GIP15] show that any circuit can be modified to overcome these limitations,
at the cost of a significant blowup in the circuit size, which adversely affects their computation and

communication efficiency. (We discuss their approach in more detail later in this section.)

Our Ideas. Without such a circuit transformation, however, it is not immediately clear how to take
advantage of packed secret sharing (other than for SIMD circuits). To address this challenge, we
devise two conceptual tools, each of which we will “simulate” using existing primitives, as described

below:
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(21,23, 21) (22, 25, 24) < Required Purple Inputs — (22, 24, 25) (25, 26, %6)

& Y1 Ty Y2 T3 Y3 Ta Ys 5 Ys Te Yo
(21, 22, 23) + Green Outputs — (24, 25, 26)
(21,32, 3) (y1,92,y3) < GreenInputs & (4,25, %) (Y495, Y6)

Figure 3.1: A simple example pair of circuit layers illustrating the need for differing-operation
packed secret sharing and our realignment procedure.

1. Differing-operation packed secret sharing, a variant of packet secret sharing in which differ-
ent operations can be evaluated for each position in the vector. For example, players holding
shares of (z1, 22, x3) and (y1, y2, y3) are unable to compute (z1y1, T2 +y2, x3y3). With differing-
operation packed secret sharing, we imagine the players can generate an operation vector (e.g.
(X, +, x)) and apply the corresponding operation to each pair of inputs. Given such a prim-
itive, there would be no need to modify a circuit to ensure that shares are evaluated on the

same kind of gate.

2. A realignment procedure that allows pre-existing packed secret shares to be modified so previ-
ously unaligned vector entries can be moved and aligned properly for continued computation

without requiring circuit modification.

We note that highly repetitive circuits are layered circuits (that is the inputs to layer i + 1 of
a circuit are all output wires from layer ¢). For the remainder of this section, we will make the
simplifying assumption that circuits contain only multiplication and addition gates and that the
circuit is layered. We expand our analysis to cover other gates (e.g. relay gates) in the technical

sections.

Simulating Differing-operation Packed Secret Sharing. To realize differing-operation packed secret
sharing, we require the parties to compute both operations over their input vectors. For instance,

if the player hold share of (x1,x2,x3) and (y1,¥s2,y3) and wish to compute the operation vector
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(X, 4+, x), they begin by computing both (x1 4+ y1, z2 + yo2, 23 + y3) and (z1y1, Z2y2, 23ys3). Note that
all the entries required for the final result are contained in these vectors, and the players just need

to “select” which of the aligned entries will be included in the final result.

Recall that in the multiplication procedure described earlier, the leader reconstructs all masked
outputs before resharing them. We modify this procedure to have the leader reconstruct both the
sum and product of the input vectors, i.e. the unpacked values z1+y1, T2 +y2, T3+Y3, T1Y1, T2Y2, T3Y3
(while masked). The leader then performs this “selection” process, and packs only the required val-
ues to get a vector (x1y1, T2 + Y2, 3Yy3), and discards the unused values x; +y1, 222, 3 + y3. Shares
of this vector are then distributed to the rest of the players, who unmask their shares. Note that this

procedure only has an overhead of 2, as both multiplication and addition must be computed.?

Simulating the Realignment Procedure. First note that realigning packed shares may require not
only internal permutations of the shares, but also swapping values across vectors. For example,
consider the circuit snippet depicted in Figure 3.1.2. The outputs of the green (bottom) layer are
not structured correctly to enable computing the purple (top) layer, and require this cross-vector
swapping. As such, we require a realignment procedure that takes in all the vectors output by

computing a particular circuit layer and outputs multiple properly aligned vectors.

Our realignment procedure builds on the ideas used to realize differing-operation packed secret
sharing. Recall that the leader is responsible for reconstructing the masked result values from all
gates in the previous layer. With access to all these masked values, the leader is not only able to
select between a pair of values for each element of a vector (as before), but instead can arbitrarily
select the values required from across all outputs. For instance, in the circuit snippet in Figure 3.1.2,
the leader has masked, reconstructed values 2294, 2! for ; € [6]. Proceeding from left to right of
the purple layer, the leader puts the value corresponding to the left input wire of a gate into a vector
and the right input wire value into the correctly aligned slot of a corresponding vector. Using this

add
1

procedure, the input vectors for the first three gates of the purple layer will be (2344, ;ult yadd) (eft

wires) and (2394, 2394 ult) (right wires).

2In this toy example only one vector is distributed back to the parties. If layers are approximately of the same size, an
approximately equal number of vectors will be returned.
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Putting it Together. We are now able to refine the strawman protocol into a functional protocol.
When evaluating a circuit layer, the players run a protocol to simulate differing-operation packed
secret sharing, by evaluating each gate as both an addition gate and multiplication gate. Then, the
leader runs the realignment procedure to prepare vectors that are appropriate for the next layer
of computation. Finally, the leader secret shares these new vectors, distributing them to all players,
and computing the next layer can commence. Conceptually, the protocol uses the leader to “unpack”

and “repack” the shares to simultaneously satisfy both requirements of SIMD computation.

Leveraging Circuits with Highly Repetitive Structure. Until this point, we have been using the
masking primitive imprecisely, assuming that it could accommodate the procedural changes dis-
cussed above without modification. This however, is not the case. Because we need to mask and
unmask values while they are in a packed form, the masks themselves must be generated and handled

in packed form.

Consider the example vectors used to describe differing-operation packed secret sharing, trying
to compute (x1y1, T2 +Yy2, X3ys3) given (z1, 2, x3) and (y1, y2, y3). If the same mask (r1,r2,r3) is used
to mask both the sum and product of these vectors, privacy will not hold; for example, the leader will
open the values z; + y; + 1 and z1y; + 71, and thus learn something about z; and y;. If (r1,79,73)
is used to mask addition and (r{, 7%, %) is used for multiplication, there is privacy, but it is unclear
how to unmask the result. The shared vector distributed by the leader will correspond to (z1y; +
r1, T3 + Yo + rh, x3ys + r3) and the random values cannot be removed with only access to (11,72, r3)
and (1}, ry,7%). To run the realignment procedure, the same problem arises: the unmasking vectors
must have a different structure than the masking vectors, with their relationship determined by the

structure of the next circuit layer.

We overcome this problem by making modifications to the batched randomness generation pro-
cedure. Instead of generating structurally identical masking and unmasking shares, we instead use
the circuit structure to permute the random inputs used during randomness generation so we get
outputs of the right form. In the example above, the players will collectively generate the mask-

ing vectors (r1,r2,r3) and (r},75,r;), where each entry is sampled independently at random. The
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players then generate the unmasking vector (r1,r},r3) by permuting their inputs to the generation

algorithm. For a more complete description of this subprotocol, see Section 3.5.1.

However, recall that it is critical for efficiency that we generate all randomness in batches. By
permuting the inputs to the randomness generation algorithm, we get ©(n) masks that are correctly
structured for a particular part of the circuit structure. If this particular structure occurs only once
in the circuit, only one of the ©(n) shares can actually be used during circuit evaluation. In the
worst case, if each circuit substructure is unique, the resulting randomness generation phase requires

O(n|C|) communication complexity.

This is where the requirement for highly repetitive circuits becomes relevant. This class of circuits
guarantees that (1) the circuit layers are wide enough that using packed secret sharing with vectors
containing ©(n) elements is appropriate, and (2) all ©(n) shares of random values generated during
the batched randomness generation phase can be used during circuit evaluation. We note that this
is a rather simplified version of the definition, we give a formal definition of such circuits in Section

3.3.2.

Non-interactive packed secret sharing from traditional secret shares. Another limitation of the
strawman protocol presented above is that the circuit must ensure that all inputs from a single
party can be packed into a single packed secret sharing at the beginning of the protocol. We devise
a novel strategy that allows parties to secret share each of their inputs individually using regular
secret sharing. Parties can then non-interactively pack the appropriate inputs according to the circuit
structure. This strategy can also be used to efficiently switch to protocols O(n|C|) protocols when
parts of the circuit lack highly repetitive structure; the leader omits the repacking step, and the
parties compute on traditional secret share until the circuits becomes highly repetitive, at which

point they non-interactively re-packing any wire values (see Section 3.3.4).

Existing O(|C|) protocols like [DIK10] do not explicitly discuss how their protocol handles this
input scenario. We posit that this is because there are generic transformations like embedding
switching networks at the bottom of the circuit that allow any circuit to be transformed into a circuit
in which a player’s inputs can be packed together. Unsurprisingly, these transformations significantly
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increase the size of the circuit. Since [DIK10] is primarily concerned with asymptotic efficiency, such

circuit modification strategies are sufficient for their work.

Comparison with [DIK10]. We briefly recall the strategy used in [DIK10], in order to overcome the
limitations of working with packed secret sharing that we discussed earlier. They present a generic

transformation that transforms any circuit into a circuit that satisfies the following properties:

1. The transformed circuit is layered and each layer only consists of one type of gates.

2. The transformed circuit is such that, when evaluating it over packed secret shares, there is
never a need to permute values across different vectors/blocks that are secret shared. While
the values within a vector might need to be permuted during circuit evaluation, the trans-
formed circuit has a nice property that only log ¢ (where / is the size of the block) such permu-

tations are needed throughout the circuit.

It is clear that the first property already gets around the first limitation of packed secret sharing. The
second property partly resolves the realignment requirement from a packed secret sharing scheme
by only requiring permutations within a given vector. This is handled in their protocol by gen-
erating permuted random blocks that are used for masking and unmasking in the multiplication
sub-protocol. Since only log ¢ different permutations are required throughout the protocol, they are
able to get significant savings by generating random pairs corresponding to the same permutation
in batches. Our “unpacking” and “repacking” approach can be viewed as a generalization of their
technique, in the sense that we enable permutation and duplication of values across different vectors

by evaluating the entire layer in one shot.

As noted earlier, this transformation introduces significant overhead to the size of the circuit,
and is the primary reason for the large multiplicative and additive terms in the overall complexity
of their protocol. As such, it is unclear how to directly use their protocol to compute circuits with
highly repetitive structures, while skipping this circuit transformation step. This is primarily because
these circuits might not satisfy the first property of the transformed circuit. Moreover, while it is true
that the number of possible permutations required in such circuits are very few, they might require
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permuting values across different vectors, which cannot be handled in their protocol.

3.1.3 Malicious Security

Significant work has been done in recent years to build compilers that take semi-honest protocols
that satisfy common structures and produce efficient malicious protocols, most notably in the “addi-
tive attack paradigm” described in [GIP™14]. These semi-honest protocols are secure up to additive
attacks, that is any adversarial strategy is only limited to injecting additive errors onto each of the
wires in the circuit that are independent of the “actual”wire values. The current generation of
compilers for this class of semi-honest protocols, exemplified by [CGH'18, NV18, FL19, GSZ20],
introduce only a small multiplicative overhead (e.g., 2 in the case of [CGH"18]) and require only a

constant number of additional rounds to perform a single, consolidated check

Genkin et al. showed in [GIP15] (with additional technical details in [Gen16]) that protocols
leveraging packed secret sharing schemes do not satisfy the structure required to leverage the com-
pilers designed in the “additive attack paradigm.” Instead, they show that most semi-honest pro-
tocols that use packed secret sharing are secure up to linear errors, that is the adversary can inject
errors onto the output wires of multiplication gates that are linear functions of the values contained
in the packed sharing of input wires to this gate. We observe that this also holds true for our semi-
honest protocol. They present a malicious security compiler for such protocols that introduces a

small multiplicative overhead.

To achieve malicious security, we add a new consolidated check onto our semi-honest protocol,
reminiscent of the check for circuits over small-fields presented in Section 5 of [CGH"18]. The
resulting maliciously secure protocol has approximately 2.3 times the complexity of our semi-honest
protocol (depending on the choice of €), plus a constant sized, consolidated check at the end - for
the first time matching the efficiency of the compilers designed for protocols secure up to additive

attacks.

As in [CGH™ 18], we run two parallel executions of the circuit, maintaining the invariant that for

each packed set of wires z = (z1, 22, . . ., 2¢) in C the parties also compute 2z’ = rz = (rz;,722,...,72)

32



for a global, secret scalar value . Once the players have shares of both z and 2’ for each wire in
the circuit, we generate shares of random vectors o = («, aa,...,ay) (one for each packed shar-
ing vector in the protocol) using a malicious secure sub-protocol and reconstruct the value r. The
parties then interactively verify that  x a * 2 = « * 2’. Importantly, this check can be carried out

simultaneously for all packed wires in the circuit, i.e.

/
T % E Q% 2 = E Oy % 2,

i€C i€C

This simplified check relies heavily on the malicious security of the randomness generation sub-
protocol. Because of the structure of linear attacks and the fact that o was honestly secret-shared,
multiplying z and 2’ with « injects linear errors chosen by the adversary that are monomials in «

only. That is, the equation becomes

Tk Z(ai x2z; + E(a)) = Z(ai x 2; + E'(a))

ieC ieC
for adversarially chosen linear functions F and E’. Because « is independent of » and r is applied
to the left hand side of this equation only at the end, this check will only pass if r * E(a) = E'(«).
For any functions E(-), E'(-) this only happen if either (1) both are the zero function (in which case
there are no errors), or (2) with probability ﬁ. Hence, this technique can also be used with packed

secret sharing to get an efficient malicious security compiler.

3.2 Preliminaries

Model and Notation. We consider a set of parties P = {Py,..., P,} in which each party provides
inputs to the functionality, participates in the evaluation protocol, and receives an output. We denote
an arbitrarily chosen special party Pieager for each layer (of the circuit) who will have a special role
in the protocol; we note that the choice of Peaqer may change in each layer to better distribute

computation and communication. Each pair of parties are able to communicate over point-to-point
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private channels.

We consider a functionality that is represented as an arithmetic circuit C' over a field F, with
maximum width w and total total depth d. We visualize the circuits in a bottom-up setting (like in
Merkle trees), where the input gates are at the bottom of the circuit and the output gates are at the
top. As we will see later in the definition of highly repetitive circuits, we work with layered circuits,
which comprise of layers such that the output of layer i are only used as input for the gates in layer
i+ 1.

We consider security against a static adversary Adv that corrupts ¢ < n(3 — 2) players, where € is
a tunable parameter of the system. As we will be working with both a packed secret sharing scheme
(see Section 2.2.2) and a slightly modified version of regular threshold secret sharing scheme (see
Section 2.2.1), we require additional notation. We denote the packing constant for our protocol
as { = 2. Additionally, we will denote the threshold of our packed secret sharing scheme as D =
t+2¢—1. We will denote vectors of packed values with bold alphabets, for instance x. Packed secret
shares of a vector x with respect to degree D are denoted [x] and with respect to degree n—1 as (x).
We let €1, .. ., e; be the fixed x-coordinates on the polynomial used for packed secret sharing, where
the ¢ secrets will be stored, and a4, . . . «,, be the fixed x-coordinates corresponding to the shares of
the parties. For regular threshold secret sharing, we will only require shares w.r.t. degree t + ¢. We
use the square bracket notation to denote a secret sharing w.r.t. degree ¢ + £. We note that we work
with a slightly modified sharing algorithm of the Shamir’s secret sharing scheme (see Section 2.2.1

for details). We denote the Vandermonde matrix V,, (,—;) € F**("~%_which is defined as follows:

1 oy ... At
1 oy ... Ayt
1 4, ... At
where 71, ...,v, € F are n distinct non-zero elements. In some cases, we also use a hyper-invertible

matrix as defined in [BTHO8] and denote it by H,, ,, € F"*".
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Chapter Organization In Section 3.3 we define the class of highly repetitive circuits and give some
natural examples of such circuits. Section 3.4.3, we describe our non-interactive protocol for packing
regular shares. Section 3.7 gives a construction of our semi-honest and maliciously secure protocols.
In Section 3.9, we give details of our implementation and present an extensive comparison with

prior work.

3.3 Highly Repetitive Circuits

In this section, we formalize the class of highly repetitive circuits and discuss some examples of

naturally occurring highly repetitive circuits.

3.3.1 Wire Configuration

We start by formally defining a gate block, which is the minimum unit over which we will reason.

Definition 3 (Gate Block). We call a set of j gates that are all on the same layer, a gate block. We say

the size of a gate block is j.

An additional non-standard functionality we require is an explicit wire mapping function. Recall
from the technical overview that the leader must repack values according to the structure of the
next layer. To reason formally over this procedure, we define the function WireConfiguration, which
takes in two blocks of gates block,, 1 and block,,, such that the output wires of the gates in block,,
feed as input to the gates in block,,,11. WireConfiguration outputs two ordered arrays LeftInputs and
Rightlnputs that contain the indices corresponding to the left input and right input of each gate in
block,,+1 respectively. In general, we can say that WireConfiguration(block,,1, block,,) will output
a correct alignment for block,,;1. This is because for all values j € [|block,1|], if the values
corresponding to the wire LeftInputs[j] and Rightlnputs[j] are aligned, then computing block,,; is
possible. We describe the functionality for WireConfiguration in Figure 3.2. It is easy to see that
the blocks block,, 11, block,, must lie on consecutive layers in the circuit. We say that a pair of gate

blocks is equivalent to another pair of gate blocks, if the outcome of WireConfiguration on both pairs
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is identical.

The Function WireConfiguration(block,, 1, block,,)

1. Initialize two ordered arrays Leftlnputs = [ ] and Rightlnputs = [ ], each with capacity
|blocky41]-

2. For a gate g, let [(g) = (j,type) denote the index j and type of the gate in block
block,, that feeds the left input of g. Similarly, let »(g) = (j, type) denote the right
input gate index and type of g. For gates with fan-in one, i.e. relay gates, r(g) = 0.
For each gate g, in block,, 1, we set

— Leftinputs[j] = i(g;)
— Rightlnputs[j] = 7(g;)
3. Output Leftlnputs, Rightlnputs.

Figure 3.2: The function WireConfiguration(block,,+1, block,,) that computes a proper alignment for
computing block,,, +1

3.3.2 (A, B)-Repetitive Circuits

With notation firmly in hand, we can now formalize the class of (A4, B)-repetitive circuits, where A, B
are the parameters that we explain next. Highly repetitive circuits are a subset of (A, B)-repetitive

circuits, which we will define later.

We define an (A, B)-repetitive circuit using a partition function part that decomposes the circuit
into blocks of gates, where a block consists of gates on the same layer. Let {block,, ;} be the output
of this partition function, where m indicates the layer of the circuit corresponding to the block and
j is its index within layer m. Informally speaking, an (A, B)-repetitive circuit is one that satisfies the

following properties:

1. Each block block,, ; consist of at least A gates.

2. For each pair (block,, ;,block,1 ), all the gates in block,,;1,; only take in wires that are
output wires of gates in block,, ;. And the output wires of all the gates in block,, ; only go an

input to the gates in blocky,41,;.

3. For each pair (block,, ;, block,,+1,;), there exist at least B other pairs with identical wiring
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between the two blocks.

We now give a formal definition.

Definition 4 ((A, B)-Repetitive Circuits). We say that a layered circuit C with depth d is called an
(A, B)-repetitive circuit if there exists a value o > 1 and a partition function part which on input layer,,

(m™" layer in C), outputs disjoint blocks of the form

{block, ;} je[o] + part(m,layery,),

such that the following holds, for each m € [d], j € [o]:

1. Minimum Width: Each block,, ; consists of at least A gates.

2. Bijective Mapping: All the gates in block,, ; only take inputs from the gates in block,,_; ; and

only give outputs to gates in block,, 1 ;.

3. Minimum Repetition: For each (block,, 1 ;, block,, ;), there exist pairs (m1,j1) # (ma, j2) #
... # (mp, jB) # (m, j) such that for each i € [B], WireConfiguration(blocky,, +1,;,, blocky,, ;,) =

WireConfiguration(block,,+1,;, blocky, ;).

Intuitively, this says that a circuit is built from an arbitrary number of gate blocks with sufficient
size, and that all blocks are repeated often throughout the circuit. Unlike the layer focused exam-
ple in the introduction, this definition allows layers to comprise of multiple blocks. In fact, these
blocks can even interact by sharing input values. The limitation of this interaction, captured by the
WireConfiguration check, is that the interacting inputs must come from predictable indices in the
previous layer and must have the same gate type.

We also consider a relaxed variant of (A, B)-repetitive circuits, which we call (A, B,C, D)-
repetitive circuits. These circuits differ from (A, B)-repetitive circuits in that they allow for a relax-
ation of the minimum width and repetition requirement. In particular, in an (A, B, C, D)-repetitive

circuit, it suffices for all but C blocks to satisfy the minimum width requirement and similarly, all
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but D blocks are required to satisfy the minimum repetition requirement. In this work, we focus on

the following kind of (A, B, C, D)-repetitive circuits.

Definition 5 (Highly Repetitive Circuits). We say that (A, B, C, D)-repetitive circuits are highly

repetitive w.r.t. n parties, if A, B € Q(n) and C, D are some constants.

We note that defining a class of circuits w.r.t. to the number of parties that will evaluate the circuit
might a priori seem unusual. However, this is common throughout the literature attempting to
achieve O(|C|) MPC that use packed secret sharing. For example, the protocols in [DIKT08, DIK10,
GIP15] achieve O(|C|) communication for circuits that are Q(n) gates wide. Similarly, our work
achieves O(|C|) communication and computation for circuits that are (2(n), Q2(n), C, D)-repetitive,
where C and D are constants. Alternatively, if the number of input wires are equal to the number
of participating parties, we can re-phrase the above definition w.r.t. the number of input wires in a

circuit.

It might be useful to see the above definition as putting a limit on the number of parties for
which a circuit is highly repetitive: any (A4, B, C, D)-repetitive circuit, is highly repetitive for upto
min(O(A), O(B)) parties. While our MPC protocol can work for any (4, B, C, D)-repetitive circuit,
it has O(|C|) complexity only for highly repetitive circuits. In the next subsection we give examples

of such circuits that are highly repetitive for a reasonable range of parties.

For the remainder of this paper, we will use w denote the maximum width of the circuit C, w,,

to denote the width of the m™ layer and Wp,,; to denote the width of block,, ;.

3.3.3 Examples of Highly Repetitive Circuits

We highlight 3 functionalities with circuit representations that are part of the highly repetitive circuit
class. First, we describe machine learning circuits, focusing on training algorithms that leverage
gradient decent. Then, we discuss cryptographic hash functions like SHA256 and block ciphers like

AES.

Machine Learning. Machine learning algorithms extract trends from large datasets to facilitate
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accurate prediction in new, unknown circumstances. Training can been viewed as an optimization
problem, in which the model attempts to find internal parameters that minimizes the error between
its predictions and ground truth. A common family of algorithms for minimizing this error is called
“gradient decent.” Starting with random internal parameters, the algorithm iteratively reduces the
error by making a small, greedy changes. When run without privacy, the algorithm terminates when
it converges (i.e. the marginal decrease in error is zero). However, because MPC computation
must be data oblivious, the number of iterations must be selected before execution and must cover
the worst case scenario. Different versions of this algorithm are used to train simple models, like
linear regression, or more complex and powerful models, like neural networks. For a more complete

description of gradient decent training algorithms, and their adaptation to MPC, see [MR18].

The exact number of gates in the circuit representation of privacy-preserving model training is
difficult to calculate from prior work. In one of the few concrete estimates, Gascén et al. [GSBT16]
realize coordinate gradient decent training algorithms with approximately 10'! gates. As noted
in [MZ17], the storage requirement for this circuit would be 3000GB. Subsequent work stopped
estimating gate counts altogether, instead building a library of sub-circuits that can be loaded as
needed. As the amount of data used to train models continues to grow, circuits sizes will continue to
increase. While we are not able to accurately estimate the number of gates for this kind of circuit, we
can still establish that their structure is highly repetitive. For instance, the gradient decent algorithm
consists of nothing but iterations of the same functionality. In the implementation of Mohassel et al.
[MR18], the default configuration for training is 10000 iterations, clearly enough repeated depth to
accommodate massive number of players. Indeed, in the worst case the depth of a gradient decent
algorithm must be linear in the input size. This is because gradient decent usually uses a batching
technique, in which only a subset of the data is used for any given iteration. However, as all the
algorithm wants is to accommodate as much new data as possible, the number of batches should be

linear in the input size.

The width of gradient decent training algorithms is usually roughly proportional to the dimension

of the dataset. For most interesting applications of machine learning, high dimensional data is
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Table 3.1: Size of the highly repetitive circuits we consider in this work.

Circuit \ Gates (Fy) Iterative Loops Gates per Loop Percent Repeated Structure
SHA256 (1 Block) 119591 64 1437 77%

AES128 (1 Block) 7458 10 656 88%

Gradient Descent — > 10000 — ~ 100%

normal. If a particular application does not have high enough dimension to allow massive number
of parties to participate in the protocol, we note that parallelism can be leveraged. Specifically,
gradient decent training algorithms usually use a random restart strategy to avoid getting trapped
at local minima. These independent runs of the algorithm can be run in parallel, making the circuit
quite wide. Some final logic may be added at the end to select the output from the iterations that

produced optimal internal parameters.

Cryptographic Hash Functions. All currently deployed cryptographic hash functions rely on iter-
ating over a round function. This round function typically has a diffusion property such that, after
many invocations, it is widely considered impossible to invert. Importantly for our purposes, each
iteration of the round function is (typically) structurally identical. Moreover, the vast majority of the
gates in the circuit representation of a hash function are contained within the iterations of the round
function. As a concrete study of such a cryptographic hash function, we consider SHA256 [NIS02].
SHA256 is one of the most widely deployed hash functions; given its common use in applications
like Bitcoin [Nak08] and ECDSA [GFD09], SHA256 is an important building block of MPC applica-
tions. SHA256 contains 64 rounds of its inner function, with other versions that use larger block

size containing 80 rounds.

To measure the proportion of the SHA256 circuit that is contained within the iterated round
function, we implement a Frigate [MGC"16] compatible SHA256 description for hashing a single
block of input. While our protocol is intended for arithmetic circuits, but there are no well tested
arithmetic circuit compilers and our protocol can be adapted to binary field. As can be seen in Table
3.1, 77% of all the gates in the compiled SHA256 are repeated structure, that structure repeating at

least 64 times.
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We note that these results were for hashing only a single block of input. When hashing a single
block of input, there are gates to handle initialization and output, comprising the remaining 23%
of gates. However, it is unlikely that an MPC with hundreds or thousands of players will compute
only a single block of SHA256; it is more plausible that each participating player will contribute
additional data, for O(n) total blocks. These additional blocks of input do not contain the overhead,
so all the additional gates will comprise repeated structure. For instance, if there are as few as 10

blocks of input, the circuit is already 97% repeated structure.

If we consider the case where the number of blocks of input is proportional to the number of
player, all that remains to argue is that the width of the circuit is sufficient that each gate block is
sufficiently large. As mentioned, there are no good arithmetic compilers available, so it is difficult to
argue about the width of the arithmetic circuit computing the functionality SHA256. We note that
the width of a block is 512 bits. If width is proportional to this, it is very plausible to say hundreds
of players could compute this functionality. However, when computing over a larger field, there may
not be enough gates in each layer. As such, we note that there are many common applications which
require many parallel iterations of hash functions. For instance, if players wish to compute a Merkle

tree over their inputs, the resulting circuit will naturally satisfy our requirements.

Block Ciphers. Modern block ciphers, similar to cryptographic functions, are iterative by nature.
Advanced Encryption Standard, the block cipher on which we focus, uses either 10, 12, or 14 iter-
ations of its round function, depending on the key length used. The round function is comprised
of a substitution step, a shifting step, a mixing step, with all but one iteration containing all of
these steps. Again, this repeated structure allows the pre-processing phase of our protocol to be run
very efficiently. Performing a similar analysis as with SHA256, we identified that 88% of the gates in
AES128 are part of this repeated structure when encrypting a single block of input. Just as with hash
functions, more blocks of input lead to increased percentage repeated structure. With 10 blocks of

input, 98% of the gates are repeated structure.

As with hash functions, we note that width may be a concern for applying our protocol. However,
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computing many parallel encryptions is also a common task. For instance, if players wish to encrypt
or decrypt a disk image, encrypting under multiple keys is common. These different sectors can be

evaluated in parallel, giving sufficient structure.

3.3.4 Protocol Switching for Circuits with Partially Repeated Structure

Hash functions and symmetric key cryptography are not comprised of 100% repeated structure.
When structure is not repeated, the batched randomness generation step cannot be run efficiently.
In the worst case, if a particular piece of structure is only present once in the circuit, O(n?) messages
will be used to generate only a single packet secret share of size O(n). If 0 < p < 1 is the fraction of

the circuit that is repeated, our protocol has efficiency O(p|C| + (1 — p)n|C|).

We note that our protocol has worse constants than [CGH"18] and [FL19] when run on the
non-repeated portion of the circuit. Specifically, our protocol requires communication for all gates,
rather than just multiplication gates. As we are trying to push the constants as low as possible, it
would be ideal to run the most efficient known protocols for the portions of the circuit that are linear
in the number of players. To do this, we note that our protocol can support mid-evaluation protocol
switching.

Recall our simple non-interactive technique to transform normal secret shares into packed secret
shares, presented in Section 3.4.3. This technique can be used in the middle of protocol execution
to switch between a traditional, efficient, O(n|C|) protocol and our protocol. Once the portion of
the circuit without repeated structure is computed using another efficient protocol, the players can
pause to properly structure their secret shares and non-interactively pack them. The players can then
evaluate the circuit using our protocol. If another patch of non-repeated structure is encountered,
the players can use the leader to reconstruct and re-share normal shares as necessary. Importantly,
because all of these protocols are linear, it is still possible to use the malicious security compiler of

[CGH"18].
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3.4 Input Sharing Phase

In this section, we present the sub-protocols/functionalities that will be used for secret sharing inputs
in our main protocols. We begin by describing the functionality for generating (regular) shares for
random values in Section 3.4.1. Then in Section 3.4.2, we show how the parties can use the previous
functionality for computing (regular) shares of their inputs. Then in Section 3.4.3, we describe a
non-interactive transformation that allows a set of parties holding shares corresponding to ¢ secrets,
to compute a single packed secret sharing of the vector containing those ¢ secrets. Finally, in Section
3.4.4, we show how the above protocols can be combined to enable parties to obtain packed secret

sharings of their inputs.

3.4.1 Generating Shares of Random Values

In this section, we describe a protocol 7,.,q for generating (regular) shares of a batch of random
and independently chosen values (this is identical to the protocol proposed in [DN07]). In our main

protocol, m,ang Will help us robustly share inputs.

This protocol either outputs honestly computed (regular) shares of random values or it outputs
L. It makes use of the regular Shamir’s secret sharing scheme along with an n x n hyper-invertible
matrix. First, each party samples a random value and (regular) secret shares it among the other
parties. The parties compute n linear combinations of these shares using the Vandermonde matrix.
The parties then open ¢ sets of resulting shares to all the parties, who locally verify the correctness
of these shares. If all n parties are happy with their checks, the remaining n — ¢ shares are output
by the protocol. If the check succeeds, then the hyper-invertability property of guarantees that the
remaining n — ¢ shares are random and honestly generated. We now proceed to formally define the
frang functionality and then describe a protocol that securely computes n — ¢ instantiations of f,ang
with abort. As discussed earlier, here we will work with a slightly modified sharing algorithm of the

Shamir’s secret sharing scheme (see Section 2.2.1 for details).

The ideal functionality realized by this protocol is described in Figure 3.3. Since the adversary
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can choose its own shares in the protocol, similar to Chida et. all [CGH" 18], we let adversary send

shares of the corrupted parties to the ideal functionality.

The functionality frang({P1,...,Pn})

The n-party functionality f.n4, running with parties { Py, ..., P,} and the ideal adversary
Sim proceeds as follows:

— The ideal simulator Sim sends w; for each corrupt party i € A.

— The functionality frang chooses a random value r € F, sets [r]4 = {u;}ica. It runs
share(r, A, [r] 4, t + ¢) to receive a share r; for each party P,.

— It hands each honest party P; its share r;.

Figure 3.3: Random share generation functionality

We now describe the protocol 7,,nq that securely realizes this functionality f,.nq (Figure 3.3). The

protocol proceeds as follows:
Auxiliary Inputs Hyper-invertible matrix H,, ,,
Inputs: The parties do not have any inputs.

Protocol 7,,,4: The parties proceed as follows:

— Each party {P;} (fori € [n]) chooses a random element u; € F. It runs share(u;, t+£) to receive

shares [u;]. For each j € [n], it party P}, its share in [u;].

— Given shares ([u1],...[un]), the parties compute
([TlL EER [Tn]) = Hz;,n ’ ([Uﬂ, sy [uﬂ])
— Each party sends its shares in [r,_t41],...,[rs] to all other parties. The parties locally run
open([rp—t+1])s - - . ,open([ry]) to check if all the shares lie on the same degree ¢ + ¢ polynomial

and moreover that the polynomial is of the form r;,, + ¢(z) Hle(z — e;), where ¢(z) is a
degree t polynomial. If this check succeeds, then the parties send “pass” to all other parties,

else they send “fail”.
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— If all n parties output pass, then the parties output their shares in [rq],...,[r,—¢], else they

output | and halt.

Output: The parties output [r1],...[r,—¢] or L.

Lemma 1. This protocol securely computes n — t instantiations of frang With abort in the presence of

malicious adversaries who controls t parties.

The proof of this Lemma follows from [BTH08], hence we omit it here.

3.4.2 Secret Sharing of Inputs

In this section, we describe a well known protocol iy, for generating honest shares of each parties’
inputs. We borrow much of the language from Chida et. al in [CGH" 18] for this description. This
sub-protocol will be used in our protocol to give robust sharings of inputs. Note that because we
operate on packed secret shares, this protocol alone is not sufficient to prepare inputs for evaluation.
We describe a non-interactive way of transforming these robust shares into (robust) packed secret

shares in the next section.

For each input z; belonging to party P;, the parties invoke f,,nq to generate a random sharing
[ri]. They open the value of r to the designated owner P; of x;. P, reconstructs r;, computes x; — r;
and sends x; — r; to all the parties. Each party then adds this value to its respective share of ;. Since
frand ensures that [r] is an honest sharing of r, this in turn ensures the sharing of z; is also honest.

The ideal functionality realized by this protocol is described in Figure 3.4.

We now describe the protocol min,,: that securely realizes this functionality finpue (Figure 3.4).

The protocol proceeds as follows:
Inputs: Let z1,...,2a € F be the series of inputs, each x; is held by some party P;.

Protocol 7inpue: The parties proceed as follows:

— The parties {P,, ..., P,} invoke f,.ha M times to obtain sharings [r1], ..., [ras]-

— For each i € [M], all the parties send their shares in [r;] to party P;, who owns the input. Party
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The functionality finput(P = {P1,...,P.},)

The functionality finpu:, running with parties {P,..., P,} and the ideal adversary Sim
proceeds as follows:

— It receives inputs z1, ...,z € F from the respective parties.

— For every ¢ € [M], finput also receives from Sim the shares [z;]4 of the corrupted
parties for the ith input.

— Forevery i € [M], finpu: computes all shares (x; 1, ..., ;) = share(z;, A, [x;] 4, t+£).

— For every j € [n], finput Sends P; its output shares (z1 j,...,zar,;).

Figure 3.4: Secret sharing of inputs functionality

P; runs open([r;]). If it receives L, then it sends L to all parties, outputs abort and halts.
— For each i € [M], party P; (who owns input z;) sends v; = z; — r; to all other parties.

— All parties send ¥ = (va,...,vp) to all other parties. If any party receives a different vector

to its own, then it outputs | and halts.

— For each i € [M], the parties compute [z;] = [r;] + v;.

Output: The parties output [z1],. .., [z ]

Lemma 2. This protocol securely computes finput With abort in the fr.ng-hybrid model in the presence

of a malicious adversary who controls at most t parties.

Proof. Let A be the real adversary. We construct a simulator Sim as follows. Sim receives [r;] 4 for
each i € [M] that A, sends to fiang in the protocol. For each i € [M], it samples random r; € F
and computes [r;] < share(r;, A, [r;] 4, t + £). Sim then simulates the honest parties in all reconstruct
executions. If an honest party P; receives L in the reconstruction, then Sim simulates it sending L to
all parties. Sim simulates the remainder of the execution, obtaining all v; values from A associated
with the corrupted parties’ inputs, and sending random v; values for inputs associated with honest
parties. For every i for which the i*" input is that of a corrupted party P;, Sim sends x; = v; + 7; to

the ideal functionality finpu:. For every ¢ € [n], Sim defines the corrupted parties’ shares [z;] 4 to be
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[ri + v;].a. Then Sim sends [x;]4,...,[rn]4 to the ideal functionality fi,put. For every honest party,
if it aborted in the simulation, then Sim sends abort to the ideal functionality finput, else, it sends
continue. Finally Sim outputs whatever A outputs. While indistinguishability of the honest parties
output follows trivially, indistinguishability of the corrupt parties’ view in the real and ideal worlds
follows from the fact that the adversary only gets to see ¢ shares of the honest parties’ inputs. From
the privacy property of secret sharing, we know that ¢ shares are not sufficient for reconstructing

shares corresponding to a ¢ 4 ¢ degree polynomial.

3.4.3 A Non-Interactive Protocol for Packing Regular Secret Shares

We now describe a novel, non-interactive transformation that allows a set of parties holding shares
corresponding to ¢ secrets [s1],...,[s¢] to compute a single packed secret sharing of the vector
v = (s1,...,8¢). This protocol makes a non-black-box use of Shamir secret sharing to accomplish
this packing without interaction. As discussed in the technical overview, to achieve efficiency, our
protocol computes over packed shares. But, if each player follows the naive strategy of just packing
all their own inputs into a single vector, the values may not be properly aligned for computation.
This non-interactive functionality lets players simply share their inputs using finput, Which is a simple
input sharing functionality based on Shamir secret sharing (see Section 3.4.2), and then locally pack

the values in a way that guarantees alignment.

Let p1, ..., pe be the degree ¢ + ¢ polynomials that were used for secret sharing secrets s; .. ., sy

respectively such that each p;(z) (for i € [¢]) is of the form s; + ¢;(2) [[

j=1(z — ¢;), where ¢; is a

degree ¢t polynomial. Then each party P; (for j € [n]) holds shares py (), ..., pe(a;).

Given these shares, each party P; computes a packed secret share of the vector (sq,...,s¢) as

follows:

I
]:SSftofPSS({pi(aj)}ie[l]) = Zpi(aj)Li(aj) = p(ay)
i=1
where L;(a;) = HZ (2izes) js the Lagrange interpolation constant and p corresponds to a new

J=1.j#i (ei—ey)
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degree D =t + 2¢ — 1 polynomial for the packed secret sharing of vector v = (sq,. .., S¢).

Lemma 3. For each i € [{], let s, € T be secret shared using a degree t 4+ ¢ polynomial p; of the form
si+¢i(2) Hj 1(z —e;), where ¢, is a degree t polynomial and e, . . ., e, are some pre-determined field
elements. Then for each j € [n], Fss_to—pss({pi(a;)}icje) outputs the 4™ share corresponding to a

valid packed secret sharing of the vector v = (s1,...,y), w.r.t. a degree-D =t + 2¢ — 1 polynomial.

Proof. For each i € [{], let p;(z) be the polynomial used for secret sharing the secret s;. We know
that p;(z) is of the form

pi(2) = si +4qi(2) | | (= —€))s

e

j=
where ¢; is a degree ¢ polynomial. Let p/(z) = ¢;(2) Hle(z —e;) and let p(z) be the new polynomial

corresponding to the packed secret sharing. From the description of Fss_i_pss, it follows that:

14
p(z) =Y pi(2) sz ) + s:Li(2)
i=1
¢ ¢ (—e)
DN | JE-= 00 SE
i=1 i J

= i (G )
14 4 4
—Z%(z) H Hz_ej +Zsl
i=1 j:17]7£2 ]:1 =

Jj=1,j#i
4 P4
p(z) =(q1(2) + ... + q(2)) H(Z —e;)+ Y siLi(2)
¢ zj_ -
=q(2) H(Z - ej) + ZSsz(Z)

where ¢(z) = ¢} (2)+. . .+¢,(z) is a degree t-+¢—1 polynomial and hence p(z) is a degree D = t+2¢(—1
polynomial. It is now easy to see that for each i € [¢], p(e;) = s;. Hence Fss_t—pss computes a valid

packed secret sharing of the vector v = (s1,...,s¢). O
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3.4.4 Packed Secret Sharing of Inputs

We now arrive at a subprotocol that will be invoked directly in our protocol execution. This func-
tionality takes in the individual inputs of the players and outputs a packed secret sharing of these
inputs. Using the circuit information, players can run WireConfiguration(blocky ;, block, ;) for each
j € [o] to determine the alignment of vectors required to compute the first layer of the circuit. Be-

cause each block, ; in the circuit contains w, ;/¢ gates, the protocol outputs 2w;/{ = wy

j€lo]
properly aligned packed secret shares, each containing ¢ values. This functionality makes use of

our non-interactive packing protocol described in Section 3.4.3. A formal description of the ideal

functionality for this subprotocol appears in Figure 3.5.

The functionality foack—input(P :={P1,..., Pn},)

The functionality fpack—input, running with parties { P, ..., P, } and the ideal adversary Sim
proceeds as follows:

It receives inputs zi,...,zp € T from the respective parties and the layers
layer, layer; from all parties.

It computes {block ;} ;e[ < part(0, layery) and {block; ;};c[,] ¢ part(1, layer,).

For each j € [0], it computes LeftInputs;, Rightlnputs; =
WireConfiguration(block ;, blockg ;).

For each j € [o] and ¢ € [w1 /4],

- Set x4 = (J)Leftlnputsj[i])ie{(qfl)@rl,..‘,qf} and y? =
(xRightlnputsj[i])ie{(q—1)€+1,...,q€}-

— Receives from Sim, the shares [x79] 4, [y??] 4 of the corrupted parties for the
input vectors x; ¢,y q-

- It computes shares x79 <  pshare(x??, A, [x/9)4, D) and y?9 <
pshare(y??, A, [y??] 4, D) and sends them to the parties.

Figure 3.5: Packed Secret sharing of all inputs functionality

We now describe the protocol mpack—input that securely realizes this functionality fpack—input (Figure

3.5). The protocol proceeds as follows:
Inputs: Let z1,...,xa € F be the series of inputs, each z; is held by some party P;.

Protocol mpack—input: The parties proceed as follows:
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1. For each i € [M], the parties invoke fi oy ON z; to obtain regular shares [z;].
2. The parties locally compute {blockg ; }je[o] = part(0, layery) and {block; ;} c[s < part(1,layer,).

3. For each j € [o], the parties compute

LeftInputs;, Rightlnputs; = WireConfiguration(block; j, blockg ;).

4. For each j € [o] and g € [w; ;/¢], they compute packed secret sharing of vectors x7*¢ and y7+4

as follows:

[Xj’q] = FssftofPSS(([xLeftlnputsj [v:]Dv:e{(q—1)e+1,...,qz})
[y79] = Fss—to—pss ([Yrightinputs, [i]) Jie {(—1)¢+1.....q¢}

Output: Each party outputs its shares in {[x77], [ym]}j Clolaclun, /f"

Lemma 4. This protocol securely computes foack—input With abort in the finput-hybrid model in the

presence of malicious adversaries who control at most t parties.

Proof. The proof of this lemma follows trivially from the correctness of the non-interative transfor-

mation from regular secret sharing to packed secret sharing (Lemma 3). O

3.5 Circuit Evaluation Phase

In this section, we present the sub-protocols that will be used in the online evaluation of the circuit.
In Section 3.5.1, we present our randomness generation sub-protocol that outputs packed shares of
correlated random values, where the correlation is dictated by the configuration of the circuit. Then
in Section 3.5.2, we present our main circuit evaluation subprotocol, that takes the random shares
generated by the previous protocol and packed shares of input vectors output by the subprotocol

from Section 3.4.4 to evaluate the circuit layer-wise.
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3.5.1 Generating Correlated Random Packed Sharings

We now turn to the randomness generation protocol for our main construction. Recall from the
technical overview that the packed secret sharings of random values must be generated according to
the circuit structure. More specifically, the unmasking values (degree D shares) for some blocky, 11 ;

must be aligned according to the output of WireConfiguration(block,, 1 ;, blocky, ;).

Before describing the protocol, we quickly note the number of shares that it generates, as it is
somewhat non-standard. Let w,, ; be the number of gates in block,, ; and w,,1,; be the number of
gates in block,,41,;. As noted in the technical overview, our protocol treats each gate as though it
performs all operations (relay, addition and multiplication). This lets the players evaluate different
operations on each value over packed secret shares. Each of these operations must be masked with
different randomness to ensure privacy. As such, the protocol generates 3w,, ;/¢ shares of uniform
random vectors. To facilitate unmasking after the leader has run the realignment procedure, the
protocol must generate shares of vectors with values selected from these 3w, ;/¢ random vectors.
This selection is governed by WireConfiguration(blocky,1,;, block,, ;). Since there are w41, ; gates
in blocky,+1,;, the functionality will output 2w,,+1 /¢ of these unmasking shares (with degree D).

In total, these are (3w, ; + 2wm+1,;)/¢ packed secret sharings.

To summarize, this protocol has the following main steps:

1. The parties generate 3w, ;/¢ uniform random vectors, corresponding to the values that will

be used to mask the outputs of block,, ;.

2. Parties compute LeftInputs;, Rightlnputs; = WireConfiguration(block,, 1 ;, blocky, ;) to deter-

mine the required alignment of the correlated random vectors.

3. Parties use LeftInputs;, Rightlnputs; and the gate information of block,, ; to select the appro-

priate values from step 1 for unmasking shares. This results in 2w,, 11 ;/¢ vectors

4. Parties share these (3w, ; + 2wm41,;)/¢ vectors using packed secret sharing and deal the

resulting shares to all parties.
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5. Parties use the Vandermonde matrix V,, (,_;) to compute linear combinations of the shares

they have received, and output the result.

We now give a formal description of this subprotocol 7corr—rand-
Auxiliary Inputs Vandermonde matrix V,, (,_) € F"* (=1,
Inputs: All parties get a configuration block pair (blocky,41,;, blocks,_ ;) as input.

Protocol 7o rang: The parties proceed as follows:

— Each party P, (for i € [n]) chooses 3w,, ; /¢ random vectors ({s?™", %4 S(-Iﬂelay}qe[?,wm‘j/g]) €

% H) Eiae)

]F‘ganuj/g Of length f eaCh-
— The parties compute Leftinputs, RightInputs; = WireConfiguration(block,n 1,7, blocky, ;).

— For each ¢ € [wy,41,;/¢] and for each k € [{], let eiee = Leftlnputs;[(¢ — 1)¢ + i] and eyigh =

RightInputs;[(¢ — 1)¢ + i] and the parties set:
Sg,left [k] _ SZLe|eft/ZJ,GateTypek [eleft . Leleft/gﬂ

i i £],GateT
TR = S g — g/ ]

where GateType,, = mult if gate k in block m, j is a multiplication gate, else if it is an addition

gate then GateType;, = add and for relay gates, GateType;, = relay.

— For each ¢ € [w,,, ;/¢] and GateType € {add, relay, mult}, the parties compute

<Sq,GateType

q,GateType
E : ,n—1)

) = pshare(s;
and for each ¢ € [wy,+1,;/4], the parties compute
[s;?"eft] = pshare(sg’left,D), [sf’”ght] = pshare(s’?’right D)

(3 b

and sends the respective shares to each party.
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— Given these shares, for each ¢ € [wy, ;/¢| and GateType € {add, relay, mult}, the parties com-

pute the following:

,GateT: ,GateT ,GateT R
(<I‘tf ate ype>7 e <rgl_:te ype>) — Vn,(n—t) . (<S(f ate yp6>, s <S(71L GateType>)

and for each ¢ € [wy,+1,;/4], they compute

slef lef Jlef 7
([rllz © t}v EERR) [rzftt}) = Vn,(n—t) : ([Si] ¢ t], RN [S%Ie&])
([rg,right]’ o [I'Z’Li%ht}) _ Vn,(nft) . ([S<11,right]7 o [S(T;L,right])

— The parties output their shares

{2, ™ Y gy e L™, 829, ™) g, 0 Yictn o)

3.5.2 Secure Layer-Wise Circuit Evaluation

This sub-protocol evaluates the circuit in a layer-wise fashion, i.e., it evaluate all gates in a given

layer simultaneously. It takes properly aligned input vectors {[x{’qL [y{’q]}je[ sl /1] held by a
(e3P w1i,j5

set of parties, and computes packed shares [z/%'*%] and [z/:¢"&"|, for each m € [d + 1], j € [0]

and ¢ € [wm41,;/¢. We note that for notational convenience, this sub-protocol takes as input

{1, Iy, ), Ivd )}

in our maliciously secure protocol, we invoke this sub-protocol for evaluating the circuit on actual

instead of just {[x{’q], [y{’q]} . This is because

j€lol.q€lwm, /4] j€lol,.q€lwm, /4]

inputs as well as on randomized inputs. When computing on actual inputs, we set x7'? = x}? and
y7? = y2* and when computing on randomized inputs, we set x3? = rx]'? and y2? = ry??. A

detailed description of this sub-protocol appears in Figure 3.6.
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The protocol mea ({P1, ..., Pn})

Input: The parties {P;};c[n hold packed secret sharings {[x]7], [y17], [x3], [yg"q]}jdo]yqe[wu P

and for each m € [d], they hold configuration of layers layer,, and layer, ,. For
each m € |[d], let {blockm }jcjo) <  part(m,layern) and {blockmi1,;}jcie] <
part(m + 1, Iayerm+1). Let Unique - {(b|OCkm+1,j, bIOCkm,j)}de[m],je[a] be such

that for every pair (blockat1,blocks), (blockyy1,,blocky) €  Unique, it holds that
WireConfiguration(block,+1, block,) # WireConfiguration(blocky 1, blocks).
Protocol: The parties proceed as follows:

— Generating  Correlated ~ Randomness: For each  (blockg+1,blocks) €
Unique, the parties run  7eor—randa to  obtain  packed  secret  shares
TS, 8 e, (0™, 77, %) )0 bienog,  where w, and
we+1 are the lengths of blocks block, and block,.1 respectively. The parties then assign these
shares to different blocks in the circuit based on the configuration of each block. In other
words, we assume that at the end of this step for each m € [d],j € [o], the parties have the
following shares:

j,q,leff j,q,righ 1,q, | j,q,add j,q,rel
LB e B g twmegr /e LR, (R4, (0™ ™) Yactwnm 4 /)

— Layer-wise Evaluation: Circuit evaluation proceeds layer-wise, where for each m € [d], j € [o],
the parties proceed as follows:

— For each g € [wnm,;/], the parties locally compute the following:

Gy ™) = (7] - [yg) + (i)

O + 347 4 20299 = bl + [} + ()

(e + o) = B + (xd0)
— All the parties send their shares to the designated party Pleader for that layer.
— Party Peader proceeds as follows:

1. It reconstructs all the shares to get individual values
{2 2228 Y ol i, ;1- It then computes the values 2Pt 2™ on
the outgoing wires from the gates in layer m as follows: For each j € [0],i € [wm, ;]

« If gate g% is a multiplication gate, it sets 27 = zJ"™*

J,add

S

J,relay

e

« If gate g7 is an addition gate, it sets 27 = z
« If gate gl is a relay gate, it sets 2/ = 2

2. It then computes Leftlnputs,, Rightlnputs;
WireConfiguration(blockm 41,5, blocks, ;).

3. For each j € [o] and q € [wm+1,;/¢] each i € [{], let ejee = LeftInputs[l - (j — 1) + 4]
and eign: = Rightlnputs[¢ - (j — 1) + 4], it sets 27" [{] = 27k and z 2" [j] =
Zjieright-

4. For each j € [o],q € [wmt1,;/f], it then runs pshare(z*"" D) and
pshare(z7¢"8" D) to obtain shares [z7'?'*"] and [z7'¢"&"] respectively. It also sends
the respective shares to all parties.

- For each j € [0],q € [wm+1,;/4], all parties locally subtract the randomness from

these packed secret sharings as follows— [z7'] = [z7:©'*%] — [¢}:9!*"] and [z77"8"] =
[Zj,q,right] _ [rj,q_‘,_right]
D :

Output: The parties output their shares in [z'?"*"] and [z7'7"&"], for each m € [d], j € [o] and
q € [wmt1,5/1].

Figure 3.6: A Protocol for Layer-wise Circuit Evaluation
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3.6 Our Order-C Semi-Honest Protocol

In this section, we describe our semi-honest protocol. All parties get a finite field F and a layered
arithmetic circuit C (of width w and no. of gates |C|) over I that computes the function f on inputs

of length n as auxiliary inputs.®

Protocol: For each i € [n], party P; holds input z; € F and the protocol proceeds as follows:

1. Input Sharing Phase: All the parties {P,..., P,} collectively invoke fpack—inputr as follows —
every party P, for ¢ € [n], sends each of its inputs to the functionality fyack—input and records its

vector of packed shares {[xj’q], [ym]} | of the inputs as received from fpack—input-

j€lol,q€lwi,; /L
They set [z]*"*"] = [x7¢] and [z]*"¥"] = [y9] for each j € [0] and g € [wy ;/(].
2. Circuit Evaluation: The parties collectively run sub-protocol 7., on input shares

{[Zjl',q,left]7 [Zjl',q,right], [Zgl’,q,left], [Z]l',q,right } | )
Jj€lol,q€lw,; /€]

, the parties run the

ion: J,q,left 7,q,right
3. Output Reconstruction: For each {[z T, =z

]}je[a],qe[wd+1,j/é]

reconstruction algorithm of packed secret sharing to learn the ouput.

We now prove semi-honest security of this protocol.

Lemma 5. The above protocol is private against a semi-honest adversary that corrupts upto t parties.

Proof. Let A be the real adversary. We slightly abuse notation and let .4 also denote the set of corrupt
parties. Let H denote the set of honest parties. We construct the simulator Sim as follows. For each
m € [d], let {block,, ;j}e[s] < part(m,layery) and {block,, ;1 ;};ec(o) < part(m + 1,layerm,1). Let
Unique be as defined in Figure 3.6. Given the output of the protocol and inputs of the honest parties,

for each j € [o], the simulator proceeds as follows:

— Input Sharing Phase: It receives the shares {[x79] 4, [y’9] A}jelo).qew,,, /¢ that the adversary

sends to fpack—input-

3For simplicity we assume that each party has only one input. But our protocol can be trivially extended to accommodate
scenarios where each party has multiple inputs.
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— Circuit Evaluation:

— Correlated Randomness Generation: For each (block,1, block,) € Unique:

* For each i € H, the simulator sends the following random shares

Jlef ,righ ,mul ,add Jrel
{57 4, T8 Y getwar yas {8T™) s (8T2°) 4, (8T"™) A} gewa 01

to the adversary and receives the following shares from the adversary, for each i € A.

TP TP O DTS (- EYIR Cramad EYRC Sl EY S BS

* For each i € A, it uses the above shares to compute the following shares

s I gt e L™ ) 8% 4, () g, /) ieln—s), Where
w, and wy1 are the lengths of blocks block, and block,; respectively. It then as-
signs these shares to different blocks in the circuit based on the configuration of each
block. At the end of this step for each m € [d], j € [o], the simulator has the following

shares:

o origh
(b s DA™ A e twma /0 LERE™) 4, (018299) 4, (080" 4} gm0

— Layer-wise Circuit Evaluation: For each m € [d],j € [0]:

% If Peager € H, the simulator simulates sending random shares

{[Zj arleft] | [zdrent to the adversary. It also uses

ml ml ] }q€[wm+1,j/f]

{[r.ﬁqJeft] [rj,q,right
b

Y p to compute shares

]A}‘Ze[w7rL+1,j/€]

Zj,q,left Zj,q,right } .
{[ it A G€[wm1,5/¢)

* Else if Peader € A, the simulator simulates sending random shares

{(zd, ™) 0, (25,2299) 5, (20227 ) 31 } g w0 ON Dehalf of the honest parties to the

=7,q,left =7,q,right

adversary. Based on the shares {[zm s 2 sent by the adver-

]H}qe[me‘j/f]

sary and {[r{;ﬂ'fﬁ] A, [EhrE) A} , the simulator computes
9€[wm+1,5/4]
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Zj,q,leftA 7> ¢-right A} .
(B8 ey

— Output Reconstruction: For each j € [0], using the output and previously computed shares

, the simulator computes consistent shares

{ [Zgrlleft] 7 [Zg’f_{ight

]A}qe[wdﬂ,j/é]

{[Zéﬁ’lle&]y, [zﬁ’fight]ﬂ} and sends them to the adversary.
q€lway,;/¢]

View of the adversary generated by the simulator in the correlated randomness generation step is
identically distributed to that in the real protocol. Moreover, as shown in [DNO7], from super-
invertibility property of the Vandermonde matrix, it follows that the r; vectors generated by the
parties at the end of the this step are random values that are unknown to any individual party or
the adversary. Indistinguishability between the view of an adversary in the real protocol and the
transcript generated by the simulator in the circuit evaluation step now follows from the privacy
of packed secret sharing and the from the fact that the shares sent to the leader are of values that
are masked by random values unknown to any party and hence appear completely random to the

adversary.

Next we calculate the complexity of this protocol.

Complexity of Our Semi-Honest Protocol. For each layer in the protocol, we generate 5 x
(width of the layer/¢) packed shares, where ¢ = n/e. We have t = n (1 — 2). In the semi-honest set-
ting, n—t = n(4 + 2) of these can be computed with n? communication. Therefore, overall the total
communication required to generate all the correlated random packed shares is 5 x |C|2€2/(4 +¢€) =
10|C|€%/(4 + €).

Additional communication required to evaluate each layer of the circuit is 5n x (width of the layer/?).
Therefore, overall the total communication to generate correlated randomness and to evaluate the
circuit is 10|C|€? /(4+€)+5|Cle = %j’jﬂ). An additional overhead to generate packed input shares

for all inputs is at most 4n|Z|, where |Z| is the number of inputs to the protocol. Therefore, the total

5|Cle(3e+4)

communication complex1ty 1S Itec

+ 4n|Z|. As discussed in Section 2.2, using FFT for secret
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sharing will yield computation complexity that is O(logn) times the communication complexity.

3.7 Our Order-C Maliciously Secure Protocol

In this section, we present our maliciously secure Order-C MPC protocols. In addition to the sub
protocols/functionalities from Sections 3.4 and 3.5, this construction also depends on some addi-
tional sub-protocols/functionalities. In this section, we first present those additional sub-protocols

and then proceed to describe our maliciously secure order C MPC protocol.

3.7.1 Generating Random Packed Shares

In this section we describe a natural extension to 7,,nq that allows for generation of random packed
shares. In our malicious secure protocol, these random values will allow us to efficiently check for
linear errors injected by the adversary. We actually require two slightly different functionalities that
we will represent in a single ideal functionality, as they are deeply related. The first functionality will
generate packed sharings of vectors in which each element is independent. The second functionality
will generate packed sharing of vectors in which each element is the same random value. The ideal
functionality fpack—rand is described in Figure 3.7. Since the adversary can choose its own shares
in the protocol, similar to Chida et. all [CGH"18], we let adversary send shares of the corrupted

parties to the ideal functionality.

We now describe the protocol myack—rand that securely realizes this functionality fpack—rand. The

protocol proceeds as follows:
Auxiliary Inputs Hyper-invertible matrix H,, ,,
Inputs: The parties do not have any inputs.

Protocol mpack—rand: The parties proceed as follows:

— If the parties wish to realize the independent mode of fyack—rand, €ach party P; (for ¢ € [n])
chooses a random vector u; € F*. It runs pshare(u;, D) to receive shares [u;]. For each j € [n],
it party P;, its share in [u;].
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The functionality foack—rand({P1;-- -, Pn})

The n-party functionality fpick—rand, running with parties {Pi, ..., P,} and the ideal ad-
versary Sim proceeds as follows:

— Each honest party sends mode € {independent, uniform} to the ideal functionality. If
the honest players do not agree, the ideal functionality outputs | and aborts.

The ideal simulator Sim sends U; for each corrupt party ¢ € A.

If mode = independant, the functionality fpack—rand Chooses a random vector R € F¢
such that each value in r € R is sampled independently from the field.

If mode = uniform, the functionality fpack—rand ChoOses a random value r € F and sets
R € F* to be r repeated ¢ times.

The functionality fyack—rand S€ts [R]4 = {U;}ica. It runs pshare(R, A, [R]4,T) to
receive a share R; for each party P;.

— It hands each honest party P; its share R;.

Figure 3.7: Packed random share generation functionality

If the parties wish to realize the uniform mode of fj,,ck—rand, €ach party P; (for ¢ € [n]) chooses
a random element u; € F and computes the vector u; € F’ such that each element is u;. It

runs pshare(U;, T') to receive shares [u;]. For each j € [n], it party P, its share in [u;].

Given shares ([uy], ... [u,]), the parties compute

(ea], s [en]) = Hin - ([wa], - [un])
Each party broadcasts its share in [r,_ty1],...,[r,] to the first ¢ + 1 parties. Those parties
locally runs open([r;,—¢+1]), .. .,open([r,]) to check if all the shares lie on the same degree D
polynomial.

If the parties wish to realize the uniform mode of fyack—rand, they additionally check that all
p(ei)iele are the same If these checks succeed, then the parties send “pass” to all other parties,

else they send “fail”.

If each of the first ¢+ 1 parties output “pass”, then parties output their shares in [r1], ..., [r—¢].
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Output: The parties output [rq], ... [r—¢].
Lemma 6. This protocol securely computes n — t instantiations of fpack—rand With abort in the presence

of malicious adversaries who controls t parties.

The proof of this lemma follows from [DNO7].

3.7.2 Checking Equality to Zero

In this section, we discuss the protocol of Chida et.al [CGH™ 18] to check whether a given sharing
is a sharing of the value 0, without revealing any further information on the shared value. We
extend this protocol to consider packed secret shares with the natural definition. We describe this

functionality in Figure 4.4.

The funCtionality fcheckZero({Ph ceey PTL})

The n-party functionality fcheckzero, running with parties { P, ..., P, } and the ideal adver-
sary Sim receives [v]y from the honest parties and uses them to compute v.

— If v = 0 then fecheckzero sends O to the ideal adversary Sim. If Sim responds with
reject (resp., accept), then feheckzero S€NAS reject (resp., accept) to the honest parties.

— If v # 0%, then fcpeckzero proceeds as follows:

— With probability ﬁ it sends accept to the honest parties and ideal adversary
Sim.

— With probability 1 — % it sends reject to the honest parties and ideal adversary

T
Sim.

Figure 3.8: Random share generation functionality

We now describe the protocol mcheckzero that securely realizes this functionality feheckzero. The

protocol proceeds as follows:
Inputs: The parties { P; };c[,) hold shares [v].
Protocol 7 peckzero: The parties proceed as follows:

— The parties {P;, ..., P, } invoke f,an4 to obtain sharings [r].

— The parties {Py, ..., P,} invoke f,: on [r] and [v] to obtain [t] = [r - v].
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- Each party P; (for i € [n]) send t; to all other parties.

— Each party locally runs open([t]) on the revealed shares and checks if t = 0°. If so it outputs

accept, else, it outputs reject.

We note that the proof of security for this protocol follows similarly to [CGH 18] and hence we omit

it here.

3.7.3 Secure Dual Evaluation upto Linear Attacks

Next, we define a subprotocol, which takes packed shares of the actual inputs of the parties and
packed shares of the randomized inputs and performs a dual evaluation of the circuit on these sets
of inputs. Looking ahead, in our main protocol, this sub-protocol will be directly used for circuit
evaluation and for maintaining the invariant that for each intermediate packed shared vector z, the

parties also compute shares of both rz.

In [GIP15], Genkin et al. had shown that most packed secret sharing based semi-honest proto-
cols satisfy the following property — when run in the presence of a malicious adversary, any attack
strategy of the adversary is limited to simply injecting linear attacks on the outputs of multiplica-
tion gates. More precisely, a linear attack on multiplication gates is defined by an arbitrary linear

combination of the vectors input to the set of gates.

Definition 6 (Linear Attack). When multiplying two vectors a,b of length ¢ each, a linear attack
L = (Lieft, Lyignt) specifies linear functions fier : F¢ — F* and fugne : F* — FY, such that the output
vector c is equal to c = a® b+ fiee(a) + frignt(b), where © denotes the point-wise multiplication of two

vectors.

An important point to note about these attacks is that the linear attack L is determined based
on how b was secret shared and linear attack Liign: is determined based on how a was secret shared.
We observe that similar to most semi-honest protocols based on packed secret sharing, our sub-
protocol for dual circuit evaluation also has the property that in the presence of a malicious ad-
versary, any attack strategy of the adversary is limited to simply injecting linear attacks on to the
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outputs of each gate. We now give a description of this sub-protocol myya—eval-

Inputs: The parties { P; };c[,,) hold packed secret sharings

{[Zjl',q,left]’ [y{,q,right]) [I‘Z{,q,le\‘t]7 [I‘Z{’q’right}} ‘ ]
J€lo).q€(w,; /€]

Dual Circuit Evaluation: The parties collectively run 2 executions of a truncated version of e, on

inputs {[Zjl‘,q,left], [Zjl',q,right]’ [Zjl',q,left]7 [Zjl',q,right } 4 , and
Jj€lo].q€lw1,; /4]

{[z{’q"eft}, 27778 [rgd T [pgd0riEnt } respectively, where in the layer m = d, the
Jj€lol,q€lwy,;/¢]
leader locally computes the masked output vectors, but does not secret share it among the other

parties.
Output: The parties output their shares in [z/>¢'*%t] and [z/:¢"&"], for each m € [d — 1], j € [0] and

=7,q,left =7,q,righ
g€ [wm+1,j/£]- Pleader outputs {zjﬂbet’ 77418 t}je[a],qE[derLj]'

Lemma 7. The protocol in Section 3.7.3 securely evaluates the circuit C on inputs x,rx up to linear

attacks in the presence of a malicious adversary who controls up to t parties.

Proof Sketch. [GIP15] show that any packed secret sharing based semi-honest protocol that satisfies
the following properties, we know that any packed secret sharing based semi-honest protocol that

satisfies the following three properties is secure against an adversary upto linear attacks:

— T-randomization: The messages sent by the honest parties to the corrupt parties (except in the

last round), only depend on the randomness of the parties and not on their actual inputs.

— Structure of the Last Round: During the last round, only one party computes the output vector
z, as follows: let F and F 4 be two linear functions, such that z = Fy;(Imsgy,) + Fa(Imsg 4),
where Imsg,, are the messages sent by the honest parties in the last round and Imsg 4 are the

messages sent by the corrupt parties in the last round.

— Privacy of the last round: The distribution of the messages Imsg,, sent by the honest parties in

the last round are uniform, conditioned on Fy (Imsg,,) =z — F4(Imsg 4).
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The first property is trivially satisfied by our sub-protocol — indeed, Genkin’s thesis [Gen16] already
shows that semi-honest [DIK10] satisfies the first property, and those arguments generalize to our
sub-protocol in a straightforward way. The second property is also easy to verify, indeed the masked
output vector is computed by Pleager in our subprotocol, by running the reconstruction algorithm of
packed secret sharing, which is a linear function. The third property is also satisfied by our protocol,
since the shares sent by the parties in the last round to Peager correspond to shares for a degree
n — 1 polynomial, the shares of the honest parties are uniformly distributed given the output and
the shares of the corrupt parties. As a result, our protocol securely evaluates C' on inputs x, rx up to

linear attacks. O

3.7.4 Secure Multiplication upto Linear Attacks

In this section we describe a semi-honest secure multiplication protocol for packed secret shares
that is secure up to linear attacks. We require this functionality to realize fcheckzero fOr packed
secret sharing and setting up the randomized protocol execution for malicious security. The ideal

functionality for fpack—mule is given in Figure 3.9.

The functionality fpack—mult({P1,-- -, Pn})

The functionality fpack—mur, Tunning with a set of parties {P;, ..., P,} and the ideal ad-
versary Sim proceeds as follows:

— Upon receiving [x]|3 and [y]y from the honest parties, the ideal functionality
Jpack—mult TECODStTUCtS computes X = {%;}ic[q,Y = {¥i}ticjg- The simulator also
computes shares [x] 4 and [y] 4 and sends them to the adversary.

— Upon receiving Linear error L : F? — F’ and {u, };c 4 from the ideal adversary Sim,
functionality fpack—mui defines z = x - y + L(x,y) and [z] 4 = {u;}ic4. It then runs
pshare(z, A, [z] 4, D) to obtain a share z; for each party P;.

— The ideal functionality fhack—muie hands each honest party P; its share z;.

Figure 3.9: Secure Multiplication Up to Linear Attack functionality

We now describe the protocol mp,ck—myre that securely realizes this functionality fpack—muie (Figure

3.9). The protocol proceeds as follows:
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Inputs: The parties { P; };c[,, hold shares [x], [y].
Protocol myack—muie: The parties proceed as follows:
— The parties { Py, ..., P,} locally compute (x - y) = [x] - [y]

— the parties invoke fpack—rand in independent mode to obtain packed secret shares [r] and (r) for

a random, independent vector r.

— The parties the locally compute (x - y) — (r) and send the resulting shares to the designated

Pal‘ty ]Dleader-

— Party Peader reconstructs all the values x -y —r. Party Pleager then generates a degree D sharing

of this vector [x - y — r] and send the resulting shares to all players
— Players locally compute [z] = [x -y — ]| + [r]
Output: The parties output [z - y]

Lemma 8. This protocol securely computes fpack—mule Up to linear attacks in the fpack—rand-hybrid model,

in the presence of malicious adversaries who controls t parties.

Since this protocol is identical to the multiplication protocol of [DIK10], the proof of this lemma

follows from the security proof given in [GIP15].

3.7.5 Maliciously Secure Protocol

We now describe a protocol that achieves security with abort against malicious corruptions.

Auxiliary Inputs: A finite field F and a layered arithmetic circuit C' (of width w and |C| gates) over

[F that computes the function f on inputs of length n.
Inputs: For each i € [n], party P; holds input z; € F.

Protocol: (Throughout the protocol, if any party receives | as output from a call to a sub-functionality,

then it sends | to all other parties, outputs | and halts):
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1. Secret-Sharing Inputs: All the parties { P}, ..., P,} collectively invoke fpack—input as follows —
every party P; for ¢ € [n], sends each of its input x; to functionality fpack—input. and records its

vector of packed shares {[x7], [y’]} | of the inputs as received from fyack—input-

j€lol.q€lwr ;i /€

They set [2)7"*"] = [x79] and [z]¢"&"] = [y79] for each j € [0] and ¢ € [wy ;//].
2. Pre-processing:

— Random Input Generation: The parties invoke fpick—randa ON mode uniform to receive

packed sharings [r] of a vector r, of the formr = (r,...,7).

— The parties also invoke fyack—rand 011 mode independent to receive packed sharings
p p
j,q,left j,q,right jaleft jq.right
{[a2; @], [aud,2"E ]}me[d]yje[g],qe[u,md /0 of random vectors a;?'*" o a"Ent,

— Randomizing Inputs: For each packed input sharing [z?'%'"*"], [z]9"8"] (for j € [0],q €

7,q,left j

"€"] and [r] to receive [rz}*"*"] and on [z

[wy_j/£]), the parties invoke fmuir, on [z a:right]

and [r] to receive [rz/*"&"].

3. Dual Circuit Evaluation: The parties run mq,a_eval ON inputs

{7, Iy o), e 1, fraf o7 | to obtain shares
j€lol,q€lws /4]

and {[rzj’q"m}7 [rz)2nent for each m € [d —

m—+1 m+1

{lgefs®). L L e

]}je[a],qe[wm,J/f] ]}je[o],qE[wm,j/ﬁ}

1] and the leader party additionally receives the masked output vectors for the last layer. The
parties then compute the last two-steps of 7., for the last layer. i.e., the leader party then pack
secret shares these vectors among the other parties and all the parties subtract their shares of

the random masks from these packed secret shares to obtain shares

i,q,lef j,q,righ
{12 e

J»q,left J,q,right
and {[ra} ), (v

]}je[a],qe[wd,j/a ]}je[ane[wd.j/e]’

4. Verification Step: Each party does the following:

(a) For each m € [d+1], j € [0],g € [wn,;/{], the parties invoke fy,: on their packed

shares ([Z%q,left], [a%q,left]), ([rz%q,left]’ [agr'hq,leftD’ ([Zz;lq,right}’ [a_z;lq,right]) and ([rZ_ZT,Lq,right]’
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[a:a-"e"t]) " and locally compute. *

[v] = Z Z [ad @1t [pgl @ left] o [ :a:right] 1.7, qright
me(d+1] j€[o],q€[wm,; /L]

[u] — Z Z [agr';lq,left][zz;lq,left] + [a%q,right][zz;lq,right]

meld+1] j€[o],q€[wm,; /4]

(b) The parties open shares [r| to reconstruct r = (r,...,7).
(c) Each party then locally computes [t] = [v] — r[u]

(d) The parties invoke fcheckzero ON [t]. If feheckzero OUtPULS reject, the output of the parties is

1. Else, if it outputs accept, then the parties proceed.

5. Output Reconstruction: For each output vector, the parties run the reconstruction algorithm
of packed secret sharing to learn the output. If the reconstruction algorithm outputs L, then

the honest parties output | and halt.

3.8 Security Proof for our Maliciously Secure Protocol

Lemma 9. If A sends a non-gero linear attack value in any of the calls to fmuix OF faual—eval N the
execution of the protocol given in Section 3.7.5, then the vector t in the verification stage equals a

O-vector with probability less that 2/|F|.

Proof. A malicious adversary can carry out linear attacks on fyuw and 7gual—eval, meaning that the
adversary can add an arbitrary linear combination of the input wires of a gate to the value on
its outgoing wire. We show that the technique used by Chida et al., for detecting addditive er-
rors can be used in the packed secret sharing setting to detect linear attacks. Since we perform
a check on packed shares as opposed to regular shares, our check can be viewed as ¢ parallel
checks at the end. We essentially end up computing ¢ different linear combinations of approx-

imately 2|C|/¢ values. Given our description of fcheckzero, it is clear that if any of these checks

4We remark that for notational convinience we describe this step as consisting of 4|C|/¢ multiplications (and hence these
many degree reduction steps), it can be done with just two degree reduction step, where the parties first locally multiply and
add their respective shares to compute (v) and (u) and then communicate to obtain shares of [v] and [u] respectively.
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fail, fcheckzero Will output 1. Therefore, for exact probability calculation, we bound the probability
of the adversary injecting errors and getting away in any one of the linear combinations. More
specifically, we consider the linear combination over the first elements in each packed sharing out-
put. For each m € [d + 1] in the circuit, our protocol generates 4w,,/¢ packed shares of the form

{ (211, 2], 78], 201, [r2],0re] )

iclohaclwas /" We simplify the notation and let the set of
packed shares on each layer m, be of the form {[z} |, [rz%,]} [, /- Similarly, we use o, to denote

the « vectors corresponding to these packed secret sharings.
Finally, we slightly abuse notation and let z¢, denote the first element in the vector z¢, and ag,
to denote the first element in the vector ag,.

We use different variables to denote the additive errors that the adversary can inject on each of

these computations.

— Let F¢, : F* — T be the linear error function induced as a result of operating on incorrectly
computed shares of z¢ . For instance, when the vectors z¢, and o, are multiplied, a linear
error of the form F¢ (a?,) is induced on the first element of the output vector. We note that
since ad, in our protocol is guaranteed to be honestly secret shared, no error of the form L(zZ))

is induced when multiplying ¢, and z¢,.

— Similarly, let G4, : F* — T be the linear error function induced as a result of operating on

incorrectly computed shares of rz¢,.

— We let f7, be the resultant linear error on z{, and ¢4, be the resultant linear error on rzZ,. We
note that these errors are not arbitrary values but a linear combination of the input values to

the gates in layer m.

Recall that if every party behaves honestly, then

u= Z Z al 2z and v = Z Z ag(rzp,)

me[d+1] g€[wm /4] me[d+1] me&[wm, /4]

We would like to check if ru = v, ie.
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P D ahh= Y Y agrz)

me[d+1] gE[w, /4] me[d+1] g€ [wom /4]

This is trivially true, if no errors were introduced by the adversary at any step. Accounting for all

the linear errors that the adversary might introduce, we get

ru=r| XY ah(Eh +f4) + Fhed)

me[d+1] g€[wy, /€]

v=| Y D ah(rzl +gh) + Gh(al)

me[d+1] g€[wm /4]

We want to calculate the probability that the following equation holds, i.e.,

r al (24 + q +Fq ol al (rz4 +gq +Gq ol

me[d+1] g€ [wm /4] me[d+1] g€ [wm /4]

In other words,

o> antrfi—gt)= Y Y GL(al)—rFi(al)

meld+1] g€ w,n /4 meld+1] gefw, /4]

We now consider the following cases:

— Case 1: All the inputs, intermediate wire computations and «’s were honestly secret shared
and computed. And the errors were only introduced during the verification step. Since the
verification step in this case corresponds to multiplying honestly secret shared vectors, the only
kind of errors that the adversary can introduce in the case are arbitrary additive errors, that
are not correlated to any of the input values. Let d,, be the cumulative additive error on the
computation of u, ans d, be the cumulative additive error on the computaiton of v. We can

re-write the above equation as 0 = 3", (41 X gefw,, /g G () — rFi (al,) = dy — rd,.

Since r is sampled uniformly, the probability that d,, — rd, = 0 is 1/|F|, if either d,, # 0 or

dy #0.
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— Case 2: Im € [d],3q € [wn, /¢, such that the output zZ, was not correctly secret shared. Let
mg be the smallest such m and ¢ be the smallest such q. We want to calculate the probability

that the following equation holds, i.e.,

G, (o) — rFE, (@)

= (rf, — g+ Y Y rab(fh —gh) — Gh(ad) +rF (ad,)
me[d+1],m#mo q€[wm /4]

- f G (afy ) —rFd (ad,) # 0: Since all the /s (including a2 ) are generated honestly
and are unknown to the adversary, the above equality holds only with probability 1/|F|.
- G (a® )—rFL (af,) = 0: Since r is sampled uniformly at random, this only happens

with probability 1/|F|.

Hence, overall the probability that that the view generated by the simulator in Case 2 is dis-

tinguishable from the view in the real execution is at most
L) e
|F| [F|/) [F| ~ [F]
In both cases, the probability of distinguishability is upper bounded by IJ%\' O

Operating over Smaller fields.  This protocol works for fields that are large enough such that

%‘ is an acceptable probability of an adversary cheating. In cases where it might be desirable to

instead work in a smaller field, we can use the same approach as used by Chida et al. [CGH " 18]. In

particular, instead of having a single randomized evaluation of the circuit w.r.t. r, we can generate

2

[ )% is negligible) and run multiple randomized

shares for § random values 4, ...,rs (such that (
evaluations of the circuit and verification steps for each r;. Since each r is independently sampled

and their corresponding verification procedures are also independent, this will yield a cheating

2

o )9, as required.

probability of at most (

Given this lemma, we now prove the following Theorem.
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Theorem 1. Let k be a statistical security parameter, and let T be a finite field such that (3/|F|)° <
27F, for some § > 1. Let f be an n-party functionality over F. Then, there exists a protocol in the
(fpack—inputs fpack—rands fdual—eval; fmult, fcheckzero)-hybrid model with statistical error 2k in the presence

of a malicious adversary controlling t parties.

Proof. For each m € [d], let {blocky, ;};c[s] < part(m,layery) and {blockm,1,};c(s)  Part(m +
1,layerm+1). Let A be an adversary in the real world. As before we use A to also denote the set of
corrupted parties. The simulator Sim in the ideal world initializes a variable flag = 0 and proceeds

as follows:

1. Input Sharing: Sim receives from A the set of corrupted inputs and the shares of corrupted

parties {[z/:0'e] 4, [z79 78] , } that the adversary sends to the fyack_input func-

j€lol.a€lwi,; /4]
tionality. It reconstructs these inputs and saves them.
2. Preprocessing: Simulator receives shares [r] 4 and {[a;2"*"] 4, [ "&"| 4} e (4] s (0)ac ., /0

of the corrupted parties that the adversary sends to fpack—rand-

3. Randomization of inputs: For each j € [0], ¢ € [2w; ;/¢|, the simulator Sim plays the role of
fmule in the multiplication of vectors z/>%'*® and z7-9"&ht with [r]. Specifically, Sim hands the
corrupted parties shares in [r], z/*%'*f* and z7'%'*" to the adversary. Upon receiving the linear
error function and the corrupted parties shares of the resulting vector, the simulator stores all

the corrupted parties’ shares. If any linear error function was received, it sets flag = 1.

4. Dual Circuit Evaluation: As discussed in the main protocol, dual circuit evaluation requires
the parties to run e, twice — on actual inputs and on randomized inputs. Here we describe
how the transcript for evaluation on actual inputs it simulated. The transcript on randomized

inputs is simulated in almost exactly the same way, and hence we omit it here.

— Correlated Randomness Generation for circuit evaluation on actual inputs:

For each (block,1, block,) € Unique:
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— For each i € H, the simulator sends the following random shares

lef righ ,mul ,add rel
{7, I8P ) Y gewass > L0ST™) 40 (ST290) 4L (ST™) 4 gcwa 0]

to the adversary and receives the following shares from the adversary, for each i € A.

{250, 182" o b wn e £8T™ ) 20, (82220, (820 a2 -

— The simulator computes LeftInputs, Rightlnputs = WireConfiguration(block, 1, block,,).
For each ¢ € [wq4+1/¢] and for each k € [¢], it sets eerr = Leftinputs[(q — 1)¢ + ¢] and

eright = RightInputs[(¢ — 1)¢ + ]. For each i € A, the simulator checks if

S;],Ieft [k}] _ Si[aeft/ZJ,GateTypek_ [eleft . Leleft/gJ]

S?’right[k}] _ siLeright/ZJ 1GateTypek [eright — Leright/gJ}

where GateType, = mult if gate k in block « is a multiplication gate, else if it is an
addition gate then GateType, = add and for relay gates, GateType;, = relay. If any of

these checks fail for any i € A, the simulator sets flag = 1.

— For each i € A, it uses the above shares to compute the following shares

Jlef ,righ ,mul ,add ,rela
s ") 4 b gefwara s LEP™) 4, (229D 4, () 4} g w0 Hiem—1)»

where w, and w,; are the lengths of blocks block, and block, 1 respectively.

— It then assigns these shares to different blocks in the circuit based on the configura-
tion of each block. At the end of this step for each m € [d], j € [0], the simulator has

the following shares:

j,q,lef j,q,righ j,q,mul j,q,add j,q,rel
{[I‘inﬂi t] ) [rianrrig t]A}j,QE[merl,j/f]’ {<r£nq m t>Aa <r3nq : >-A7 <r¥nq h ay>A}qE[wm‘j/K]~

— Circuit evaluation on actual inputs: The simulator computes LeftInputs;, Rightlnputs; =

71



WireConfiguration(block,, 1., blocky, ;). For each ¢ € [wy,+1,;/¢] and for each k € [{], it
sets ejere = Leftinputs[(q — 1)¢+i] and eighe = RightInputs[(q — 1)¢ + i]. For each i € A, the
simulator check if

S k] = sy ST e — e /L]

i right /£ ,GateType,,
SR = s S g — g /L]

where GateType,, = mult if gate k& on layer m is a multiplication gate, else if it is an
addition gate then GateType, = add and for relay gates, GateType;, = relay. If any of

these checks fail for any i € A, the simulator sets flag = 1.

For each i € A, it uses the above shares to compute the following shares
7,q;left J»q,right ji,q,mult j,q,add j,q,rela
(el Las e LA jaetwnn g 70, L™ ) s (05829 4, (058 A Y gewrn,, /01

If Pleader € H:

(a) Simulator receives shares {(zJ,2™") 4, (z,72%) 4, (252"¥) 4} 4e[w,n , /¢ from the ad-
versary.

(b) For each i € A, the simulator checks if (z/;0™u1t); = [z7,91¢%], . [z7.a-right], 4 (ypJ.amulty,
and <Z£’7,Lq,add>i — [Zz;tq,left}i+[y%q,right]i+<rj,q,add>i and <z%q,relay>i — [z%q,left]i_,'_<r%q,relay>i.
If any of these checks fail, the simulator sets flag = 1.

ijq,left] [ijq,right
b

(c) Simulator simulates sending random shares {[zm Y oS to the

]A}qe[ww‘j/a

adversary.

(d) Simulator uses {[riﬁ‘ﬂr"fft] A, (e 5T to compute shares

}qe[wm+1,j /4]
3,q,left ,q,right }
z As % A )
{[ m+1 ] ’ [ m+1 ] q€[wm+1,5/4]

Else if Peager € A:
(a) The simulator simulates sending random shares {(z7:%™!),, (z7:9:244);, and
(23:0") 3.} g, ; /¢ ON behalf of the honest parties to the adversary.

=7, left =J,q,right

(b) The simulator uses the shares {[zm D s B sent by the adver-

]H}qe[’wmﬂ,g‘/@]
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sary to reconstruct z/;'s" and z/;/1®"" and checks if these are consistent with the

previously sent and computed shares. If not, it sets flag = 1.

: : 5J:q,left —j,q,right J,q,left J,q,right
(c) Finally, the simulator uses z,,,;}", z,,"*" and { [r), 7] 4, [t7,0%" 4 to

] }qe[me,J /e

J,q;left J,q,right
compute {[zm+1 Ja, [z ]A} .
q€[wm+1,5/4)

5. Verification Step: The simulator simulates the honest parties sending their shares in the open-
ing of [r] to the adversary and receives the shares that the adversary sends to the honest parties
in this open. If any honest party would abort, then the simulator simulates it by sending L to
all parties, and to the trusted functionality and halts. Finally, Sim simulates fcheckzero as follows,
If flag = 1, then Sim simulates fcheckzero Dy sending reject and then all honest parties sending

L. Otherwise, Sim proceeds to the next step.

6. Output Reconstruction: If no abort had occurred, Sim sends the inputs of the adversary that it
had extracted from the input sharing phase to the ideal functionality computing f. It receives
back the output from the ideal functionality. The simulator then computes the shares of the
honest parties using this output and the shares of the corrupt parties (that it can compute
based on the information it has). It sends these shares to the adversary as part of the output

reconstruction phase.

It then receives messages from the adversary. It uses these messages to reconstruct the output
for the honest party. If for any honest party, this reconstruction fails, it sends | along with the

identity of the honest party to the ideal functionality, signaling it to send | to that party.

Overall, the view of the adversary in the ideal world is identical to its view in the real world,
except with 3/|F| probability. Up until the correlated randomness generation step of the dual circuit
evaluation phase, the view of the adversary generated by the simulator is identically distributed
to that in the real world. From super-invertibility property [DNO7] of Vandermonde matrices, it
follows that the r; vectors generated by the parties at the end of this step are random and unknown
to the adversary. However, since the adversary is malicious, these vectors may not have the right

correlation. Nevertheless, indistinguishability between the view of an adversary in the real protocol
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and the transcript generated by the simulator up until the verification step now follows from the
privacy of packed secret sharing and the from the fact that the shares sent to the leader are of values
that are masked by random values unknown to any party and hence appear completely random to

the adversary.

In case no errors are introduced in the protocol before and during the verification step, then the
only difference between the real and ideal executions is that the input shares of the honest parties
are set to 0 in the simulated transcript. However, by the perfect secrecy of packed secret sharing,

this has the same distribution as in a real execution.

In case, some errors were introduced, then the simulator always simulates fcheckzero OUtpULtting
reject. However, in the real execution, the probability that vector sent to fcheckzero iS @ NON-zZero
vector is at most 2/|F| and if indeed a non-zero vector is sent to fcheckzero, it Will get detected except
with probability 1/|F|. Thus overall, in this case the adversary can avoid detection with probability
at most 3/|FF|. Since this is the only difference between the real execution and the ideal simulation,

we have that the statistical difference between these distributions is less than 3/|F|.

Complexity Calculation for our Maliciously Secure Protocol over Large Fields. For each layer in

the protocol, we generate 5 x (width of the layer/¢), where ¢ = n/e. We have t = n (3 — 2). In the

malicious setting, n—t ~ n(4 + 2) of these packed shares can be computed with 5n communication.

Therefore, overall the total communication required to generate all the randomness is the following:

C]__ 52 — 10%C

— Correlated randomness for evaluating the circuit on actual inputs: +—-+—
Zxn(z3+2) e+4

10€2|C|

— Correlated randomness for evaluating the circuit on randomized inputs: ——;

2¢|C|(3e—4)

— Shares of random « vectors: =

Additional communication required for dual execution of the circuit is 2-5-n(width of the layer/?).

Therefore, overall the total communication to generate correlated randomness and for the dual eval-

36€2|C|+32¢|C|

s (2662 —86)|C) _
uate the circuit is “=——== +10[Cle = =

. An additional overhead to generate packed
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input shares for all inputs is n?|Z|, where |Z| is the number of inputs to the protocol. The communi-

cation required to generate shares of randomized inputs is n?|Z|. Finally, the verfication step only re-
2

quires 2n? communication. Therefore, the total communication complexity is W +2n2(Z|.

As before, the computation complexity will be O(logn) times the communication complexity.

3.9 Implementation and Evaluation

In this section, we present the details of our implementation and do a detailed comparison with

prior work.

3.9.1 Comparison

We start by comparing the concrete efficiency of our protocol based on the calculations from Section

3.7.5, where we show that the total communication complexity of our maliciously secure protocol is

. 2
36¢e~|C[432¢|C| +2n

" ?|Z|. Recall that our protocol achieves security against ¢ < n (3 — 2) corruptions;

we do our comparison with the state-of-the-art using the same corruption threshold as they consider.

The state-of-the-art in this regime is the O(n|C|) protocol of [FL19] for ¢ < n/3 corruptions,
that requires each party to communicate approximately 4% field elements per multiplication gate.
In contrast, for n = 125 parties and ¢ < n/3 corruptions, our protocol requires each party to send
approximately 22 field elements per gate, in expectation. Notice that while we require parties to
communicate for every gate in the circuit, [FL19] only requires communication per multiplication
gate. However, it is easy to see that for circuits with approximately 65% multiplication gates, our

protocol is expected (in theory) to outperform [FL19] for 125 parties.

As discussed earlier, a nice advantage of O(|C|) protocols is that the per-party communication in
these protocols goes down as the number of parties increases. For instance, for the same corruption
threshold of ¢t < n/3, and n = 150 parties, our protocol would (on paper) only require each party to
communicate 2% field elements per gate. In this case, our protocol is already expected to perform

better than [F1.19] for circuits that have more that 55% multiplication gates. In fact, as the number

75



of parties increase, the percentage of the circuit that must be multiplication gates in order to show

improvements reduces.

Since the communication complexity of our protocol is dependent on the tunable parameter ¢
(that is directly proportional to the corruption threshold ¢), the efficiency of our protocol is expected
to increase further even for fewer parties, if we allow for lower corruption threshold. For instance,
for t < n/4 corruptions and n = 100 parties, we require per-party communication of 21 field

elements per gate.

Finally, we remark that, the above is only a theoretical comparison. Indeed the complexity
calculation in Section 3.7.5 was done assuming the “best-case scenario”, e.g., where the circuit is
such that it has exactly n —t repetitions of the same kinds of blocks, and that each block has an exact
multiple of n/e gates and n is exactly divisible by ¢ etc. In practice, this may not be the case. When
the circuit is not perfectly divisible, there may be some “waste,” meaning either more randomness
will be generated than is needed or some packed secret sharings will not be completely filled. The
effects of this waste can be seen in our implementation below, where the runtime may even decrease
slightly (see t = n/3 for 70 and 90 parties) as the number of parties increases because the division

is more efficient.

To make our comparison more concrete, we implement our protocol and evaluate it on different
network settings. While we do not get the exact same improvements as derived above (likely due to
waste), we clearly demonstrate that our protocol is practical for even small numbers of parties, and

becomes more efficient than state-of-the-art for large numbers of parties.

3.9.2 Implementation

We implemented our maliciously secure protocol from Section 3.7.5. Our implementation is in C++
and uses libscapi [Cry19] to provide communication and circuit parsing. Since this library does not
support packed secret sharing or the non-interactive packing of traditional secret shares (Section
3.4.3), we implement them within the context of the library. We note that we do not implement

packed secret sharing using FFT and hence the computation time incurred for packed secret sharing a
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Table 3.2: Comparing the runtime of our order-C protocol and that of related work. All times are in
milliseconds.

& & s & & g”%\ S
Paper ‘Q&% ‘Q&% \C’O 6\) ‘Q&% &Q\% \C’O \C’Q \C’Q
Network Config LAN WAN
t n/4 n/3 n/2 n/3 n/4 n/3 n/2 n/2 n/2

Depth 1,000 1,000 1,000 20 1,000 1,000 20 100 1,000

n =30 28,709 29,014 12,144 1,241 261,029 298,520 87,355 34,860 376,464*
n =50 36,544 40,537 26,310 1,891 206,475 285,074 128,366 197,321 815,610*
n =70 48,729 54,692 33,294 2,585 186,535 214,575 164,145 251,286* 1,032,114*
n =90 52,563 54,477 48,927 3,689 278,038 260,995 204,166* 355,167* 1,516,737*
n =110 60,281 62,871 79,728 > 3,999 | 270,558 305,071 256,711* 478,361* 2,471,568*
n = 150 - - - - 282,381 315,182 - - -
n = 200 - - - - 262,621 279,111 - - -
n = 250 - - - - 301,555 320,477 - - -
n = 300 - - - - 335,588 378,262 - - -

single vector is O(n?) as opposed to O(nlogn) and the overall total computation of this implemented
protocol is O(n|C|). All prior works that we compare to in this section also use an unoptimized O(n?)
implementation of the underlying secret sharing scheme and the total computation complexity of
those implementations is O(n?|C|). We leave an optimized implementation of the packed secret

sharing scheme for future work.

Our protocol implementation automatically generates batches of correlated randomness on the
fly as needed. During circuit evaluation, gates within each block are divided into packs according
to the number of players and the packing constant. Randomness is then retrieved from a pool;
if no suitable randomness is available from a previous execution of the randomness generation
subprotocol, the players pause to generate a fresh batch of randomness and verify that it is correct.

This reduces the need to set aside large amounts of memory at the beginning of computation.

To evaluate our implementation, we generate layered circuits that satisfy the highly repetitive
structural requirements. Specifically, we generate a fixed number of layers of constant depth, each
containing addition and multiplication gates that are randomly wired together. These layers are then
repeated as a group some fixed number of times. Benchmarking on random circuits is common, ac-
cepted practice for honest majority protocols [CGH' 18, FL19]. We modify the circuit format from

a standard one used by libscapi [Cry19] to help make this representation more succinct. Specifi-

77



cally, because our protocol only operates over layered circuits, we have gates take in wires indexed
relatively from the previous layer, instead of using global indices. Additionally, because layers are

repeated many times, we just indicate the order of layers, rather than writing out the layers explicitly.

We ran tests in two network deployments, the first to measure the performance independent
of network delay and the second to measure the effect of network communication. In our first
deployment, we ran all of the parties on a single, large server with two Intel(R) Xeon(R) CPU E5-
2695 @ 2.10 GHz. In our second deployment, parties were split evenly across three different AWS
regions: us-east-1, us-east-2, and us-west-2. Each party was a separate c4.xlarge instance with 7.5

GB of RAM and a 2.9 GHz Intel Xeon E5-2666 v3 Processor.

We compare our work to the most efficient O(n|C|) work, as there is no comparable work which
has been run for a large number of parties.” These works only run their protocol for up to 110
parties. Therefore our emphasis is not on direct time result comparisons, but instead on relative
efficiency even with small numbers of players. We note that the protocols against which we compare
do not require highly repetitive circuits; while this might make it seem like we are performing an
apple-to-oranges comparison, there is no efficiency gain for running these O(n|C|) protocols over
highly repetitive circuits. As such, the timing results that these works present would hold true for
highly repetitive circuits as well, and our comparison is apples-to-apples for highly repetitive circuits

(up to the percentage of addition gates, which we discussed above.)

We compare the runtime of our protocol in both our LAN deployment and WAN deployment to
[CGH'18, FL19] in Table 3.2 (results are reported for the average protocol execution time over
five randomized circuits each with 1,000,000 gates for WAN. LAN results are for a single execution
with 1,000,000 gates. Asterisk denote estimated runtimes where data was missing.). Because of
differences between our protocol and intended applications, there are several important things to
note in this comparison. First, we run all our tests on circuits with depth 1,000 to ensure there
is sufficient repetition in the circuit. Furukawa et al. use only a depth 20 circuit in their LAN

tests, meaning more parallelism can be leveraged. We note that when Chida et al. increase the

5The only protocol to be run on large numbers of parties rests on incomparable assumptions like CRS [WJST19].
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depth of their circuits from 20 to 1,000 in their LAN deployment, the runtime for large numbers of
parties increases 5-10x [CGH " 18]. If we assume [FL.19] will act similarly, we see that their runtime
is approximately half of ours, when run with small number of parties. This is consistent with their
finding that their protocol is about twice as fast as [CGH " 18]. We emphasise that for larger numbers

of parties our protocol is expected to perform better.

Because Chida et al. only run their protocol for up to 30 players and up to circuit depth 100 in
their WAN deployment, there is missing data for our comparison. We note that their WAN runtimes
are consistently just over 30x higher than their LAN deployment. Using this observation, we extrap-
olate estimated runtimes for their protocol under different configurations, denoted with an asterisk.
We emphasise that this estimation is rough, and all these measurements should be interpreted with
a degree of skepticism; we include them only to attempt a more consistent comparison to illustrate

the general trends of our preliminary implementation.

Our results show that our protocol, even using an un-optimized implementation, is comparable
to these works for small numbers of parties (see Table 3.2). For larger numbers of parties (see Table
3.2), where we have no comparable results, there is an upward trend in protocol execution time.
This could be a result of networking overhead or varying levels of network congestion when each
of the experiments was performed. For example, when executing with 250 parties and a corruption
threshold of n/4 the difference between the fastest and slowest execution time was over 60,000
ms, whereas in other deployments the difference is as low as 1,000 ms. In general, an increase is
also expected as asymptotic complexity has an additive quadratic dependency on n with the input
size of the circuit. Overall our experiments demonstrate that our protocol does not introduce an
impractical overhead in its effort to achieve O(|C|) MPC. As the number of parties continues to grow

(e.g. hundreds or thousands), the benefits of our protocol will become even more apparent.
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Chapter 4

Secure Multiparty Computation with

Dynamic Participants

4.1 Technical Overview

We start by briefly discussing some specifics of the model in which we will present our construction.

A detailed formal description of our model is provided in Section 4.2.

As discussed earlier, we consider a client-server model where computation proceeds in three
phases — input stage, execution stage and output stage (see Figure 1.1). The execution stage pro-
ceeds in epochs, where different committees of servers perform the computation. Each epoch ¢ is
further divided into two phases: (1) computation phase, where the servers in the committee (denoted
as S*) perform computation, and (2) hand-off phase, where the servers in S* transfer their states to
the incoming committee S**!. Because our goal is to divide the work of the protocol, we impose
the efficiency requirement that the computation and communication of each epoch is independent
of the depth of the circuit. In order to facilitate the smooth transition of protocol state, we require
that at the start of the hand-off phase of epoch ¢, everyone is aware of committee S‘*!. We consider

security in the presence of an adversary who can corrupt a minority of servers in every committee.

For the remainder of the technical overview, we describe our ideas for the simplified case where
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all the committees are disjoint and the size of the committees remain the same across all epochs,
denoted as n. Neither of these restrictions are necessary for our protocols, and we refer the reader

to the technical sections for further details.

4.1.1 Main Challenges

Designing protocols that are well suited to the fluid MPC setting requires overcoming challenges
that are not standard in the static setting. While some of these challenges have been considered

previously in isolation in other contexts, the main difficulty is in addressing them at the same time.

1. Fluidity. The primary focus of our work is the fluidity of protocols, a measure of how long
the servers must remain online in order to contribute to the computation. The fluidity of a
protocol is the number of rounds of interaction in a single epoch, and we say that a protocol
achieves maximal fluidity if there is only a single round in each epoch. Designing protocols
with maximal fluidity means that the computation phase of an epoch must be “silent” (i.e.,

non-interactive), and the hand-off phase must complete in a single round.

2. Small State Complexity. In many classical MPC protocols, the private state held by each party
is quite large, often proportional to the size of the circuit (see, e.g. [DN0O7]). We refer to this
as the state complexity of the protocol. While state complexity is generally not considered an
important measure of a protocol’s efficiency, in the fluid MPC setting it takes on new impor-
tance. Because the state held by the servers must be transferred between epochs, the state
complexity of a protocol contributes directly to its communication complexity. Protocols with
large state complexity, say proportional to the size of the circuit, would require each com-
mittee to perform a large amount of work, violating our efficiency requirements. Therefore,
special attention must be paid to minimize the state complexity of the protocol in the fluid

MPC setting.

3. Secure State Transfer. As mentioned earlier, we consider adversaries that can corrupt a mi-

nority of servers in every committee. As such, state cannot be naively handed off between
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Figure 4.1: Left: Part of the circuit partitioned into different layers, indicated by the different
colors. Right: A visual representation of the flow of information during the modified version of
BGW presented in Section 4.1.2.

committees in a one-to-one manner. To illustrate why this is true, consider secret sharing
based protocols where the players collectively hold a ¢-out-of-n secret sharing of the wire val-
ues and iteratively compute on these shares. If states were transferred by having each server in
committee S choose a unique server in S**! (as noted, we assume for convenience that |S¢| =
|S*1|) and simply sending that new server their state, the adversary would see 2t shares of the
transferred state, ¢ shares from S? and another ¢ shares from S**!, thus breaking the privacy of
the protocol. Fluid MPC protocols must therefore incorporate mechanisms to securely transfer

the protocol state between committees.

In this work, we focus our attention on protocols that achieve maximal fluidity. Designing such pro-
tocols requires careful balancing between these three factors. In particular, the need for small state
complexity makes it difficult to use many of the efficient MPC techniques known in the literature, as

we will discuss in more detail below.

4.1.2 Adapting Optimized Semi-honest BGW [GRR98] to Fluid MPC

Despite the challenges involved in the design of fluid MPC protocols, we observe that the protocol by
Gennaro et al. [GRR98], which is an optimized version of the semi-honest BGW [BGW88] protocol

can be adapted to the fluid MPC setting in a surprisingly simple manner.

Recall that in [GRR98], the parties collectively compute over an arithmetic circuit representation

of the functionality that they wish to compute, using Shamir’s secret sharing scheme. For each
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intermediate wire in the circuit, the following invariant is maintained: the shares held by the parties
correspond to a t-of-n secret sharing of the value induced by the inputs on that wire. Evaluating
addition gates requires the parties to simply add their shares of the incoming wires, leveraging the
linearity of the secret sharing scheme. For evaluating multiplication gates, the parties first locally
multiply their shares of the incoming wires, resulting in a distributed degree 2t polynomial encoding
of the value induced on the output wire of the gate. Then, each party computes a fresh t-out-of-n
sharing of this degree 2¢ share and sends one of these share-of-share to every other party. Finally,
the parties locally interpolate these received shares and as a result, all the parties hold a ¢-out-of-n

sharing of the product. Thus, every multiplication gate requires only one round of communication.

We observe that adapting this version of semi-honest BGW to fluid MPC setting, which we will
refer to as Fluid-BGW, is straightforward. The key observation is that the degree reduction procedure
of this protocol simultaneously re-randomizes the state, so that only a single round of communication
is required to accomplish both goals. In each epoch, the servers will evaluate all the gates in a single
layer of the circuit, which may contain both addition and multiplication gates (see Figure 4.1). More

specifically, for each epoch ¢:

Computation Phase: The servers in S¢ interpolate the shares-of-shares (received from the previous
committee) to obtain a degree ¢ sharing for full intermediary state (for each gate in that layer).
Then, they locally evaluate each gate in layer ¢, possibly increasing the degree of the shares
that they hold. Finally, they compute a ¢-out-of-n secret sharing of the entire state they hold,
including multiplied shares, added shares and any “old” values that may be needed later in the

circuit.

Hand-off Phase: The servers in S* then send one share of each sharing to each active server in

Sé+1

The computation phase is non-interactive and the hand-off phase consists of only a single round of

communication, and therefore the above protocol achieves maximal fluidity.

Recall that we consider adversaries who can corrupt a minority of ¢ servers in each committee, a
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significant departure from the classical setting in which a total of ¢ parties can be corrupted. At first
glance, it may seem as though the adversary can gain significant advantage by corrupting (say) the
first ¢ parties in committee S* and the last ¢ parties in committee S**'. However, since computing
shares-of-shares essentially re-randomizes the state, at the end of the hand-off phase of epoch ¢, the
adversary is aware of the (1) nt shares-of-shares that were sent to the last ¢ corrupt servers during
the hand-off phase of epoch ¢ and (2) (n — t) x t shares-of-shares that the first ¢ corrupt servers in
S* sent to the (n —t) honest servers in S“*1. This is in fact no different than regular BGW. Since the
partial information that the adversary has about the states of the (n — t) honest servers in S‘*! only

corresponds to t shares of their individual states, privacy is ensured.

4.1.3 Compiler for Malicious Security

Having established the feasibility of semi-honest MPC with maximal fluidity, we now describe our
ideas for transforming semi-honest fluid MPC protocols into ones that achieve security against ma-
licious adversaries. Our goal is to achieve two salient properties: (1) fluidity preservation, i.e.,
preserve the fluidity of the underlying protocol, (2) multiplicative overhead of 2 in the complexity of

the underlying protocol.

Shortcomings of Natural Solutions. Consider a natural way of achieving malicious security: after
each gate evaluation, the servers perform a check that the gate was properly evaluated, as is done
in the malicious-secure version of BGW [BGW88]. However, known techniques for implementing
gate-by-gate checks rely on primitives such as verifiable secret sharing (among others) that require
additional interaction between the parties. Such a strategy is therefore incompatible with our goal

of achieving maximal fluidity, which requires a single round hand-off phase.

Starting Idea: Consolidated Checks. Since performing gate-by-gate checks is not well-suited to
fluid MPC, we consider a consolidated check approach to malicious security, where the correctness of
the computation (of the entire circuit) is checked once. This approach has previously been studied

in the design of efficient MPC protocols [DPSZ12, GIP*14, GIP15, NV18, CGH"18, FL19, GSZ20].
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In this line of work, [GIP™14] made an important observation, that linear-based MPC protocols (a
natural class of semi-honest honest-majority MPC protocols) are secure up to additive attacks, mean-
ing any strategy followed by a malicious adversary is equivalent to injecting an additive error on
each wire in the circuit. They use this observation to first compile the circuit into another circuit
that automatically detects errors, e.g., AMD circuits and then run a semi-honest protocol on this

modified circuit to get malicious security. Many other works [GIP15, GIW16] follow suit.

Assuming that the same observation caries over to the fluid MPC setting, for feasibility, one
could consider running a semi-honest, maximally fluid MPC protocol on such transformed circuits.
However, transforming a circuit into an AMD circuit incurs very high overhead in practice. In order
to design a more efficient compiler that only incurs an overhead of 2, we turn towards the approach
taken by some of the more recent malicious security compilers [NV18, CGH 18, FL.19, GSZ20]. In
some sense, the ideas used in these works can be viewed as a more efficient implementation of the

same idea as above (without using AMD circuits).

Roughly speaking, in the approach taken by these recent compilers, for every shared wire value
z in the circuit, the parties also compute a secret sharing of a MAC on z. At the end of the protocol,
the parties verify validity of all the MACs in one shot. Given the observation from [GIP*14], it is
easy to see that the parties can generate a single, secret MAC key r at the beginning of the protocol
and compute M AC(r, z) = rz for each wire z in the circuit. It holds that if the adversary injects an
additive error § on the wire value z, to surpass the check, they must inject a corresponding additive
error of & = r§ on the MAC. Because r is uniformly distributed and unknown to all servers, this
can only happen with probability negligible in the field size. While previously, this approach has
primarily been used for improving the efficiency of MPC protocols, we use it in this work for also
maximizing fluidity.

Verifying the MACs requires revealing the key r, but this is only done at the end of the protocol,
as revealing r too early would allow the adversary to forge MACs. Furthermore, to facilitate efficient
MAC verification, the parties finish the protocol with the following “condensed” check: they generate

random coefficients o and use them to compute linear combinations of the wire values and MACs
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as follows:

u = g ap -z and v = g QL - T2k
]

ke(|C| ke(|C])
Finally, they reconstruct the key r and interactively verify if v = ru, before revealing the output

shares.

To build on this approach, we first need to show that linear-based fluid MPC protocols are also
secure up to additive attacks against malicious adversaries. We prove this to be true in Section 4.5
and show that the semi-honest Fluid-BGW satisfies the structural requirement of linear-based fluid
MPC protocols. At first glance, it would appear that we can then directly implement the above
mechanism to the fluid MPC setting as follows: in the output stage, parties interactively generate

shares of «ay, locally compute this linear combination, reconstruct r, and perform the equality check.

To see where this approach falls short, consider the state complexity of this protocol. To perform
the consolidated check, parties in the output stage require shares of all wires in the circuit, namely
z, and rz;, for k € [|C|], which must have been passed along as part of the state between each
consecutive pair of committees. This means that the state complexity of the protocol is proportional
to the size of the circuit, which (as discussed earlier) would undermine the advantages of the fluid
MPC model. More concretely, this approach would incur at least |C| multiplicative overhead in the

communication of the underlying protocol - far higher than our goal of achieving constant overhead.

Incrementally Computing Linear Combination. In order to implement the above consolidated
check approach in the fluid MPC setting, we require a method for computing the aforementioned
aggregated values that does not require access to the entire intermediate computation during the
output stage. Towards this, we observe that the servers can incrementally compute u and v through-
out the protocol. This can be done by having each committee incorporate the part of u and v
corresponding to the gates evaluated by the previous committee into the partial sum. That is, commit-
tee S’ is responsible for (1) evaluating the gates on layer ¢, (2) computing the MACs for gates on

layer ¢, and (3) computing the partial linear combination for all the gates before layer ¢ — 1.

Let the output of the k™ gate on the i" layer of the circuit be denoted as z;. Apart from the
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shares of zﬁfl and rz,‘;*l (for k € [w]), the servers computing layer ¢ of the circuit S* also receive

shares of

Up_o = E E oy, -z, and vp_g = E E a, Tz

i<0—2 ke[w] i<0—2 ke[w]
from S*~! during hand-off, where ! is a random value associated with the gate outputting z}.
While u,_5 and v,_o represent the consolidated check for all gates in the circuit before layer ¢ — 1.

S* then computes shares of

-1 —1 /—1 —1
Up_1 = Up_o + g ai . zﬁ and vy_1 = vy_9 + E o/,; . rzﬁ
kew] kew]

in addition to shares of the outputs of gates on layer ¢ (z,‘; and rzﬁ) and transfer u,_; and v,_; to
S**1 during hand-off. Note that the final u = uy and v = vy, where d is the depth of the circuit. This

leaves the following main question: how do the servers agree upon the values of a4 ?

Notice that |[{ov},}xefw),ce(q)| = |C], therefore generating shares of all the «f values at the begin-
ning of the protocol and passing them forward will, again, yield a protocol that has an excessively
large state complexity. Another natural solution might be to have the servers generate of as and
when they need them. However, because our goal is to maintain maximal fluidity, the servers in S’

ixed j o is W i ication within &7.
for some fixed j cannot generate «, as this would require communication within S’

Instead, consider a protocol in which the servers in §7~! do the work of generating the shares of
a{;. Each server in S7~! generates a random value and shares it, sending one share to each server
in §/. The servers in S’ then combine these shares using a Vandermonde matrix to get correct
shares of ai, as suggested by [BTHO06]. While this approach achieves maximal fluidity and requires
a small state complexity, it incurs a multiplicative overhead of n in the complexity of the underlying

semi-honest protocol.’

Efficient Compiler. We now describe our ideas for achieving multiplicative overhead of only 2

(for circuits over large fields). In our compiler, we use the above intuition, having each committee,

n the static setting, this technique allows for batched randomness generation, by generating O(n) sharings with O(n?)
messages. In the fluid MPC setting, however, the number of servers cannot be known in advance and may not correspond to
the width of the circuit. Therefore, such amortization techniques are not applicable.
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evaluate gates for its layer, compute MACs for the previous layer, and incrementally add to the sum.
In the input stage, the clients generate a sharing of a secret random MAC key r, and secret random

values 3, aq, ..., ay. Over the course of the protocol, the servers will incrementally compute values

u = Z Z (o (B)Y) - 2t and v = Z Z (r(B)Y) - rzf

Le[d] ke[w] Le(d] kew]

where 2} is the output of the k*" gate on level ¢, (3) is 3 raised to the /" power, and ay(53)* is the

“random” coefficient associated with it. At the end of the protocol, the parties verify whether v = ru.

Notice that at the beginning of the execution stage, the servers do not have shares of (a(3)¢)
for ¢ > 0, but they have the necessary information to compute a valid sharing of this coefficient
in parallel with the normal computation, namely 3, as,...,a,. To compute the coefficients, we
require that the servers computing layer ¢ are given shares of (o (3)‘~') and 3 by the previous set
of servers, in addition to the shares of the actual wire values. The servers in S¢ then use these shares

to compute shares of (1) the values z; on outgoing wires from the gates on layer /, (2) the partial

sums by adding the values computed in the previous layer u, 1 = up_» + (az(8)*"1) - zﬁ_l and
Vo1 = ve_a+ (ak(B)"1) -rzL !, and (3) the coefficients for the next layer (ax(8)") = 3 - ax(8)~.

All of this information can be securely transferred to the next committee.

We give a simplified sketch to illustrate why this check is sufficient. Let €} , (and €., , resp.) be

the additive error introduced by the adversary on the computation of z{, (rzf, resp.).

As before, the check succeeds if

red L D (@@NG e =) D (@@ + )

Le(d] ke[w) Le(d] kew)
Let the ¢** gate on level m be the first gate where the adversary injects errors e, and €7, . The

above equality can be re-written as.

d

d d
Qq Z 6'rzq TZ Ezq =r: Z Z (ak(ﬁ) Zk+€zk Z Z Oék rzléc"—eﬁz,k)

L=m L=m ke w] L=m ke [w)]
k#q k#q

This holds only if either (1) Z‘sz((ﬁ)ee?q) =0and 330 ((8)%, ) = 0. The key point is that

rz,q
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since these are polynomials in 5 with degree at most d, the probability that § is equal to one of its
roots is d/|F|. Orif (2) r = E?:m((ﬁ)zef‘_zjq)(zzl:m((B)eeﬁ,q))_l. Since r is uniformly distributed,

this happens only with probability 1/|F|.

This analysis is significantly simplified for clarity and the full analysis is included in Section 4.6.2
. Note that the adversary can inject additive errors on r and 3, since these values are also re-shared
between sets of servers. Also, since the « values for the gates on level ¢ > 0 are computed using a
multiplication operation, the adversary can potentially inject additive errors on these values as well.
However, we observe that the additive errors on the value of 8 and consequently on the « values
associated with the gates on higher levels, does not hamper the correctness of output. But the errors
on the value of r, do need to be taken into consideration. The analysis in the Section 4.6.2 addresses
how these errors can be handled, making it non-trivial and notationally complicated, but the core

intuition remains the same.

We note that we are not the first to consider generating multiple random values by raising a single
random value to consecutively larger powers. In particular, [DPSZ12] performs consolidated checks
by taking a linear combination of all wire values, the coefficients for which need to be generated
securely, i.e. be randomly distributed and authenticated. But this generation is expensive, so they
generate a single secure value and derive all other values by raising it to consecutively larger powers.
A consequence of this technique is that once the single secure value is revealed, the exponentiations
are done locally and therefore precludes any introduction of errors in this computation for the
honest parties. Although this technique might seem similar to ours, our specific implementation
is different and for a different purpose, namely, achieving maximal fluidity together with small

constant multiplicative overhead.

A roadmap to our constructions can be found in Section 4.4.
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4.2 Fluid MPC

In this section, we give a formal treatment of the fluid MPC setting. We start by describing the model
of computation and then turn to the task of defining security. Our goals in this section are twofold:
first, we illustrate that there are many possible modeling parameters to choose from in the fluid MPC
setting. Second, we highlight the modeling choices that we make for the protocols we describe in
later sections. Before beginning, we reiterate that the functionalities considered in this setting can

be represented by circuits where the depth of such circuits are large.

Model of Computation. We consider a client-server model of computation where a set of clients C
want to compute a function over their private inputs. The clients delegate the computation of the
function to a set of servers S. Unlike the traditional client-server model [CDIO5, DIO5, DIO6] where
every server is required to participate in the entire computation (and hence, remain online for its
entire duration), we consider a dynamic model of computation where the servers can volunteer their
computational resources for part of the computation and then potentially go offline. That is, the set

of servers is not fixed in advance.

We adopt terminology from the execution model used in the context of permissionless blockchains
[PSs17, PS17, GKL15]. The protocol execution is specified by an interactive Turing Machine (ITM)
€ referred to as the environment. The environment £ represents everything that is external to the
protocol execution. The environment generates inputs to all the parties, reads all the outputs and
additionally can interact in an arbitrary manner with an adversary A during the execution of the

protocol.

Protocols in this execution model proceed in rounds, where at the start of each round, the envi-
ronment £ can specify an input to the parties, and receive an output from the corresponding parties
at the end of the round. We also allow the environment £ to spawn new parties at any point during
the protocol. The parties have access to point-to-point and broadcast channels. In addition, we
assume fully synchronous message channels, where the adversary does not have control over the

delivery of messages. This is the commonly considered setting for MPC protocols.
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4.2.1 Modeling Dynamic Computation

In a fluid MPC protocol, computation proceeds in three stages:

Input Stage: In this stage, the environment £ hands the input to the clients at the start of the
protocol, who then pre-process their inputs and hand them off to the servers for computa-

tion.

Execution Stage: This is the main stage of computation where only the servers participate in

the computation of the function.

Output Stage: This is the final stage where only the clients participate in order to reconstruct

the output of the function. The output is then handed to the environment.

The clients only participate in the input and output stages of the protocol. Consequently, we re-
quire that the computational complexity of both the input and the output stages is independent of the
depth of the functionality (when represented as a circuit) being computed by the protocol. Indeed,
a primary goal of this work is to offload the computation work to the servers and a computation-

intensive input/output phase would undermine this goal.

We wish to capture dynamism for the bulk of the computation, and thus model dynamism in
the execution stage of the protocol (rather than the input and output stages). In the following, we
highlight the key modeling choices for the protocols we present by displaying them in bold font in

color.

Epoch. We model the progression of the execution stage in discrete steps referred to as epochs.
In each epoch ¢, only a subset of servers S¢ participate in the computation. We refer to this set of
servers S’ as the committee for epoch ¢. An epoch is further divided into two phases, illustrated in

Figure 4.2:

Computation Phase: Every epoch begins with a computation phase where the servers in the
committee S* perform computation over their local states, possibly involving multiple rounds
of interaction with each other. We require that the computation and communication com-

plexity of an epoch should be independent of the depth of the circuit.
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Figure 4.2: Epochs ¢ and ¢ + 1

Hand-off Phase: The epoch then transitions to a hand-off phase where the committee S* trans-
fers the protocol state to the next committee S**!'. As with the computation phase, this
phase may involve multiple rounds of interaction. When this phase is completed, epoch

¢+ 1 begins.

Fluidity. We define the notion of fluidity to measure the minimum commitment that a server needs

to make for participating in the execution stage.

Definition 7 (Fluidity). Fluidity is defined as the number of rounds of interaction within an epoch.

Clearly, the fewer the number rounds in an epoch, the more “fluid” the protocol. We say that
a protocol has maximal fluidity when the number of rounds in an epoch is 1. We emphasize that
this is only possible when the computation phase of an epoch is completely non-interactive, i.e., the
servers only perform local computation on their states without interacting with each other. This is
because the hand-off phase must consist of at least one round of communication. In this work, we

aim to design protocols with maximal fluidity.

4.2.2 Committees

We now explore modeling choices for committees. We address three key aspects of a committee —
its formation, size and possible overlap with other committees. Along the way, we also discuss how

long a server needs to remain online.

Committee Formation. From our above discussion on computation progressing in epochs, we con-

sider two choices for committee formation:

Static. In the most restrictive choice, the environment determines right at the start, which
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Functionality feommittee
Hardcoded: Sampling function Sample : P — P.
1. Set P =10
2. When party P; sends input nominate, P :== P U {P;}.

3. When the environment £ sends input elect, compute P’ <— Sample(P) and broadcast P’ as
the selected committee.

Figure 4.3: Functionality for Committee Formation.

servers will participate in the protocol, and the epoch(s) they will be participating in. This in
turn determines the committee for every epoch. This means that the servers must commit to
their resources ahead of time. We view this choice to be too restrictive and shall not consider it

for our model.

On-the-fly. In the other choice, committees are determined dynamically such that committee
for epoch ¢ + 1 is determined and known to everyone at the start of the hand-off phase of

epoch /. We consider the functionality fcommittee described in Figure 4.3 to capture this setting.

In an epoch ¢, if the environment £ provides input nominate to a party at the start of the round,
it relays this message to feommittee t0 indicate that it wants to be considered in the committee for
epoch ¢+ 1. The functionality computes the committee using the sampling function Sample, from
the set of parties P that have been “nominated.” The environment £ is also allowed a separate
input elect that specifies the cut-off point for the functionality to compute the committee. The
cut-off point corresponds to the start of the hand-off phase of epoch ¢ where the parties in S are

made aware of the committee S‘*! via a broadcast from fcommittee-

We consider two possible committee choices in this dynamic setting below.

Volunteer Committees. One can view the servers as “volunteers” who sign up to participate
in the execution stage whenever they have computational resources available. Essentially
anyone, who wants to, can join (up until the cut-off point) in aiding with the computation.
This can be implemented by simply setting the sampling function Sample in feommittee tO be
the identity function, i.e. a party is included in the committee for epoch ¢ + 1 if and only if it
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sent a nominate to feommittee during the computation phase of epoch /.

Elected Committees. One could envision other sampling functions that implement a selec-
tion process using a participation criterion such as the cryptographic sortition [GHM™17a]
considered in the context of proof of stake blockchains. The work of [BGGT20] considers
the function Sample that is additionally parameterized by a probability p; for each party in
P, Sample independently flips a coin that outputs 1 with probability p, and only includes the
party in the final committee if the corresponding coin toss results in the value 1. To ensure
that all parties are considered in the selection process, one can simply require that every party
sends a nominate to feommittee iN €ach epoch. Committee election has also been studied in dif-
ferent network settings; e.g., the recent work of [WJST19] provides methods for electing

committees over TOR [DMS04].

Both of the above choices have direct consequences on the corruption model. The former choice
of volunteer committees models protocols that are accessible to anyone who wants to participate.
However, an adversary could misuse this accessibility to corrupt a large fraction of (maybe even
all) participants of a committee. As such, we view this as an optimistic model since achieving

security in this model can require placing severe constraints on the global corruption threshold.

The latter choice of elected committees can, by design, be viewed as a semi-closed system
since not everyone who “volunteers” their resources are selected to participate in the computa-
tion. However, by using an appropriate sampling function, this selection process can potentially

ensure that the number of corruptions in each committee are kept within a desired threshold.

We envision that the choice of the specific model (i.e. the sampling function Sample) is best
determined by the environment the protocol is to be deployed in and the corruption threshold
one is willing to tolerate. (We discuss the latter implication in Section 4.2.3.) Our protocol design
is agnostic to this choice and only requires that the committee S* knows committee S‘*! at the

start of the hand-off phase.

Participant Activity. We say that a server is active within an epoch if it either (a) performs some
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protocol computation, or (b) sends/receives protocol messages. Clearly, a server P is active during
epoch ¢ only if it belongs to S‘*US**!. When extending this notion to a committee, we say committee
S* is active from the beginning of the hand-off phase in epoch ¢ — 1 to the end of the hand-off phase

in epoch /¢ (see Figure 4.2).

We say that a server is “online” if it is active (in the above sense) or simply passively listening
to broadcast communication. A protocol may potentially require a server to be online throughout
the protocol and keep its local state up-to-date as a function of all the broadcast protocol messages
(possibly for participation at a later stage). In such a case, while a server may not be performing
active computation throughout the protocol, it would nevertheless have to commit to being present
and listening throughout the protocol. To minimize the amount of online time of participants, ideally

one would like servers to be online only when active.

Committee Sizes. In view of modeling committee members signing up as and when they have
available computational resources, we allow for variable committee sizes in each epoch. This
simply follows from allowing the environment £ to determine how many parties it provides the
nominate input. For simplicity, we describe our protocol in the technical sections for the simplified
setting where the committee sizes in each epoch are equal and indicate how it extends to the variable
committee size setting. An alternative choice would be to require the committee to have a fixed
size, or change sizes at some prescribed rate. These choices might be more reasonable under the

requirement that servers announce their committee membership at the start of the protocol.

Committee Overlap. In our envisioned applications, participants with available computational re-
sources will sign up more often to be a part of a committee (see Remark 1). In view of this, we make
no restriction on committee overlap, i.e., we allow a server to volunteer to be in multiple epoch

committees. As we discuss below, this has some bearing on modeling security for the protocol.

Remark 1 (Weighted Computation.). We note that our model naturally allows for a form of weighted
computation, where the amount of work performed by a participant is proportional to its available

resources. This is because a participant (i.e., a server) can choose to participate in a number of epochs
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proportional to its available resources.

4.2.3 Security

As in traditional MPC, there are various choices for modeling corruption of parties to determine the
number of parties that can be corrupted (i.e., honest vs dishonest majority) as well as the time of
corruption (i.e., static vs adaptive corruption). The environment £ can determine to corrupt a party,
and on doing so, hands the local state of the corrupted party to the adversary .A. For a semi-honest
(passive) corruption, .4 is only able to continue viewing the local state, but for a malicious (active)

corruption, A takes full control of the party and instructs its behavior subsequently.

Corruption Threshold. We consider an honest-majority model for fluid MPC where we restrict
(A, &) to the setting where the adversary A controls any minority of the clients as well as any

minority of servers in every committee in an epoch.

We discuss the impact of the choice of committee formation on corruption threshold:

— Volunteer Committee. In the volunteer setting, ensuring honest majority in each epoch may
be difficult; as such we view it as an optimistic model. In the extreme case, honest-majority
per epoch can be enforced by assuming the global corruption threshold to be N/2E where E

is the total number of epochs and N is the total number of parties across all epochs.

— Elected Committee. In the elected committee model, the committee selection process may
enforce an honest majority amongst the selected participants in every epoch. The work of
[BGGT20] enforces this via a cryptographic sortition process in proof-of-stake blockchains
where an honest majority of stake is assumed (in fact they require a larger stake fraction to be

honest for their committee selection).

An alternative model is where an adversary may control a majority of clients and additionally a

majority of servers in one or more epochs. We leave the study of such a model for future work.

Corruption Timing. Given that the protocol progresses in discrete steps, and knowledge of commit-

tees may not be known in advance, it is important to model when an adversary can specify the list
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of corrupted parties. For clients, this is straightforward: we assume that the environment £ specifies
the list of corrupted clients at the start of the protocol, i.e. we assume static corruption for the
clients. Since the servers perform the bulk of the computation, and their participation is already dy-
namic, there are various considerations for corruption timing. We consider two main aspects below:

point of corruption and effect on prior epochs.

Point of corruption: When the committee S’ is determined at the start of hand-off phase of epoch

¢ — 1, the adversary can specify the corrupted servers from S’ in either:

1. astatic manner, where the environment £ is only allowed to list the set of corrupted servers

when the committee S is determined; or

2. an adaptive manner, where the environment £ can corrupt servers in S* adaptively up until

the end of epoch ¢, i.e. while they are active.

Effect on prior epochs: We consider the effect of the adversary corrupting parties during epoch ¢

on prior epochs.

1. No retroactive effect: In this setting, the corruption of servers during epoch ¢ has no bearing
on any epoch j < ¢, i.e. the adversary does not learn any additional information about

epoch j at epoch /. This model can be achieved in two ways:

Erasure of states: If servers in S’ erase their respective local states at the end of epoch j,
then even if the server were to participate in epoch ¢ (i.e. 7 NS¢ # (), the adversary
would not gain any additional information when the environment £ hands over the local
state.

Disjoint committees: If the sets of servers in each epoch are disjoint, by corrupting servers

in epoch /, the adversary cannot learn anything about prior epochs.

We note that for any protocol that is oblivious to the real identities of the servers (i.e. the
protocol doesn’t assume any prior state from the servers), the two methods of achieving no
retroactive effect, i.e. erasures and disjoint committees are equivalent. This follows from

the fact that servers do not have to keep state in order to rejoin computation, and therefore
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from the point of view of the protocol and for all purposes, are equivalent to new servers.?

2. Retroactive effect: In this setting, the adversary is allowed limited information from prior
epochs. Specifically, when corrupting a server P € S’ in epoch ¢, the adversary learns
private states of the server in all prior epochs (if the server has been in a committee before).
Therefore, the P is then assumed to have been (passively) corrupt in every epoch j < ¢. In
order to prevent the adversary from arbitrarily learning information about prior epochs, the
adversary is limited to corrupting servers in epoch ¢ as long as corrupting a server P and
its retroactive effect of considering P to be corrupted in all prior epochs does not cross the

corruption threshold in any epoch.

One could consider models with various combinations of the aforementioned aspects. We will

narrow further discussion to two models of the adversary:

Definition 8 (R-adaptive Adversary). We say that the (A, £) results in an R-adaptive adversary A if
the environment & can statically corrupt a set T of the clients (at the start of the protocol) and corrupt
the servers in an adaptive manner with retroactive effect. Specifically, in epoch ¢, the environment £
can adaptively choose to corrupt a set of servers T* C [ny] from the set S*, where T* corresponds to
a canonical mapping based on the ordering of servers in S. On & corrupting the server, A learns its
entire past state and can send messages on its behalf in epoch . The set of servers that £ can corrupt,
and its corresponding retroactive effect, will be determined by the corruption threshold T specifying that

Ve, |T£| < T -1y

Definition 9 (NR-adaptive Adversary). We say that the (A, &) results in an NR-adaptive adversary A
if the environment £ can statically corrupt a set T' of the clients (at the start of the protocol) and corrupt
the servers in an adaptive manner with no retroactive effect. The corruption process is similar to the
case of R-adaptive adversaries, except that the environment £ can corrupt any server in epoch ¢ as long
as the number of corrupted servers in epoch ¢ are within the corruption threshold. As mentioned earlier,

any protocol that achieves security against such an adversary necessarily requires either (a) erasure of

2We would like to point out that if one were to implement point-to-point channels via a PKI, this equivalence may not
hold.
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state, or (b) disjoint committees.

While our security definition will be general, and encompass both adversarial models, we will

consider protocols in the model with R-adaptive adversary.

In the above discussions, we have considered corruptions only when servers are active. One could
also consider a seemingly stronger model where the adversary can corrupt servers when they are

offline, i.e. no longer active. We remark below that our model already captures offline corruption.

Remark 2 (Offline Corruption). If servers are offline once they are no longer active i.e. they are not
passively listening to protocol messages, then offline corruptions in the retroactive effect model is the
same as adaptive corruptions during (and until the end of) the epoch due to the fact that the server’s
protocol state has not changed since the last time it was active. Going forward, since honest parties
do go offline when they are no longer active, we do not specify offline corruptions as they are already

captured by our model.

Remark 3 (Un-corrupting parties). It might be desirable to consider a model in which a server is
initially corrupted by the adversary, but then the adversary eventually decided to “un-corrupt” that
server; returning it to honest status. This kind of “mobile adversary” has been studied in some prior
works [GHM™17b]. We note that this can be captured in our model by just having the adversary “un-
corrupt” a server by making that server leave the computation at the end of the epoch and rely on the

natural churn of the network to replace that server.

Defining Security. We consider a network of m-clients and N-servers S and denote by (77 =
(n1,...,ng), E) the partitioning of the servers into E tuples (corresponding to epochs) where the
¢-th tuple has n, parties (corresponding to committee in the ¢-th epoch), i.e. 8¢ C S such that
Ve € [E], |SY = ny.

Similar to the client-server setting, defined in [CDIO5, DIO5, DIO6], only the m clients have an
input (and receive output), computing a function f : X; x --- x X,,, — Y7 x --- x Y,,,, where for each

i € [m], X; and Y; are the input and output domains of the i-th client.

We provide a definition of fluid MPC that corresponds to the classical security notion in the MPC
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literature called security with abort, but note that other commonly studied security notions can
also be defined in this setting in a straightforward manner. The security of a protocol (with respect
to a functionality f) is defined by comparing the real-world execution of the protocol with an ideal-
world evaluation of f by a trusted party. More concretely, it is required that for every adversary A,
which attacks the real execution of the protocol, there exist an adversary Sim, also referred to as a
simulator in the ideal-world such that no environment £ can tell whether it is interacting with A
and parties running the protocol or with Sim and parties interacting with f. As mentioned earlier,
the environment £ (i) determines the inputs to the parties running the protocol in each round; (ii)
sees the outputs to the protocol; and (iii) interacts in an arbitrary manner with the adversary A. In

this context, one can view the environment £ as an interactive distinguisher.

It should be noted that it is only the clients that have inputs to the protocol 7. While the servers
have no input, the environment £, in any round, can provide it with the input nominate upon which
the server relays this message to the ideal functionality to indicate it is volunteering for the commit-
tee in the subsequent epoch. These servers have no output, so do not relay any information back to

£.

In the real execution of the (ﬁ, E)-party protocol 7 for computing f in the presence of feommittee
proceeds first with the environment passing the inputs to all the clients, who then pre-process their
inputs and hand it off to the servers in S'. The protocol then proceeds in epochs as described earlier
in the presence of an adversary .4 and environment £. £ at the start of the protocol chooses a subset
of clients T C [m] to corrupt and hands their local states to .4 . As discussed, the corruption of
the clients is static, and thus fixed for the duration of the protocol. The honest parties follow the
instructions of 7. Depending on whether A is R-adaptive or NR-adaptive, £ proceeds with adaptively

corrupting servers and handing over their states to .4 who then sends messages on their behalf.

The execution of the above protocol defines REAL; 4 7.¢, fonmue (2); @ random variable whose
value is determined by the coin tosses of the adversary and the honest players. This random variable
contains (a) the output of the adversary (which may be an arbitrary function of its view); (b) the

outputs of the uncorrupted clients; and (c) list of all the corrupted servers {Te} telm)’
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The ideal world execution is defined similarly to prior works. We formally define the ideal exe-
cution for the case of retroactive adaptive security, and the analogous definition for non-retroactive
adaptive security can be obtained by appropriate modifications. Roughly, in the ideal world execu-
tion, the participants have access to a trusted party who computes the desired functionality f. The
participants send their inputs to this trusted party who computes the function and returns the output

to the participants.

More formally, an ideal world execution for a function f in the presence of fcommittee With adver-

sary Sim proceeds as follows:

— Clients send inputs to the trusted party: The clients send their inputs to the trusted party, and
we let 2 denote the value sent by client P;. The adversary Sim sends inputs on behalf of the

corrupted clients.

— Corruption Phase of servers: The trusted party initializes ¢ = 1. Until Sim indicates the end of
the current phase (see below), the following steps are executed:
1. Trusted party sends ¢ to Sim and initializes an append-only list Corrupt’ to be 0.

2. Sim then sends pairs of the form (j, i) where j denotes epoch number and ¢ denotes the index
of the corrupted server in epoch j < ¢. Upon receiving this, the trusted party appends i to the

list Corrupt’. This step can be repeated multiple times.
3. Sim sends continue to the trusted party, and the trusted party increments ¢ by 1.
Sim may also send an abort message to the trusted party in this phase in which case the trusted

party sends L to all honest clients and stops. Else, Sim sends next phase to the trusted party to

indicate the end of the current phase.
The following steps are only executed if the Sim has not already sent an abort message to the
trusted.

— Trusted party sends output to the adversary: The trusted party computes f(z},...,z,,) =

(y1,---,Ym) and sends {y; };cr to the adversary Sim.
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— Adversary instructs trust party to abort or continue: This is formalized by having the adversary
send either a continue or abort message to the trusted party. In the latter case, the trusted party
sends to each uncorrupted client P; its output value y;. In the former case, the trusted party sends

the special symbol L to each uncorrupted client.

— Outputs: Sim outputs an arbitrary function of its view, and the honest parties output the values

obtained from the trusted party.

Sim also interacts with the environment £ in an identical manner to the real execution interaction
between £ and A. In particular this means, Sim cannot rewind £ or look at its internal state. The
above ideal execution defines a random variable IDEAL sim 7., fuommie (2) Whose value is determined
by the coin tosses of the adversary and the honest players. This random variable containing the (a)
output of the ideal adversary Sim; (b) output of the honest parties after an ideal execution with the
trusted party computing f where Sim has control over the adversary’s input to f; and (c) the lists
{Corrupté}[ of corrupted servers output by the trusted party. If Sim sends abort in the corruption
phase of the server, the trusted party outputs the lists that have been updated until the point the
abort message was received from Sim.

Having described the real and the ideal worlds, we now define security.

Definition 10. Let f : X1 x---xX,, — Y1 x---xY,, be a functionality and let  be a fluid MPC protocol
for computing f with m clients, N servers and E epochs. We say that w achieves (7, u) retroactive
adaptive security (resp. non-retroactive adaptive security) if for every probabilistic adversary A in the
real world there exists a probabilistic simulator Sim in the ideal world such that for every probabilistic
environment & if A is R-adaptive (resp. NR-adaptive) controlling a subset of servers T* C S*, V¢ € [E)]

s.t. |T*| < 7-ng and less than 7 - m clients, it holds that for all auxiliary input z € {0, 1}*

SD (IDEALf7Sim7T7£1fcommittee(z)? REALﬂ'aAsT7£7fcomm/'ttee (Z)) S 'LL

where SD(X,Y) is the statistical distance between distributions X and Y.

When p is a negligible function of some security parameter A, we say that the protocol 7 is
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T-Secure.

Remark 4. We note that the above definitions do not explicitly state whether the adversary behaves in
(a) a semi-honest manner, where the messages that it sends on behalf of the parties are computed as per
protocol specification; or (b) a malicious manner, where it can deviate from the protocol specification.
Our intention is to give a general definition independent of the type of adversary. In the subsequent
description, we will appropriately prefix the adversary with semi-honest/malicious to indicate the power

of the adversary.

This Work. We summarize the fluid MPC model that we focus on in this work , in the definition

below.

Definition 11 (Maximally-Fluid MPC with R-Adaptive Security). We say that a Fluid MPC proto-
col 7 is a Maximally-Fluid MPC with R-Adaptive Security if it additionally satisfies the following

properties:

— Fluidity: It has maximal fluidity.

— Volunteer Based Sign-up Model: Committee for epoch £+1 is determined and known to everyone
at the start of the hand-off phase of epoch ¢ where the sampling function for fcommittee 1 the
identity function. Each epoch can have variable committee sizes, and the committees themselves

can arbitrarily overlap. A server is only required to be online during epochs where it is active.

— Malicious R-Adaptive Security: It achieves security as per Definition 10 against malicious
R-adaptive adversaries who control any minority (t < 1/2) of clients and any minority of servers

in every committee in an epoch.

As we have just shown, there are many interesting, reasonable modeling choices that can be made
in the study of fluid MPC. While our specific model name may be heavy-handed, we want to ensure
that our modeling choices are clear throughout this work. Additionally, we hope to emphasize that
our work is an initial foray in the study of fluid MPC and much is to be done to fully understand this
setting.
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Security Proofs in the Rest of the Paper. While we have presented our model in the fully general-
ized setting above, moving forward we will find it convenient to avoid notational clutter and make
some simplifying assumption to the model for our setting without affecting its security, as we argue

below.

1. To start off, we will not prove a composition theorem for our protocols; we simply prove that
they are secure in a standalone execution. However, our constructed simulator will work in a
straight-line fashion, meaning it will not rewind £; and neither will it require knowledge of £’s

internal state.

2. The inputs to the protocol, the client inputs, are determined at the start of the protocol and
no other participant has an input. This prevents the environment from adaptively choosing

inputs, and we will prove that our protocol holds for all choices of client inputs.

3. While the environment can adaptively (adaptive over its view so far) decide to spawn, corrupt
or even volunteer parties over the course of the protocol execution, we will prove that our
protocol is secure for any of the aforementioned operations as long as the corruption threshold

is maintained.

4. Lastly, our protocol is oblivious to the choice of the Sample functionality of fcommittee as long the
parties in epoch ¢ are aware of the committee in epoch ¢ + 1, S**!, when the hand-off phase
of epoch ¢ begins; so we omit calls to feommittee- TO remove &’s dependence on determining the
start of the hand-off phase; we simply assume there is a “cut-off” period within each epoch
that starts the hand-off phase. This makes no difference to the security since honest parties

simply wait for the hand-off phase to start otherwise.

This in turn means that the environment’s view is determined completely by the view of the adver-
sary, and the outputs of the honest parties, i.e. the notion that £ is an interactive distinguisher can
be reduced to a non-interactive one. We will therefore find it convenient to denote the ideal world

and real world random variables as IDEAL ¢ sim 7 and REAL 4 7 respectively.
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4.3 Preliminaries

4.3.1 Layered Circuits

We will design a protocol that works for any polynomial-sized arithmetic circuit with a specific
structure. In particular, we consider circuits that can be decomposed into well-defined layers such
that the output of gates on a layer ¢ are only used as input to the gates on layer ¢ + 1. We refer
to such circuits as layered circuits. Apart from the regular addition and multiplication gates, these
circuits can additionally have single input relay gates that implement the identity operation. We start
by giving a formal definition of layered circuits. Later we discuss how any arithmetic circuit can be

transformed into a layered circuit.

Definition 12 (Layered Circuits). An arithmetic circuit C over a field F with depth d and maximum

width w is said to be a layered circuit, if it satisfies the following properties:

— The circuit C can be decomposed into d distinct and well-defined layers/layers such that the gates on

layer ¢ € [d] take only output wires coming from gates on layer ¢ — 1 as input.

— layer ¢ = 0 is a special layer consisting of special gates called input gates. These gates have in-degree
0. In some cases, we also allow these gates with in-degree O to be labeled as random input gates. As
the name suggests, random input gates output random values. The output of gates in this layer act as

inputs to the gates on layer £ = 1.

— The circuit consists of another special type of gates called output gates on layer £ = d+ 1. These gates

have out-degree 0. The output of gates on layer { = d are inputs to the output gates.
— Apart from the input and output gates, the circuit consists of the following types of gates:

- Addition Gates: These gates have arbitrary in-degrees and out-degrees. Given inputs x1,...,&q €
IF on the respective input wires, addition gates output > 7, z;; on each of their output wires.

- Addition-by-Constant Gates: These gates have an in-degree of one and arbitrary out-degree.
Given input x € I, addition-by-constant gates output (z + ¢) on each of their output wires, where
¢ € T is some constant hardwired in the gate.
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— Multiplication Gates: These gates have in-degree two and arbitrary out-degrees. Given inputs
z,y € F on the respective input wires, multiplication gates output z - y on each of their output

wires.

— Multiplication-by-Constant Gates: These gates have in-degree one and arbitrary out-degree.
Given input « € F, multiplication-by-constant gates output c - x on each of their output wires,

where ¢ € F is some constant hardwired in the gate.

— Relay Gates: Relay gates have in-degree one and arbitrary out-degree. These gates essentially

implement the identity function. Given input x € F, they output x on each of their output wires.

In the following lemma we show that any arithmetic circuit can be converted into a layered

circuit as defined above.

Transforming any arithmetic circuit into a layered circuit. We first discuss how to transform
circuit with fan-in 2 and fan-out 2 gates and then later discuss how to tranform general circuits into

layered circuits.

1. Circuits with fan-in 2 and fan-out 2 gates. Lets assume the circuit is such that each gate has
fan-in 2 and fan-out 2 (we know that such circuits are complete): Let w; be the number of
number of gates on layer i. Number of output wires coming out of the first layer is 2w;.
The number of input wires going into the second layer is 2w,. The number of output wires
from layer 1 that are not consumed by the second layer = 2w; — 2w,. Which means, we will
need to add 2w; — 2ws relay gates on the second layer. Now, we have (2w; — 2ws) output
wires coming from these newly added relay gates and 2w, wires coming from the original
gates on the second layer. Overall, number of output wires coming out of the second layer =
(2wy — 2ws) + 2we = 2w;. Similarly, for the third layer, 2ws of these wires will be used as
input wires and for the remaining unused 2w; — 2ws wires, we will have add relay gates. This
combined with the 2ws output wires from the original gates on layer 3, the total number of
output wires coming out from layer 3 are now = (2w; — 2ws) + 2ws = 2w;. We can extend

this argument to show that the total number of additional relay gates that need to be added to
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make this circuit into a layered circuit = } -, 5 2w1 — 2w;.

2. General Circuits. When trying to directly transform a general circuit that has gates with un-
bounded fan-out, into a layered circuit — it is difficult to come up with a clean expression to
predict how many relay gates will need to be added. Hence, its cleaner to think of first trans-
forming such a circuit into one that only has gates with fan out 2 and then applying the above
transformation. Even though the transformation to circuits where each gate has fan-out 2 may
not be efficient”. But this additional overhead somewhat seems unavoidable. As observed
earlier, in the fluid MPC model, since sequential computation is divided amongst different
committees, state complexity inevitably translates to communication complexity. Indeed, con-
sider a circuit where the output of a gate from the layer is consumed as input by a gate on the
last layer. When locally evaluating such a circuit, one must hold on to the output of that gate
from the first layer all the way up until the last layer. As a result, when evaluating inside the
fluid MPC model, each committee (starting with the first committee) must forward the output

of this gate to its subsequent committee, so that the last committee can evaluate the last layer.

4.4 Roadmap to Our Results

In this work, we construct a Maximally-Fluid MPC with R-Adaptive Security (see Definition 11). In

this section, we outline the sequence of steps used for obtaining this result.

1. In Section 4.5, we adapt the additive attack paradigm of [GIP*14] to the fluid MPC setting.
In particular, we start by formally defining a class of secret sharing based fluid MPC protocols,
called “linear-based fluid MPC protocols”. We then focus on “weakly private” linear-based fluid
MPC protocols, which are semi-honest protocols that additionally achieve a weak notion of pri-
vacy against a malicious R-adaptive (see Definition 8) adversary. We show that such weakly
private protocols are also secure against a malicious R-adaptive adversary up to “additive at-

tacks”.

2. In Section 4.6, we present a general compiler that can transform any linear based fluid MPC

107



protocol that is secure against a malicious R-adaptive adversary up to additive attacks, into a
protocol that achieves security with abort against a malicious R-adaptive adversary. Our result-
ing protocol only incurs a constant multiplicative overhead in the communication complexity

of the original protocol and also preserves its fluidity.

3. In Section 4.7, we adapt the semi-honest BGW [BGW88] protocol to the fluid MPC setting and
show that this protocol is both linear-based and weakly private against a malicious R-adaptive

adversary, and achieves maximal fluidity.

By using the result in Section 4.5, we establish that the linear-based weakly private protocol de-
scribed in Section 4.7 is also secure against a malicious R-adaptive adversary up to additive attacks.
Finally, compiling this protocol using the compiler from Section 4.6, we obtain a maximally fluid
MPC protocol secure against malicious R-adaptive adversaries. In Section 4.8, we implement and

evaluate this protocol in various network settings.

Notations. From this point onwards, unless specified otherwise, we denote a fluid MPC protocol
that satisfies all the properties listed in Definition 11 except that it may or may not be maximally
fluid as a Fluid MPC with R-Adaptive Security and as a Fluid MPC, if the corruption model is also

unspecified.

4.5 Additive Attack Paradigm in Fluid MPC

In this section, we formalize the notion of “linear-based” Fluid MPC protocols. Linear-based pro-
tocols are a special class of MPC protocols that rely on threshold secret sharing and satisfy some
additional structural properties. This notion was previously studied in [GIP™14], we generalize it to

the Fluid MPC® setting. We discuss these structural properties in more detail in Section 4.5.1.

We analyze the security of linear-based Fluid MPC protocols against malicious R-adaptive adver-

saries, w.r.t. two security notions (1) weak privacy and (2) security up to additive attacks. We start

3As mentioned in the previous section, we emphasize on the use of a different font for the term Fluid MPC. This is because,
we define linear-based protocols for a restricted class of fluid MPC protocols that satisfy all the properties listed in Definition
11, except that they may or may not be maximally fluid and are not restricted to any corruption model. We do not restrict
ourselves to any corruption model for this definition since it only captures the structural properties of a protocol.
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by recalling these security notions as defined in [GIP"14].

— A protocol is said achieve weak privacy against a malicious adversary, if its “truncated” view
(i.e., its view excluding the last communication round) in the real execution can be simulated
by a simulator in the ideal world, who does not query the trusted functionality on the inputs

of the corrupt parties.

— A protocol is said to be secure against a malicious adversary up to additive attacks, if any
malicious strategy of the adversary in the protocol is equivalent to injecting arbitrary additive
values on each intermediate wire of the circuit (representing the functionality that the MPC
computes). More importantly, these additive values are independent of the inputs of the honest
parties. Intuitively, this means that in such a protocol, the privacy of the honest parties’ inputs

is ensured, but the correctness of output is not guaranteed.

We consider weak privacy in the presence of malicious R-adaptive adversaries* and show that a
weakly private linear-based Fluid MPC protocol is secure against a malicious R-adaptive adversary up
to additive attacks. This corresponds to adapting the proof from [GIP*14] to the fluid MPC setting.
The rest of this section is organized as follows. In Section 4.5.1, we define linear-based Fluid MPC
protocols and in Section 4.5.2 we formally define weak privacy and security up to additive attacks

and establish the above relation between these notions.

4.5.1 Linear-Based Fluid MPC Protocols

We start by giving an overview of linear-based MPC protocols as defined in [GIP"14] and then
discuss how we extend this concept to the Fluid MPC setting. A linear protocol satisfies two main

properties®:

— Messages: Each message exchanged by the parties in a linear protocol is either computed as an

arbitrary function of their main inputs or as a linear combination of their incoming messages.

4In order to adapt the notion of weak privacy in the Fluid MPC setting, we consider a slightly modified variant of this
definition, which we discuss in Section 4.5.2

5In [GIP*14], the authors consider two different kinds of inputs in a linear protocol-namely the main inputs of the parties
and their auxiliary inputs. In our setting, it suffices for us to consider a simplified version of their definition, where the parties
do not have any auxiliary inputs.
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— Output: The output of each party in a linear protocol is computed as a linear combination of its

incoming messages.

We now describe the structure of a linear-based protocol w.r.t. linear protocols. At a high level,
the parties in a linear-based MPC protocol collectively evaluate the circuit (representing the func-
tionality that they wish to compute) in a gate-by-gate manner on the secret shared inputs of all
parties. Each of these inputs is secret shared at the beginning of the protocol using a linear protocol
and the shares correspond to those of a threshold secret sharing scheme. The parties evaluate each
gate on the secret shared values using a linear protocol. The output of the parties in this linear
protocol is a secret sharing of values on the outgoing wires of that gate. At the end, each party holds

a share of the output, which they then reveal to each other and reconstruct the output.

In the context of Fluid MPC, we define linear protocols w.r.t. two sets of parties, where only
the first set has inputs and only the second set gets the output. In addition to satisfying all of
the properties discussed earlier, we impose a structural requirement. In the Fluid MPC setting, we
require that a linear protocol be divided into three main phases: (1) computation phase, where only
the parties in the first set communicate within themselves, (2) the hand-off phase, where both sets
of parties communicate with each other and (3) the output phase, where the parties in the second

set locally compute their output.

In order to adapt the definition of a linear-based protocol in the Fluid MPC setting, we require
the parties to necessarily operate on a layered circuit (see Definition 12). Similar to any fluid MPC
protocol, a linear-based Fluid MPC is also divided into an input stage, execution stage and an output
stage. In the input stage, the clients and the servers in the first committee participate in a linear
protocol that allows the clients to secret share their inputs with the first committee. In the execution
stage, each committee is responsible for evaluating one layer of the circuit. For each gate in layer ¢ of
the circuit, committee S* and S**! engage in a linear protocol, where the servers in S¢ evaluate the
gate and hand-off the shares of its output to the servers in S**!. The last committee S¢ hands-off
the shares of the output gates (gates on the last layer) to the clients. The clients reveal the shares
that they receive to all the other clients in the output stage and reconstruct the output. As a result,
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the number of committees (and hence the number of epochs) in a linear-based Fluid MPC is equal

to the depth of the layered circuit.

Next, we formally define a linear and linear-based Fluid MPC protocol.

Definition 13 (Linear Protocol). An (n; + ns)-party protocol 11 is said to be a linear protocol, over
some finite field F if I consists of communication amongst the parties in [1,n4] (called the computation
phase), followed by a hand-off phase, where the parties in [1,n1] communicate with the parties in

[n1 + 1,n1 + n2l, followed a non-interactive output phase and has the following properties:

1. Inputs. The input of every party P;, for i € [1,n1], is a vector of field elements. Parties in

[n1 + 1,n1 + no] have no inputs.

2. Messages. Each message in 11 is a vector of field elements. We require that every message m of

I1, sent by the parties belongs to one of the following categories:

(a)  is some fixed arbitrary function of P;’s inputs.

(b) every entry m; of i is generated as some fixed linear combination of elements of previous

messages received by P;.

3. Outputs. The output of every party P;, for i € [n1+1,n1+ns], is a linear function of its incoming

messages. The parties in [1,n1] do not have any output.

Remark. A linear protocol is said to have maximal fluidity if there is no communication amongst
the parties in [1,n;] and the handoff phase consists of a single round of communication where the

parties in [1,n;] send messages to the parties in [n; + 1,11 + ns).

As observed in [GIP'14], the output function can be described as a linear function as follows.

Definition 14 (Output function of a linear protocol). Let 7 be a linear protocol for computing a
functionality f and let T C [ny + 1,n; + ny] be a subset of parties. Let 2 be the input to = and
let minp, 7 be the messages of type 2a in Definition 13 sent by parties in T to themselves during an
honest execution of = on 7. In addition, let m=_, - be the messages of type 2b sent by the parties in
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T = [n1+ 1,n1 +na] \ T to the parties in T during an honest execution of w. We say that a function

outy is the output function of T in « if for any input 2 it holds that

outr (minp,TmTHT) = fT(?)

where fr is the restriction of f to the outputs of the parties in T.

The following claim is restated from [GIPT14].

Claim 1. Let 7 be a linear protocol and let T be a set of parties. In addition let outy be the output

function of T in w. Then for any my, mq, m}, m} it holds that

outr (my +mf, mg +mb) =

outr (mq,mz) + outr (M}, mb)

We now define the notion of a linear based Fluid MPC protocol. For simplicity, we assume that all

clients get the same output.

Parties: The protocol is executed by the following sets of parties:
— Clients: C :=={Py,..., Py}

— Servers: For each ¢ € [d], 8 := {P{,..., P!}, where d is the depth of the circuit represent-
ing the functionality that the clients wish to compute. There may or may not be an overlap

between these sets of servers.

Definition 15 (Linear-based Fluid MPC protocol). Let (share, reconstruct) be the functions associ-
ated with a threshold secret sharing scheme (section 2.2.1). A n-client -sever Fluid MPC protocol TI
for computing a single output, n-client layered circuit (see Section 4.3.1) C : (Fi")n — Ut where t out
of m > 2t + 1 clients maybe corrupt, out is the output length and in is the length of each client’s input
and where d is the depth of C, is said to be linear-based with respect to the threshold secret sharing

scheme if II has the following structure:
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Input Stage. All the clients C and the servers S' participate in a linear protocol Tinpu, Where for every
input gate G;, some client P; has input z;. At the end of the protocol, each server in S holds a share for
each input gate G;. Simultaneously, the clients C and the servers S* also participate in a linear protocol

Trand fOr every random input gate GJ,.

Execution Stage. The protocol II proceeds in stages. In each stage ¢, all gates in level ¢ of the circuit
are evaluated. The gates G, themselves in the level are evaluated in parallel, and at the end of the stage,
the servers in S“*! hold a sharing of the output of each G. For notational convenience we denote by G..
gates of the form G!, and by G, and Gy, gates of the form G% 1. We set S¥T! = C. The evaluation of the

gates are done in the following manner

1. addition gate. For every addition gate G¢ in C with inputs G* and G, 11 evaluates G° by having
the servers in S’ sum its shares corresponding to the outputs of G* and GP. The servers in S* and
S**1 then participate in a linear protocol myans Where the inputs of the servers in S¢ are the shares

computed above.

2. addition by constant gate. For every addition by constant gate G¢ in C' with inputs G* and
constant b, I evaluates G¢ by having the servers in S’ sum its shares corresponding to the outputs
of G* and b. The servers in S* and S**! then participate in a linear protocol Ti..s where the

inputs of the servers in S* are the shares computed above.

3. multiplication by constant gate. For every multiplication by constant gate G¢ in C with inputs
G® and constant b, 11 evaluates G by having the servers in S’ multiply its shares corresponding
to the outputs of G® with b. The servers in S* and S**! then participate in a linear protocol T ans

where the inputs of the servers in S* are the shares computed above.

4. multiplication gate. For every multiplication gate G¢ in C with inputs G* and G°, the servers
in 8* and S**! participate in a linear protocol . Where the inputs of the servers in S* are the

shares of G* and G®.
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5. relay gate. For every relay gate G¢ in C with input G% II evaluate G° by considering the
corresponding share of G*. The servers in S* and S**! then participate in a linear protocol Tyans

where the inputs of the servers in S¢ are the shares computed above.

Output Stage. The output recovery phase is done as follows. For each output gate of C, the first
t + 1 clients send their corresponding shares to all other parties, and all the parties in turn recover each

output of C using reconstruct.

Note in the last epoch of the execution stage S+ = C. Therefore, at the end of the execution
stage every client in has a share of the output wires. It’s obvious from the description, but is used in

the malicious compiler.

Remark. As defined above, each epoch in the execution stage comprises of multiple parallel ex-
ecutions of various linear protocols and each linear protocol consists of a computation phase, a
hand-off phase and an output phase. The computation phases of each of the linear protocols in a
given epoch are part of the computation phase of that epoch. The hand-off phases of each of these
linear protocols together constitute the hand-off phase of that epoch. And the output phases of the
linear protocols of a given epoch can be combined with computation phase of the next epoch. A
linear-based Fluid MPC protocol is said to have maximal fluidity if it only comprises of maximally

fluid linear protocols.

4.5.2 Weak Privacy and Security up to Additive Attacks

We now formalize the notion of weak privacy against malicious R-adaptive adversaries. As discussed
earlier, a protocol is said to be weakly private if its truncated view in the real execution can be
simulated by a simulator in the ideal world. When considering weak privacy in the Fluid MPC setting
against a malicious R-adaptive adversary, we must also keep track of the list of all the corrupted
servers in each epoch (similar to the security definition in Section 4.2.3). Therefore, we consider

the following modified variant of the above definition.
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Definition 16 (Weak Privacy). Let m be a Fluid MPC protocol (with E epochs) for computing a
functionality f, and let A be a malicious R-adaptive adversary, who corrupts a subset (ANC) C [m] of
the clients and a subset A* C [ny] of the servers in each epoch { servers. Denote by viewy"™" (') the
view of A excluding the last communication round® during a real execution of  on inputs 7. We say

that = is weakly-private against A if there exists a simulator Sim such that,

(viewl’tmnc(?), {AZ}gE[E]) = (Sim(?umc)), {corruptz}ge[E])

where Sim gets the following “limited” communication access to the trusted party: The trusted party

initializes £ = 1. Until Sim indicates the end of the execution stage, the following steps are executed:

1. Trusted party sends ( to Sim and initializes an append-only list Corrupt’ to be .

2. Sim then sends pairs of the form (j,i) where j denotes epoch number and i denotes the index of
the corrupted server in epoch j < ¢. Upon receiving this, the trusted party appends i to the list

Corrupt’. This step can be repeated multiple times.

3. Sim sends continue to the trusted party, and the trusted party increments ¢ by 1.

Sim can also send an abort message to the trusted party in which case the trusted party outputs the
lists that have been updated until the point the abort message was received. Else, Sim sends next phase
to the trusted party to indicate the end of the execution stage, and hence the end of the corruption phase
of servers. In this case, the ideal functionality outputs the final version of {corrupt’},cp). Notice that
Sim can only update the trusted functionality f with the list of corrupt servers and cannot make any

other queries to the trusted functionality regarding the output of f.

We now proceed to formalize the notion of additive attacks.

Additive Attack. Let C be a circuit. An additive attack A on C assigns a field element to every

intermediate wire as well as to the outputs of C. We use A, ; to denote the attack restricted to wire

6We emphasize that we are talking about the the last round and not the last epoch here. In any Fluid MPC protocol, this
will generally correspond to the last round of the output stage. In other words, this truncated view includes the view of the
adversary in the input stage, execution stage (all E epochs) and all but the last round of the output stage.
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(a,b), where a and b denote gates. Similarly we use A, to denote the restriction of A to the outputs
of C. An additive attack changes the computation performed by circuit C in the following manner.
For every wire (a,b) in C, the value A, ; is added to the output of a before it enters the input of b.

Similarly the value A, is added to the outputs of C.

Definition 17 (Additively Corruptible Version of a Circuit). Let C' : (F™)™ — F™ be an m-
party circuit containing w wires. We define the additively corruptible version of C to be the n-party
functionality fc : (F™)™ x F¥ — F™ that apart from the inputs 2, takes additional input A from
the adversary specifying an additive attack for every wire of C, and outputs the result of the additively

corrupted C as specified by the additive attack A.

With the appropriate definitions in place, we can now restate the appropriately modified theorem

from [GIP*14] in the context of our setting.

Theorem 2. Let II be a Fluid MPC protocol computing a (possibly randomized) n-client circuit C' :
(F™)™ — F™ using N servers that is a linear-based Fluid MPC with respect to a t-out-of-n secret sharing
scheme, and is weakly-private against malicious R-adaptive adversaries controlling at most t; < ng/2
servers in committee S, (for each £ € [d]) and t < m/2 clients, where d is the depth of the circuit C' and
ng are the number of servers in epoch {. Then, Il is a 1/2-Fluid MPC with R-Adaptive Security with d

epochs for computing the additively corruptible version fc of C.

The proof extends identically as in [GIPT14], but for the sake of completeness, we now provide

a description of the simulator.

In order to prove Theorem 2, we need to construct a simulator that can “extract” the additive
errors induced by the adversary on each intermediate wire. While the view of the adversary until the
last round can be simulated using the simulator for weak privacy, the last round messages and the
output of the honest parties crucially depend on these additive errors. At a high level, in [GIPT14],
the simulator for additive security Sim proceeds as follows: First, Sim invokes the adversary .4 on
the truncated view simulated by the simulator for weak privacy Sim. Recall that the truncated view
produced by Sim consists of the simulated honest party messages, which are relayed from Sim to A
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at each step of the protocol, and the corresponding responses from A are recorded. Next, at each
step Sim determines the messages that A should have sent were it behaving in an honest manner.
Using the observation from Claim 1, Sim uses both (a) messages sent by .4; and (b) messages that A
should have sent were it behaving honestly; to determine the additive errors injected by .4 on each
wire. Finally, Sim invokes the ideal functionality, on (a) the inputs extracted from A; and (b) the
additive errors for each wire in the circuit. Upon receiving the corresponding output from the ideal

functionality;, Sim then simulates the messages of the last round appropriately.

Given a simulator for weak privacy against a malicious R-adaptive adversary, the simulator for
security up to additive attacks in the Fluid MPC setting works exactly like the simulator described
in [GIP™14] for the static corruption setting. This is because, all the messages sent to the adversary
until the last round are simulated using the simulator for weak privacy, and extraction of additive
errors during these rounds does not affect the view of the adversary. Recall that in the Fluid MPC
setting, by corrupting a server in a given epoch, a malicious R-adaptive adversary cannot change the
messages that it had sent in any of the prior epochs. Therefore, the additive errors determined by the
simulator based on adversary’s messages in any given epoch do not change if the adversary decides
to corrupt a server at a later stage and can be extracted in a similar way. The last round messages
in the Fluid MPC setting, correspond to the messages exchanged by the clients in the output stage.
Since the clients are statically corrupted, the same approach can be used to simulate these messages
in the Fluid MPC setting as well. Moreover the list of corrupted servers that the simulator for security
up to additive attacks is required to send to the trusted functionality can also be determined using

the simulator for weak privacy (see Definition 16).

Since we use slightly different notations, for the sake of completeness, we formally describe the
simulator. However, we omit the argument for indistinguishability. This is because indistinguishabil-
ity of the list of corrupt servers and of the adversary’s view up to the last round follows from weak
privacy. The indistinguishability of the output of the honest clients and the view of the adversary in
the last round (i.e., the output computation) depends on whether or not the additive errors were

correctly computed by the simulator. Since a malicious R-adaptive adversary cannot change these
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errors by corrupting servers at a later stage, this is no different than the static corruption setting.

For simplicity, we assume that the number of clients and the number of servers in each epoch are n.

Additionally, we also assume that the adversary corrupts exactly ¢ servers in each epoch. While
in reality an adversary could corrupt fewer than ¢ servers in an epoch. This distinction between
these two kinds of adversaries has already been studied in the regular MPC setting in [GIPT14]. At
a high level they prove this by taking an adversary that corrupts fewer than ¢ parties and suitably
augmenting it to construct an adversary that corrupts exactly ¢ parties. Using the intuition that
the adversary cannot affect messages previously sent by the honest parties, this idea can also be

extended to our Fluid MPC setting. We refer the reader to [GIP"14] for more details.

Simulator Let IT be a linear-based fluid MPC protocol for computing a (possibly) randomized m-
client circuit C : (F™)™ — F™ using 7 servers that is weakly private against malicious adversaries
controlling at most ¢ servers in each epoch, and linear based with respect to a ¢t-out-of-n threshold
secret sharing scheme. In addition let A be an adversary controlling a subset (ANC) of clients and a
subset A of servers. We use (% NC) to denote the set of honest clients. Since an R-adaptive adversary
can adaptively corrupt the servers at any point, in the context of this simulator, we use A’ to denote
the set of corrupt servers in epoch ¢ during epoch ¢. This does not include the servers in epoch ¢ that
the adversary might choose to corrupt in a later epoch. Similarly, we use (4 N S*) to denote the set
of honest servers in epoch ¢ during epoch ¢. The simulator Sim on input 7( Anc), of the corrupted

clients, initializes an additive attack A and does the following:

1. Truncated view generation phase. Let Simyunc.view D€ @ simulator guaranteed by the weak-
privacy property of II against malicious R-adaptive adversary. Invoke Simyyync.view ON the inputs
?( Anc) and obtain a simulated truncated view u/,. At each step when Simtyncview generates

an updated list of corrupted servers, Sim forwards it to its trusted functionality.

2. Input Stage (Random Input Gates). Let out(yns1) .., be the output function of (H N S') in

Trand @s defined in Definition 14. The simulation proceeds as follows:

(a) Simulate the honest behavior of the clients in (A N C) given their truncated view vy and
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obtain the messages m’(’;j;"c) ) that should have been sent by the clients in (AN C)

—(HNS?
to (H N S') during the execution of 7,,,¢. In addition, for every server P; € A%, for every
randomness gate G¢ obtain the share C;C that is part of the output of P; at the end of the

honest execution of 7yang.

i~/ Trand

(b) Invoke A on the truncated view v/, and obtain the messages M) (mnst) Sent by the

adversary to the servers in (% N S') during the execution of 7Tang.

(07 ﬁ]/ﬂrand /Trand )

(c) Compute (7K sy = outzns: (ANC)—(HNSY) — MAnC) = (NS

(HNSY)

)sMrand
(d) For every randomness gate G¢, let W(C%m s1) € F*t1 be the restriction of W?Hrq s1) tO the
values corresponding to G€.

i. The simulator now determines entries for the additive attack A on the circuit C.
Notice that A/(ch s1) is a vector of t 4 1 shares of the threshold secret sharing scheme,
and thus forms a valid sharing of some value.

Compute a = reconstruct(7(z;ng1, (% N S1)), and for every gate G¢ connected to
G® set A.q = a°. Additionally, compute the shares 7, of the adversarial servers

consistent with V(Cﬂrm S1)-

ii. The simulator for each P} € A! computes the share G¢ := G, + ~¢.

3. Input Stage (Input Gates).

(a) for each input gate G¢ that is part of the inputs of some honest client P;:
i. for every corrupted server le, retrieve from v/, the value G representing le’s share
of P;’s input for G¢ and send it to .A.
ii. for any gate G connected to the output of G, set A, 4 = 0.
(b) For each input gate G¢ that is part of the inputs of some adversarial client P;:
i. for each honest server le, receive a message 6;0 from A corresponding to the le’s
share of A’s input for G°.

ii. notice that the honest shares is a vector of ¢ + 1 shares of the threshold secret sharing

scheme, and thus forms a valid sharing of some value.
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Compute z°¢ = reconstruct({af} ,(HNSh). for any gate G¢ connected to
Ple(HNSY)
the output of G¢, set A, 4 := T~ x. where z. is the input of P, to G°.

iii. For each corrupted server compute the shares G, of the adversarial servers consis-

tent with the shares obtain above.

4. Execution Stage. For each layer ¢ € [d], the simulator simulates all the gates in the layer ¢ as

follows

Addition gate. For each corrupted server, do the following:

(@

(b)

(©

(d

(e)

Simulate the honest behavior of the servers in A given their truncated view u/,, on main

inputs (G/* + G}) preae and obtain the messages mj;’;"s(?_m sy that should have been sent

by the servers in A’ to (% N S*) during the execution of Tyans.

i . —/ .
In addition, for every server P{™' ¢ A*1, obtain the share G, that is part of the output

of Pf“ at the end of the execution of Tirans.

: ! : ~/Ttrans
Invoke A on the truncated view vy and obtain the messages m’;; " sty Sent by the

adversary to the servers in (1 N S*) during the execution of 7ang.

Compute 0375, < out(ynst)

=/ Ttrans _ /Ttrans
(Firs) (0, m m'y )).

sTtrans AZ%(HQSZ) Z—?(HQSZ
The simulator now determines entries for the additive attack A on the circuit C. Notice
that 6(CH0 st Is @ vector of ¢ + 1 shares of the threshold secret sharing scheme, and thus

forms a valid sharing of some value.
Compute a* = reconstruct(0(; ge), (H N S%)), and for every gate G? connected to G¢ set
Ac . = af. Additionally, compute the shares 0, of the adversarial servers consistent with
C
(HNSE)"

. —/c
The simulator for each P/*! € A+! computes the share G/° := G, + 4.

Addition-by-a-constant and multiplication-by-a-constant gates. The simulation proceeds

identically as above with the only change being that simulation of the honest behavior of the

120



adversarial servers are done with inputs (G;* + b) pec 4¢ (respectively (G/* - b) pee 4¢) for the

addition-by-a-constant (respectively multiplication-by-a-constant) gate.

Relay gate. As above, the simulation is identical to the addition gate with the only change
being that simulation of the honest behavior of the adversarial servers are done with inputs G*

for the relay gate.

Multiplication gate. As above, the simulation is identical to the addition gate with the
following two changes:
(a) the simulation is done for the protocol my,; instead of 7y ans; and

(b) the inputs to Ty are (GJ*, G’) pre r-

5. Output stage. At the end of the circuit evaluation phase, for each output gate G* each
corrupted client P; € (ANC) holds a share af of the supposed output.
(a) The simulator sets to 0 all coordinates of A that were not previously set.

e simulator invokes the trusted party computin ~C wi e inputs of the corrupte
(b) Th lat kes the trusted p puting th the inputs of thi pted
parties and with the aforementioned wire corruptions A. The trusted party responds to

the simulator with the output .

(c) For each output gate G* of C' that is connected to an output of some gate ¢g® the simulator
chooses shares of y. that are compatible with (G{) pe (4n¢), adds them to v/y and sends

them to A.

(d) The simulator outputs u/,.

The proof of indistinguishability follows identically as in [GIP"14], and we refer the reader to their

paper for further details.
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4.6 Malicious Security Compiler for Fluid MPC

In this section, we describe a generic compiler that can compile any linear-based Fluid MPC protocol
that is secure up to additive attacks against a malicious R-adaptive adversary into one that achieves
security with abort against R-adaptive adversaries (Definition 10) in the fluid MPC setting. Our com-
piler achieves two main properties: (1) it preserves the fluidity of the underlying protocol and (2)
only incurs a constant multiplicative overhead in the communication complexity of the underlying

protocol. We discuss these properties in detail in the upcoming subsections.

As discussed in Section 4.1, in order to go from security up to additive attacks to security with
abort against malicious adversaries, we require the parties to compute a MAC of each individual
wire value and incrementally compute two random linear combinations: (1) one using the actual
values induced on the intermediate wires of the circuit during evaluation and (2) the other one
using the MAC values corresponding to these wire values. Finally, correctness of the computation
is verified by performing a check on the two linear combinations. For designing a generic compiler

that implements this idea, we proceed in two main steps.

1. In the first step (Section 4.6.1), given a layered arithmetic circuit C, we augment it to obtain a

robust circuit C, that additionally computes these MAC values and the two linear combinations.

2. Then, in the second step (Section 4.6.2), we run the underlying protocol (say II) that is secure
up to additive attacks on this robust circuit C.. Before executing the output stage of II, the clients
first check if the computation was done honestly by comparing the two linear combinations. They

proceed to the output stage of IT only if this check succeeds.

From the previous section, we know that any weakly private linear-based Fluid MPC is secure
against a malicious R-adaptive adversary up to additive attacks. Hence, for the remainder of this
section, we refer to the underlying linear-based Fluid MPC as being weakly private or being secure
against a malicious R-adaptive adversary, interchangeably. For simplicity, throughout this section, we
assume that the number of clients and number of servers in each committee are n. While in most
places it is easy to see how the protocol can be extended to support committees of different sizes, we
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add additional remarks wherever necessary. We also assume (w.l.0.g.) that all parties get the same

output.

4.6.1 Robust Circuit

In this section, we describe the first step towards building our malicious security compiler, i.e.,
transforming a layered circuit C' into a robust circuit C. We transform C' in such a way, that the
resulting circuit C' computes the two linear combinations (mentioned above) incrementally. Recall
that this incremental computation is necessary in order to prevent the size of the circuit from blowing
up. As a result, our transformation only incurs a constant (multiplicative) overhead in the size of
the original circuit C'. Another property of our transformation is that the resulting protocol is also a

layered circuit.”

We start by formally defining a robust circuit.

Definition 18 (Robust Circuit). Given a layered arithmetic circuit C' for functionality f of depth d
and maximum width w, the robust circuit C' corresponding to C, that realizes a functionality f that

computes the following:

1. Original Output: Compute Z = C(') on the given set of inputs '
2. Random Values: Sample random values r € F, § € F and oy, ..., q, € F.

3. Linear Combinations: Computes the following linear combinations

d w d w
u = Z < aizé) andv = Z (Z aé(rz,i))

=0 \k=1 =0 \k=1

where 2}, corresponds to the output of gate G% (k'" gate on level £), o) = oy, and for ¢ > 0
o, = B = aw(B)*

4. Final Output: Output 7 ,r,u, v.

7This property is necessary for the second step in our compiler and reason behind it will become clear in Section 4.6.2.
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We now show how any layered circuit can be transformed into a robust circuit with constant

overhead in size.

Lemma 10. Any layered arithmetic circuit C for functionality f with depth d and maximum width w,
can be transformed into a randomized layered robust circuit C for functionality f (as defined in 18) of

depth d + 1 and maximum width 4w + 4.
Proof. The transformation proceeds as follows:

1. Add w + 2 random input gates for r, a1, ..., qy, 3 € F on level £ = 0.

2. Add n multiplication gates on level 1 to multiply each of the input values {z;};c[,) with the

random input 7.

3. All the gates in on level ¢ > 0 in the original circuit C, are now on level ¢ + 1. Add relay gates on
level / = 1 to connect the input gates with the gates on level ¢ = 2 (note that these gates were

originally on level ¢ = 1).
4. Now for each layer £ € {2,...,d + 1}, do the following:

— For each gate G%, (for k € [w)]), do the following:

- If G4 is an addition gate: Let G take as input a set of values {z/"'},cq from the previous
layer, add another addition gate on layer ¢ with a similar in-degree that takes as input values

{rz""}ieo-

- If GY is a multiplication gate: Let GY take as input values 2/ !, zf‘l from the previous

L

layer, add another multiplication gate on layer ¢ that takes as input values rz; ' and szl.

- If GY is a multiplication-by-constant gate: Let G} take as input value 2! from the pre-
vious layer, add another multiplication-by-constant gate on layer ¢ that takes as input value
Tzf_l.

- If GY is an addition-by-constant gate: Let G take as input value ;! from the previous
layer and has a value ¢ hard-wired in it, add a multiplication-by-constant gate on level ¢ — 1

that has the value ¢ hardwired in it and takes as input r. Add another addition gate on layer

124



¢ that takes as input value rz/ ' and the output of the new multiplication-by-constant gate
on level £ — 1.

- If GY is a relay gate: Let GY, take as input /' from the previous layer, add another relay

{—1

gate on layer ¢ with a similar in-degree that takes as input values rz;” .
— Add 3w multiplication gates where the first w gates are used for multiplying aiil with S to
output o, The next set of w gates are used for multiplying Ozi_l with zﬁ_l and the last set of

{—1
k-

w gates are used for multiplying aiil with rz

- If £ > 2, add 2 addition gates to add u’~2, {a} 2z > }refw) to get u't, v/ {af 2rz 2 he(u)

to get v*~! respectively (assuming u° = 0 and v° = 0).
— Add 2 relay gates to relay r, 8 to the next level respectively.

5. At the end the circuit outputs the actual output z of C along with r, u = u¢ and v = v?.

4.6.2 Maliciously Secure Fluid MPC

In this section, we describe the final step towards building our compiler. Our malicious security
compiler, works by running the weakly private linear-based Fluid MPC protocol (say II) on a robust
circuit C' (as defined earlier). In the output stage, the clients first check if the computation was
done honestly by comparing the linear combinations (computed in the robust circuit). If this check
succeeds, the clients reveal the shares of the “actual” outputs and reconstruct the output. Incorpo-
rating this additional check to verify correctness of output, bootstraps the security of the underlying

protocol to security with abort against malicious R-adaptive adversaries (as defined in definition 10).

It is easy to see that since the execution stage of the weakly private protocol is executed as is
(albeit on a different circuit), the resulting protocol achieves the same fluidity as the underlying
protocol. Moreover, since the size of the robust circuit on which this underlying protocol is executed
is only a constant times bigger than the original layered circuit, our compiler only incurs a constant
multiplicative overhead in the communication complexity of the servers.
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4.6.2.1 Checking Equality to Zero

We first discuss a functionality described in Chida et.al [CGH™ 18], that enables a set of parties to
check whether the shares held by the parties correspond to a valid sharing of the value 0, without
revealing any further information on the shared value. Looking ahead, this functionality will be
used in our compiled protocol for the verification check at the end. For the sake of completeness we
describe this functionality in figure 4.4. We refer the reader to [CGH™ 18] for the description of the

protocol that securely realizes this functionality.

The functionality fcheckzero(C := {P1,..., Py})

The n-party functionality fcheckzero, running with clients { Py, ..., P, } and the ideal adver-
sary Sim receives [v]y from the honest clients and uses them to compute v.

— If v = 0, then fcheckzero S€NAs O to the ideal adversary Sim. If Sim responds with reject
(resp., accept), then fepeckzero S€NAS reject (resp., accept) to the honest parties.

— If v # 0, then fepeckzero Procees as follows:

— With probability ﬁ it sends accept to the honest clients and ideal adversary Sim.

— With probability 1 — Wl‘ it sends reject to the honest clients and ideal adversary Sim.

Figure 4.4: Functionality for checking equality to zero

Lemma 11. [CGH " 18] There exists a protocol that securely realizes fcheckzero With abort in the presence

of static malicious adversaries who control t < n/2 parties.

Looking ahead, this sub-protocol will be run by the clients in the output stage. We note that it
suffices for the protocol realizing fcheckzero tO be secure against a static malicious adversary because

an R-adaptive adversary only statically corrupts the clients.

4.6.2.2 Compiled Protocol

Finally, we describe a Fluid MPC protocol that achieves security with abort against an R-adaptive
adversary that can corrupt ¢t < n/2 clients and ¢ < n/2 servers in each committee in the fcheckzero-

hybrid model.
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Auxiliary Inputs: A finite field F and a layered robust arithmetic circuit C' (corresponding to C) of

depth d and width w over F that computes the function f on inputs of length n.

Parties: The protocol is executed by the following sets of parties: (1) Clients: C := {Py,..., P,} and

(2) Servers: For each ¢ € [d], S := {P{,..., P‘}, where d is the depth of the circuit C.
Inputs: For each j € [n], client P; holds input z; € F. All other other parties have no input.

Protocol: Let IT be a weakly private linear-based Fluid MPC protocol. The clients and servers exe-
cute the input and execution stage of protocol II for circuit C. Let [z], [r], [u], [v] be the shares
obtained by the clients at the end of the execution stage. The output stage is modified as

follows:

— The clients locally compute: [T] = [v] — [r] - [u]

— They invoke fcheckzero O [T]. If feheckzero OUtPULS reject, the clients output L. Else, if it

outputs accept, the clients run the output stage reveal their shares of z.

Output: All clients then locally run open([z]) to learn the output.

This completes the description of our compiled maliciously secure protocol. We now proceed to

analyze its concrete efficiency.

Concrete Efficiency. Let Weuec(n¢—1,w, ny¢) be the total communication/computation complexity of
epoch ¢ in the weakly private linear-based Fluid MPC protocol, where n,_; (and ny, resp.) is the size
of the committee in epoch ¢ — 1 (and ¢, resp.) and w is the maximum width of the layered circuit
C representing the functionality f. In the above transformation, the layered circuit C' of depth d,
and width w transformed into a robust layered circuit of depth d + 1 and width 4w + 4. Running the
weakly private linear-based Fluid MPC protocol on this robust circuit, yields the total communication

and computation complexity of Wexec(n¢—1, (4w + 4),n¢) in epoch £.

Theorem 3. Let C' : (F™)" — F™ be a (possibly randomized) m-client circuit. Let C be the robust

circuit corresponding to C' (see Definition 12). Let II be a Fluid MPC protocol computing C' using N
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servers that is a linear-based Fluid MPCwith respect to a t-out-of-n secret sharing scheme, and is weakly-
private against malicious R-adaptive adversaries controlling at most t; < ng/2 servers in committee Sy
(for each ¢ € [d + 1)) and t < m/2 clients, where d is the depth of the circuit C' and n, is the number
of servers in epoch (. Then, the above protocol is a 1/2-Fluid MPC with R-Adaptive Security with d + 1
epochs for computing C. Moreover, this protocol preserves the fluidity of II and only adds a constant

multiplicative overhead to the communication complexity of 1L

Proof. From Theorem 2, we know that a weakly private linear-based Fluid MPC realizes function-
ality f. against malicious R-adaptive adversaries. In other words, it achieves security against such
malicious adversaries up to additive attacks, meaning that the adversary can add an arbitrary error
value to each wire in the circuit. Since our robust circuit C' computes on different types of values,
we use different variables to denote the additive errors that the adversary can inject on each of these
computations. For simplicity, we assume ¢ € [0, d], where ¢ = 0 consists of input and random input

gates.

- Let e‘é be the additive error value added by the adversary on the output of the relay gate on level

/¢ that is used to transfer 3.

— Let efh . be the additive error value added by the adversary on the output of the multiplication

gate on level ¢ that is used to multiply ozf;_l with §.

— Let ¢! be the additive value added by the adversary on the output of the relay gate on level / that

i ¢
is used to transfer 7. We use ¢, to denote 3-,_r, 5 €.

— Let €, be the additive error value added by the adversary on the output of the k" gate on level

¢ in the original circuit C' when evaluated on actual inputs 7’.

— Let €', be the additive error value added by the adversary on the output of the k' gate on level

rz,k

¢ in the original circuit C' when evaluated on randomized inputs 72’

— Let ¢, denote the cumulative errors added on the multiplication gates used to multiply the output

of each gate z{ with the respective af and the errors added on the relay gates used to transfer
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partially computed values of u at each level.

— Similarly, let €, denote the cumulative errors added on the multiplication gates used to multiply
the output of each gate (on randomized inputs) rz; with the respective af and the errors added

on the relay gates used to transfer partially computed values of v at each level.

Let A be the real adversary who controls the set of corrupted clients and servers. The simulator

Sim works as follows:

Simulator. We describe the simulator in fcheckzero- hybrid model. The simulator uses the simulator
of the underlying weakly private linear-based Fluid MPC protocol to simulate messages for the
adversary in the input stage and execution stage. During simulation, it stores the inputs of the
adversarial clients and the additive errors added by the adversary on each wire, that are extracted
by the simulator of the underlying protocol. It also forwards the list of corrupt servers sent by the
underlying simulator to its ideal functionality. At the end of the execution stage, it performs the

following check:

— If there does not exist any non-zero error of the form €’ or €/, or €’_, or ¢, or ¢,,° it sends

the extracted inputs of the adversarial clients to the ideal functionality and gets the output z. It
simulates fcheckzero Sending accept to the adversary. Finally, it runs the last step of the underlying
simulator on input z to compute the last set of messages for the adversary. It ignores the shares
of r,u,v and only forwards the shares of z to the adversary. Upon receiving shares of z from the
adversary on behalf of each honest client P; € (HNC), it checks if all the shares of z are consistent.
If so, it sends continue, i to the ideal functionality, to instruct it to send the correct output to the

honest client C;. Else, it sends abort, 7, in which case the honest client C; gets L.

¢ ¢ :
.k OT €. 1 O €, OF €,. It also sends L to its

— Else there exists any non-zero error of the form €’ or e
ideal functionality. It simulates fcheckzero Sending reject to the adversary. The simulator simulates

sending L to the adversary on behalf of all the honest parties. The output of all the honest parties

8We note that the simulator does not need to account for additive errors of the form eé and ef; %~ This is because additive
errors on 3 and the « values does not affect correctness of the “real” output. This point will become clear later in the
indistinguishability argument.
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is L in this case.

Finally, it outputs whatever A outputs.

Remark. As is clear from the description of the simulator, we argue selective security with abort
against R-adaptive adversaries. The security can be easily bootstrapped to unanimous abort (in a
straight-forward manner), if the clients have access to a broadcast channel in the last round or if

they implement a broadcast over point-to-point channels.

Indistinguishability Argument. We need to argue indistinguishability of the view of the adver-
sary, the outputs of the honest clients and the list of corrupt servers in the real and ideal worlds.
Indistinguishability of the list of corrupt servers follows from the security of the underlying protocol
up to additive attacks. Next, we note that the only difference between the view generated by the
simulator (and how the output of the honest parties is decided) in the ideal world and that obtained
in the real execution is that the simulator sends reject on behalf of feheckzero if it Sees any additive

Core, ore, , ore, ore,. If fcheckzero returns accept in the real world, then the

errors of the form e
view generated by the simulator and the output of the honest clients is trivially distinguishable from

that of the real execution. We argue that this happens with at most negligible probability.

Recall that if every party behaves honestly, then

We would like to check if ru = v, ie.

) -E(E o)

=0 = =0 \k=1

This is trivially true if no additive errors were added by the adversary at any step. Accounting for all

the additive errors that the adversary might introduce, we get the following, where ¢, = a9 + €0 ,
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and for ¢ > 0, 02/— AL 1(5"'2] Oeﬁ)

d

5 (z Gt + esk>) e
k=1

£=0

ru=(r+e,)

d w
=3 (Sattt don)

We now consider the following cases:

— Case 1: No additive errors introduced in computation of the original circuit on Z and r 2. This
does not preclude errors introduced as a consequence of relay gates for r, i.e., V¢ € {0,...,d} and Vk €

[w], € €., = 0: We want to calculate the probability that the following equation holds, i.e.,

r—l—e

£=0

= Zd: (i ai%) +e

£=0 \k=1

in other words

e [g(g) -

£=0

— Casea:Ife, #0

Since r is sampled uniformly, the probability that the following holds is 1/|F|.

el

— Case b: Else if ¢, = 0, then

ngh
joN
ESEN
N
T
N———
_l’_
)
<

d w
> (Z aﬁzﬁﬂ (4.1)
=0 \k=1
We know that d,* = &, (8 + Zﬁ:o efé) + €., » we expand each " and write it out as terms

that depend on «y and terms that don’t

where p{, only depends on 3 and the additive errors added but not on o and can be expanded
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as the following:

14

Y i
ph=ay "B ) te— | [[B+D )
1=0

=0 =0

Let ¢ € [w] be the smallest ¢ such that 3z/ # 0 for some ¢ € {0, ..., d}. From equation 4.1, ¢, is

equal to the following:

d d w
N Al 0
(e |Sate (3 a
| =0 =0 \ k=1,k#q
[ a d ¢ j d w
00 i\ e N
S SRR SN | (R ST TS Ol I DX
| (=0 £=0 =0 i=0 (=0 \k=1,k#q
Which can be rewritten as
d ¢ j d d w
i\ 00 N
ager Z H(ﬂ + Z )2y | = | € — & quzq + Z Z a2y, 4.2)
£=0 =0 i=0 =0 =0 \ k=1,k#q

We now consider the following two cases:

L Ife, (Z?:o Hﬁ':o(ﬁ + 30 515)2’5) =0
Then either ¢,, = 0, which from equation 4.1 would imply that ¢, = 0. This would mean that
the adversary has only injected additive errors on the computations and transfers of a’s and
B. This does not hamper the correctness of output.
Else, this is a uni-variate polynomial in 8 with degree at most d. Such a polynomial has at
most d roots. Since £ is uniformly distributed, the probability that 3 is equal to one of these
roots is d/|F|.

2. Elseiif e, (1 TIjmg(8 + Xl €)2t) #0:
Since af is uniformly distributed, the probability that the equality in Equation 4.2 holds is

1/|F.

Hence, overall the probability that that the view generated by the simulator in Case 1 is distin-

132



guishable from the view in the real execution is at most

1 1 d d 1 d+1
R G (-8R
|| ( IF]/ \IF| IF| /|| ||

— Case 2: Not all ¢/ , and €’_ , are 0: Let the ¢** gate on level m be the first gate with non-zero

errors. We want to calculate the probability that ru = v, where:

m—1 w q—1 w
ru=(r+e) (Z %zﬁ) Y o+ (rte) a0 ) Y A+ €y
=0 \k=1 k=1 k=q+1
d w
+(rte)| > (Z & (2 + €t k)) + ey
l=m+1 \k=1
m—1 w qg—1 w
v= ), <Z a) + Y AP AT (A e )+ Y A e )
(=0 \k=1 k=1 k=q+1

d w
N
+ Z (Z A (rzg, + erz,k)> +e,

l=m-+1 \k=1

Substituting into ru = v, and canceling the equal terms (similar to Case 1) we get

k=q+1 {=m+1 \k=1
m—1 w qg—1 w d w
L ~ ~ ~ L
— Yoz |+ A Y Al )+ Y (Do anEi ) | +e
=0 \k=1 k=1 k=q+1 lt=m~+1 \k=1
This can be further simplified to get
w
~m m m m m — A m m m m
Qg (er(zq + 6z,q) —€rzq + Tez,q) = € — (T + Er)eu + E Qg (Erz,k Tk Er(zk + ez,k))
k=q+1
d w
N ¢
+ Qp(€ap — e — 6r(2r + €2 1))
l=m-+1 \k=1
g—1 m—1 w
+ € ap' 2t + E E okt
k=1 £=0 k=1
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This is equivalent to separating out all the terms on the right hand side that are of the form éyf; X

(something) for all ¢ € [d].

w
g (er(zg +elly) — el g +rel) = e, = (r+e)e,+ Y (e p —rely — e (2 + €0))
k=q+1

l=m-+1
q—1 m—1 w m—1
+ e ap' 2t + Z Azl + e ézgzé]
k=1 =0 k=1,k#q =0
NP ¢ i
Substituting &, = pj; + ag [1;_¢(8 + Xo1_ ¢j) for all £ € [d], we get
d J4 J m—1 i
oy Z H(ﬁ + Z ) | (en(zh+ el ) —eg+res )| — af €rzg H(ﬁ + Z )
t=m | \j=0 i=0 =0 j=0 i=0
w
=€, —(r+e)e, + Z ap'(en, —rely —er(zp +€ly))
k=q+1
d w d
D SN D DI (C PR RN I 9 T COR P Rt
l=m+1 \ k=1,k#q {=m
q—1 m—1 w m—1
+ € Zp?z,? + Z Z a2t | + e Z pézé] 4.3)
k=0 £=0 k=1,k+#q £=0
Left hand side of this equation can be re-written as
I d ¢
¢ 00 ¢
ag (e Z H(*B""ZEZ?) + Z H<5+Z€%> (er(zq + €2,) =€)
¢=m \j=0 =0 l=m 7=0 =0
m—1 7
_ 6TZ§H(B+ZEB)
£=0 j=0 i=0

Let the above term be equal to af - y, where y is the term within (-).

Now, equation 4.3 holds if either of the following hold:

1. If y # 0 Since af is uniformly distributed, the probability that in this case the equality in
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equation 4.3 holds is 1/|F|.

2. Orif y =0, then

d 14 J d L J
’I’Eﬁq Z H(ﬁ—’_zﬁk) = Z H(ﬁ—’—zelﬁ) (ET(Zg—’_eﬁ q) _efzﬁq)
l=m \j=0 =0 _Z:m 7=0 =0
(-1 ¢ j
+ erzg [J(B+D€h)
=0 3=0 i=0

In this case, either ¢ {Z?:m (H?ZO(B +37 ., e%))} = 0. Since this is a uni-variate polyno-

mial in § with degree at most d, it has at most d roots. Since  was sampled uniformly, the prob-
a1 . . d Yi - .

ability that 3 is equal to one of these roots is d/|F|. Or . , [Zé:m (szo(ﬁ +37 % 6}3))} #0.

Since r is uniformly distributed in F, the probability that in this case the equality in equation

4.3 holds is 1/|F|.

Hence, overall the probability that that the view generated by the simulator in Case 2 is distin-

guishable from the view in the real execution is at most

Lo (D) (s (1o ) ) <
|| [F| ) \|F| |F| ) |F| |F|

(d+1)
||

In both cases, the probability of equality is upper bounded by . Therefore, the protocol

L £ £

is secure, since if the adversary induces errors of the form €. or €; , or e, , or ¢, or ¢,, then the

value T computed during verification will be zero with probability at most (d‘ﬁ) . In the case where
T # 0, fcheckzero fails (in detection) with probability at most T Thus overall, the probability of
(d+2)

distinguishing between the real and ideal world is at most . For reasonable-sized fields, this is

[

negligible in the security parameter.

Operating over Smaller fields. This protocol works for fields that are large enough such that

(d+2)
¥l

is an acceptable probability of an adversary cheating. In cases where it might be desirable to
instead work in a smaller field, we can use the same approach as used by Chida et al. [CGH"18]. In

particular, instead of having a single randomized evaluation of the circuit w.r.t. », we can generate

(d+2)

IF] )% is negligible in the security parameter) and

shares for § random values rq, ..., rs (such that (
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run multiple randomized evaluations of the circuit and verification steps for each r;. Since each r is

independently sampled and their corresponding verification procedures are also independent, this

(d+2)
I

will yield a cheating probability of at most ( )%, as required.

4.7 Weakly Private Fluid MPC

In this section, we describe a linear-based Fluid MPC that achieves weak privacy against malicious
R-adaptive adversaries. This is an adaptation of the protocol by Gennaro et el. [GRR98], which
is an optimized version of the semi-honest BGW [BGW88] protocol in the fluid MPC setting. For
simplicity, throughout this section, we assume that the number of clients and number of servers in
each committee are n. While in most places it is easy to see how the protocol can be extended to

support committees of different sizes, we add additional remarks wherever necessary.

4.7.1 Linear Protocols

In this section, we discuss the sub-protocols that are used in our protocol. Each of these sub-protocols
is a linear protocol (see Definition 13). Instantiating the protocol from Definition 15 with these sub-
protocols, we get our weakly private linear-based Fluid MPC protocol. Each of these linear protocols

is described between parties: P! = {P},..., P!} and P? = {P?,..., P2}.

Linear Protocol for m.,,q. This protocol outputs honestly computed shares of random values or L.
Parties in P! sample random values and secret share them amongst the parties in 2. The parties in
P? compute a sum of these shares to obtain shares of a random value. A formal description of the

protocol is given in Figure 4.5.

Linear Protocol for minpye. This is a simple input sharing protocol where in the computation phase,
the parties in P! computes secret shares of their inputs and send them to the parties in P? during

the hand-off phase.
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Protocol 7,ang

Inputs: The parties do not have any inputs.
Protocol: The parties proceed as follows:

- Computation Phase: Each party {P!} (for i € [n]) chooses a random element u; € F.
It runs share(u;) to receive shares {u; ;} cin]-

— Hand-off Phase: For each i, j € [n], P! sends u; ; to party P;.

— Output Phase: Given shares ([u1], ... [u,]), the parties in P? compute and output
(1= luil
i€[n]

Figure 4.5: Fluid Sub-Protocol 7,3nq

Linear Protocol for 7y, This is the multiplication protocol used in BGW [BGW88] adapted to our
setting, where the input sharings [x], [y] are held by the parties in P! who want to securely compute
and send shares [z - y] to the parties in P?. A formal description of this protocol is given in Figure
4.6. Note that in this protocol, the parties in P! (and the ones in P?) do not communicate amongst
themselves, their is only one round of interaction where all the parties in P! send messages to all

the parties in P2.

Protocol mmui

Inputs: The parties in P! hold shares [z], [y].
Protocol: The parties proceed as follows:

- Computation Phase: The parties in P! locally compute (z - y) = [z] - [y]. Let zy; be the
resulting share held by P!. Each P! (for i € [n]) runs share(zy;) on their share zy; to
receive shares {2y; ;}jcin)-

- Handoff Phase: For each i,j € [n], P} sends zy; ; to party P72

— Output Phase: Parties in P? locally compute and output [z - y] = Dicf2e1) G [y,
where each c¢; is the Lagrange reconstruction coefficient for a degree 2¢ polynomial.

Figure 4.6: Fluid Sub-Protocol i

Linear Protocol for myans. This is a protocol for secure transfer, where the parties in P! hold shares

of a value = and wish to securely re-share it amongst the parties in 2. A formal description of this
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protocol is given in Figure 4.7.

Protocol mians

Inputs: The parties in P! hold shares [z].
Protocol: The parties proceed as follows:

- Computation Phase: Each P! (for i € [n]) runs share(z;) on their share z; to receive
shares {z; ; }je[n].

— Hand-off Phase: For each 4, j € [n], P} sends ; ; to party P7.

- Output Phase: Parties in P2 locally compute and output [z] = Yicf+1) G * [wi], where
each ¢; is the Lagrange reconstruction coefficient for a degree ¢ polynomial.

Figure 4.7: Fluid Sub-Protocol 7y ans

4.7.2 Proof of Weak Privacy

In this section, we show that the linear-based Fluid MPC protocol described in Definition 15, when
instantiated with the sub protocols in Sections 4.7.1 for n clients and 7 servers achieves weak
privacy (see Definition 16) against a malicious R-adaptive adversary controlling at most t < n/2

servers in each epoch and at most ¢ < n/2 clients. This protocol achieves maximal fluidity.

Lemma 12. Let f be an n-input functionality and C be a layered arithmetic circuit representing f.
Let n,t be positive integers such that n > 2t + 1. The protocol defined in Definition 15 instantiated
with linear protocols from Section 4.7.1 is weakly private against a malicious R-adaptive adversary

controlling at most t servers in each epoch and at most t clients,

Proof. We begin by describing the simulator.

Simulator. Until the end of the computation phase of the first layer of the circuit, as and when the
adversary corrupts these servers, for each newly corrupted server S}, the simulator sends (1,4) to

the trusted functionality and does the following:

— Input gates: For each input gate G; held by an honest client P;, it samples a random share

2 ; on behalf of that honest client and sends to the adversary.
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— Random input gates: For each random input gate G}, the simulator samples a random share

uy,;,; on behalf of each honest client P; and sends them to the adversary.

Execution Stage: For each epoch (¢ € [d]), the simulator does the following. Since the servers are
allowed to volunteer in as many epochs as they want, let SEH, where |3£+1\ < t be corrupt servers
in S“*! that the adversary had already corrupted in some prior epoch that they were part of (we
will call them pre-corrupted in the context of this epoch). In addition to these, the adversary is
also allowed to adaptively corrupt more servers in S‘*! from the beginning of the hand-off phase
of epoch ¢, until the end of the computation phase of epoch ¢ + 1 as long as the total number of
corruptions do not exceed ¢ in the current or any prior epoch (we will call them newly corrupted in
the context of this epoch). The simulator sends continue to the trusted functionality and proceeds as

follows:

— Corruption within the epoch: For each pre-corrupted and newly corrupted server P/ ", it
sends (¢ + 1,i) to the trusted functionality. For each gate Gi (for k € [w]), the simulator
samples a random share zj, ;. ;» on behalf of each honest server in the set Pf and sends them to

the adversary.

— Handling Retroactive effect: For each newly corrupted server P/*!, if it was part of the
execution phase in any prior epoch, then the simulator does the following. It sends (¢',i’) to
the trusted functionality. For each ¢ < ¢ + 1 that P/*" was a part of, let i’ be its assigned
position in that epoch. For each k € [w], the simulator samples a random value Zﬁl,w and
computes an honest t-out-of-n secret sharing [z,‘;,l/] of this value that is consistent with the
shares {zﬁz7 }ieadvnse+1 sent by the simulator on behalf of this party to the corrupt parties in

epoch ¢'. It sends this value along with all the n shares to the adversary.

If at any point during the execution phase, the adversary aborts, then the simulator sends abort to

the trusted functionality.

Indistinguishability Argument. Throughout the protocol, the messages sent by each server or
client to the next set of servers are always a sharing of some value. Since the adversary only controls
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at most ¢ parties in each committee, by the privacy property of Shamir secret sharing with privacy
threshold ¢, the distribution of messages received by the adversary from every honest client or server
during each round of communication is indistinguishable from a uniformly sampled value and does
not depend on the value the honest client or server shared. Therefore, it suffices for the simulator to
send random values to the adversary on behalf of each honest server/client. Moreover, even while
handling retroactive effect, the simulator can simply compute and send to the adversary, shares of a
random value (say v), as long as they are consistent with the shares sent for the remaining corrupt
parties. Recall that in the real world, this value v corresponds to the value obtained by locally
multiplying or adding (depending on the gate) shares of the incoming wires values of that gate. To
an adversary who corrupts at most ¢ servers in every committee, these shares of the incoming wires
values appear uniformly distributed. As a result, the value v also appears uniformly distributed.
Finally, the list of corrupted servers is also determined identically in the real and ideal worlds, and
hence the joint distribution of the list of corrupted servers and the view of the adversary in the real

and ideal executions is indistinguishable. O

Remark. This protocol trivially extends to the setting where each server set consists of a different
number of servers. In this setting, we allow up to ¢; < |S|/2 corruptions in server set S* and for

each retro-active corruption, the simulator computes ¢;-out-of-n; secret sharing instead of ¢-out-of-n.

Combining Lemma 12 with Theorem 2 and subsequently with Theorem 3, we get the following

corollary.

Corollary 1. There exists an information-theoretically secure Maximally-Fluid MPC with R-Adaptive

Security (see Definition 11) for any f € P/Poly.

4.8 Implementation and Evaluation

We implement our protocol in C++, using the evaluation code written Chida et al. [CGH"18] as a
starting point. Chida et. al. is a state of the art, honest-majority malicious security compiler with
constant overhead in the static setting. Both the initial code base and our modification relies on
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Increasing the circuit depth, ~1 million gates
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Figure 4.8: The computation phase runtimes of circuits with depths 10 (red), 100 (orange) and
1000 (yellow), but approximately equal numbers of multiplication gates.

the 1ibscapi [Cryl9] library to facilitate communication and evaluate field operations. libscapi
supports a number of different fields, but we choose to execute all of our tests using the 61-bit
Mersenne field. We note that the probability of detecting a malicious adversary with our compiler is
proportional to the depth of the circuit. As such, for very deep circuits, the size of the field may need

to be chosen accordingly. All communication was over unencrypted TCP point to point channels.

In our implementation, we incorporate a number of optimizations that are not included in our
initial protocol description, that we omitted to streamline the intuition and analysis. In our formal
description of the protocol, we introduce relay gates to signify transitioning data between commit-
tees. These relay gates also make explicit the need to re-share wire values connecting to gates deeper
in the circuit than the immediate next layer. In our implementation, we chose not to alter the arith-
metic circuit representation used by libscapi and instead keep track of where relay gates would be
injected. To do this, we preprocess all wires in the circuit to count the number of times they are used
in the circuit and decrement that value each time the wire is used as input to a gate being evaluated.
Once this value reaches zero, it is no longer passed during the communication round. Importantly,

our implementation, therefore, does not require circuits to be strictly layered.

In order to minimize the number of alpha values that need to be sent between committees, we
add an additional preprocessing step to count the width of each layer of the circuit. Instead of

sending a fixed number of alpha values at each layer, the parties only send a number of alphas equal
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Configuration Number of Parties

Net Config | Width || 3 4 5 6 7 8 9 10 20
LAN 100 0.389 0.458 0.516 0.550 0.686 0.758 0.990 1.036 3.171
LAN 1000 2.441 3.180 3.577 3.822 5.099 5.605 6.683 7.294 22.939
WAN 150 184.891 183.335 184.149 183.643 185.319 186.131 186.243 185.871 370.906
WAN 1500 186.823 187.683 189.532 189.905 195.937 192.087 195.443 200.885 1842.295

Table 4.1: Computation time for Fluid MPC, in milliseconds, per layer of the circuit.

to the maximum width of any future layer. While this optimization is insignificant in rectangular

circuits, the savings can be considerable when circuits are more triangular in shape.

Because our implementation is intended to evaluate the efficiency of our protocol, we make the
simplifying assumption that the parties are fixed for the duration of the protocol. While this might
seem like a significant departure from the protocol described in Section 4.6, we note that switching
between committees is not important for evaluating efficiency. The messages sent between parties
and the computation performed do not change as a result of fixing the parties. Moreover, there are
many possible ways to select which parties will be in each committee and we want our evaluation
to be agnostic to these decisions. Finally, we keep the size of each committee fixed throughout the

evaluation of each circuit.

4.8.1 Evaluation

In order to test our implementation, we needed to run it using varying number of parties and on
circuits of various sizes. Because existing arithmetic circuit compilers infrastructure is lacking, we
chose to generate randomized circuits instead of compiling specific functionalities. This randomized
process allowed us to more carefully control the size and shape of the test circuits. Circuits were
generated as follows: (1) A fixed number of inputs (1024 input wires for most of our test circuits)
were randomly divided between the prescribed number of parties (2) The generator proceeds layer
by layer for a prescribed number of layers. In each layer, it randomly selects a number of multipli-
cation in [¥, 2] where w is the maximum width of any layer (another prescribed value). These gates
are randomly connected to the output wires of the preceding layer. The generator also generates a
random number of addition gates, subtraction gates, and scalar multiplication gates in [¥, 2], wiring

them similarly. After this process, if there are any unconnected wires from the previous layer, the

142



generator inserts addition gates until all wires are connected. (3) Finally, the generator assigns the
wires in the final layer as outputs to random parties. Using this method, we generate circuits of

depth d that have between “’7‘1 and wd multiplication gates, and a similar number of addition gates.

We tested our protocol in both a LAN and WAN setting. The LAN configuration ran all parties
on a single, large computer in our lab. The machine had 72 Intel Xeon E5 processors and 500GB
of RAM. The WAN setup attempted to replicate the WAN deployment of [CGH™18]. We used
AWS C4.large instances spread between North Virgina, Germany and India. Each party was run
on a separate C4.large instance, even when the parties were located within the same zone. We
report per-layer timing results for both our LAN deployment and WAN deployment in Table 4.1
(in WAN deployment, the communication time significantly dominates the time spent computing
the gates. Note that the increase between 10 and 20 players is dramatic, as there are insufficient
threads available on C4.large’s for all parties to sync simultaneously.). Circuits for these tests were
generated with the widths in the second column using techniques described above. Notably, the cost
of doing wide area communication far outweighs the cost of local computation. The computation

runtime of various depth circuits containing approximately 1 million gates is shown in Figure 4.8.
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