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Human error in security plays a significant role in the majority of cyber-attacks on businesses. Security behav-
iours are impacted by numerous factors, including individual perceptions of information sensitivity. However,
there is currently a lack of empirical measurement of information sensitivity and its role in determining security
behaviours. This research presents a measure of information sensitivity appraisal that predicts security behav-
iour. We outline the design, development and validation of the Workplace Information Sensitivity Appraisal
scale. The psychometric properties were assessed with data from an online sample of 326 employees in the UK.
The scale comprises of five subscales: Privacy, Worth, Consequences, Low proximity interest by others and High
proximity interest by others. The final 16-item WISA scale, alongside its five subscales, represents a compre-
hensive measure of information sensitivity appraisal in the workplace. The WISA scale has been found to have
strong factorial validity, confirmed across eight information types, strong content validity, good criterion-related
validity, adequate discriminant validity, and high internal reliability. This research utilised the WISA scale to
explore sensitivity differences across eight information types: four concerning living individuals (Personal,
Health, Financial & Lifestyle) and four organisationally-focused information types (IP, day to day, commercial &
HR). Financial information was found to have the highest ratings for overall sensitivity followed by health and
HR. Finally, scores for the WISA scale predicted a range of security behaviours including password usage, secure
Wi-Fi usage, physical security and avoiding security risks. This demonstrates the potential role for information
sensitivity appraisal as a determinant of security behaviours.

Background Mitnick & Simon, 2003; Theoharidou, Kokolakis, Karyda, & Kiountou-

zis, 2005; Vroom & Von Solms, 2004). An analysis of data published by

Organisations are under constant attack from internal and external
threats that put the integrity, availability and confidentiality of their
information at risk. In the UK, four in ten businesses (39%) and a quarter
of charities (26%) reported cyber attacks in 2021 (Department for
Digital, Culture, Media, & Sport, 2021). This was highest among me-
dium businesses (65%), large businesses (64%) and high-income char-
ities (51%). The implications of security breaches are vast, including
service disruption, reputational damage, and extensive financial dam-
age. Recent findings suggest that cyber attacks are growing in frequency
and severity (Hiscox, 2019), and are projected to account for a global
cost of $6 trillion by the end of 2021 (Cybersecurity Ventures, 2019;
Lallie et al., 2021). Organisations adopt technical, procedural and
human defences to protect against security threats. Employees play a
large role in cyber security as their behaviour is estimated to account for
a considerable portion of security breaches (Dhillon & Moores, 2001;

the UK Information Commissioner’s Office identified that 64% of re-
ported information security incidents and breaches across all sectors
were likely to be the result of human error (Evans, He, Maglaras, Yev-
seyeva, & Janicke, 2019). There is a need to understand the role that
improved employee security behaviours can play in the defence of
organisational information security.

It is important that research looks to understand the range of factors
that can influence the security behaviours of employees. One such
approach is to study the relationship between information sensitivity
and security behaviours in the workplace (Blythe, 2015). Securely
guarding sensitive information is a goal of all organisations in order to
minimize the threat of data breaches. Although there has been limited
research exploring the direct link between information sensitivity and
security in the workplace, Adams and Sasse (1999) found that em-
ployees perceived sensitive information as requiring more protection
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and security than other types. They found that confidential information
about individuals (personnel files and emails) were rated as sensitive,
whereas commercially-orientated information (such as customer data-
bases and financial data) were often seen as less sensitive and conse-
quently needing less protection. These perceptual differences can impact
security behaviours. For example, the sensitivity of data has been found
to have an impact on password re-use (Grawemeyer & Johnson, 2011),
suggesting that users do consider the sensitivity of the data stored on a
service and adjust their security behaviour accordingly.

A significant challenge in the study of perceptual differences in in-
formation sensitivity is that there is no clear consensus as to what con-
stitutes sensitive information. In the UK, the protection of citizen’s
information is regulated by the Information Commissioner’s Office and
governed by the Data Protection Act (DPA; 2018). This is the UK’s
implementation of the General Data Protection Regulation (GDPR). The
act seeks to control how individuals’ personal data is used by businesses
and specifies different levels of protection for sensitive personal data.
Personal data means any information relating to an identified or iden-
tifiable living individual. The act goes on to describe how the processing
of personal data would be considered sensitive where it relates to the
following factors: racial or ethnic origin, political opinions, religious or
philosophical beliefs or trade union membership, genetic data, or of
biometric data, for the purpose of uniquely identifying an individual,
data concerning health, data concerning an individual’s sex life or sex-
ual orientation. However, despite the breadth of this categorisation, the
legal framework for sensitive information does not easily translate into a
theoretical account of the central constructs that encompass the nature
of sensitive information.

Within the research domain, the majority of studies do not provide a
clear theoretical account of what may be driving individual appraisals of
information sensitivity. However, there are two clear divides in the way
that research has conceptualised information sensitivity. Some accounts
focus on the privacy and intimacy of information as a basis for evalu-
ating sensitivity. For example, Weible (1993) defines information
sensitivity as “the level of privacy concern an individual feels for a type of
data in a specific situation.” Sheehan and Hoy (2000) present a broader
definition and argue that information sensitivity is simply the distinction
between what is private and what is not private. Other researchers
consider sensitivity to relate to intimate self-disclosures. For example,
Lwin, Wirtz, and Williams (2007) define information sensitivity as the
perceived intimacy level of information and Moon (2000) defines inti-
mate self-disclosures as those information types that are high-risk and
heighten vulnerability if disclosed. The second type of definition focuses
more on the vulnerability and potential exploitative nature of infor-
mation as a basis for evaluating sensitivity. For example, Gandy Jr
(1993) argues that some people view sensitive information as any in-
formation that if disclosed would likely cause them harm. Mother-
sbaugh, Foxx, Beatty, and Wang (2012) also define perceived sensitivity
as potential losses associated with disclosing information. More recently
Sun, Liu, and Wang (2017) have defined information sensitivity as the
extent to which information is perceived as sensitive due to the potential
for loss as a result of its disclosure. In summary, the range of potential
definitions for information sensitivity broadly reflects the following two
dimensions: 1) the perceived privacy that an individual ascribes to data
in a given context, and 2) the anticipated negative consequences that an
individual associates with the potential disclosure of information.

There is currently a lack of empirical studies investigating informa-
tion sensitivity and its role in employee security behaviour. A lack of
conceptual consensus in the literature has resulted in a shortage of scales
measuring how individuals appraise information sensitivity. This
absence of empirical measurement is likely the reason that information
sensitivity is considered a neglected construct within the privacy and
security domain (Kokolakis, 2017). This is unfortunate, as it has further
been suggested that information sensitivity may play an important role
in explaining privacy behaviours and related phenomena, such as the
privacy paradox (Mothersbaugh et al., 2012). Since individuals process
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information differently based on distinct perceptions of informational
qualities, it may be appropriate to measure sensitivity of information by
scaling users’ perceptions rather than indiscriminately dividing levels of
sensitivity based on general information types (Sun et al., 2017).
There is currently no widely accepted scale that measures informa-
tion sensitivity within the workplace. Previous studies exploring infor-
mation sensitivity have largely used scales investigating willingness to
disclose (Cranor, Reagle, & Ackerman, 2000) or privacy concerns
(Buchanan, Paine, Joinson, & Reips, 2007; Preibusch, 2013). However,
none of these directly investigate how individuals evaluate information
sensitivity in the workplace. In this article, we attempt to address this
gap in the security literature by returning to previous doctoral research:
Information Security in the Workplace: A Mixed-Methods Approach to Un-
derstanding and Improving Security Behaviours (Blythe, 2015). Given the
growing threat of cyber attacks faced by organisations, and the central
role of human error in security, we believe that repositioning the pre-
vious findings of Blythe (2015) presents the opportunity for researchers
to employ a useful scale for measuring workplace information sensi-
tivity. By presenting the merits of the scale as a standalone contribution
to the literature, we hope that it may be used to better understand the
relationship between the appraisal of information sensitivity and sub-
sequent security behaviours. Therefore, this research will: 1) describe
the development and validation of a measure aimed at capturing em-
ployees’ assessment of information sensitivity, the Workplace Informa-
tion Sensitivity Appraisal (WISA) scale (Blythe, 2015), and 2) discuss the
application of the WISA scale to investigating differences in sensitivity
by information type, and as a predictor of multiple security behaviours.

Method
Item generation and reduction

Existing literature on information sensitivity was first consulted to
aid item generation. This highlighted the central components of infor-
mation sensitivity as being the degree of privacy concern experienced by
the individual (Sheehan & Hoy, 2000; Weible, 1993) and the potential
for negative consequences associated with the disclosure of specific in-
formation (Gandy Jr, 1993; Mothersbaugh et al., 2012; Sun et al., 2017).
This deductive approach for generating scale items outlined by Hinkin
(1998) is deemed most suitable when there are sufficient theoretical
grounds on which to base the generation of items. However, given the
discussed lack of previous research on information sensitivity, specif-
ically in the workplace, this approach was not used in isolation.
Therefore, the current study used a combination of inductive and
deductive approaches to enhance item generation. Items were also
generated using verbal extracts from a qualitative study exploring fac-
tors that most influence workplace security behaviours (Blythe, 2015).
This qualitative study used a semi-structured approach of vignette based
one-to-one interviews, followed by a framework analysis to suggest a
range of factors that influence security behaviours. This qualitative
study involved a purposeful sample of 20 participants recruited from
two organisations (a university & industry research institution) from the
North of England and South of Scotland. This qualitative analysis
allowed the research team to identify four themes of information
sensitivity: the private nature of information, the potential consequences
associated with information, the value of information, and the perceived
(third party) interest in information. The four themes informed the crea-
tion of the initial survey items and would subsequently be used to help
define extracted scale factors. An initial 22 items were generated with
respect to these four dimensions (see Table 1 for initial 22 items). These
items were devised in accordance with recommendations from Hinkin
(1998) to ensure the use of short and simple questions and to avoid the
use of double-barrelled statements and leading questions.
Reverse-scored items were also included to help reduce response bias. A
consistent rating scale from “strongly disagree to strongly agree” was
implemented across the initial four areas of the WISA appraisal in
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Table 1
Factor loadings for each item (factor loadings lower than 0.30 are suppressed).

Item Rotation Factor Loadings

Factor 4: Factor 5:
Consequences  Low High
proximity proximity
interest interest

“I think Factor Factor Factor 3:
[information 1: 2:

type] is ...” Privacy =~ Worth

Confidential .897

Private .898

Secret .850

Restricted .761

Privileged .656

Insignificant® .834

Meaningless” .895

Worthless” .890

Embarrassing .869

Compromising .753

Discreditable .656

Humiliating .866

Of interest to 941
my friends

Of interest to .946
my family

Of interest to .895

business

competitors

Of interest to .861

criminals

Of interest to 755 .360
fellow

employees

Eigenvalues 4.89 3.37 2.72 1.52 1.06

e Sensitive 723 451

e Valuable .433 .733

e Important .553 .685

o Exploitable .359 .601 .359

o Of interest to .670 .514
the general
public

2 Reversed scored.
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response to previous research that has highlighted prior difficulties in
combining scores from different rating scales (Gliem & Gliem, 2003).

Study design

A non-experimental survey design was employed to validate the
WISA scale (see Fig. 1). The following approach was used to explore the
validity and reliability of the scale in accordance with previous recom-
mendations for developing novel measures (Hinkin, 1995, 1998).

Participants

An opportunity sample of 326 (Age, M = 31.75, SD = 11.51) in-
dividuals were recruited online between August and November 2014.
All recruited participants were in full-time or part-time employment or
unemployed for less than three months. Our sample included 87 males
and 217 females (22 participants chose not to disclose their gender),
with an average (mean) organisational tenure of 5.23 years (SD = 6.66)
and job tenure of 3.18 years (SD = 4.7). Of our sample, 11% (34) were
from a microenterprise (less than ten staff), 13% from a small enterprise
(less than 50 staff), 9.2% from a medium-sized enterprise (less than 250
staff) and 61% from a large organisation (more than 250 staff). Partic-
ipants were recruited using a variety of platforms based on recruitment
recommendations from Branley, Covey, and Hardey (2014) which
included dedicated participation sites (e.g. callforparticipants.com),
social media (e.g. Facebook, Twitter, LinkedIn), mailing lists, student
participation pools and websites and forums. A snowballing sampling
technique was employed in order to maximise recruitment. As
compensation for study completion, participants were entered into a
prize draw to win an iPad or, if they were university students, they
received institutional participation points.

Information types

The WISA scale was validated across eight information types. Po-
tential information types were suggested by the lead researcher and

Stage 1: Face/Content Validity

Subject-matter experts and participants determine the suitability of items

N

Stage 2: Principal Component Analysis (PCA)
Exploring the underlying structure of the scale items and their associations with the constructs

NS

Stage 3: Confirmatory Factor Analysis (CFA)

Testing the hypothesised factorial structure and estimating the degree to which it is a good fit to
the sampled data

NS

Stage 4: Reliability of measures

Determining the internal consistency of the WISA scale

NS

Stage S: Discriminant Validity
Testing whether the WISA scale is unrelated to disimilar constructs

NS

Stage 6: Criterion Related Validity
Identifying the predictive power of the WISA scale on security behavior

Fig. 1. The process of assessing the validity and reliability of the WISA scale.


http://callforparticipants.com

J. Blythe et al.

reviewed and modified by other members of the research team. The
resulting categorisation distinguishes between two general types of in-
formation. The first is information about living individuals, replicating
the four information types proposed by Little, Briggs, and Coventry
(2011): personal information (e.g. address, gender, date of birth, marital
status), health information (e.g. physical and mental health history,
weight, family medical history), financial information (e.g. banking de-
tails, credit rating, loan history) and lifestyle information (e.g. shopping
habits, hobbies, interests). The focus of the items refers to other in-
dividuals’ information, rather than the employee’s own information to
capture the broader perceived sensitivity information. The second gen-
eral information type refers to organisationally-owned information: in-
tellectual property (e.g. trade secrets, creative ideas that could lead to
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patents, copyrights, new products), day-to-day business information (e.g.
current customer & supplier details, quotes, purchase history, call re-
cords), commercial information (e.g. strategic plans, business financial
data) and personnel/HR information (e.g. appraisal, disciplinary infor-
mation, salary, sickness records). Participants were asked to respond to
each of the proposed items of the WISA scale for all eight information
types.

The WISA scale and participant instructions are shown in Fig. 2
below (note that during the validation of the WISA scale participants
responded to six items that were subsequently removed from the final
scale, identified as ‘removed items’).

Instructions

organisation.

o The following statements are about different types of information that may be stored by your

e Read each statement carefully and please rate the extent to which you agree with the statements using a
rating scale from 'strongly disagree' to 'strongly agree’.

Information types

history)

patents, copyrights, new products)

history, call records)

e Personal information about other people (e.g. address, gender, date of birth, marital status)
e Health information about other people (e.g. physical and mental health history, weight, family medical

e Lifestyle information about other people (e.g. shopping habits, hobbies, interests)
e Financial information about other people (e.g. banking details, credit rating, loan history)
e Information about or relating to intellectual property (e.g. trade secrets, creative ideas that could lead to

e Day-to-day business operation information (e.g. current customer & supplier details, quotes, purchase

e Commercial business information (e.g. strategic plans, financial business data)
e Personnel / HR information (e.g. appraisal, disciplinary info, salary, sickness records)

WISA Scale Survey Task
Strongly Disagree Neither Agree Strongly
Disagree Agree nor Agree
Disagree
“I think [information type] is...”
e Secret [] L] L] L] L]
e Private [] [] L] L] L]
e Insignificant L] L] L] [] L]
e Humiliating L] L[] U [] L]
e Ofinterest to fellow employees [] [] (] [] L]
e Meaningless [] [] ] L] U]
e Worthless L] L] L L] L]
e Of interest to business competitors [] [] L] L] L]
e Ofinterest to criminals [] [] L] L] L]
e Embarrassing [] [] L] L] [l
e Discreditable L] L] U] L] L]
¢ Confidential [] L] L] L] L]
e Ofinterest to my family [] [] L] L] L]
e Ofinterest to my friends [] [] ] L] L]
e Restricted [] [] U] L] L]
e Compromising [] [] L] L] L]
_ o Privileged L] L] L] [] L]
E o Sensitive [] [ O] [] L]
= o Valuable O] [ O l O
E »—Impertant [] [] (] [] ]
S e Faploitable ] L] Ll ] O

Fig. 2. WISA Scale and participant instructions.
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Additional measures

Organisational Citizenship Behaviour. The Organisational Citi-
zenship Behaviour (OCB) scale was used to assess the discriminant
validity of the WISA scale. We used the OCB-O subscale by Lee and Allen
(2002). The OCB-O scale was found to have strong internal reliability,
Cronbach’s a = .89. The importance of OCB has been demonstrated in
occupational psychology literature and has been found to have many
positive consequences for organisations, such as increased job perfor-
mance (MacKenzie, Podsakoff, & Ahearne, 1998; Podsakoff & MacK-
enzie, 1997). The scale consists of eight items and all items were
measured on a seven-point scale that ranged from one (never) to seven
(always) in which participants indicated the extent to which they
perform the citizenship behaviours.

Security behaviour. A measure of security behaviour was used to
assess the criterion validity of the WISA scale. Security behaviour was
measured using a 16 item self-developed scale based on best practice
security behaviours identified in a report for the Department for Busi-
ness, Innovation and Skills (Coventry, Briggs, Blythe, & Tran, 2014).
Behaviours were worded to explicitly target the workplace setting (e.g.
“I share passwords with other people at work”). The behaviours comprised
access control, software updates, anti-malware, physical behaviours and
reporting behaviours. The scope of the scale was broad to encompass the
different working conditions employees may face. The security behav-
iour scale had strong internal reliability, Cronbach’s o« = 0.85. All items
were measured on a seven-point scale that ranged from one (never) to
seven (always) in which participants indicated the extent to which they
perform security behaviours in a workplace setting.

Results

We present the following results for 1) an assessment of the validity
and reliability of the Workplace Information Sensitivity Appraisal
(WISA) scale, and 2) the application of the WISA scale to investigate
differences in sensitivity by information type, and as a predictor of
multiple security behaviours.

Assessing the validity and reliability of the WISA scale

Stage 1: Face/Content validity. The content validity of the scale
was assessed using subject-matter experts as well as naive participants to
evaluate the suitability and comprehensibility of selected items. A
workshop with subject-matter experts revealed that the items were
suitable for measuring the construct of information sensitivity. Ten
participants were recruited as naive subjects to assess the items. In a card
sorting activity, they were presented with the questionnaire items and
asked to sort the items into clusters they felt most represented the items.
This procedure was informed by previous research (MacKenzie, Pod-
sakoff, & Fetter, 1991). This confirmed that the generated items were
representative of the qualitatively identified themes of information
sensitivity taken from the previously described vignette-based in-
terviews and theoretical background. Participants were asked to define
their categories. Definitions were not initially provided to participants in
order to gain a deeper understanding of how participants interpreted the
items. This procedure allowed for a more thorough analysis of the initial
items and dimensions beyond what is typically produced by a simple
cognitive sorting task akin to traditional card sorting with definitions
(Anderson & Gerbing, 1991). Participants were also asked to comment
on the clarity and complexity of the questionnaire instructions and
initial items. Finally, participants were asked to provide additional ex-
amples of types of information they would classify under the eight target
information types. The results showed that 60% of participants indi-
cated that survey items were representative of the same themes of in-
formation sensitivity as those identified by the research team, this falls
below the acceptable agreement index of 75% (Hinkin, 1998). This was
to be expected as participants were not provided with the definitions.
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Therefore, another four participants were recruited to conduct a simple
card sorting task with definitions in which 100% sorted them into their
respective themes. Changes were made to the instructions and defini-
tions of the information types following the one-to-one sessions to
improve the usability and comprehensibility of the questionnaire.

Stage 2: Principal Component Analysis. To explore the factor
structure of information sensitivity appraisal, Principal Component
Analysis (PCA) was performed using varimax with Kaiser normalization.
The initial 22 items were entered into the analysis and factor loadings
lower than 0.30 were suppressed (see Table 1). The findings from the
PCA revealed that five factors (eigenvalues were above 1) could explain
the data accounting for 79.73% of the variance. This complied with the
minimum acceptable level of 60% variance and recommendations of
eigenvalues above one for factors (Hinkin, 1998). All items loaded onto
their designated factor above the accepted .40 criterion level. The four
previously identified qualitative themes of information sensitivity were
used to label the proposed factors: the private nature of information, the
potential consequences associated with information, the value of information,
and the perceived (third party) interest in information. The fourth theme
“interest by others” was considered relevant to two distinct factors.
Factor four from the PCA was assigned to those recipients of information
that may be considered to be low proximity to individuals (i.e. business
competitors, criminals and fellow employees). Factor five, on the other
hand, was assigned to those recipients of information which are in high
proximity to individuals (i.e. family and friends). The PCA also revealed
five items that cross-loaded onto multiple factors and these were
removed (see Table 1) as their values were above 0.4 (Hinkin, 1998). “I
think < information type> is of interest to fellow employees” was left in the
analysis as the cross-loading was less than 0.40 on the second factor
(Hinkin, 1998). Overall, the PCA revealed that five factors explained a
large amount of the variance in the data and the items had strong factor
loadings (above 0.40).

Stage 3: Confirmatory factor analysis. CFA was carried out on the
data using AMOS (version 22) to explore the factor structure and esti-
mate the degree to which the model was a good fit to the data. The five
factors were presented as latent variables within AMOS and were
permitted to co-vary. The items for each factor were only allowed to load
onto their respective factor. Covariance between error terms was only
allowed where items were related to the same factor, pursuant to advice
from modification indices within AMOS. The item “privileged” was
removed as it shared too much covariance across factors, had the lowest
factor loadings and was deemed non-specific within the privacy factor.
Fig. 3 shows the average standardised item loadings for the hypothesised
model.

Maximum likelihood estimation methods were used and the input for
each analysis was the covariance matrix of the items. The goodness-of-fit
for the models was evaluated with the following absolute goodness-of-fit
indices: 1) the X? goodness-of-fit statistic, 2) the Root Mean Square Error
of Approximation (RMSEA), 3) the Goodness of Fit Index (GFI), and 4)
the Adjusted Goodness of Fit Index (AGFI). Non-significant x? values
indicate that the hypothesised model fits the data and RMSEA values
smaller than or equal to 0.08 are indicative of acceptable fit. However,
values above 0.1 should lead to model rejection (Browne & Cudeck,
1992). GFI values greater than 0.95 are indicative of good fit and values
greater than 0.90 are indicative of an acceptable fit (Marsh & Grayson,
1995). AGFI values of 0.90 are indicative of a good fit and values greater
than 0.85 may be considered an acceptable fit (Hu, Bentler, & Hoyle,
1995). The final model indicated an acceptable level of fit for three of
the four fit indices and this was evident across all eight information
types (see Table 2). The fit indices for GFI and AGFI were all above 0.9
and 0.85 and the RMSEA were all below 0.08. The chi-square indicated
that the model was not a good fit to the data for all information types,
however, chi-squared has been criticised for being too sensitive to large
sample sizes, especially for samples over 200 (Hoe, 2008), as in the
current study. The model had the best fit for intellectual property and
the least best fit for financial information. However, it was an acceptable
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Fig. 3. WISA Appraisal Confirmatory Factor Analysis with average Item Loadings.

Table 2

Goodness-of-fit indices for WISA appraisal for eight target information types.
Information type x? RMSEA GFI AGFI
Personal x2 (92) = 201.456, p < .001 .061 926 .890
Health x2(92) = 211.818, p < .001 .065 921 .883
Lifestyle x% (92) = 216.460, p < .001 .065 .928 .893
Financial x2 (92) = 252.166, p < .001 .073 .907 .862
Intellectual Property x? (92) = 179.095, p < .001 .054 .939 910
Day to Day %2 (92) = 170.270, p < .001 .051 941 913
Commercial x% (92) = 223.679, p < .001 .066 923 .887
HR x2 (92) = 189.792, p < .001 .057 931 .898

fit for all types. Therefore, the WISA appraisal was considered to be an
acceptable model to explain the data.

Stage 4: Internal Reliability. The final WISA scale comprises of 16
items. The majority of WISA subscales across the eight information types
demonstrated an acceptable alpha level normally deemed to be 0.70 or
above (Hinkin, 1998; Kline, 2013). A small number of subscales fell
short of this 0.70 level, however these items were still above the 0.65
level considered to be at the lower end of the acceptable level for new
scales (Hair, Black, Babin, Anderson, & Tatham, 2006) (see Supplement
Table S3 for full reliability statistics for each WISA subscale across eight
information types).

Stage 5: Discriminant validity. The findings revealed that three of
the five aspects of the WISA scale were statistically unrelated to
organisational citizenship behaviour, therefore, providing partial sup-
port for discriminant validity for the WISA scale. Correlations between
WISA factors and organisational citizenship behaviour were all either
low or statistically insignificant: Privacy (r = .14, p < .05), Worth (r =
0.15, p < .05), Consequences (r = 0.02, p > .05), High Proximity (r =
—0.04, p > .05), and Low Proximity (r = 0.04, p > .05). See Supplement
Tables S1-2 for descriptive statistics for organisational citizenship and
security behaviour, and correlations between WISA components and
OCB.

Stage 6: Criterion-related validity. Multiple regressions were
performed to explore the predictive validity of the WISA scale in
explaining security behaviour. The multiple regression model revealed
that 2 = 0.089, F(5, 287) = 5.586, p < .001 indicating that the WISA
scale accounts for 8.9% of the variance in the composite measure of
security behaviour. Three of the five WISA components (Worth, Con-
sequences & Low proximity) were found to significantly contribute to
the model (see Table 3). Further analyses were conducted to estimate the
degree to which the WISA scale predicts individual security behaviours
(discussed below, see Table 4). Overall, the WISA scale explains some of

INTEREST

/ » |
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Table 3

Tests of significance for the predicted variable of security behaviour from the

predictors of the WISA appraisal.

Predictor variable B B SEB p

WISA Privacy .100 1.454 918 p=.114
WISA Worth .143 2.562 1.138 p < .05°
WISA Consequences —.125 —1.887 .906 p < .05"
WISA High Proximity 075 —.729 578 p=.208
WISA Low Proximity .140 1.616 .692 p < .05°

? p <.05; **p < .01.

Table 4

Regressions with specific security behaviours and the variance explained by

WISA scale results.

Behaviour Regression Variance
explained
e I use complex passwords at work r? = .106, F(5, 287) 10.6%
=6.807, p < .01.

e I use different passwords for different =.056, F(5, 287) 5.6%
work accounts =1.115, p < .01.

e I use trusted and secured connections, =.086, F(5, 286) 8.6%
and devices (including Wi-Fi) when at =5.361,p < .01
work

e I use trusted and secure websites and =.075, F(5, 287) 7.5%
services at work and connect securely =4.670,p < .01

o [ stay informed about security risks r2 =.050, F(5, 287) 5%
online and in the workplace =3.019, p < .05

e [ avoid security risks online and in the = .068, F(5, 286) 6.8%
workplace =4.198, p < .05

e Iam aware of my physical surroundings =.099, F(5, 287) 9.9%
when online at work =6.281,p < .01

e I adjust account settings on websites = .040, F(5, 287) 4%
that I use at work =2.384,p < .05

e I lock my computer when I leave my r* = .032, F(5, 287) 3.2%
workstation =1.897, p = .095.

the variance in security behaviour, therefore, demonstrating reasonable

criterion-related validity.

Findings from the application of the WISA scale

Sensitivity appraisal differences by information type. An eight
(information type) by five (WISA appraisal) repeated measures ANOVA
was conducted to explore differences in ratings for the eight information
types. There was a significant main effect of WISA appraisal on
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sensitivity ratings (F(3.17, 994.48) = 438.924, p < .001) with
Greenhouse-Geisser correction. Post-hoc analyses indicated that there
was a significant difference in ratings between all WISA types. Worth
had the highest ratings (M = 4.12), followed by privacy (M = 3.94), low
proximity interest (M = 3.24), consequences (M = 2.81) and finally,
high proximity interest (M = 2.35). There was also a significant main
effect of information type on rating (F(5.73, 1799.27) = 92.435. p <
.001) with Greenhouse-Geisser correction. Post-hoc analyses indicated
that financial information had the highest ratings (M = 3.49), followed
by health information (M = 3.48), HR information (M = 3.44), intel-
lectual property (M = 3.34), commercial information (M = 3.24), per-
sonal information (M = 3.18), day to day business information was
second lowest for sensitivity ratings (M = 3.14), and lifestyle informa-
tion was the lowest for ratings (M = 3.04; see supplement, Table S5).

There was a significant interaction effect of information type and
WISA appraisal on ratings (F(16.46, 5169.106) = 110.43. p < .001) with
Greenhouse-Geisser correction. Fig. 4 suggests that there appears to be a
consistent trend in the order of the information types across privacy,
worth and consequences. This ordering appears to change for high and
low proximity interest, particularly for the information types of financial
and HR for high proximity interest, and commercial and day to day for
low proximity interest. Financial, HR and health were the three infor-
mation types to be amongst the highest for privacy, worth and conse-
quences dimensions whereas commercial, day to day, and personal are
amongst the lowest for these three dimensions. Intellectual Property is
amongst the highest for privacy and worth, and lifestyle amongst the
lowest. However, this observation reverses for the consequences
dimension. Intellectual property is considered to be highly private and
has high worth but consequences of its disclosure are not perceived as
severe. Lifestyle information is not perceived as highly private and
having high worth, but it may have consequences if disclosed. For
perceived interest in information, intellectual property is the only in-
formation type to be amongst the highest for high and low proximity
interest. Health, lifestyle and personal information were considered to
be of interest to high proximity groups whereas commercial, day to day
and financial were perceived to be of interest to low proximity groups
(see Supplement Figs. S1-5 for mean sensitivity ratings for each WISA
subscale by information type).

Predicting specific security behaviours. The results from our
sample found that employees reported engaging in some security be-
haviours more than others. For example, employees reported high
adherence with not sharing passwords with others, and using trusted
and secured connections when at work. However, employees reported
low adherence with security behaviours such as scanning for available
software updates, and running anti-virus and anti-spyware software at
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Fig. 4. Line graph of ratings for each information type.
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work (see supplement, Table S1, for descriptive statistics for individual
security behaviours). Further analyses were conducted to estimate the
degree to which the WISA scale predicts individual security behaviours.
Table 4 shows that the WISA scale best predicts security behaviours
relating to access control and physical security. Specifically, WISA scale
scores predicted 11% of the variance in the reported use of complex
passwords in the workplace and 10% of the variance of the perceived
awareness of physical surroundings when online at work.

Discussion

This article is an attempt to address the lack of scales measuring
information sensitivity by returning to previous doctoral research: In-
formation Security in the Workplace: A Mixed-Methods Approach to Un-
derstanding and Improving Security Behaviours (Blythe, 2015). We
highlight the development and validation of a measure for information
sensitivity to be used within a workplace setting. The resulting 16-item
scale has five sub-scales: privacy, worth, consequences, low proximity in-
terest and high proximity interest. The WISA scale, alongside its five sub-
scales was found to have strong factorial validity which was confirmed
across eight information types. The scale also had good criterion-related
validity and was found to significantly predict security behaviour.
Finally, the scale was found to have adequate discriminant validity as
three of the five aspects of the WISA scale were found to be unrelated to
organisational citizenship behaviour. This research sought to add
further understanding to defining information sensitivity. The revised
WISA structure was found to be a strong fit to the data for the eight
target information types which suggests that this definition of infor-
mation sensitivity provides a valuable contribution to the literature.
This knowledge might be useful for how we conceptualise information
sensitivity in future research and within government legislation such as
the Data Protection Act (2018). Finally, scores for the WISA scale were
found to predict a range of specific security behaviours including pass-
word usage, secure Wi-Fi usage, physical security and avoiding security
risks. This demonstrates the potential role of information sensitivity
appraisal as a determinant of protective actions in the workplace. We
discuss our findings alongside early applications of the WISA scale in
recent research.

Information sensitivity differences by type

Financial information was found to have the highest ratings for
sensitivity followed by health and HR. These aspects were also found to
be the highest for three of the five sensitivity ratings: privacy, worth and
consequences. Previous qualitative findings have reported that em-
ployees typically rate information about individuals to be more sensitive
than organisational information (Blythe, 2015). The findings from the
application of the WISA scale support these qualitative findings, how-
ever not all information types are considered sensitive. For example,
lifestyle information overall had the lowest ratings for sensitivity. This
difference in information sensitivity with regards to individuals’ data
supports previous research by Cranor et al. (2000) which found that
individuals were willing to disclose lifestyle information but not willing
to disclose financial information. Further research by Mothersbaugh
et al. (2012) on information disclosure found that sensitivity works
along a continuum with demographic and lifestyle factors being the
information people are most willing to disclose and personal identifiable
and financial information as least willing to disclose. Our research
supports this literature, however, it adds a further level of understanding
by exploring how individuals make this appraisal of sensitivity by
considering its perceived privacy, worth, consequences and perceived
interest by high and low proximity others and if it affects security
behaviour.

The development of the WISA scale allows one of the first in-
vestigations of how individuals appraise the sensitivity of
organisationally-focused information. Previously, the findings by Adams
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and Sasse (1999), highlighted that people rate some information about
individuals as more sensitive than organisational information. Infor-
mation regarding health and financial data is consistently viewed as
sensitive across the dimensions of privacy, worth and consequences.
Likewise, HR information about individuals is also considered sensitive
across these dimensions. Personal and lifestyle information, whilst they
refer to individuals’ information are not considered sensitive for pri-
vacy, worth and consequences. Commercial and day to day
organisationally-focussed information were consistently low for privacy,
worth and consequences. Intellectual property was the only information
type that did not relate to individuals but was highly rated for privacy,
worth, high proximity and low proximity interest. Intellectual Property
was not highly rated for consequences and this was the same for other
organisational information. There are a number of possible reasons for
this finding; firstly this study defines consequences as humiliating,
compromising, discreditable, and embarrassing, which individuals may
not associate with information that is not about people. This could
reflect the decline in sensitivity rating for consequences when
comparing the two broad information types of organisational-focussed
and individual-focussed. A second potential explanation could be that
individuals lack awareness of consequences associated with organisa-
tional information and, therefore, rate them lower. Our research con-
firms both the findings from Adams and Sasse (1999), as well as previous
qualitative research into factors that influence security behaviours
(Blythe, 2015), and shows that employees do consider some forms of
organisational-focussed information to be sensitive i.e. intellectual
property. This suggests that a binary judgement is not sufficient for
understanding how information sensitivity is appraised and therefore
recommends the use of the WISA scale to capture the five components
shown to reflect information sensitivity.

The main difference between individually-focussed information and
organisational-focussed is the perceived high or low proximity interest.
High proximity and low proximity interest revealed some interesting
findings with regards to differences in the two broad information types.
Information about individuals (e.g. personal, health and lifestyle) was
considered to be of interest to employees’ high proximity interest groups
(i.e. family and friends) in comparison to organisational-focussed in-
formation as well as financial and HR information. For low proximity
interest, the opposite effect is apparent with organisational-focussed
information (intellectual property, commercial and day to day)
perceived to be of interest to low proximity groups (i.e. criminals, fellow
employees & business competitors). There is limited previous research
that looks at this form of sensitivity appraisal, the inclusion of which was
driven by previous qualitative findings which suggested that employees
consider the audience (or interest) in information that they work with
and use this as a basis to evaluate the sensitivity of the information
(Blythe, 2015). The current study contributes novel findings that suggest
that future research may need to further explore perceived interest in
information sensitivity conceptualisations.

Information sensitivity predicts security behaviours

The WISA scale was shown to significantly predict security behav-
iours, explaining approximately 10% of the variance in the composite
security behaviour measure. When exploring the role of information
sensitivity on individual security behaviours, the WISA scale was found
to explain between 8 and 10% of the variance for use of complex pass-
words, secure Wi-Fi and awareness of physical surroundings when at
work. This indicates that the WISA scale may be more effective in ac-
counting for some security behaviours in comparison to others, and that
further research may help to identify those behaviours most closely
associated with appraisals of information sensitivity. This is promising
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as it suggests that using the WISA scale as a measure of information
sensitivity may help to increase our understanding of the determinants
of multiple security behaviours.

The WISA scale has been further used to study factors that influence
employee anti-malware behaviours (Blythe & Coventry, 2018). An on-
line cross-sectional survey of 526 employees was used to identify factors
that influence intentions to perform three anti-malware behaviours. The
consequences factor of the WISA scale was reported to predict unique
variance in behaviour and was a significant predictor of Anti-malware
software behaviour (scanning USB sticks with anti-malware software).
This suggests that employees who have a greater perception that the
disclosure of the data they work with may lead to negative consequences
(such as compromising and discreditable) intend to scan USB sticks with
anti-malware software to protect the information. This was the first
study to specifically explore the role of workplace information sensi-
tivity appraisal for a specific security threat and sub-set of behaviours.
The WISA scale has also been adapted to capture the perceived sensi-
tivity of health and lifestyle data in a study concerning the sharing of
health data by 250 UK participants living with long-term health condi-
tions (Brown, Coventry, et al., 2022). The WISA scale was implemented
as part of broader efforts to understand patient perceptions and be-
haviours surrounding health and lifestyle data (Brown, Sillence, et al.,
2022; Simpson et al., 2021). Total WISA scale scores were moderately
associated with greater perceived risk, as well as increased concern for
trust, identity, privacy and security issues related to the sharing of health
and lifestyle data. WISA scale scores were also significantly higher
among participants who reported having experienced stigma as a result
of their condition. Of the individual WISA factors, privacy was nega-
tively associated with overall willingness to share health and lifestyle
data with others. The consequences factor was strongly associated with
overall perceived risk from sharing health and lifestyle data with others.
Finally, higher scores on the ‘high proximity interest’ factor were asso-
ciated with more frequent sharing of health data with others and greater
overall willingness to share. This study suggests that the WISA scale
provides a useful measure for capturing perceptions of information
sensitivity relevant to self-generated health and lifestyle data. Further
validation of the scale will provide more evidence for its potential utility
for use within the workplace setting and beyond, and for future research
focussing on information sensitivity.

Limitations

A limitation of the current study is that it is dependent on data and
analysis from previous doctoral research (Blythe, 2015) that did not
sufficiently explore the influence of personal characteristics on the
appraisal of information sensitivity. It is possible that the gender
imbalance in our sample (87 males and 217 females) may have influ-
enced our findings. Further research may look to recruit population
representative samples (as opposed to our use of snowball sampling) in
order to investigate the potential role that features such as age, gender
and additional personal characteristics may play in assessing the sensi-
tivity of workplace information.

Convergent validity could not be assessed. Convergent validity is
important as it measures the degree to which the current scale is
correlated with scales that claim to measure the same construct (i.e.
information sensitivity) (Onwuegbuzie, Daniel, & Collins, 2009). Pre-
vious research (Cranor et al., 2000; Malhotra, Kim, & Agarwal, 2004)
have used related measures of information sensitivity. However, these
were not considered adequate as they had not been under validation
assessment nor did they measure information sensitivity in the work-
place or were related to assessing information that is not about oneself.
Furthermore, they measure the information sensitivity of consumers’
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own information and there are potential ownership and framing issues
when used in comparison to the construct measured within the current
study. However, despite this limitation, the current study provides a
solid basis for further scale refinement and development for measuring
information sensitivity within the workplace.

Finally, it is noted that the ‘Worth’ factor of the WISA scale consisted
of the three items that were reverse scored. It is possible that these items
loaded onto the same factor due to their scoring structure. Future iter-
ations of the WISA scale may chose to not use reverse scoring with
respect to these three items to explore whether or not they still load onto
the same ‘Worth’ factor.

Conclusion

There is currently no consensus on defining information sensitivity
within the security literature. The WISA scale was developed in response
to this gap in the literature and to present a novel measure of informa-
tion sensitivity (Blythe, 2015). The development and application of the
WISA scale is one of the first attempts to explore how individuals rate the
sensitivity of information in a workplace setting. Due to a growing need
to understand the role that workplace information appraisals have on
security behaviours, this article sought to revisit the work of Blythe
(2015) to combine insights from previous literature and to identify the
relevant dimensions of perceptions of information sensitivity. The final
information sensitivity structure of the WISA scale was found to
comprise of privacy, worth, consequences, high and low proximity in-
terest. This structure was found to be a strong fit to the data for the eight
target information types. This suggests that this theoretical account of
information sensitivity is a strong explanation of the data and provides a
valuable step forward for understanding and defining information
sensitivity. The WISA scale was also shown to predict security behav-
iours in the workplace and early findings have reported how individual
dimensions of the scale are predictive of specific employee security
behaviours. This demonstrates the utility of the WISA scale for under-
standing employee security behaviours and for defining information
sensitivity. Further research may look to apply the WISA scale to a
broader range of security behaviours to develop our understanding and
definition of information sensitivity in a security context.
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