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Compelling features such as low power consumption and low complexity make LoRaWAN one of the
most promising technologies to provide long-range connectivity to resource-constrained devices. However,
LoRaWAN suffers from limited scalability since it uses an Aloha-based protocol for accessing the channel
that causes a huge amount of frame collisions when the number of devices (or the network load) is high.
This paper presents LFS-CSMA, a new medium access control mechanism that enhances the scalability of

LoRaWAN networks by just combining the well-known slotted Aloha and CSMA schemes in a novel manner.
With LFS-CSMA, longer frames are transmitted earlier within a given timeslot. Thus, devices with short frames
to be transmitted can check the channel availability before sending them and avoid collisions if they detect
an ongoing transmission. Performance results show that LFS-CSMA causes far less collisions than traditional
MAC mechanisms, thus improving the scalability of LoRaWAN networks significantly.

1. Introduction

Throughout the last few years, Internet of Things (IoT) technolo-
gies have been attracting increased attention from both industry and
research communities since they make possible the connection of huge
amounts of resource-constrained devices to the Internet [1]. Emerging
IoT networks offer, therefore, the potential to support a wide range
of applications including, among others, remote health monitoring,
vehicular communications, home automation, emergency notification
systems, smart city and industrial monitoring.

One IoT technology that is currently gaining great relevance is Low
Power Wide Area Networks (LPWAN). Different from other cellular
and short-range wireless technologies, LPWAN provides long-range
connectivity for low power and low data rate IoT devices [2]. In partic-
ular, LPWAN enables wide area coverage to lots of power-constrained
devices that just need to sporadically transmit short messages over long
distances. Within LPWAN solutions [3], the most popular technologies
are SigFox, NB-IoT, LTE-M, DASH7 and LoRaWAN.

In this paper, we focus on LoRaWAN networks [4]. Promoted by the
LoRa Alliance [5], LoRaWAN defines an open protocol stack to operate
over the LoRa (Long Range) physical layer on unlicensed bands [6]. The
main LoRaWAN features (i.e., long range, low power requirements, low
complexity and open specifications) make it one of the most promising
LPWAN technologies. However, one of the most critical weak points
reported for this technology is its limited scalability [7]. According
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to the LoRaWAN specifications, most devices follow a simple Aloha-
based protocol for accessing the channel, so they just transmit their
frames without restraint as long as they have data to send. Certainly,
this simple Medium Access Control (MAC) mechanism is suitable for
monitoring applications requiring sporadic data transmissions but, as
the number of devices (or the network load) increases, it becomes
excessively inefficient since it will be more likely that multiple devices
transmit at the same time, thus causing lots of collisions. Therefore,
large-scale LoRaWAN networks with high traffic load require more
efficient MAC schemes.

Many alternative random access MAC mechanisms have been pro-
posed to enhance scalability of LoRaWAN networks [8-14]. They are
mostly variants of the well-known slotted Aloha and CSMA (Carrier
Sense Multiple Access) schemes. Slotted Aloha splits the channel into
discrete timeslots of fixed duration and then forces devices to start
their transmissions at the beginning of a timeslot, whereas, with CSMA,
devices must check the availability of the channel before sending their
frames. There are also some scheduled time-slotted mechanisms that
allocate each timeslot to a unique sending device, thus avoiding col-
lisions [15-18]. These contention-free mechanisms could significantly
improve efficiency but, unfortunately, they are very difficult to deploy
since the coordination of transmissions in LoRaWAN networks is a
really challenging task [19].

This paper presents LFS (Longest First Slotted)-CSMA, a new MAC
scheme that enhances the scalability of LoRaWAN networks by just
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combining both slotted Aloha and CSMA mechanisms in a careful man-
ner. To the best of our knowledge, this is the first time this approach has
been investigated for this kind of networks. Unlike slotted Aloha, our
proposal allows frames within a given timeslot to be transmitted at dif-
ferent instants. Specifically, LFS-CSMA schedules frame transmissions
according to their durations so that longer frames are transmitted ear-
lier in the timeslot. This helps to reduce the amount of collisions, since
those devices with short frames to be transmitted have some time to
detect the ongoing transmission of a larger frame and reschedule their
own transmissions. We also develop an analytical model to evaluate the
performance of our scheme and some basic random access mechanisms
(pure Aloha, slotted Aloha and non-persistent CSMA). Performance
results show that LFS-CSMA clearly outperforms all the classic schemes
improving the scalability of LoRa transmissions significantly.

The rest of the paper is organized as follows. In Section 2, we review
the main LoRa and LoRaWAN characteristics and discuss some recent
MAC schemes proposed for these networks. Then, Section 3 presents the
new LFS-CSMA scheme. In Section 4 we develop the analytical model
used to evaluate the performance of the MAC schemes. Numerical
results are shown in Section 5. Finally, we discuss some relevant
deployment issues in Section 6 and summarize the main conclusions
in Section 7.

2. Related work
2.1. LoRa

LoRa is a proprietary chirp spread spectrum based modulation
technique developed by Semtech for license-free sub-gigahertz radio
frequency bands [6]. LoRa performance depends on several config-
urable radio parameters such as the spreading factor (SF), the channel
bandwidth (BW) and the coding rate (CR). LoRa supports multiple SFs,
ranging from 7 to 12, to balance the trade-off between coverage range
and data rate: increasing the SF permits reaching longer distances, but
at the cost of reducing the data rate and consuming more energy.

In addition to the SF, LoRa transceivers can also select the channel
bandwidth in the range from 7.8 kHz to 500 kHz, although they typically
operate at 125, 250 or 500 kHz. A narrower BW will increase reception
sensitivity while the bit rate is reduced. Additionally, LoRa provides
multiple orthogonal channels for each given BW to increase network
capacity.

LoRa also uses forward error correction (FEC) coding to increase
the reception sensitivity and improve protection against interference.
Four different coding rates can be used: 4/5, 4/6, 4/7 and 4/8, denoted
as CR 1 to CR 4, respectively. More redundant overhead bits are sent
with higher CRs, thus increasing resilience against interference at the
expense of lowering data bit rate.

LoRa data frames include a preamble, a PHY header, the data pay-
load and the payload CRC resulting of applying the chosen FEC code.
The preamble permits synchronizing the receiver with the transmitter.
It consists of two parts: a fixed one, comprising 4.25 symbols, and
a configurable one that can have a length from 6 up to 65532 sym-
bols (8 symbols by default). The payload size is also configurable,
although LoRa limits the PHY message (the frame without considering
the preamble) size to a maximum of 255 bytes.

2.2. LoRaWAN

While LoRa defines the lower physical layer, LoRaWAN specifies the
MAC protocol and the network architecture to be used with it [4]. In the
LoRaWAN architecture, end devices (EDs) communicate with gateways
(GWs) forming a star topology. The GWs act as relays forwarding all
messages between the EDs and a network server that manages the en-
tire network. LoRaWAN specifies three different types of EDs (classes A,
B and C) based on their downlink traffic requirements and energy
constraints. In this paper, we focus on Class A, the most popular and
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energy efficient one. This class is intended for battery-powered nodes
with stringent energy constraints. Class A EDs only wake up when they
have some data to transmit to the GW. Every uplink transmission can
then be optionally followed by one or two receiving windows used for
the GW to send acknowledgments or commands in the downlink.

Class A EDs access the channel using a mechanism based on pure
Aloha (P-ALOHA). Thus, every time an ED has data to transmit, it sends
a frame without using any control mechanism. Despite its simplicity, P-
ALOHA provides good enough performance in LoRaWAN networks with
low loads: since SFs are quasi-orthogonal' and LoRa provides multiple
transmission channels per BW, collisions will only occur when two or
more EDs transmit data on the same channel frequency and SF at the
same time. However, P-ALOHA has limited scalability. With a large
number of EDs, the number of collisions greatly increases and channel
capacity is reduced significantly.

2.3. MAC schemes for LoORaWAN

Many alternative MAC schemes have been proposed to replace P-
ALOHA in LoRaWAN networks. The most promising ones are described
next.

2.3.1. Slotted ALOHA

A well-known improvement to the P-ALOHA protocol is Slotted
ALOHA (S-ALOHA). With this mechanism, the channel time is split
into discrete slots of fixed length and EDs are forced to start their
transmissions only at the beginning of a slot. This technique signifi-
cantly reduces the number of collisions, thus achieving an important
increment on channel capacity. In order to define the timeslots required
by S-ALOHA, EDs need to maintain their clocks synchronized according
to a reference clock. Although providing an efficient synchronization
of a large number of EDs is not an easy task due to sparse up-
link transmissions, limited downlink availability and different data
rates, some promising synchronization schemes have been recently
proposed [8,18,21].

2.3.2. CSMA

LoRa chipsets provide a channel activity detection (CAD) mode
designed to detect LoRa preamble or data symbols on the radio chan-
nel [22]. LoRa CAD procedure usually requires just a few symbols to
operate. The exact duration of a CAD measurement depends on the
spreading factor, but it is just about the duration of two symbols.
This CAD mode can be used to implement a CSMA scheme on top of
LoRa [9-14]. With CSMA, EDs must sense the channel before sending
their frames. Then, if no activity is detected on the selected channel,
the frame transmission can be carried out. Contrarily, if the channel is
occupied by an ongoing transmission, EDs must back-off for a random
period before checking the channel again. Although CSMA schemes
are negatively affected by those transmissions unable to be perceived
from hidden nodes, they can alleviate collisions and improve channel
capacity in most common scenarios. Another interesting factor that
should be taken into account is that stringent duty cycle restrictions
enforced by the ETSI to operate in the sub-GHz ISM bands can be
bypassed by those MAC protocols that, as CSMA, sense the channel
before allowing transmission.

2.3.3. Scheduled time-slotted mechanisms
Several scheduled time-slotted MAC mechanisms have been recently
proposed for LoRaWAN networks [15-18]. This kind of mechanisms

1 Although a perfect orthogonality among SFs is commonly assumed, trans-
missions from EDs using different SFs may also collide, thus diminishing LoRa
performance [20].



S. Herreria-Alonso et al.

Computer Networks 216 (2022) 109252

‘ Slot i—1 ‘ Slot i

ot RS L EE L LR EL LT Ea e  aGLEE L L L L L e e e >

S S Tmax Sg

: n—th frame :

i Tcad<,,,,,,,,,,,,In ,,,,,,,,,,,, 2

li-1 liv]
Fig. 1. LFS-CSMA scheduling.

Table 1 Consider an ED with a frame of length T, pending to be transmitted
MAC schemes for LoRaWAN. at timeslot i, and let 7; be the time at which the timeslot i begins.
Scheme Access Synchronized CAD As shown in Fig. 1, with our scheme, the ED will schedule a CAD
P-ALOHA Random No No measurement of duration T,y at instant 7, + T, — T, — T, and, if no
S-ALOHA Random Yes No channel activity is detected, it will then start the frame transmission at
CSMA Random No Yes instant T T . Note that, if the f durati . 1 that
Seheduled MAC Reserved Yes No instant #; + Ty, — 7, Note that, if the frame duration is so long tha
LFS-CSMA Random Yes Yes Thax — Tead < T, < Ty then there is not enough time to perform a

splits the channel time in repeated cycles, each one comprising a
number of fixed timeslots. Then, each timeslot is allocated to a unique
transmitting ED, thus avoiding collisions. As S-ALOHA, these mecha-
nisms require accurate and efficient time synchronization of EDs but,
in addition, they also need to implement a resource allocation mecha-
nism, either centralized or distributed. Unfortunately, the scheduling of
transmissions is a really challenging task in LoRaWAN networks since
they are commonly composed of a dynamic set of heterogeneous EDs,
joining and leaving the network at random times, with different (and
usually unknown) resource requirements. Moreover, the dissemination
of scheduling information to EDs is complicated due to the constrained
downlink availability and low data rates. Therefore, although sched-
uled time-slotted mechanisms have awakened great expectations, they
must still address several important issues before being a viable alterna-
tive for LoRaWAN networks [19]. For this reason, we have disregarded
this kind of mechanisms in the following sections of our study.

Table 1 summarizes the main features of the MAC schemes de-
scribed in this section. For comparison, it also includes the character-
istics of our proposed scheme. As we will show in the next section,
LFS-CSMA is able to improve the performance of S-ALOHA by intro-
ducing the possibility of performing CAD measurements to reduce the
number of collisions.

3. Longest First Slotted CSMA (LFS-CSMA)

This section presents LFS-CSMA, a new MAC protocol for LoRaWAN
networks that carefully combines both S-ALOHA and CSMA schemes.
First, note that, in time-slotted schemes, the timeslot length should be
set to the time required to transmit a frame of maximum size (T,,,,)
to avoid frame fragmentation and reassembly operations at the trans-
mitters and receivers, respectively. Additionally, in a real deployment,
timeslots must also include a guard interval of length T, to tolerate
slight time de-synchronizations and avoid inter-timeslots collisions.
Therefore, we assume that the channel time is split into timeslots of
length Tgo = Tpax + T,

Differently to the classic S-ALOHA scheme, our proposal will not
force EDs to start their transmissions at the beginning of a timeslot.
Instead, we propose to align frame transmissions at the end of the
timeslot, that is, the transmission of each frame will be delayed so
that the end of the transmission coincides with the end of the timeslot
(without considering the guard time). Thus, since the frames to be sent
in a given timeslot presumably have different durations, the longest
of them will be transmitted earlier, while EDs with pending frames of
shorter sizes will have some time to sense the channel before initiating
their own transmissions.

CAD measurement and the ED must start the transmission of the frame
without sensing the channel.

A simple example of S-ALOHA and LFS-CSMA operations with
three EDs is shown in Fig. 2. With S-ALOHA, and regardless of frame
durations, a successful transmission will occur when only a single ED
attempts to transmit in a timeslot, as shown in Fig. 2(a). However,
LFS-CSMA takes advantage of the different frame durations to increase
the number of successful transmissions. As shown in Fig. 2(b), at
the beginning of the first timeslot, ED #1 starts the transmission of a
frame of maximum length without carrying out a CAD measurement.
Note that this frame is successfully transmitted since EDs #2 and #3
can detect the channel activity before beginning their transmissions
and, therefore, can reschedule them to the next timeslot. Then, in the
second timeslot, ED #2 successfully transmits its frame after sensing the
channel since ED #3 is able to detect the channel activity and cancel
its own transmission promptly. However, in the third timeslot, a new
frame from ED #1 and the pending one from ED #3 will collide since
their sizes (and, therefore, their corresponding transmission instants)
are so similar that the CAD procedure of ED #3 is unable to detect the
channel activity before initiating transmission.

As can be seen from this example, aligning frame transmissions at
the end of the timeslots (instead of aligning them at the beginning,
as in S-ALOHA) gives an opportunity to some EDs to detect ongoing
transmissions and reschedule their own ones, thus reducing the number
of collisions and improving scalability.

4. Performance analysis

In this section we present a new analytical model to evaluate
the performance of P-ALOHA, S-ALOHA, CSMA and LFS-CSMA in Lo-
RaWAN networks. Even though it is based on the classic model com-
monly used to analyze MAC schemes, it has been conveniently adapted
to capture the main LoRa features thus providing a realistic model for
these networks. A notation summary is provided in Table 2.

Our model will just consider uplink traffic from some unrelated
EDs to the GW. We assume perfect orthogonality among SFs and
that the number of contending EDs attempting to transmit on the
same channel/SF follows a Poisson distribution. Since LoRa frames
are allowed to transport payloads of different sizes,> we assume that
the frame transmission times 7,, for n = 1,2,..., are a set of i.i.d.
general random variables with mean T, = T. We define the normalized
load G as the average number of transmission attempts per T. As
the performance measure, we will use the normalized throughput .S,
defined as the average number of error-free received frames per 7.
The normalized throughput can be calculated as the normalized load
multiplied by the probability of success of a transmission attempt, that

2 The PHY header contains a field announcing the payload length.
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Fig. 2. S-ALOHA and LFS-CSMA examples. Successfully sent, rescheduled and collided frames are represented with black, gray and dash-filled boxes, respectively.

is, the probability that there are no more transmission attempts during
the vulnerability time corresponding to the given MAC protocol. Let V'
be the vulnerability time, that is, the period during which no further
transmissions should be attempted to avoid any collision. Since the
number of transmission attempts during a period of length v follows a
Poisson distribution of mean vG/T, then we have that the probability
of success of a transmission attempt is

Psuccess = / e_UG/?fV(U) dv, 1)
v

where f,(v) is the probability density function of the vulnerability
time, and, therefore, the normalized throughput is®

S8 =G Pyyecess = G/ e_UG/TfV(U) do. ()]
v

Another metric usually employed to evaluate the performance of
MAC schemes is the Frame Loss Rate (FLR). This measure is defined as
the ratio of unsuccessful transmission attempts, so it can be computed
as the complementary probability of a successful transmission attempt:

s gy
FLR =1 = pyyeeess = 1 — 5 =1- Ae LG/Tfl/(u) do. 3

4.1. P-ALOHA

It is well known that, in a pure Aloha system, a frame will be
successfully transmitted:

1. if the number of uncompleted preceding transmissions at the
beginning of the reference transmission is zero,

2. and if no node starts a new transmission during the reference
transmission time.

However, several studies have shown the ability of LoRa to receive
partially overlapped transmissions [23]. In fact, LoRa receivers are
able to correctly decode a frame even if the first preamble symbols

3 We will disregard the effect of the variable success probability for different
frame sizes on the mean carried traffic and focus on throughput instead.

Table 2

Notation summary.
Notation Parameter
G Normalized load
S Normalized throughput
14 Vulnerability time
T, Transmission time of frame n
T Mean frame transmission time
Tonax Maximum frame transmission time
Thin Minimum frame transmission time
Tiong Transmission time of the longest frame in a timeslot
Tym Time required to transmit a LoRa symbol
N[;,eumble Number of symbols comprising the LoRa preamble
Toreamble Time required to transmit the LoRa preamble
Nipy Number of symbols comprising the physical message
Tony Time required to transmit the physical message
Torap Time allowing overlapped LoRa preamble transmissions
Gorp Mean number of transmission attempts in a T,,, period
T, Guard time (in slotted schemes)
Tyt Timeslot length (in slotted schemes)
Gyot Mean number of transmission attempts in a timeslot
Teaa Time required for a CAD measurement
G Mean number of transmission attempts in a T, period
P Ratio of hidden EDs
R LoRa data rate

collide with other transmissions granted that at least six symbols are
not overlapped. Then, the first condition happens with probability

b = e~ T=Totap)G/T _ o~(G—Gotap) 4

where Gy, = GTgpyp /T is the mean number of transmission attempts

olap olap = Tpreamble — 6T,
overlapped preamble transmissions, Tpcamble

transmit the LoRa preamble symbols and T,

is the time LoRa allows
is the time required to
is the duration of a

ina T period, T,

sym

sym
symbol.* On the other hand, assuming i.i.d. transmission times with
probability density function f(¢), the second condition is met with

4 Appendix A shows how to compute these values for a particular LoRa
configuration.
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probability

P = / /T fr(t)dr. )
T

Therefore, the probability of success of a transmission attempt is
= p,p, and the normalized throughput is given by

psuccess

Sp_aLoma = Ge™ (¢ Colw) /T e~16/ ?fT(l) dr. 6)

4.2. S-ALOHA

Thanks to the introduction of discrete timeslots, S-ALOHA reduces
the vulnerability time to just one timeslot duration. Recall that the
timeslot length should be enough to transmit a frame of maximum size
plus a guard interval (Tgy = Tpax + Ty). Therefore, assuming that the
guard interval is large enough so that the probability of collision in
adjacent timeslots is negligible, the vulnerability time with S-ALOHA
is then Vs_arona = Toior = Tmax + T, and the normalized throughput is

given by
Ss-aLoma = Ge~ %, Q)
where Gy, = GTy, /T is the mean number of transmission attempts

in a timeslot. Note that the throughput obtained with this scheme is
independent of the distribution of the transmission times. Finally, it
should also be noticed that S-ALOHA is not able to take advantage of
the ability of LoRa to receive partially overlapped transmissions since
all of them are initiated at the beginning of the timeslot.

4.3. CSMA

CSMA-based schemes can be implemented using the CAD mode
embedded in LoRa chipsets. Unfortunately, it has been reported that,
under some radio conditions, the CAD procedure fails to detect channel
activity in real-world deployment scenarios [13], so it is recommended
to take several consecutive CAD measurements to improve activity
detection accuracy [24]. In any case, it must be taken into account
that CAD unreliability and the existence of hidden terminals hinder the
efficiency of CSMA approaches.

Certainly, the CAD mode will be able to detect an ongoing LoRa
transmission just as soon as the radio signal from that transmission
reaches the listening ED. However, note that propagation delays in
LoRaWAN networks are much shorter than the duration of a symbol
transmission (and, therefore, than the duration of the CAD procedure,
T..q), so they are usually neglected when analyzing this kind of net-
works. We thus assume that two transmission attempts will not collide
if the elapsed time between them is longer than T4 and the sending
EDs can hear each other. Taking this into account, a LoRa frame will
be successfully transmitted with a non-persistent CSMA scheme when
the four following independent conditions are simultaneously met:

1. There are no more transmission attempts during the initial
T.,q period following the beginning of the reference transmis-
sion. This happens with probability p; = e %, where G4 =
GT,,q/T is the mean number of transmission attempts during a
CAD measurement.

2. There are no more transmissions attempts from hidden EDs dur-
ing the transmission time remaining after the initial T4 period
following the beginning of the reference transmission. Let p;, be
the ratio of hidden EDs from the sending ED. We assume for
simplicity that all EDs observe the same constant p;, ratio. Then,
this condition is met with probability

Py = /T e~ (=Teat)PnG/T frtde = ePhGead /r e~'mG/T fr(®de. 8)
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3. The number of uncompleted preceding transmissions from hid-
den EDs at the beginning of the reference transmission is zero.
Recall that LoRa allows overlapped preamble transmissions for

a Ty, period, so this condition is met with probability

s & e T=Toiap)phG/T _ o=h(G=Golap)_ ©

4. The CAD procedure of the sending ED has not detected any
activity on the selected channel since, otherwise, it would not
have sent the frame. Let p;,.. be the probability that an ED finds
the channel free after a CAD measurement. We will compute this
probability as pyee = 1 — Pyyey> Where py,, is the probability
that an ongoing transmission is detected, that is, the probability
that a frame is being transmitted from a no hidden ED. This
probability can be approximated as py,gy ~ n Py, With p, being
the probability that at least one transmission will be carried out
after a CAD measurement and »,, the mean number of indepen-
dent periods of length T, that comprises a frame transmission,
if we assume that once a frame is transmitted in one of these
T.,q Deriods, any other transmission attempt in the following
ones will be canceled. Note that a transmission will be carried
out after a T,y period if the channel is sensed free (again with
probability py..) and if there is at least one transmission attempt
from a no hidden ED in this period, 0 py, = pgree(l —e (1 7/0)Ccaa),
Since n,, can be obtained as T/T,,4, then we have that

T —(1-
= T Prree(l — 7700, 10
d

ca

Prree = 1

and solving for py..., we get that

Tcad
Pfree = — . (1D
free Toa +T (1 — e—(l—ﬂh)chd)

The success probability of a transmission attempt is, therefore,
Dsuccess = P1P2P3Pfrees and we have that

God &~ Ph(G=Golap)=(1=pn)Gad i G/T
S = e 'Ph 1) dt. (12)
CSMA 1+ Gcad/G — e~ (1=pn)Geaq /T Jr®
4.4. LFS-CSMA

Clearly, the vulnerability time with our proposal is again equal to
one timeslot duration. However, note that, now, not every transmission
attempt will be eventually carried out, since those EDs detecting chan-
nel activity through the CAD procedure will postpone their scheduled
transmissions. Certainly, within a given timeslot, the ED with the
longest frame to be sent will be the one that schedules the earliest
frame transmission. Consequently, it will not sense any activity on
the channel and will eventually start the transmission of the frame at
the corresponding instant. This transmission, of duration Tj,,,, will be
successful if the rest of EDs with pending frames in the timeslot are
able to detect it and defer their transmission attempts, that is, if all the
rest of pending frames in the timeslot correspond to no hidden EDs and
have a duration smaller than T,y,, — Teoq-

Assume that there are 1 + k frames waiting to be sent in a given
timeslot, all of them with i.i.d. lengths (the longest frame and the
remaining k ones). Clearly, if k£ = 0, the unique frame in the timeslot
will always be successfully transmitted. Otherwise, the probability that
a different ED (of the remaining k EDs with a frame to be sent) can
detect the ongoing transmission can be computed as

Peag = (1 — ph)FT’(Tlong — Teaa)» 13)

where Fp/ (1) is the cumulative distribution function of the random
variable T’ that represents the transmission time of those frames shorter
than the longest one in the timeslot (T’ = T | T < T,,,,). On the other
hand, as shown in Appendix B, the cumulative distribution function of
the length of the longest frame in the timeslot is FT]”ng )= (FT(t))l+k,
and hence, differencing it, we get that its probability density function
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Table 3
Configuration parameters.

Parameter Dense scenario Sparse scenario
SF 7 10

BW 125kHz 125kHz

CR 4/5 4/5

Toym 1.024 ms 8.192ms
Nireamble 8 symbols 8 symbols
Treamble 12.544 ms 100.352 ms
Niayload 85-115bytes 25-51 bytes
Npny 133-178 symbols 38-63 symbols
Thoin 148.736 ms 411.648 ms
Thax 194.816 ms 616.448 ms

T 171776 ms 514.048 ms

T, 9.741 ms 30.823 ms

Tyor 204.557 ms 647.271 ms
Teag 4.096 ms 32.768 ms

R 5.469kb/s 0.977kb/s

P 0.05 0.1

I8 fr,, 0 = (1 + k) (FT(I))k fr(@®. Then, the probability that all the
k remaining EDs in the timeslot detect the transmission of the longest
frame and avoid the collision is

Paa®) = [ (=P =Tea)* i, 0

=(1+kd- ph)k/ (Fpo(t = Too))* (Fr)* fr(ryde, 14
T
and, therefore, the probability of success is given by
- o (Gyo) et poyg(k)
— a—Gyo slot . Fea
Psuccess = €N + kgl X! T+ k 15)

since 1/(1+k) is the probability that the frame is the longest one in the
timeslot. Finally, recall that the success probability must be multiplied
by the normalized load to get the normalized throughput as usual.

5. Numerical results

For the performance evaluation of the MAC schemes analyzed in
the previous section, we have considered two different scenarios. In
the first one, a dense LoRaWAN network with EDs close to the GW was
assumed, so it was configured with the lowest spreading factor (SF = 7)
to reduce energy consumption and achieve high data rates. In the
second scenario, we considered a sparse LoRaWAN network where EDs
are farther from the GW, so it was configured with a higher spreading
factor (SF = 10) to provide a longer range connectivity. Table 3 shows
the main LoRa configuration parameters for both scenarios. We selected
the default values intended for EU868 band and assumed uniformly
distributed payload sizes up to the maximum possible values for each
configuration scenario according to LoRa restrictions for the given SFs.
For the slotted schemes, we considered a guard time equal to 5% of T,
while, for the CSMA-based techniques, we fixed T4 to the duration of
4 symbols. Finally, note that the ratio of hidden EDs configured for the
sparse scenario doubles that configured for the dense one.

We have particularized in Appendix C the model developed in
Section 4 assuming uniform frame transmission times. The graphs in
the following subsections show the numerical results obtained when
applying the formulas derived in Appendix C to both the considered
scenarios.

5.1. Dense scenario

Fig. 3(a) shows the normalized throughput achieved in the dense
scenario for the different MAC schemes with normalized loads up
to 1. Firstly, note that, as expected, S-ALOHA improves the throughput
achieved with P-ALOHA thanks to the introduction of timeslots. How-
ever, when the traffic load increases, the ability to detect the channel
activity before transmitting frames permits reducing the amount of
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collisions significantly and both CSMA-based schemes obtain higher
normalized throughputs than the Aloha-based ones at both medium and
high loads, although LFS-CSMA is the scheme that provides the best
performance.

FLRs obtained for the different schemes are compared in Fig. 3(b).
Note that, even for a modest target FLR of just 0.1, P-ALOHA could
only perform at very low loads (G =~ 0.054), while S-ALOHA and
CSMA would be able to support a traffic load up to G ~ 0.088 and
0.103, respectively. Our proposal clearly outperforms all these schemes
since, for the selected target FLR, it is able to support a load close to
G ~ 0.148.

5.2. Sparse scenario

Fig. 4 depicts the results obtained for the sparse scenario. As ex-
pected, these are very similar to those obtained for the dense one
with just some nuances. Again, CSMA-based schemes achieve more
throughput than Aloha-based ones. Also, note that the throughput that
can be obtained with both CSMA-based schemes has been reduced since
the ratio of hidden EDs is much higher in this scenario. In any case, our
scheme is again the one that gets the highest throughput.

Regarding the FLRs, these are also very similar to those obtained in
the dense scenario. Now, the traffic loads that the schemes can support
to maintain a target FLR of 10~! are, approximately, 0.055, 0.084, 0.095
and 0.123 for P-ALOHA, S-ALOHA, CSMA and LFS-CSMA, respectively.
In view of these results, we can affirm that the proposed LFS-CSMA
scheme can significantly improve the scalability of LoRaWAN networks
just introducing limited complexity.

5.3. Fairness

Not surprisingly, LFS-CSMA introduces a fairness bias in favor of
long frames. Recall that our scheme inherently selects for transmission
the longest frame in each timeslot. As shown in (13), the longer the
longest frame in the timeslot is, the higher the probability of transmis-
sion detection and, therefore, the higher the probability of transmission
success.

However, this bias is not a great concern in practical scenarios. To
show this, we have derived the probability of success in the transmis-
sion of a frame as a function of its duration (see Appendix C.3.1) and
computed this probability for the minimum, average and maximum
frame durations considered in both the dense and sparse scenarios
(see Table 3). Maximum payload sizes have been selected according
to LoRa restrictions for the given SFs in the EU868 band, while the
corresponding frame durations for each payload size have been calcu-
lated using the formulas shown in Appendix A, as established in LoRa
specification. Fig. 5 shows the normalized success probabilities for the
minimum and the average frame durations in each scenario (that is,
their success probabilities divided by the success probability of the
longest frames). Certainly, shorter frames experience smaller success
probabilities. However, note that the impact of frame duration on the
success probability increases with network load. In fact, the reduction
in the success probability obtained for moderate (and most common)
loads is relatively low and, therefore, the effects of this bias are limited
in practice. On the other hand, it is expected that, after a backoff period,
the amount of pending data in the ED will increase, thus enlarging the
size of the pending frame and, therefore, its transmission priority.

Finally, it can also be argued that, as in practice this bias only has
a negative impact on the delay experienced by short frames, it would
be almost irrelevant in scenarios with flexible delay requirements.
Moreover, prioritizing long frames may be the appropriate behavior for
this kind of mechanisms since, as they transport more data, this has a
beneficial effect on the amount of carried traffic and, therefore, on the
whole network efficiency.
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5.4. Energy efficiency

Finally, we also evaluated the energy efficiency of the MAC schemes.
We define the energy efficiency # as the average number of bits that
EDs can successfully transmit through the channel per joule:

'1 - S_JVSUCCCSS R (16)
GE+Pg .

where N ... is the average number of bits in the payload of the frames

that are successfully transmitted, E is the average energy required to

deliver a frame to the GW and P, is the power consumed by the
synchronization procedure in the slotted schemes.

The N for each MAC scheme has been computed in Ap-
pendix D. Regarding the energy required to send a frame, note that,
with ALOHA-based schemes, EDs just consume energy when transmit-
ting frames. Then, if P, is the power consumption of an ED while
transmitting, the average energy required for each transmission attempt
is Ep_arona = Es_arona = P T. However, with CSMA and LFS-CSMA,
frames are only transmitted when the channel is sensed free (with
some probability py...), although EDs must consume some additional
energy when performing CAD measurements, s0 Ecgya = Errs_csma =
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PireePixT ix+Prx Tead» Where T, is the average duration of the transmitted
frames and P, is the power consumption of an ED while sensing the
channel. The p;,.. probability with CSMA has already been computed
in (11), while, for the LFS-CSMA scheme, we have obtained it in Ap-
pendix C.3.2. Regarding the duration of the frames sent, note that,
for low ratios of hidden EDs, we have that T\, ~ T with CSMA and
T, ~ Tlmg with LFS-CSMA. The average duration of the longest frame
in a timeslot has been computed in Appendix D.3.

Additionally, both S-ALOHA and LFS-CSMA schemes require some
extra energy to keep EDs synchronized. Assuming that synchroniza-
tion is performed by the reception of periodic beacons with payload
size Nye,con (and corresponding duration Ty.,.,,) sent by the GW at
intervals of length T,y,., we have that Py, = P, Tpeucon/Tsync-

Fig. 6 shows the energy efficiency obtained in both dense and sparse
scenarios using the same energy parameters as in [25]: P, = 84.15mW,
Py = 1518mW, Nigueon = 16B and Ty, = 128s. Clearly, CSMA and
LFS-CSMA are the most energy efficient MAC schemes. Channel activity
detection improves energy efficiency since frames are only transmitted
when the channel is sensed free, thus reducing the number of useless
transmissions significantly. These graphs also show that our scheme
improves the throughput of LoRa networks at the cost of slightly
increasing energy consumption with respect to CSMA. In any case, the
loss of energy efficiency is minor and is clearly compensated by the
higher throughput. Finally, note that the sparse scenario is more energy
demanding than the dense one. This is mainly due to the fact that the
frames in the sparse scenario must transport shorter payloads to reach
longer distances.

6. Discussion

In this section we discuss some relevant issues for deploying LFS-
CSMA. First, recall that, as every slotted time-based scheme, LFS-CSMA
must rely on an efficient and accurate synchronization system to define
the timeslots. In particular, for our scheme it suffices with a lightweight
synchronization mechanism that guarantees time differences below a
few milliseconds. Several synchronization mechanisms such as those
proposed in [8,18,21] fulfill these requirements, so any of them could
be satisfactorily employed with our scheme.

Another important aspect to be considered is the duration of the
timeslots. We claim in Section 3 that the timeslot length must be set
to the time required to transmit a frame of maximum size plus a
guard time to tolerate slight de-synchronizations. The maximum frame
duration can be easily pre-computed considering the maximum payload
size according to LoRa restrictions for the employed SFs and frequency
bands, or the maximum application payload size, if known. Regarding
the guard time, its actual value depends on both the accuracy of the
synchronization mechanism and the maximum propagation delay but,
for all the considered mechanisms and scenarios, it would be equivalent

to a very small portion of the whole timeslot duration. Therefore,
EDs could be preconfigured with a suitable fixed timeslot duration
without the need to exchange any overhead traffic to disseminate this
information among them.

Also note that our proposal benefits from the fact that EDs send
frames of different durations to perform CAD measurements before
frame transmissions and thus avoid collisions. However, if all frames
have the same duration, all EDs will start their transmissions at the
same instant and LFS-CSMA degenerates into a classical S-ALOHA
scheme. In any case, this is a very improbable scenario. It can be proved
from (A.2) that a small difference in the payload sizes of LoRa frames
results in a sufficiently large difference in the number of LoRa symbols
so as to permit that the EDs sending slightly shorter frames can perform
a CAD measurement. For example, a difference of just two bytes in
the payload sizes leads to a significant difference of five symbols in
the respective LoRa frames, thus leaving enough time to carry out a
complete CAD measurement, as explained in Section 2.3.2.

Finally, we would like to point out that the existence of multiple
gateways in the LoRa network is irrelevant from the point of view of our
scheme. Frequently, several gateways must be deployed in large-scale
LoRa networks to provide connectivity to the EDs. However, in these
scenarios, the EDs are not associated to a particular GW, but broadcast
their frames to all the GWs in their transmission range. The GWs then
act as relays just forwarding the data to a network server that filters
out the duplicate messages and selects the GW to be used for downlink
transmission. Therefore, our scheme is not affected by the presence
of several GWs since its goal is just to increase the throughput to a
given GW on a specific channel/SF.

7. Conclusions

We have presented in this paper LFS-CSMA, a new MAC scheme that
improves the scalability of LoRaWAN networks by just combining the
well-known slotted Aloha and CSMA mechanisms in a novel manner.
To reduce the amount of collisions when the network load increases,
our proposal transmits frames within a given timeslot at different
instants according to their lengths. In particular, LFS-CSMA transmits
longer frames earlier, thus leaving to those EDs with frames of shorter
sizes some time to perform a CAD measurement before initiating their
transmissions, so that they can reschedule them if the channel is busy.

To evaluate the performance of our proposal and compare it with
other random access MAC mechanisms, we have also developed an
analytical model that captures main LoRa features. Performance results
show that LFS-CSMA outperforms all the considered MAC mechanisms
improving the scalability of LoRa transmissions significantly.
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Appendix A. LoRa frame duration and data rate

The duration of a LoRa frame transmission (also referred as time
on air, ToA) depends on several configurable radio parameters: the
spreading factor (SF € {7,8,...,12}), the bandwidth (BW) and the
coding rate (CR € {4/5,4/6,4/7,4/8}). It can be obtained as the sum of
the times required to transmit the preamble (T ) and the physical
message (Tphy):

preamble

ToA = Tyreamble + Tphy = Toym * Npreamble + 4-25 + Npyy ), (A1)

where Ty, = 2SF /BW is the duration of a symbol, Npreample 18 the

number of symbols of the configurable part of the preamble and

4(SF—2 -DE) CR
is the number of symbols comprising the physical message when it
includes the CRC field. In this expression, N, ,,q denotes the payload
size (in bytes) and DE represents if the low data rate optimization is
enabled (DE =1 if SF € {11, 12}, DE = 0 otherwise).
LoRa data rate R also depends on the SF, BW and CR parameters. It
can be calculated as follows:

R=CR. S (A.3)

sym

(A.2)

Appendix B. Probability distribution of the maximum value of a
number of uniform random variables

Consider a sequence {X, X,,...,X,} of independent random vari-
ables with common cumulative distribution function (CDF) FX’ (x) =
Fy(x) and let Y = max{X|, X,, ..., X,;}. Then, for any fixed n, the CDF
of Y is given by
Fy(y) =P[Y <y]=P[X, <y, X, <y,....X, <yl = (Fx()", (B.1)

since all X;’s are independent. Particularizing for the case when all X;’s
are Uniform(a, b), we have that

0 y<a,
n
RO =1(£) a<y<b, (B.2)
1 y=>b,

and hence, differencing it, we get that the probability density function
of Y is

_ \n—1
v=a) a<y<b. (B.3)

fy(Y)=ﬂW, <y=
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Appendix C. Normalized throughput with uniform transmission
times

In Section 4 we developed an analytical model to evaluate the per-
formance of the MAC schemes assuming that the number of transmis-
sion attempts follows a Poisson distribution and that frame transmission
times are i.i.d. and follow a general distribution of mean T. In this
appendix we particularize this model assuming uniformly distributed
transmission times in the range [T,,, Tmax]- For the uniform distri-
bution, we have that f;() = 1/4; with A4y = T, — Tpin and T =
(Tiin + Timax)/2. Also recall that, as shown in (7), S-ALOHA throughput
is independent of the distribution of the transmission times, so we can
disregard this scheme here.

C.1. P-ALOHA
Substituting f(t) = 1/4; in (6), we get that

TmﬂX R 1
Spoatoma = G~ / 16T L g
Tiin 4r

Ge~(G=Colap)

e_Gmin - e_Gmax s (C.l)
GAT ( )

where G,;, = GT,,,,/T and G,,, = GT,,,/T are the mean number of
transmission attempts during the transmission of a frame of minimum
and maximum length, respectively, and G,y = G4y /T is the mean
number of transmission attempts during a 4; period.

C.2. CSMA

Substituting f(r) = 1/4; in (12), we get that

G... ;e Ph(G=Golap)=(1=pn)Gead [ Tinax —
SCSMA = cad / e”ﬂhG/T L dr
1+ Gppy/G — e~U=)Geaa Jr, T
B Gend e*ﬂh((;ng]ap)*(lfﬂh)Gcmd e~PhGmin — e=PhGmax c2)
1+ Gea/G - e~(1=n)Ceas Gar . ’
C.3. LFS-CSMA

Substituting fr(t) = 1/Ap, Fp(t) = (t — Toin)/Ar and Fp() =
(s Tmin)/(Tiong ) in (14), we have that

Ting k
max t—T. ., —T.. t—T..
Peaa(k) = 1+ K) (1 = py)* / ( cd ~_min [ __min ) L
Trin+Tcad t = Thin Ar Ar
(1+k)(1- ph)k Tiax
=T (t=Teoq — Tmin)k dt
AT Tinin+Tcad
=1 = p)*(1 = o)k, (C.3)

with ¢ = T_,4/47. Then, substituting this in (15), we get that

p = ¢ Oslot + i (GSIOL)k670>1m . a- ph)k(l - C)l+k
success ~ X! 1+k

e’Gslol

=5 7 (e(d=00-pm)Go _ _
= e +c(1 = p,)Gy 1). (C.4)
1- ph)Gslnt h/™slot )

C.3.1. Transmission success probability as a function of frame length

To evaluate the fairness bias introduced by our scheme in favor
of long frames, we have also computed the probability of success in
the transmission of a frame as a function of its length. As shown in
Section 4.4, a frame requiring a transmission time T, will be success-
fully transmitted if it is the longest one in the timeslot and all the rest
of pending frames correspond to no hidden EDs and have a duration
shorter than T, —T,y. Thus, assuming that there are 1+k frames waiting
to be sent in the timeslot, the probability pj,,, that the given frame is
the longest one in the timeslot is

k
Tn - Tmin >

T -7 (C.5)

plong(k7 Tn) = <

max min
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that is, the probability that the remaining k frames in the timeslot last
less than T),. On the other hand, the probability that the other k EDs
with pending frames can detect its transmission is
k
pcad(k’ Tn) =(1- ph)k (FT’(Tn - Tcad))
> k

T, — Tead — Thi
R
n min

if T, > Tpin + Teaq (or 0, otherwise). Therefore,

(C.6)

(Gslot )ke_Gsm

o)
Psuccess(Ty) = e G 4 2 k!

k=1
= e’Gslol (I=(1=pp (T =Tcad—Tmin )/(Tmax ~Tmin)) s

. pcad(ka Tn) . plong(k’ Tn)

(C.7)

if T), > Tpyin + Teaa (0T e %%lot, otherwise).

C.3.2. Frame transmission probability

With our proposal, an ED will eventually send a frame if it pre-
viously finds the channel free after a CAD measurement. This will
occur when (a) the pending frame is the longest one in the timeslot,
or (b) the ED is unable to detect the transmission of the longest frame,
either because (b1) the duration of its pending frame is greater than
Tiong — Tcaqs OF because (b2) the transmitting node is a hidden ED.
Therefore, if there are 1 + k frames waiting to be sent in a timeslot,
then the probability that the channel is sensed free can be computed as

1 k
Pree(k) = 1+_k + m /T (1 = Fro(t = Tepa) + ppFpr (1 = Tcad)) leong(t) ds
1 k k
=1 + 5 ), (1= (1= p) Fpr(t = To)) (1 + k) (Fp(®)" fr(@)dt

S N k/r (1= (1 = p) Fpr (1 = Tou)) (Fr(0)* fr(dt, (C.8)

1+k

since 1/(1 + k) is the probability that a given frame is the longest one
in the timeslot. Assuming uniform transmission times, we get that

1 - Tcad — Tmin = Tmin , 1
KN=——+k 1-(1- —dt
Preeel0 = 7% /T ( = Toin Ar Ar
1 k 1= Teag = Troin k
=— 4= 1—(1-p)—=d_min) ;1 g
1+k A;:rk /T < ( ph) - Tmin ( mm)
L—py
=1-—" (" — 1+ ke +k), c.9
T (¢ - +Re+k) (C.9)
with ¢ = T,4/4r, and, therefore, the probability that the channel is

sensed free is
- i Guo'e %o ([ 1-py
Pree = 44 ™ 1+k

1 —(1-
= G (1 = (1 = Ggo) + (1 = pp)(cGg — € a C)Gﬂm)) .
slot

("~ A+ ke + k))

(C.10)

Appendix D. Average duration of successfully sent frames

To evaluate the energy efficiency of the MAC schemes, we have
to compute N ..., the average number of bits in the payload of
the frames that are successfully transmitted. This value can be esti-
mated from Ty, .., the average duration of the successfully transmitted
frames, as follows. From (A.1), we obtain that the average number of
symbols comprising the physical message of successful Lora frames is
given by

— T qucces

Nophy = ’;uuess — Npreamble = 4-25. (D.1)
sym

Then, substituting this value in (A.2) and solving for Np 0.4, We get

that N ..., can be approximated as

— T uce
N quocess & <M = Npreamble — 12.25>~CR~(SF—2-DE)+4-SF—44. (D.2)

sym

In the following subsections we will compute T, .. for each of the

evaluated MAC schemes. Recall that, with S-ALOHA, the probability of

10
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success of frame transmissions does not depend on frame durations and,

therefore, T =T.

success
D.1. P-ALOHA

With P-ALOHA, note that the longer the frame, the lower the
probability of success of its transmission, since it is more likely that,
during the transmission of a long frame, some other ED send a new
frame. The probability density function of the duration of the frames
successfully sent with P-ALOHA is f;(1)/p,, where p, is the probability
that no ED starts a new transmission that collides with the ongoing
transmission, as shown in (5). Therefore, the average duration of these
frames can be computed as

— 1 =
T guccess = — / te ’G/TfT(t) dt. (D.3)
P Jr

Then, assuming uniform transmission times (f(t) = 1/4;), we get that
T,
= 1 _w/T 1
success — / re 1T _— dr
P2 J T Ay

_ (Tmin + T/G) e_Gmi“ - (Tmax + T/G) e_Gmax

e’Gmin — e_Gmax

max

(D.4)

D.2. CSMA

Similarly as done with P-ALOHA, the average duration of the frames
successfully sent with CSMA can be computed as

/ 1e=mO/T £ (1) dt,
,

where p, is now the probability that no hidden ED starts a new
transmission that collides with the ongoing transmission after the initial
T4 Deriod, as shown in (8). Considering uniform transmission times as
usual, we obtain

ePhGead

P

T =

success

(D.5)

—_ eﬂthad Tmax _ = 1
Tsuccess = X /Tmi“ te tth/TE dr
(Tpnin + T/ (9, G)) e PnCmin — (T, + T /(p,G)) e PhGimax
= . (D.6)
e PhGmin — ¢=PhGmax
D.3. LFS-CSMA

Certainly, the frames successfully sent with our proposal are always
the longest ones in each timeslot. As shown in Section 4.4, if there are
1 + k frames waiting to be sent in a given timeslot, the probability
density function of the duration of the longest one is lemg(t) =(1+

k) (FT(t))k fr(, so the average duration of the longest frame in a
timeslot with 1 + k pending frames is

= k

Tong(k) = / t(L+ k) (Fp(0)" fr@®de. (D.7)
T

Assuming uniform transmission times, we obtain that

_ Tmx (4T . \* | (A + k)T + Tops

Tione(k) = (1 + k t mh ) dr= M W (D.§

s () <+)/Tmm ( -~ ) - e D.8)

and, therefore, the average duration of the frames successfully sent is

T _ i (Gslol)ke_Gsm . (1 + k) Tmax + Tmin
success k! 2+ k
k=0
e_Gslol G G 2
= = (Thin(1 = (1 = Gygo)e®) + Ty (€% (G2 = Ggop + 1) = 1)) -
slot

(D.9)
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