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Abstract— Vehicular Ad-Hoc Network (VANET) has become a popular research area as it has tremendous capacity to improve vehicle and road 

safety, traffic management and convenience as well as comfort to both drivers and passengers. Vehicular Ad-hoc Networks (VANETs) are 

trying to find solution to avoid accidents and control traffic. It (VANET) is a piece of critical infrastructure that boosts traffic management 

efficiency and road safety. At present research efforts have placed a strong significance on novel VANET architectures and design 

implementations. A lot of VANET research works have focused on specific areas including broadcasting, navigation, Quality of Service (QoS), 

and security. This survey paper sheds some light on VANETs’ vulnerabilities and attacks. It surveys and examines some recent security 

problems and limitations of solutions. We observed that security is the key parameter for success of any VANET applications. There are still 

many critical challenges that should be taken into account such as privacy preservation, productivity, and usability. Therefore, the door for future 

research and efforts is open for more contributions in the field of Vehicular Ad-Hoc Networks VANET. 
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                                 I.  INTRODUCTION 

In VANETs, VANETs have created due to the need to help the 

developing number of remote gadgets that would now be able 

to be utilized in vehicles [2]. These gadgets incorporate 

individual computerized partners (PDAs), PCs and portable 

telecom and telephonic gadgets, remote control keyless section 

gadgets. As versatile remote gadgets and systems has turned 

out to be essential, the interest for Vehicle-to-Vehicle (V2V) 

and Vehicle to-Roadside (VRC) or Vehicle-to Framework 

(V2I) Correspondence will develop quickly [2]. Review 

results and reports demonstrate that cell phones experience the 

ill effects of poor execution. As the attributes of vehicles of 

quick development; dynamic data trade and generally fast of 

versatile hubs are not quite the same as those of Portable 

Specially appointed Systems (MANETs). In this manner to 

discover and keep up courses is an exceptionally difficult 

errand in Vehicular Specially appointed Systems (VANETs). 

VANET permits clients for esteem included administrations, 

for example, security of vehicles, programmed toll installment, 

improved route, activity the executives, area related 

administrations, for example, finding the nearest fuel and 

service station, eatery or hold up and other infotainment 

applications, for example, giving access to the Web [2] for an 

expansive scope of wellbeing and non-security applications.  

II. COMMUNICATION IN VANET 

Smart transportation frameworks (ITS) are the utilization of 

VANETs. Co agent checking of activity conditions, control of 

movement streams, dazzle intersection and vulnerable side 

location, anticipation of crashes of vehicles, adjacent data 

administrations, and continuous redirection courses calculation 

are the administrations offered by ITS. Another vital 

application for VANETs is giving Web network to vehicular 

hubs while moving, so the clients can download music, send 

messages, or playing recreations to secondary lounge travelers.  

A. Inter-vehicle communication 

In between vehicle correspondence the vehicles are treated as 

hubs, which just should be worried about action out and about 

ahead [2]. They needn't bother with the data of exercises 

behind them. 

 
 

Fig1: Inter-vehicle communication 

 

B.  Vehicle-to-roadside communication 

 Vehicle-to-roadside communication configuration creates a 

high bandwidth link between vehicles and roadside units. Due 

to high mobility roadside units are generally placed at every 

kilometer or less to support mobile communication of 

vehicles, which enables high data rates to be maintained in 

heavy traffic [2]. 
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Fig2: Vehicle-to-roadside communication 

 

C.  Routing-based communication 

When the query is received by a vehicle, which have the 

desired piece of information, the application at that vehicle 

immediately sends an unicast message containing the relevant 

information to the vehicle it received the request from that will 

be then charged with the task of forwarding it towards the 

query source [1]. 

 
 

Fig3: Routing-based communication 

 

III.  SECURITY REQUIREMENTS 

Authentication: Authentication is the ability to differentiate 

between message sources that they are legitimate or not. There 

can be malevolent and legitimate sources for the messages 

which are exchanged between different sources [3]. ID 

authentication allows to uniquely identifying a node to the 

transmitter of a message. Property authentication determines 

what kind of entities are communicating like a car, a RSU or 

other equipments. Location authentication authenticates the 

node position [4]. 

Integrity:  Integrity ensures that data or messages delivered 

among nodes are not altered by attackers. Integrity assures that 

the data received are exactly the same as sent by the 

authorized node; it is not modified; means content is not 

deleted or inserted [3]. A security protocol ensures that data 

are not compromised when they are forwarded from one 

secure car to another, its final destination, due to the message 

appended signature from secured traffic lights [4]. 

Confidentiality: Confidentiality deals with the protection of 

data from unauthorized access. For example, safety-related 

messages do not contain sensitive information. Their 

encryption is thus not necessary. While, some messages from 

applications that are used for toll payments, where vehicles 

need Internet services from RSUs must be kept confidential by 

the way of encryption schemes [4]. Thus we say that this 

service ensures that the data /information transmitted over the 

network are not disclosed to unauthorized users [3].  

 

Availability:  The concept of availability in VANETs 

guarantees that the services of system and network are always 

available,   everywhere throughout the network and are not 

denied to genuine users authorized to access [3]. For example, 

for a key-exchange protocol, if user p1 requests the server to 

set up a session key with the server, the system must 

subsequently reach a state in which p1 and the server both 

have knowledge of the new session key [4]. 

Access control: This requirement has the role of determining 

access rights and privileges in the network. Some important 

and sensitive information such as those from police cars or 

other law enforcement authorities must not be heard by the 

other nodes in the network [4]. 

VANET attacks and vulnerabilities 

 

Outsider and Insider: Outsiders are nodes that do not belong to 

VANETs when they are not authenticated in the network. It is 

quite difficult for an outsider to perpetuate an attack. However, 

they can eavesdrop in the network in order to collect 

information about road users without their awareness and use 

them for a future attack [4].  

 

Insider is an authenticated node which is a full member of the 

network, and the holder of an authenticated public key. It has 

access to all the details pertaining to the available knowledge 

in the network. An insider has the possibility to perpetrate all 

sorts of attacks in the network [4]. 

 

Malicious vs. rational: Malicious attackers are self motivated. 

They do not seek for any specific target and they do not want a 

specific result. They only interested to bring the network down 

or harming the network [4]. They do so for their pleasure only. 

Rational attackers are those who have specific target. They can 

attack with schemes like Impersonations or eavesdropping or 

they may even delay and conceal messages [4]. So they can be 

more dangerous and they are unpredictable. 

 

Active vs. passive: Active attackers are those who have access 

to the network. An active sends messages to harm other nodes 

or a part of the dedicated network. Generally, this attacker has 

the authorization. The active nodes that have insider status 

could affect almost every kind of attack on the VANET. 
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Table 1 Classifications of attacks 

Attack Name Attack Type Attack Effects 

Impersonation 

attack 

Insider attack Privacy and 

confidentiality 

DoS  Malicious, 

active, insider, 

network attack 

Availability 

Masquerading Insider, active 

attack 

Authentication 

Wormhole/tunne

ling 

Outsider, 

malicious, 

monitoring 

attack 

Authentication 

and 

confidentiality 

Bogus 

Information 

Insider attack Authentication 

Black Hole Outsider, 

passive attack 

Availability 

Social attack Insider attack Integrity 

Malware  Insider attack, 

malicious 

Availability 

Man-in-the-

middle 

Insider attack, 

monitoring 

attack  

Confidentiality, 

privacy and 

integrity  

Monitoring 

attack 

Monitors road 

activity 

Authenticity and 

privacy 

Spamming  Insider attack, 

malicious 

Availability 

Illusion Attack Insider, outsider 

attack 

Authenticity and 

data integrity 

Timing Attack  Insider attack, 

malicious 

Integrity 

Sybil Attack Insider, network 

attack 

Authentication 

and privacy 

GPS Spoofing Outsider attack Authentication 

 

IV. CHALLENGES IN VANET 

There are a bunches of work have been done to address the 

difficulties. We examine the latest inquires about.  

In "Review on VANET security difficulties and conceivable 

cryptographic arrangements" (distributed in 2014), they 

portrays the influenced security administrations and the related 

conceivable cryptographic arrangements. In this paper the 

arrangements are master presented without going into insights 

concerning the favorable circumstances and burdens of every 

arrangement, just the specialized part of the arrangement is 

nitty gritty [7].  

Visitor Editors' Presentation: Unique Issue on Solid and 

Secure VANETs" Proposed in January/February 2016 

fundamentally centers around the blunder inclined nature of 

the remote channel and its open conduct to outside attacks and 

in addition dynamic VANET condition. In light of it 

concentrated examinations and endeavors are required for 

applications like platooning or impact evasion. They are 

currently a piece of our day by day life. They point these 

Exceptional Issues to envelop look into advances in every 

aspect of unwavering quality and security in VANETs. The 11 

papers Spotlights on these Unique Issues give commitments 

identified with the novel conventions for solid and secure 

vehicle-to-vehicle (V2V) and vehicle-to-foundation 

correspondence (V2I) and proposed strategies for their 

execution assessment [8].  

"VANET'S security prerequisites and assaults a survey" 

proposed in 2016 states that VANETs are particularly 

uncovered against assaults that can specifically prompt the 

debasement of systems and after that will result in a major 

misfortunes of time, cash, and even lives. Primary motivation 

behind this work is to perceive the assailants that objective 

dynamic wellbeing applications in VANETs. Based on hazard 

investigation, the proposed work demonstrates resources, 

dangers and conceivable assaults in between vehicular 

correspondence. The hazard examination demonstrates that the 

most genuine risk emerges from a street side aggressor that 

passes counterfeit cautioning messages. This paper shows an 

audit of different VANETs security necessities assaults [3].  

VANETs Security Issues and Difficulties: An Overview" 

proposed in July 2016  

In this paper numerous proposition on the most proficient 

method to upgrade security in VANETs are dis¬cussed and 

recommended. Such a large amount of improvement work has 

been done, however security is as yet a test. Till now we don't 

have security measures that adequately meet all security 

prerequisites with less overhead. While, trying to save 

protection would include significantly more difficulties in 

achiev¬ing a suitable security demonstrate. Along these lines, 

the exploration entryway is completely open for future 

advancements of adequate security gauges. The current real 

test is the way to keep up a harmony between security, 

protection, and ease of use while guaranteeing a minimum 

overheads [5].  

"A keen bunching plan for dispersed interruption identification 

in vehicular  

Distributed computing" distributed in June 2015, examines 

about the Vehicular distributed computing where vehicles go 

about as the smart machines and can be utilized to gather and 

exchange the human services information to the nearby, or 

worldwide locales for capacity, and calculation purposes, since 

vehicles have little stockpiling and calculation ability. What's 

more, because of progress in continuous change in topology 

and deficient checking focuses the data can be adjusted and 

abused. These security issues results in a debacle like loss of 

budgetary security and life. In this work the arrangement 

proposed utilizing broad reproductions on ns-2 with SUMO 

and demonstrates an enhancement of 10% in recognition rate 

of malevolent hubs when contrasted and the current plans [9].  
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"A security verification strategy dependent on trust assessment 

in VANETs" distributed in Walk 2015, this Paper expresses 

that because of high level of receptiveness of VANETs if 

another vehicle hub needs to get to the system it should be 

approved deliberately to guarantee the security of the system. 

They proposed a strategy to assess the level of trust. At the 

point when a vehicle needs to get to the Web through the 

roadside base station they assess the entrance hub by utilizing 

the immediate trust assessment. While when a gathering of 

vehicles shape a remote system to discuss data with one 

another, they received the roundabout trust assessment 

strategy to assess the new vehicle hub. 

V. CONCLUSION 

VANET is particularly inclined to security assaults. It meets 

assault at each example of time. It will demonstrate 

substantially more hazardous when aggressor delude the 

ongoing activity which is then jeopardized the life of open 

going in vehicles. So we say the real security issues for the 

VANETs are the dangers caused by the different security 

assaults. In this paper, we talked about a refreshed 

accumulation of assaults harming VANETs and present the 

current answers for manage these assaults. In this work we 

contemplated how aggressors could jeopardize the protected 

vehicular correspondence. We investigated the dangers, 

potential assaults and the last hazard for the framework. At 

long last, we presume that a portion of the difficulties are still 

should be tended to so as to empower the protected 

improvement of VANET innovations, frameworks, and 

administrations in financially savvy, secure and dependable 

way.  

For future thought it is proposed that exploration would 

concentrate on building up an Information secu¬rity system 

and viable cryptographic arrangements. Likewise propose 

creating instrument to recognize the assailants to enhance 

security.  
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