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Abstract--Wireless Sensor Network (WSN) is a collection of sensor nodes connected to base station which is characterized by many to one 

communication. Many sensor nodes will send data to base station making it many to on communication. The sensor nodes can act as sender and 

receiver of data as the data is sent to base station through intermediary nodes. The nodes are resource constrained as they are deployed in hostile 

environment or environment where resources are limited. The nodes are expected to participate in sensing or surveillance. WSNs are widely 

used in civilian and military applications for sending data and surveillance. As WSN is becoming increasingly popular, security needs to be 

provided in the network as the nodes are vulnerable to various attacks. Since the nodes are energy constrained, it is very useful to use some 

aggregation technique in order to reduce communication overhead and also energy consumption. Recently Roy et al. focused on aggregation in 

WSN for filtering out the impact of attackers on the network. Their focus was to use aggregation in WSN in order to reduce communication 

overhead and reduce the impact of attacks on WSN. In this paper we implement a variant of protocol that takes care of secure communications 

over WSN besides reducing energy consumption and mitigating attack impact. The simulation results are encouraging.  

Index Terms – Wireless Sensor Network, aggregation, energy efficiency, attack mitigation 
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I. INTRODUCTION 

Wireless Sensor Network (WSN) is the network 

which is widely used in real world applications for monitoring 

and video surveillance [3], [2], [1].  Wireless sensor networks 

are energy constrained and thus they are vulnerable to various 

attacks such as Denial of Service (DoS), energy depletion 

attacks and so on. To overcome the security issues it is 

essential to have secure communications in such networks. A 

WSN can have plenty of sensr nodes which are able to send 

data to a sink node or base station. The base station holds the 

data sent by the sensor nodes. Sensor nodes can also act as 

router in order to send data through other sensor nodes. A 

typical WSN is as shown in Figure 1.  

 

Fig. 1 – Typical wireless sensor network 

As can be shown in Figure 1, wireless sensor network 

is a collection of sensor nodes which can sense data about 

targets. The sensor nodes sense the unknown object data and 

send to sink node.  The sink node can be accessed by 

authorized users through Internet. In fact the sink node can be 

queried in order to monitor the area under coverage of WSN.  

The sensor nodes can send data to base station 

through intermediary nodes. Thus each sensor node can act as 

receiver and sender of data. However, this kind of data transfer 

or communication is expensive and not energy efficient. 

Therefore in-network data aggregation [5], [6] scheme came 

into existence. The idea of this schme is to combine partial 

result at each node to enable efficient communication in WSN. 

The frequently used aggregates in the research community 

include SUM and COUNT. Recently Roy et al. [27] presented 

a synopsis diffusion approach that takes care of aggregation 

that will reduce the communication overhead besides reducing 

the probability of attacks or reducing the impact of attacks on 

WSN. In this paper we proposed a solution for data 

aggregation that can effectively mitigate the impact of attacks 

on the WSN. The remainder of the paper is structured as 

follows. Section 2 reviews literature on related works. Section 

3 presents the proposed solution. Section 4 presents 

experimental results while section 5 concludes the paper 

besides giving recommendations for future work.  
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II. RELATED WORKS 

This section provides review of literature on the data 

aggregation is Wireless Sensor Networks. Data aggregation 

routines include Count and Average in case of trusted 

environments as explored in [5]. Similar kind of work was 

proposed in [6]. In [14] another approach using tree based 

aggregation is used to achieve the same. However, there is 

communication loss problem in tree based models. In order to 

overcome this problem, in [8] a solution known synopsis 

diffusion was proposed. This technique makes use of ring 

topology in order to compute the Sum and Count aggregates. 

Similar kind of algorithms was also proposed in [7]. These 

solutions make use of duplicate-insensitive algorithm that is 

based on the [15] and its aggregate elements.  

There were many other algorithms that came into 

existence [19]-[21]. However, they assumed that the base 

station is the only node that can have aggregate capabilities. 

However, in-network aggregation was not considered by these 

works. Recently there is much attention on the hierarchical 

aggregation. In [16] one such aggregation was proposed which 

was first of its kind and said to have resiliency against attacks. 

This scheme is said to be secure only in the presence of 

malicious nodes.  

In [17] and [22] tree based verification algorithm was 

proposed and that has a BS that can detect final aggregate such 

as Count and Sum. The falsification attacks can be found in 

the process. There are other verification algorithms that made 

use of synopsis diffusion and computation of aggregates as 

explored [9] and [12].  Some novel protocols came into 

existence recently with the concept of secure outsourced 

aggregation [23]. There are some schemes [9], [17], [22] that 

do not allow base station from accepting false aggregates and 

there is not guarantee given for successful aggregate 

computation in the presence of attacks. Prior to the work of 

[12] synopsis diffusion framework that fails when there is 

attack. Another scheme known as SDAP [10] and with its 

attestation phase could compute Sum and Count aggregates 

even in the presence of multiple compromised nodes. Using 

Sum and Count, in [11] an algorithm is proposed which is 

DoS-resilent. Similar kind of research was done in [18] 

recently to prevent DoS attacks. The attack rsilent synopsis 

diffusion algorithm in [13] is more efficient. Resilient  

 

III. PROPOSED SOLUTION 

This section presents the proposed solution for data 

aggregation that can effectively mitigate the impact of attacks 

on the WSN. The aggregation of data is made using aggregates 

like SUM, COUNT and so on for the purpose of reducing 

communication overhead on the network. The aggregation 

also can help in improving efficiency in the network by 

reducing overall overhead on the network. Thus the proposed 

solution can benefit from the aggregation and improves 

network efficiency and supports secure communications as 

well. Since the transmission and node failures cause 

communication losses multi-cast routing is adapted in order to 

forward sub-aggregates.  

 
Figure 2 – Architectural Overview of the Proposed System 

 

As shown in Figure 2, it is evident that the 

aggregation made through the routing nodes that are part of 

WSN. The data aggregation is the underlying feature of the 

network which ensures that the communications over it are 

secure and also the impact of attacks is minimized. There are 

components like base station, sensor nodes, network controller 

and attack-analysis node. The attack analysis module running 

in the network is responsible to filter out the data before being 

aggregated. The attacks made on the WSN nodes will be 

identified by analyzing the patterns and the attack related data 

is filtered out at the time of aggregation. This will potentially 

reduce the impact of attacks made on the network.  

Compromise nodes in the network can launch 

falsified sub aggregate attack in order to deceive nodes and 

ensure successful attacks. The falsified sub aggregate attacks 

are tackled by the base station as it broadcasts an aggregate 

query and with a random value. The nodes in the network will 

answer the broad cast query along with MAC. Thus the base 

station is able to filter out malicious attacks while aggregating 

data. The potential attacks can be prevented thus using 

aggregation technique which will eventually mitigate the 

impact of attacks made on WSN. For any bit if the valid MAC 

address is not received, the base station identifies it as 

malicious and thus the impact of various attacks is reduced 

effectively.  

 

IV. EXPERIMENTAL RESULTS 

 

This section provides the environment used and the 

experiments and the results. The proposed system is 
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implemented using Microsoft .NET platform. The application 

is the custom simulator that demonstrates the dynamics of a 

WSN. The proposed system is implemented using the 

architecture proposed in the previous section. The experiments 

are made in terms of number of compromised nodes vs. 

deviations of the estimate from r, number of compromised 

nodes vs. average per node sent bits, and number of 

compromised nodes vs. number of MACs.  

 
 

Figure 3 – Impact of number of compromised nodes 

As shown in Figure 3, it is evident that the impact of 

the compromised node is more as the number of nodes is 

increased. When number of nodes is increased, the deviations 

of the estimate from r are more.  

 

 
 

Figure 4 – Impact of number of compromised nodes 

As shown in Figure 4, it is evident that the impact of 

the compromised node is more as the number of compromised 

nodes is increased. When number of nodes is increased, the 

average per node sent bits is more.  

 

 
 

Figure 5 – Impact of number of compromised nodes 

As shown in Figure 5, it is evident that the impact of 

the compromised node is more as the number of compromised 

nodes is increased. When number of nodes is increased, the 

number of MACs is more.  

 

V. CONCLUSION AND FUTURE WORK 

 

In this paper, we study the data aggregation 

techniques in order to use them in WSN for reducing 

possibility of attacks. In other words, data aggregation can 

mitigate the impact of attacks in WSN. The aggregation is the 

process of using aggregate functions like SUM, COUNT and 

so on in order to aggregate data which can reduce 

communication overhead besides reducing energy 

consumption. In this paper we proposed a variant for 

aggregation technique which focuses on making the 

mechanism more robust and thus mitigate the impact of 

attacks made on WSN. The simulation results reveal that the 

proposed approach is effective. Our future work includes 

exploration of more aggregate methods that can be used to 

exploit in order to reduce energy consumption and 

communication overhead further.  
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