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Abstract - Due to the rapid development of the global internetworked infrastructure, the research scope of secure data management has been
greatly expanded. Now due to the openness of the internet, databases are accessed by legitimate authorized users as well as the outsiders. So the
problems in traditional database security need to be revisited and readdressed in decentralized web-based and open environments. Secure and
efficient algorithms are needed that provide the ability to query over encrypted database and allow optimized processing of data. Clearly, there is
a compromise between the degree of security provided by encryption and the efficient querying of the database, because the operations of
encryption and decryption greatly degrade query performance. We evaluate the performance of the query processing over encrypted database
with algorithms REA and with most common algorithms: AES and RC6. The performance of the query over encrypted databases using AES,
RC6 and REA algorithms are compared. This performance measure was conducted in terms of query execution time. The experiment results
show the advantages of the algorithm REA over other algorithm AES and RC6 in terms of the query execution time. The results show that the
encryption algorithm REA outperforms other encryption algorithms at performance and security in databases. The performance of the query
enhanced if we encrypt the database by using REA algorithm. So it has achieved security requirements and is fast enough for most applications.

REA algorithm is limiting the added time cost for encryption and decryption to do not degrade the performance of a database system.
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. INTRODUCTION

We will find two types of threats to data security. The threat is
from the outsiders, unauthorized and unauthenticated users.
There is a difference between unauthenticated and unauthorized
users. Authentication means that a user has got license to
access a particular data. Authorization comes after
authentication.  Authorization means that after being
authenticated, what are the permissions allowed to that user, up
to what extent he has got the authority, whether he can only
read that data or can make changes into it. Although outsider
threats are very harmful, it is the insider threats which take
place more. An insider threat includes insider employees who
leak sensitive information, using their authority to harm the
sensitive data for example, in a database system, financial data
is often considered confidential, and hence only authorized
persons are allowed to access such data. So we put such an
encryption algorithm which is reliable and efficient also. We
are focusing on the evaluation of query on encrypted database.
This paper observes a method for evaluating query processing
performance over encrypted database with encryption
algorithms like AES, RC6 and REA

Solution to secure the unsecured data: Encryption

To secure the unsecured data one can provide the solution
called encryption. Encryption is one of the solutions to provide
security to the data from database. But no mechanisms are
strong and reliable enough to protect data from threats to
security. So encrypt data in a database we design a encryption
algorithm which protect the data from other unauthenticated
users. Cryptographic algorithms are used to encode a message
from its unencrypted state into an encrypted message. The
three primary methods are the hashing, symmetric, and
asymmetric methods. Symmetric algorithms require both ends
of an encrypted message to have the same key and processing
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algorithms. Symmetric algorithms generate a secret key that
must be protected. A private key is simply a key that is not
disclosed to people who are not authorized to use the
encryption system. While asymmetric algorithms use two keys
to encrypt and decrypt data. These keys are referred to as the
public key and the private key. The public key can be used by
the sender to encrypt a message, and the private key can be
used by the receiver to decrypt the message.

In this paper we put forward the encryption algorithm REA. It
is efficient and secure. It has accomplished security and it is
fast enough for most widely used software. The proposed
algorithm REA limits the added time cost for encryption and
decryption and at the same time does not degrade the
performance of a database system. [1], [3]. This paper observes
a method for evaluating the performance of query processing
on encryption algorithms AES, RC6 and REA. Then we will
compare the output of time elapsed using these algorithm to
process the query, and evaluate the performance. RC6, which is
a simple, fast, and secure block cipher, was the final candidate
algorithm in the AES project of the United States and the
NESSIE project of Europe. These projects require 128-bit and
variable-length block cipher encryption algorithm. RC6 has a
modified Feistel structure and a disadvantage that it has
different algorithm between encryption and decryption. Thus,
the RC6 algorithm needs double space compared with the same
structure of encryption and decryption when it is implemented
on hardware. [9]

Il.  ENCRYPTION ALGORITHMS

RC6: We recommend the encryption algorithm “Rivest Cipher
6” algorithm RC6 to encrypt the database. RC6 is one of the
best AES algorithm and simple cipher used for data security.
RC6 is a very simple cipher with excellent security credentials.
RC6 has a block size of 128 bits and supports key sizes of 128,
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192 and 256 bits and 20 rounds. It was designed in order to
meet the requirements of the AES. It is an improvement of the
RC5 algorithm. It makes use of 4 registers A,B,C,D each of 32
bit which contains the initial input plaintext as well as the
output cipher text at the end of encryption. RC6 algorithm has a
modified Feistel structure and presented symbolically as RC6-
w/r/b. w means 32-bits as the size of word, r denotes the
number of round. The first byte plain text of cipher text is
placed in the least significant byte of A, the last byte of plain
text or cipher text is placed into the most significant byte of D
[11],[27],[15]. The operation used in RC6 are defined as
follows: [3],[4],[6].[11]

= A+B integer addition modulo 2w

= A-B integer subtraction modulo 2w

» A@B bitwise exclusive-or of w-bit words

= A B integer multiplication modulo 2w

= A<LB rotation of the w-bit word A to the left by the amount
given by the least significant log w bits of B

*A>>B rotation of the w-bit word A to the right by the amount
given by the least significant log w bits of B
*(A,B,C,D)=(B,C,D,A) parallel assignment of values on the
right to registers on the left. [17]

Encryption algorithm of RC6-w/r/b

Input: Plain text stored in four w-bit input registers
A B,C,D
Number of r rounds
w-bit round keys S[0,...,2r + 3]
Output: Cipher text stored in A, B, C, D
Procedure: B =B + S[0]
D=D+9[1]
for (i=1; i<r; i++)
{
t=(B (2B + 1)) «< log w
u=(D (2D + 1)) «< log w
A=((ADt) «ku)+S[2i]
C=((C @ u) « t) + S[2i+1]
(A,B,C,D)=(B,C,D,A)

A=A+ S[2r+2]
C=C+S[2r+3]

repeat

o)
N
| for ¢
S{] #-5[3 +1] rounds

—_—
-t |

| |
“.-s;:r +3)
8 C D
Figurel: RC6 algorithm
Decryption algorithm of RC6-w/r/b

Input: Plain text stored in four w-bit input registers
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A /B C,D
Number of r rounds
W-bit round keys S[0,...,2r + 3]
Output: Cipher text stored in A, B, C, D
Procedure: C = C - S[2r+3]
A=A+ S[2r+2]
for i=1 downto 1 do

(A,B,C,D)=(D, A, B,C)
u=(D* (2D + 1)) <<< log w
t=(B* (2B + 1)) <<< log w
C=((C-S[Ri+1])>>>t)pu
A=((A-S[2i])>>>u) Pt

}

D=D-9[1]

B =B - S[0]

Reverse Encryption Algorithm

We recommend the encryption algorithm which encrypts the
data of database called REA. REA is limiting the added time
cost that is delayed time for encryption and decryption not
degrading the performance of a database system [3],[4],[6].
REA takes a variable length key, making it ideal for securing
data. The REA algorithm works like symmetric algorithms.
We will add the keys to the text while encryption and remove
the keys from the text in the decryption. The details and
working of the proposed algorithm REA are given below [3],
[4], [5], [32]

Encryption steps

1: Input and add the text and the key.

2: Convert this text to ascii code.

3: Convert this ascii code to binary data.

4. Reverse this binary data that is 1 to 0 and 0 to 1.

5: Take each 8 bits from this binary data and obtain the ascii
code from it.

6: Divide this ascii code by 4 and put it as one character

7: Obtain the remainder of the previous divide and put it as a
second character.

8: Return encrypted text.

Text

3

Encrypeed Text

Figure 2: REA encryption algorithm
Encryption Algorithm

INPUT: Plaintext (StrValue), Key (StrKey).
OUTPUT: Ciphertext (EncryptedData).
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1: Add the key to Text (StrKey + StrValue)---> full string
(StrFullViaue).

2: Convert the Previous Text(StrFullVIaue) to ascii code
(hexdata).

3: Foreach (byte b in hexdata).

a. Convert the Previous ascii code (hexdata) to binary data
(StrChar).

b. Switch (StrChar.Length).

Case 7 — StrChar = "0" + StrChar.

Case 6 — StrChar = "00" + StrChar.

Case 5 — StrChar = "000" + StrChar.

Case 4 — StrChar = "0000" + StrChar.

Case 3 — StrChar = "00000" + StrChar.

Case 2 — StrChar = "000000" + StrChar.

Case 1 — StrChar = "0000000" + StrChar.

Case 0 — StrChar = "00000000" + StrChar.

c. StrEncrypt += StrChar. (where, StrEncrypt=""")

4: Reverse the Previous Binary Data(StrEncrypt).

5: For i from O to StrValue.Length do the following:

a. if (binarybyte.Length == 8).

i.Convert the binary data (StrEncrypt) to ascii code and,
ii.Divide the ascii by 4 — the result(first character) and,

iii. The remainder of the previous — second character.

6: Return (EncryptedData). [3], [4],[5].[32]

Decryption steps

1: Input the encrypted text and the key.

2: Loop on the encrypted text to obtain ascii code of characters
and add the next character.

3: Multiply ascii code of the first character by 4.

4: Add the next digit (remainder) to the result multiplying
operation.

5: Convert this ascii code to binary data.

6: Reverse this binary data thatis1toOand 0 to 1

7: Get each 8 bits from this binary data and obtain the ascii
code from it.

8: Convert this ascii code to text.

9: Remove the key from the text.

10: Return decrypted data. [3], [4], [5], [32]
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Get 2* Character

Figure 3: REA decryption algorithm
Decryption Algorithm

INPUT: Ciphertext (EncryptedData), the Key (StrKey).
OUTPUT: Plaintext (DecryptedData),
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1: For (i = 0; i < EncryptedData.Length; i += 2)

a. Get the ascii code of the encrypted text

b. newascii = (EncryptedData[i] * 4) + the next
digit(remainder)[i+1].

2: Foreach (byte b in newascii).

a. Convert the Previous ascii code (newascii) to binary
data (StrChar).

b. Switch (StrChar.Length).

Case 7 — StrChar = "0" + StrChar.

Case 6 — StrChar = "00" + StrChar.

Case 5 — StrChar = "000" + StrChar.

Case 4 — StrChar = "0000" + StrChar.

Case 3 — StrChar = "00000" + StrChar.

Case 2 — StrChar = "000000" + StrChar.

Case 1 — StrChar = "0000000" + StrChar.

Case 0 — StrChar = "00000000" + StrChar.

c. StrDecrypt += StrChar.

3: Reverse the Previous Binary Data(StrDecrypt).

4: For i from 0 to StrDecrypt.Length do the following:
a. if (binarybyte.Length == 8).

i. Convert the binary data (StrChar) to ascii code
(hexdata) and,

ii. Convert the previous ascii code (hexdata) to the
text (StrFullVlaue).

5: Remove the key from the text (StrFullVlaue - StrKey) —
(Strvalue).

6: Return (DecryptedData). [3], [4], [5], [32]

IIl.  SYSTEM DESIGN

Query Processing is costly means that it takes more time for
encryption and decryption. Our aim is to provide maximum
security to database at the same time give best performance. So
we design a system that will take less time and provide security
to the database. We design the database for query processing.

1. Create four databases

2. Keep the first database non-encrypted.

3. Encrypt second database with AES encryption

algorithm.

4. Encrypt third database with RC6 encryption
algorithm.

5. Encrypt fourth database with REA encryption
algorithm.

6. Then we apply same queries on these four databases.
We examined query processing performance evaluation over
encrypted databases with the proposed algorithm (REA). The
performance measure of query processing is conducted in terms
of query execution time.

IV. SYSTEM IMPLEMENTATION

The system is implemented by available hardware and
software resources. The software resource used in the system
is the PHP, WAMP, which is an open source. In the
experiments, we used four databases from the database
“project” are:

1. tblenc_plain has not any encrypted fields.

2. tblenc_aes has encrypted some fields with AES

encryption algorithm.

3. tblenc_rc6 has encrypted same fields with RC6

encryption algorithm.

4. tblenc_rea has encrypted same fields with REA

encryption algorithm.
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Now, we started executing the queries on these databases.
Every query from the first to the fifth executes on the database
“tblenc_plain” then calculates the execution time and repeats
executes on the database “tblenc_aes” then calculates the
execution time and repeats the execution again on the database
“tblenc_rc6” then calculates the execution time. Lastly repeats
the execution again on the database on “tblenc_rea” then
calculates the execution time. Then times for all the four cases
will be compared and graphs for encryption and query process
will be drawn for each user.

Database table for Users, thlusers:

id Name Password Gen_key | Other_info | Utype

38 rajat | a872ed9h535 dhRR Rajat Student

39 | payal | 5fd572d6006 ayPd Payal Student

40 | kajal 1cd2f0fc981 Adta Kajal Student

41 kdp 26329a7dd0 DK Parate Teacher
Tablel: Database table, thlusers

We encrypted sixteten different fields in the table

“tblenc_aes”, “tblenc_rc6”, and “tblenc_rea” with the
proposed encryption algorithm REA and calculated elapsed
time for each one shown in Table 2. Then, we calculated the
averages of the elapsed times. We repeated this step on other
encryption algorithms.

We decrypted the same sixteen different fields shown with
decryption algorithms and calculated elapsed time for each
one. We start executing the queries on these databases. Every
query from the first to the fourth executes on the database
“tblenc_plain” then calculates the execution time and repeats
executes on the database “tblenc_aes” then calculates the
execution and repeats the execution again on the database
“tblenc_rc6 and tblenc_rea” then calculates the execution time
Then, we calculated the averages of the elapsed times shown
in Table 3.

V. SIMULATION RESULT

A comparison has been conducted for those encryption
algorithms at encryption and decryption time. The encryption
time is considered the time that an encryption algorithm takes
to produce a ciphertext from plaintext. It indicates the speed of
encryption. The decryption time is considered the time that
decryption algorithm takes to produce a plaintext from
ciphertext. Also, it indicates the speed of decryption.

Performance Evaluation of Query Processing on

Encrypted Database
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Table 2: Comparative elapsed times of encryption algorithms
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Figure 5: Time elapsed for encryption algorithms

Query Plain AES RC6 REA
Query-1 0003096 0185551 0.152000 0.02883
Query-2 0.002388 0205789 0137024 | 0.039617
Query-3 0.002612 0.199909 0132741 | 0043172
Query-4 0.00399 0202608 0147280 | 0032517

Table 3: Comparative elapsed times of retrieval algorithms.
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REA | AES | RC6

Avg Time | 0.02 | 0.03 | 0.44 | 0.26
Table 4: Average time elapsed for 20 users

Algorithm | Plain
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Figure 8: Average time elapsed

The results for this comparison are shown on Table 2 and
Figure 4 and Figure 5 at the encryption time and Table 3 and
Figure 6 and Figure 7 at the retrieval time. Also the average
time elapsed for 20 users are evaluated for same number of
queries on encrypted database. The result is shown in the
Figure 8.

A first point: the database “tblenc_plain” takes less time than
the other databases in terms of the query execution time.
Because it has no encrypted fields so it takes less time.

A second point: the database “tblenc_aes” takes more time
than other databases in terms of the query execution time.

A third point; the database “tblenc_rc6” is slower than the
database “tblenc_plain” and faster than the database
“tblenc_aes” in terms of the query execution time.

Finally; the database “tblenc rea” is slower than the database
“tblenc_plain” but fast as compared to other two database in
terms of the query execution time. Overall, the results showed
that REA has a very good performance compared to other
algorithms.

All our experiments were done on laptop Pentium Core2Duo
2.0 GHz Intel Pentium processor with 1 MB cache memory, 3
GB of memory, and one Disk drive 320 GB. The Operating
System which was used is Microsoft Windows 7 Ultimate. The
results were executed based on the database MySQL, and the
application developed in PHP and HTML.

VI. CONCLUSION

The aim of this project was to evaluate the performance of the
query processing by using various algorithms like AES, RC6
and REA. We introduced an encryption algorithm, REA,
restating its benefits and functions over other similar
encryption algorithms. It limits the added time cost that is
delay time for encryption and decryption so as to not degrade
the performance. The performance measure of query
processing conducted in terms of query execution time. The
results of a set of experiments show the superiority of the
algorithm REA over other encryption algorithms AES and
RC6 with regards to the query execution time.

The proposed methodology shows the superiority of the
encryption algorithm REA over other encryption algorithms
AES and RC6. By using REA algorithm if we encrypt the
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database, the query performance of a system with regard to
time is enhanced. REA can reduce the cost time of the
operations and improve the performance. This is achieved by
the encryption techniques used in REA algorithm, as there are
no iterations used and variable key is used.
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