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Abstract: Cloud computing is one of the famous and well known technique that processes the data   query efficiently. Since it is maintaining 

huge amount of resources, its privacy and security is an issue. Cloud service providers are not trust worthy, so data is to be secured. Whenever 

the data is sent to the cloud, it is encrypted because to protect the sensitive data  such that query privacy and data confidentiality is assured. 

Cloud computing reduces the in- house resources .This doesn’t mean processing of the query should be slow. To ensure query privacy and data 

confidentiality RASP approach is designed. The RASP Perturbation technique combines Order preserving Encryption, Dimensionality 

Expansion, random noise injection , random projection to provide strong safety to the perturbed data and query. RASP make use of the kNN 

algorithm to process the query efficiently. kNN approach use the minimum square range to process the query. It transfers data to the 

multidimensional space where it uses indexing approach to process the minimum square range points. 

__________________________________________________*****_________________________________________________ 

1.Introduction 

Cloud computing refers to the service which is accessed 

over the internet. It is based on pay-as-you-go manner. The goal of 

cloud computing is to provide high performance computing or 

super computing power with the cloud computing technologies, 

large pool of resources can be connected using public or private 

network. Cloud is maintaining huge amount of resources hence 

security and privacy are two main concepts which is to be 

preserved[15]. There are three different types of cloud computing. 

Infrastructure as a service where hardware is accessed 

over the internet such as server or storage. 

Software as a service where complete application is 

running on other’s computer can be accessed such as web based 

email and Google document is well known exam which offer many 

online application. 

Platform as a service means that the application can be developed 

using web based tools so they run on system software and 

hardware. Force.com and the Google map application are 

examples. 

Parallel computing of query service in the cloud is very 

popular because of the advantages of scalability and cost saving. 

Using the cloud infrastructure, the cloud service providers/ owners 

can conveniently scale –up and down and pay for what they use.   

Cloud service providers are not trust worthy and hence the data 

confidentiality and query privacy should be preserved . 

The  new approach  should  be proposed to preserve the 

privacy of data resources. To enjoy the benefits of the cloud 

computing, it is not meaningful to provide  slow query services, 

because of security and privacy issues. The main purpose of cloud  

is to reduce the significant amount of cloud resources[4]. There 

exist some co-ordination between the data privacy, query privacy, 

use of the cloud. This is referred as DQEL  criteria: Data privacy, 

query privacy , efficient query processing and low processing 

cost[9]. 

 

 

2. Definition of RASP 

In this section, the definition and properties of the 

RASP(Random Space Perturbation)  is introduced. 

In Random Space Perturbation, the set of data is securely 

transformed, so that the order is preserved but the distribution  and 

domain are changed[3]. So that the attacker cannot effectively 

recover the original data and the derived properties are preserved.  

RASP is the multidimensional and uses the techniques such as 

geometric perturbation, random noise injection. 

2.1 Properties of RASP. 

RASP has many important features   

It is convexity preserving. It transforms the range into the 

another polyhedron. 

It doesn’t preserve the order of dimensional values and the 

proof is straightforward[5]. 

It doesn’t consider the length between two records. 

The original query can be transformed in to the RASP 

perturbed data space. A hyper-cube is transformed into polyhedron 

using RASP perturbation. 

3.Meaning of data perturbation. 

Data perturbation is a popular technique, in preserving the 

privacy of data processing[11]. A major challenge in data 

perturbation is to balance the privacy protection and data utility, 

which are pair of conflicting factors. 

There are two types of data perturbation, namely probability 

distribution approach and value distribution approach[7]. 

4.RASP using and KNN-algorithm 

RASP does not pertain the distance between the records, 

KNN query cannot be directly processed with the RASP perturbed 

data. 
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      KNN algorithm is based on the range queries and uses the 

index in range query processing and uses the index in range query 

processing and hence fast processing of range queries takes place.  

4.1  Processing of KNN algorithm 

The main goal of KNN algorithm is to find the KNN 

nearest point in the spherical range that centred at the query point. 

It uses the square range instead of spherical range.  However it has 

to overcome the few issues such as whether the data privacy and 

query privacy are present, whether these is a increment in the 

service workload[13]. How to find the minimum square range  that 

exactly contain the KNN-nearest points. 

The KNN algorithm consists of three rounds of 

interaction between service and the client.   

First, the client will sent, the upper-bound range which contains 

more than K points and the lower- bound range which contains less 

than K-points to the server. The server finds the inner range and 

than returns to the client. 

Second, the client finds the outer range depending upon the inner 

range and returns to the server. The server finds the outer range and 

then returns to the client. 

 Third, the client decrypt the records and finds the first K-point as 

the resulting  server side. 

5.System architecture 

      The purpose of the architecture is to extend the data base server 

to the public cloud and the private cloud.  

System architecture is having two groups:-  

      The trusted group and the honest group. The trusted group 

include the data owner and the authorized users. Data owner who 

have the ability to store the data into the cloud and authorized user 

who can query the data.  The honest group include the cloud 

provider who host the data base and response the query services[8]. 

       D’ is the data stored in the cloud. 

      H(q’,D’) is the encrypted data over the service. 

      G(R’) it is the encrypted result provided by the cloud server to 

the authorized user. 

 

5.1   Threat model  

      Security analysis is considered as one of the important features, 

hence some assumption are made.  

       The data base is accessed only by the authorised user. 

      The communication between the client and server is properly 

protected and hence there will be no leakage of the data or the 

query[2].  

      The opponent can see the query processing, perturbed data 

base, the access pattern but not more than this.  

      The opponent can have the complete knowledge regarding the 

database, such as the attributes, application etc. 

6.Related work. 

6.1. Existing system.  

      Cloud computing is one of the most important and unique 

technique because of the scalability and cost saving. The data 

owner are not trust worthy and hence preserving the privacy of the 

sensitive data is major problem. The data is not sent to the cloud 

unless data confidentiality and query privacy are assured[12]. It is 

not meaningful to provide slow query processing because of these 

issues one should resolve the in-house resources.  

Disadvantages:- 

     Service provider make a copy of data base or may corrupt the 

user query, as a result efficient query processing has to presented. 

6.2. Proposed system. 

       The proposed system uses the KNN-algorithm for processing  

the range queries in the perturbation space. It help in parallel 

processing of the data. 

Advantages:-  

      It satisfies all the aspects of DQEL criteria. Data privacy, query 

privacy, efficient query processing and low in-house processing 

cost. 

       The utility of the processing range queries will be preserved. 

      It uses the concept of indexing to support and find the 

minimum square range. 

      It process the range queries in the efficient way such that it 

provide fast processing of range queries without any problem. 

      The users upon obtaining the result, decrypts and uses for its 

purpose.  

7. Possible outcomes   

       Cloud computing helps in the parallel processing of the queries 

since cloud is hosting large amount of data resources. The data 

which is very sensitive should be kept highly confidential, and 

hence it should be protected. Cloud owners does not move the data 

into the cloud until the security and privacy is preserved[4]. The 

service provider copy the database because of their curious nature. 

Processing of queries for such a huge data resources would be time 

consuming and it finds almost unwanted information. Hence RASP 

approach is defined. 
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      In RASP, it makes uses of KNN-algorithm to process the query 

where it decides the range and allots the indexes in the minimum 

square range. The RASP perturbation method solves all the 

problems.  

8.Conclusion  

      The RASP perturbation approach helps in processing of the 

queries very efficiently. It satisfies all the requirements of DQEL 

criteria it combines the features of order preserving encryption, 

random noise injection, random sprojection.the main benefit of 

using cloud computing is to reduce the amount of in-house 

workload. It uses kNN approach to process the query by deciding 

the range in the perturbed space and by allotment of indexing to the 

queries, so that the query can be processed very fastly. 
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