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Abstract-- Internet provides many critical services so it has become very important to monitor the network traffic so that the resources of the 
network can be prevented from being depleted from malicious hackers. In this paper, we have presented a mechanism to detect and defense a 

web-server against a Distributed Denial of Service (DDoS) attack. We have presented simulation of specific kind of DDoS attack i.e. identity 
spoofing and SYN flood attack on an application similar to shopping portal and its results to demonstrate the effectiveness of the mechanism. 
Then, the attack is monitored in resource monitor of the server side monitor showing CPU utilization.Also,some defense mechanisms to defend 
the server against such attacks has been presented. 
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1.     INTRODUCTION 

Internet has become very famous nowadays which satisfies 

people with its various services which are related to various 

different fields. It provides a very versatile facility as with just 

few clicks one can complete many tasks easily and 

conveniently. Though it is the greatest tool for communicating 

in mass, but there is also a negative side of taking the help of 

Internet. Along with the popularity and rapid development of 

the Internet, network security issues become more and more 
serious [1]. Network security threats we face include: eaves 

dropping, denial-of-service attack, spoofing, illegally 

authorized access, and the spread of the virus etc. [1] 

 

A denial of service (DoS) attack is a malicious attempt, which 

temporarily interrupts or suspends the services of a host 

connected to the Internet and makes the server or a network 

resource unavailable to users. In Distributed Denial of Service 

Attack (DDoS) the attack is "distributed" because the attacker 

is using multiple computers, including yours, to launch the 

denial-of-service attack. 

 

Service-oriented applications can be build by using a 

framework known as Windows Communication Foundation 

(WCF) .Data as asynchronous messages can be send from one  

endpoint of service to another while using WCF. A service 

endpoint may be a part of a service which is continuously 

available and it is hosted by IIS, or it may be a service hosted 

in an application. An endpoint can be a client of a service that 
requests for some data from a service endpoint. 

 

Spoofing is a type of scam where an intruder hiding its own 

identity pretends to be another user and tries to gain 

unauthorized access to that user's system or information. The 

main reason behind spoofing is to gain access to one's 

computer system, bank account or to steal personal 

information, such as passwords by tricking the user to reveal 

sensitive information.  

 

This paper is organized as follows. Section 2, discusses the 

related work done on spoofing and DDoS attacks so far. 
Section 3, describes DDoS attacks and its effects and thorough 

explanation of TCP SYN flood attack in which our paper is 

based. The methodology of how the attack has been done on 

shopping portal application with results has been shown in 

section 4.Also some defense mechanisms to defend server 

against such attacks has been proposed in section 5.Finally, the 

paper has been concluded in Section 6. 

2.     RELATED WORK 

In [2] paper has described various DDOS attacks which are 

broadly classified in two categories, one is protocol attacks 

and second volume based attacks. Resource depletion is 
occurred in protocol attacks which include attacks like TCP-

SYN, ping of death, PUSH & ACK etc. Under volume based 

attacks there is depletion of bandwidth which includes 

flooding attacks like UDP, ICMP. Also they have enlisted 

popular tools for DDOS attacks with their impact, resources 

and type of attack.  

 

In [3], the paper proposed IP spoofing attack using proxy 

server. The communication between the attacker ,disguised as 
some other’s actual IP address let say A, and the actual IP 

address is done via two or more proxy servers. The attacker 

sends SYN request to A’s address and A sends SYN together 

with ACK to attacker without waiting for the ACK reply from 

attacker. This continues and A comes in the overflow state 

where it cannot reply to any more external connection request. 

The attacker disguised its IP address as A and then sends 

connection request (SYN) to target or victim address say B.B 

then recognizes the SYN packet received as the one sent by A 

so that B can send ACK back and sends a new SYN to A. But 

A cannot communicate with external any more .So attacker 
sends ACK to B as A’s address. Hence an inappropriate 

connection is made between attacker  and victim B,and B 

thinks that it is connected with A.Now,attacker can illegally 

accesses B’s system.  

 

In [4] this paper the author describes IP spoofing attacks and 

the proposed methods currently available to detect or prevent 

them. This work was followed by the “Hop-Count Filtering” 
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(HCF) technique proposed by Wang et al to detect IP 

spoofing. Their algorithm followed by basing on the idea that 

although an attacker may be able to spoof the source IP 

address, but the attacker cannot spoof the number of hops that 

a packet traverses while reaching the destination. Therefore, 

the algorithm first learns the IP to Hop Count (HC) mapping 

and stores the mapping in an IP2HC table [5]. Once a packet 

arrives, it is compared with the HC which is already stored for 

this IP, and if match is not found packet is discarded. 

3.     DDoS ATTACKS AND ITS EFECTS 

Denial-of-Service attack is an attempt that makes the network 

resource and machine unavailable to the intended users. The 

attacks occur when the services is blocked by another user 

intentionally. This type of attack doesn’t cause any damage to 

the data but it does not provide the required resource .DDoS 

attack is a mass of compromised systems, which attacks a 

single target that causes denial-of –service for the users in 

targeted system. As shown in Figure 1, DDoS attacks consist 

of following components: 

 

1. Real Attacker or Masters 

2. Zombie hosts that generate packets. 
3. Target host or Victim.  

 

Figure 1: DDoS attack 

 

As we know Denial of Service and Distributed Denial of 

Service attacks are methods which are commonly used by 

hackers to disrupt network services and to the corporate 

environments. Hackers use ‘session hijacking’ as a method to 

illegally capture sessions after a successful authentication of 

user with a server. By this the attacker gets access to 
confidential information and makes attack to the server system 

by using user’s identity and thus his own gets hidden. 

3.1. TCP SYN Flood attack 

In the TCP handshake mechanism, to establish a connection 

between two parties there must be an agreement between 

them. Such an agreement is not possible, if there is no TCP 

client in actual existence or is a spoofed IP non-requesting 

client. In a TCP SYN flood attack, the attacking clients send a 

series of TCP requests where TCP flags are set to SYN,which 

are actually coming from spoofed IP addresses, tries to trick  

server to believe that they are asking for legitimate 

connections. The target server allocates corresponding buffers 

to each of these SYN requests and  

Figure 2: TCP SYN flood attack 

prepares for a connection. The acknowledgement of those 

connection requests are sent by sending a SYN-ACK reply 

back to the requesting clients but the acknowledgement packet 

is never received to the server because of the spoofed client’s 

IP addresses or the clients are unavailable or unable to respond 
back. The server attempts to resend its SYN-ACK request 

acknowledgement packets multiple times before requesting 

time-out resorts by forcing the server to maintain its open 

threads and buffers for corresponding original connection 

requests. The main cause of denial-of-service condition is that 

the rate of seeking of new connection request is made more 

than flushing out of pending open requests by sever due to 

time-out.  

 

3.2. Impact 

Systems may not be able to provide TCP-based services 

anymore to the community of Internet while under attack and 

also for sometime after the attack start ceasing. During attack, 

the service itself will not be harmed, but the ability to provide 
that service gets affected. There are more chances of 

exhaustion of system’s memory, crash, or be inoperative in 

some cases. 

 

3.3. Detecting an Attack 

In spoofing the user of the attacked server system may not be 

able to notice any abnormality since the IP-spoofed connection 

requests may not load the system noticeably, though the 

system is still able to establish outgoing connections. The 

problem will most likely be noticed by client systems 

attempting to access one of the services on the victim 

system.Hence, to verify that this attack is occurring, the state 

of the server system's network traffic must be monitored 
regularly. 

 

 

3.4. Solution 

With the current IP protocol technology, yet there has been no 

generally accepted solution to this problem. However, one can 

take measures to reduce the entering of number of IP-spoofed 

packets into and out of the network. So till now the best 

method is to install a filtering router that put restriction on the 
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input of your external interface (known as an input filter) by 

denying a packet through, if its source address comes from 

your internal network. Also, you can restrict the outgoing 

packets having different source address from that of your 

internal network to prevent source IP spoofing attack from 

originating. 

Outside attackers can be prevented from sending packets to 

you pretending to be from your internal network by combining 

these two filters. By this, packets generating within your 

network can also be prevented which pretends to be from 
outside of your network. Hence Internet service providers 

should install these filters in your routers. 

 

4.     METHODOLOGY 

In this paper we are performing an experimental analysis of 

DDoS attack by creating an application which is a similar to 

shopping portal on which attack is shown. Particularly the 

SYN-flood type of attack is demonstrated in this paper by 

hiding the attacker’s identity and attack is monitored using 

resource monitor of the server’s system. 

 

 
 

Figure 3: State chart under attack and under without attack. 

 

To demonstrate the attack an application has been made which 
is similar to shopping portal using C#.net in visual 

studio10.We are using Mysql server for database management. 

The computer with Windows 7 Ultimate OS with internet 

information service manager (IIS) enabled is being used. 

 

First of all connect all the computers in network. One server 

will install itself and make itself ready for client server 

communication by enabling the IIS manager of the system. 

The IIS manager has to be enabled to set up a machine as a 

server and creating the host of the network. It also shows the 

directories available in the root directory. Following are the 
key elements of this experiment as shown in above figure: 

 

4.1. Client login 

There are probably two users: one is genuine client & other is 

attacker. The client gets logged in. The administrator creates 

account for the clients by providing username & passwords to 

them. This privilege is provided to administrator only. By 
logging in one can view other user’s username & passwords 

which is in encrypted form & various permission types which 

are allowed by the administrator. The encryption algorithm 

used for encrypting password is Triple Data encryption & 

standard (DES) algorithm. Client will login and start accessing 

web service provided by server. It is under normal condition 

that is before attack. 

 

4.2. Database 

There are mainly four tables which are of concern in database. 

Only administrator has privilege to access and make 
modification in database. This entire table has been created 

using SQL commands. 

 

Items: - All information regarding an item /product under a 

particular category is stored in this table. Like, name, brand, 

quantity, description, cost etc. 

 

ItemGroup: This specifies in which category the items are 

stored.Eg Mobiles, Laptops,TV etc. Without any ItemGroup 

no items can be made. 

 

Users: With this new user accounts can be created by 
providing username & passwords. 

 

Session: In this the information regarding sessions of users 

like username, start time & end time, status whether active or 

inactive etc are visible. Administrator can delete unwanted 

entries if he wants. 

 

4.3. Session before attack 

Let us take a case, as shown in below screenshot the ‘test’ 

named user of Sr no 37 is inactive when viewed in session 

table. 
 

 
 

Fig 4: Snapshot of session before attack 

 

Below shows the CPU utilization in server side. We can see 

the graph is moderate 
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Fig 5 Resource monitor showing CPU utilization before attack 

4.4. Attacker login 

Attacker logins the portal as a normal client. The attacker 

algorithm is designed in such a way that he is able to fetch the 
session table where he gets details of some of the users which 

have accounts. The attacker has various options of attack like, 

he can deactivate/activate the active/inactive users, place 

orders, apply SYN-flood etc. And all this he can do by hiding 

its own identity .When administrator gets logged in he won’t 

be able to see the active attackers account as logged in session 

table. 

 

 
 

Fig 6: Snapshot of session after attack  

 

In above case attacker has activated the inactive ‘test’ 

user.With ‘test’ attacker can apply SYN flood attack and the 

actual test user won’t be able to access web services under 

attack. 

4.5. Resource monitor 

After applying SYN-flood the CPU utilization gets increased 

and after a certain level it becomes difficult to users to get web 

service access. Unless and until the IIS manager restart itself 

the client cannot access the web service. Following shows the 

CPU utilization after attack. 

 

 
 

Fig 7: Resource monitors showing CPU utilization after attack 

Following table depicts the overall CPU utilization on the 

server side which helps in analyzing the effect with and 

without attack.  

 

Parameter With Attack W/O Attack 

CPU Usage (%) 87 3 

 

Table1: CPU usage evaluation 

 

5.     DEFENSE MECHANISMS 

Following are some prevention techniques suggested which 

can be used to defend server from such attacks. Such 
techniques though not necessarily helps in identifying source 

generating spoofed addresses but may help in blocking them 

hence preventing server system from getting affected before 

any major harm occurring.  

1. An algorithm can be developed or utility which will 
keep running all the time like crawler program on 

server side which will monitor network traffic and all 

the properties of clients such as IP, MAC, Request 

size, frequency of requests, etc. By which you can be 

evaluating CPU usage, requirements & time taken to 

process requests made onto server. Under these 

parameters if algorithm suggests any suspicious 

activity(sudden change in network traffic), it will be  

blocked & will clear all such request from application 

pool. 
2. A database can be maintained of all available Bogon 

IPs which are used for ICMP attacks. If any request 

comes from those Bogon IPs, system will show alert 

or prompt the server administrator & it’ll also add all 

those IPs & Mac Address into Blacklist. 

6.     CONCLUSION 

The developed approach has been used for simulation-based 

evaluation of computer network security and analyzing the 

network security policy’s efficiency and effectiveness against 

DDoS attacks. It is undeniable that DDoS attacks have become 

a menace in today’s cyber security context. The attacks 
targeted individuals and companies such as Yahoo, Visa and 

Amazon. Cyber attacks are getting more sophisticated and large 

scale cyber attacks can bring down the Internet infrastructure of 

nations. We have shown DDoS attack successfully with the 
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help of identity spoofing and achieved our objectives. A formal 

paradigm for modeling and simulation of a broad spectrum of 

DDoS attacks is proposed. 
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