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Abstract- VANET security is major issue for researcher. Thus Ad-Hoc Networks embrace the Public Key Infrastructure (PKI) and Certificate 
Revocation Lists (CRLs) for their security purpose. EMAP was presented to overcome the problem of the long delay incurred in checking the 
revocation status of a certificate using a CRL. From the experimental analysis it was observed that it is resistant to common attacks while 
performing the authentication techniques. Therefore, EMAP can significantly decrease the message-loss ratio due to message verification delay 
as compared to the conventional authentication methods employing CRL checking. Thus to further address these issues along with EMAP 
protocol, new EMAP method is presented called as CEMAP (certificate based EMAP) which is intended to overcome the authentication delay in 

message processing by reducing the complexity in Authentication process. CEMAP authentication protocol is constructed based on the 
combination of the new signature scheme and EMAP. The proposed algorithm reduces the delay by 10% than EMAP. 

Keywords—CEMAP authentication protocol, EMAP authentication, Vehicular networks, Communication security, Message signature 
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I. INTRODUCTION 

 

Vehicular networks area unit terribly doubtless to be 

deployed within the coming back years and therefore 

become the foremost relevant variety of mobile unplanned 

networks. Vehicular Ad-Hoc networks (VANET) have 

recently drawn consideration of the analysis community. 

Vehicular Ad-hoc Networks represent a promptly emerging, 

significantly difficult category of MANETs. Vehicular 

communications (VC) aim to reinforce safety and efficiency 

of transportation systems. Transport applications will offer 

warnings on environmental hazards, traffic and road 
conditions and native information. In fact, transport 

networks emerge, among civilian communication systems, 

mutually of the foremost convincing and however most 

difficult instantiations of the mobile Ad-hoc networking 

technology. Unfortunately, VANET is facing numerous 

security challenges [3], and far attention has been dedicated 

to its security problems. V2V and V2I communication have 

totally different security requirements: for V2V 

communication, authentication, conditional privacy 

protection, and non-reputation; for V2I communication, 

message integrity, origin authentication, non-repudiation is 
required for RSUs, anonymity, conditional privacy 

preservation, authentication, message integrity, non-

repudiation for OBUs. Some attentions are dedicated to the 

protection of V2I communication. The prevailing solutions 

for the protection issue of V2I communication primarily 

target the authentication and message integrity of RSUs.     

However, very little attention has been paid to 

namelessness, conditional privacy preservation, non-

repudiation for OBUs.  

            Anonymity, conditional privacy preservation, and 

non-repudiation area it needs attention for OBUs. However, 

OBUs might request numerous added services from RSUs, 
or it's going to send traffic-related data to RSUs. As an 

example, OBUs might inform RSUs the number of the 

vehicle concerned in associate accident. But, OBUs don't 

wish to be derived by a 3rd party. According to the 

Dedicated Short vary Communication (DSRC) [8], which is 

an element of the WAVE normal, every OBU has got to 

broadcast a message each three hundred time unit regarding 

its location, velocity, and alternative telemetric data. In such 

situation, every OBU could receive an oversized range of 

messages each three hundred time unit, and it's to visualize 

the present CRL for all the received certificates, which can 

incur long authentication delay counting on the CRL size 

and therefore the range of received certificates. The 

flexibility to visualize a CRL for an oversized range of 

certificates. An exceedingly in a very timely manner leads 
an inevitable challenge to VANETs. To ensure reliable 

operation of VANETs and increase the quantity of authentic 

data gained from the received messages, every OBU ought 

to be able to check the revocation standing of all the 

received certificates during a timely manner. Most of the 

present works unnoticed the authentication delay ensuing 

from checking the CRL for every received certificate.  

Thus to beat this problems recently we've studied new 

protocol referred to as expedite message authentication 

protocol (EMAP) that replaces the CRL checking method by 

associate economical revocation checking method 
employing a quick and secure HMAC perform. EMAP is 

appropriate not just for VANETs however conjointly for any 

network using a PKI system. To the most effective of our 

data, this was the primary resolution to cut back the 

authentication delay ensuing from checking the CRL in 

VANETs. But this approach is suffered from limitation just 

in case of speed in certificate and message signature 

authentication. Therefore during this project we have a 

tendency to are presenting ensuing version of EMAP during 

which we'll beat up acceleration of certificate moreover as 

message signature authentication. This new protocol is 

termed as CEMAP (Certificate primarily based EMAP).  
In next section II we are presenting the literature survey 

over the various methods addressed for Vehicular Ad-hoc 

Networks. In section III, the proposed approach and its 
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system block diagram is depicted. In section IV we are 

presenting the current state of implementation and results 

achieved. Finally conclusion and future work is predicted in 

section V.  

II. RELATED WORK 

 
In this section we are addressing the different techniques 

those are presented to solve the security problems of 

VANET. In [1], Albert Wasef and Xuemin (Sherman) Shen 

presented an Expedite Message Authentication Protocol 

(EMAP) to overcome the problem of the long delay incurred 

in checking the revocation status of a certificate using a 

CRL.   

In [4], Raya et al. use a classical PKI to provide secure 

and privacy preserving communications to VANETs. In this 

approach, each vehicle needs to pre-load a huge pool. 

anonymous certificates. The number of the loaded certificate 

in each vehicle must be large enough to provide security and 
privacy preservation for a long time, e.g., one year. Each 

vehicle can update its certificate from the central authority 

during the annual inspection of the vehicles. In this 

approach, revoking one vehicle implies for revoking the 

huge number of certificates loaded in it. This renders the 

vehicle not able to send messages to neighboring vehicles 

within this period, which makes TACK not suitable for the 

safety applications in VANETs as the WAVE standard [7] 

requires each vehicle to transmit beacons about its location, 

speed, and direction every 100 ∼ 300 msec. Also, TACK 

requires the RAs to completely cover the networks; 
otherwise, the TACK techniques may not function properly. 

This requirement may not be feasible especially in the early 

deployment stages of VANETs. Although TACK will 

eliminate the CRL at vehicles level, it requires the RAs to 

verify the revocation status of the vehicles upon requesting 

new certificates. To check the revocation status of a vehicle, 

the RA has to verify that this vehicle is not in the current RL 

that is Revocation List by performing a check against all the 

entries in the RL. Each check requires three pairing 

operations.                                                                                                    

In [10], Hubaux et al. identify the specific issues of security 

and privacy challenges in VANETs, and indicate that a 

Public Key Infrastructure-PKI should be well deployed to 

protect transited messages and to mutually authenticate 

entities of network. 

Laberteaux et al. [14] use car to car communication to 
speed-up the CRL broadcastings. 

In [11], Studer et al. propose an efficient authentication and 

revocation scheme called TACK. TACK adopts a hierarchy 

system architecture consisting of a central trusted privacy 

authority and regional authorities (RAs) distributed all over 

the network. The authors adopted group signatures where 

the trusted authorities’ acts as the group manager and the 
vehicle act as the group members. Upon entering a new 

region, each and every vehicle must update its certificates 

from the RA dedicated for that region. The vehicle sends a 

request signed by its group key to the RA to update its 

certificate; the RA verifies the group signatures of the 

vehicles by ensuring that the vehicle is not in the current 

Revocation List (RL). After the RA authenticates the 

vehicle, it issues short lifetime region-based certificate. This 

certificate is valid only within the coverage range of the RA. 

It should be noted that TACK requires the RAs to wait for 

some time, e.g., 2 seconds, before sending the new  
In [12], Raya et al. introduce RC2RL (Revocation using 

Compressed Certificate Revocation Lists), where the 

traditional CRLs, issued by the TA, are compressed using 

Bloom filters to reduce its size prior to broadcasting.  

Papadimitratos et al. [13] propose to partition the CRL into 

small pieces and distribute each piece independently.   

Haas et al. [16] develop a mechanism to reduce the length of 

the broadcast CRL by only sending a secret key per revoked 

vehicles. On receiving the new CRL, each OBU uses the 

secret key of each revoked vehicle to re-produce the 

identities of the certificates loaded in that revoked vehicle, 

and construct the complete CRL. The probabilistic approach 

is one of promising technique for the key management in ad 

hoc networks [15], [16].  

Zhu et al. introduce the GKMPAN protocol [17], which 

adopts a probabilistic key distribution approach based on 

pre-deployed symmetric keys. 

 

III. PROPOSED APPROACH FRAMEWORK 

AND DESIGN 
 

A.  Problem Definition 

 

In the literature study we have presented different methods 

for efficient and effective authentication protocol for 

VANETs; however each method is suffered from different 

kinds of limitations. Recently we have studied the new 

approach presented for VANET authentication called 

EMAP.  We have studied that the proposed EMAP was 
presented to overcome the problem of the long delay 

incurred in checking the revocation status of a certificate 

using a CRL. EMAP employs keyed Hash Message 

Authentication Code (HMAC) in the revocation checking 

process, where the key used in calculating the HMAC for 

each message is shared only between unrevoked OBUs. In 

addition, EMAP is free from the false positive property 

which is common for lookup hash tables as it will be 

indicated in the next section. From the experimental analysis 

we observed that it is resistant to common attacks while 

outperforming the authentication techniques employing the 
conventional CRL. Therefore, EMAP significantly 

decreases the message loss ratio because message 

verification delay compared to the conventional privacy 

authentication methods employing CRL checking. 

However this EMAP protocol is suffering from the 

limitations such as no anonymity, inefficient use of 

certificate authentication and message authentication 

mechanism. Thus we need to further address these issues 
along with EMAP protocol. 

 

B.  System Architecture  

 

 In this paper new EMAP method is presented 
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called as CEMAP (Certificate based EMAP) which is 

intended to overcome the issues of certificate and message 

signature authentication acceleration. Along with EMAP we 

presenting the efficient method for certificate based 

Signature Scheme which can accelerate overall processing 

time of authentication protocol for VANET. In this for 
certificate based Signature Scheme which can accelerate 

overall processing time of authentication protocol for 

VANET. In this work method is presented to tackle the 

problem of anonymity, conditional privacy preservation, 

authentication, non-repudiation for OBUs in V2I 

communication. To the best of our knowledge, it is the first 

study that deals with these security requirements for OBUs 

in V2I communication. We introduce a novel anonymous 

authentication protocol in V2I communication. The protocol 

is based on a certificate-based signature scheme which 

combines the advantages of the signature based on 

traditional public key cryptosystem (no key escrow) and that 
based on ID-PKC (implicit authentication). A new 

certificate-based signature scheme and the verification result 

of the signature is a constant with respect to the signer's 

unique identifier and public key. Then, new CEMAP 

authentication protocol is constructed based on the 

combination of the new signature scheme and EMAP. The 

proposed protocols will claims anonymity, conditional 

privacy preservation, non-repudiation, and mutual 

authentication. A secure session key is established in the 

protocol which also achieves perfect forward secrecy. 

 
Figure 1: VANET Architecture 

In this project we are presenting efficient certificate based 

scheme as well as EMAP. Apart from this below are the 

main objectives of this project: 

- To present literature review over the different 

methods of certificate based schemes as well as 

authentication protocol for VANETs. 
- To present the design of new proposed method 

called CEMAP. 

- To present the practical simulation of proposed 

algorithms and evaluate its performances. 

To present the comparative analysis of existing and 

proposed algorithms in order to claim the efficiency of 

proposed method.     

 
 

Figure 2: Proposed System Architecture 

 

C.  Mathematical Equations 

 

I.  Certificate Creation 

 

Let ‘y’ be a random number of order Zq. 

Where Zq is set of large random numbers. 

We compute Secret Key and Public Key pair as follows: 

 

1. Road Side Unit (RSU Key and Public Key computation 

SKRSU = y  

PKRSU = y.P 

Where P is key sent by Ticket Authority (TA). 

2. On Board Unit (OBU) Secret Key and Public Key 

computation 
SK = y 

PK = y.P  

Then certificate creation using a Cryptographic Hash 

Function H1 :{ 0, 1}*  Zq* 

 

RSU’s Certificate based on H1 is  

CRSU = sH1 (IDRSU, PKRSU) 

 

OBU’s Certificate based on H1 is  

COBU = sH1 (IDOBU, PKOBU) 

 

II. Authentication  

 

The mutual authentication process of OBU and RSU is 

initiated by request from OBU. 

 

i) OBU and RSU authenticate each other. When RSU 

receives service request message it firstly checks the validity 
of timestamp T. RSU rejects the request if T is invalid. 

 

ii)  OBU computes following things to Authenticate: 

 

OBU randomly selects r1 є Zq and computes R = r1 P,  

R`= r1PKRSU, and M=H3 (IDOBU) PKRSU 

 

iii) OBU picks current time stamp T of login device and 

computes h=H2 (T, IDOBU, IDRSU, R) and σ= (SKOBU + h)-1 

 

iv) Otherwise, RSU computes Session Key, MAC (Message 

Authentication Code and sends it to OBU on OBU's request.) 
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v) On receiving the reply from RSU, OBU checks the 

integrity of MAC using agreed Session Key. If negative 

Terminates otherwise authenticates RSU for further 

communication. 

  

 

Process: 

          A Trusted Authority (TA), which is responsible for 

providing anonymous certificates and distributing secret 

keys to all OBUs in the network. TA is responsible for 

initialise system. 

Figure3: Flow between Units 

Algorithm: 

 

 1. Initialization  

 

TA initializes Public and Private Keys for each OBU and 
RSU & generates MAC (Message Authentication Code)   

 

 2. Registration Process 

  

RSU and OBU request registration and certificates from TA. 

Their public key, private key and certificates are generated. 

Creation of RSU’s certificate happens only once. 

Creation of OBU’s certificate is frequent and based upon 

location of On Board Unit. 

 

3.  Authentication for establishing communication 
 

3a) The On Board Unit sends a request for authentication 

with its certificate, timestamp. 

 

3b) RSU checks certificate and timestamp if valid then create 

Session Key for that session. 

 

3c) Communication between RSU and OBU is established. 

 

Since we have a tendency to adopt a generic PKI system, the 

main points of the TA signature on a certificate associated an 
OBU signature on a message isn’t mentioned during this 

paper for the sake of generality. We only focus in a way to 

accelerate the revocation checking method that is 

conventionally performed by checking the CRL for each 

received certificate. The message sign language and 

verification between different entities within the network. 

 

 

IV. EXPERIMENTAL RESULT 

 

Advantages of System 

 

1. OBU Anonymity  

 
OBU Anonymity means that except for the requesting OBU 

and the requested RSU, any outsider is unable to relate a 

particular protocol session with a particular OBU and relate 

two different sessions to the same OBU. 

 

2. Conditional Privacy Preservation  

 

As OBU Anonymity is satisfied, OBU's privacy can be 

protected in the protocol. And, if there is any dispute, RSU 

can trace OBU's identity by proving that OBU has sent the 

message which is signed by OBU's private key and 

certificate. 
 

3.  Mutual Authentication  

   

RSU and OBU authenticate each other mutually and no other 

can interrupt as they check the timestamp and if invalid the 

session ends. 

 

4. Secure Session Key Establishment 

 

As the Session key is shared between RSU and OBU only it 

is difficult for attacker as only possible way is offline 
guessing of MAC and checking with that of RSU and it 

would take years to guess it. 

 

Result of Work Done: 

In the experimental, we have focused on authentication delay 

in milliseconds and numbers of messages send to RSU. The 

graph shows the time delay required for EMAP and CEMAP 

to pass the messages.  

The following parameters are taken to carried out the 

experiment.  

We have considered area of 10 Km by 10 km and the 

maximum OBU speed is 60 Km per hour, the OBU 

transmission range is 300m, protocol is MAC Protocol 

802.11a, and the Wireless Channel Capacity is 2 Mbps. 

This graph shows the Authentication delay in milliseconds 
for passing messages. Here we consider the number of 

messages coming to the RSU simultaneously from the OBU’s 

and the authentication delay is considered. We consider 

messages starting from 10 and gradually increasing in the 

order of 10 and Authentication Delay in milliseconds in 

interval of 50 ms. It has been experimentally found that using 

CEMAP the delay has reduced by 10% than EMAP. 
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Figure 4. Graph for Authentication Delay 

V. CONCLUSION AND FUTURE WORK 
 

In this paper we have presented improved method to solve 

the problem of network security in VANETs.  The new 
scheme is called as CEMAP which is inspired and based on 

existing EMAP scheme. The experimental results show that 

by implementing CEMAP the authentication delay has been 

reduced 10% by EMAP. Proposed system gives better 

results than EMAP. Future work can be to focus on reducing 

Authentication Delay in Vehicle to Vehicle Communication. 
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