A Hash Based Visual Cryptography Scheme for Image Authentication
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Abstract — In this paper we have proposed a Hash based visual cryptography scheme for image authentication. The secret image to be
transmitted is encoded into two shadow images called user share and key share. The Hash cryptographic algorithm is applied on each share, and
the resultant Hash codes are concatenated with the shares, and sent to communication participants. The same Hash is used to verify the sender at
the receiving end. Then the shares are stacked together to recover the original secret image. From the results obtained in our analysis, we
conclude that the proposed scheme provides not only confidentiality but also image authentication.
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. INTRODUCTION

Visual Cryptography is a cryptographic technique which
allows visual information such as text, pictures and images to
be encrypted. An image is divided into n shares so that
stacking of n shares will reveal the original image with loss of
quality. Visual Cryptography is introduced by Moni Naor and
Adi Shamir in 1994 [1]. They demonstrated a visual secret
sharing scheme, where an image was broken up into n shares
so that only someone with all n shares could decrypt the
image, no n-1 shares would reveal the original image.

Each pixel of the image divided into smaller blocks. There
are always the same number while (transparent) and black
blocks. If a pixel is divided into two parts, there is one white
and black block. If the pixel is divided into four equal parts,
there are two white and two black blocks.

Text based passwords attacks have become common now a
days there are different text based password attacks. So new
schemes of authentication are been in research. One such
Method is Visual cryptography which is used to generate
different unidentified shares so that these shares can be shared
between two or more parties so that stacking of these shares
will help in identifying the original image message. Using the
Hash of images will help in generating the hash of a secret
image so that it is impossible to get the secret image back from
hash code. This paper presents a method of using Visual
Cryptography and Hashing to Store and authenticate the user.

Il.  RELATED WORK

Many authors published different Visual Cryptography
Schemes for different applications. Each scheme has its own
advantages and disadvantages. Noar and Shamir [2] have
worked on Basic Visual Cryptography scheme. Ateniese et al.
[3] have worked on Elegant Visual Cryptography scheme for
general access structure based on the cumulative array method.
Naor and Pinkas [4] have worked on methods of
authentication and identification between two participants.
Yang et al. [5] have worked on Cheating method against some
Visual Cryptography scheme were discussed.
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The existing methods propose different authentication
mechanism using visual cryptography where the generate
images shares are stored in the database so that when the user
insert the this secret share the system will retrieve the server
share and stack both the shares, finally this stacked image is
compared to the original image in database than user will be
authenticated. This method degrades the performance of the
system and increase the memory size of database as images
take more memory.

This method also suffers from the regular attacks if the
attacker compromises the database server all the user
credential will be stolen, the server shares can be used to guess
the user share according to Yang et al. [5].

The rest of the paper is organised as follows. In Section Il,
the related work is mentioned. Section Il describes the
proposed approach. Section IV deals with the implementation
results obtained in our analysis. Finally in Section V, we draw
conclusions from the results obtained from our approach and
mention future scope for the possible enhancement.

I1l.  PROPOSED APPROACH

In order to overcome the above mentioned drawbacks we
proposing a Hash based methodology using visual
cryptography. The proposed approach consists of four phases
as follows.

A. Registration Phase

In this phase, the user is asked to provide the information
about the username, email-id and image that is wants to use
for authentication. The system uses the visual cryptography
technique to generate the image shares. It generates two
secured shares using a system generated key string.

B. Generating Image Shares

The system uses the visual cryptography technique to
generate the image shares. It generates two secured shares
using a system generated key.

C. Generating Hash Values of Shares



Now the hash value of server share is calculated by using
any hashing method we have used MD5 hash to generate the
hash value of server share. This hash value is stored in the
database of the server so that even if the database is
compromised or information is stolen the attacker cannot
guess the user image by any of the method as adding the
secure salt to the server share will provide security against the
feature dictionary attacks on images.

Registration and Hash generation process are depicted in
Fig 1.
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Fig 1: Flow diagram representing A, B, C Phases

D. Authentication Phase

The user enters the username and inputs these share for
authentication. The system will generate the hash code of user
share by appending the secured random Salt to the share image
and calculates the hash.

Now the server image share hash value and user image
share hash values are concatenated and final hash value is
calculated which is than compared to the server hash if both
hash values are matched the user is authenticated provided
access to the use services otherwise the service is not
accessible and user is not authenticated.

http://www.ijritcc.org

Userinput his Username and
Image Share

System calculatesthe Hash of User
Share

Both Hash values are added and a

Server Retrieves the Hash Value

Hash Value is Generated of Server Share
Server s Login Hash and
Compare Username
Authentication Fails
yes
Authenticated

Fig 2: Flow diagram representing Authentication Phase

IV. RESULTS

In this paper, we have implemented a hash based visual
cryptography scheme for image authentication. The secret
image is shown in Fig 3. A key share/server share is chosen
and is shown in Fig 4. On performing Exclusive XOR
operation between the secret image and the key share, we
obtain user share which is shown in Fig 5. We apply MD-5 on
both user share and key share and from these two hash codes
we obtain a resultant hash as shown in Fig 6.

Fig 3: Secret Image



which can be shown in Fig 7. If the user share is correct then
the user will be authenticated which can be shown in Fig 8.

If Wrong User Share

Server Share/Key Share
) HASH CODE: HASH CODE:
Fig 4: Key share/Server share Oeedc7789f89340c6db2882b38f4c703 ©635094ba5c909df1ffe178e93200094

Resultant Hash Code: 984fchf80af27db918ce1f159a8bec32

==

Original Resultant Hash Code: c7011b0261e80bf46ea8c35ce5e587a

Fig 7: Diagram for wrong user share is used,
Authentication fails

If Correct User Share

Fig 5: User share

USER SHARE HASH CODE: KEY SHARE HASH CODE:

(5183e370220780c3 1 cd0132497e827 0350940353091 7869320094
’ ’ Server Share/Key Share
HASH CODE: HASH CODE:
€518ae3702a0780c31fcd0132497¢827 €635094ba5¢909df1ffe178e93200h94

v

Resultant Hash Code: c7011b0261e80bf46ea8c35¢ce5e5f87a

o
Resultant Hash Code: c701160261080hfd60a8c35c 5056872 Original Resultant Hash Code: c7011b0261e80bf46ca8c35ce5e5f87a
_ . . o Fig 8: Diagram for correct user share is used the user
This Resultant Hash Code s Stored in Database for Authenticating will be authenticated
Fig 6: Hash code of user share, key share and resultant V. CONCLUSION AND FUTURE SCOPE
hash code

The proposed hash based visual cryptography scheme for
The below scenario shows the possible cases of image authentication can overcome the cheating attacks of

authentication, if the user share is wrong, authentication fails ~ Visual cryptography as proposed by Yang et al. [5]. This
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approach reduces the size of database the process of retrieving
and comparing become very fast when compared to retrieving
the images from database.

This method can be used in biometric fingerprint scanning
where the thumb image is captured and shares are generated
by using the visual cryptography system [9].

This method can be used to produce the smart cards to the
users, which can be used to authenticate the users for
providing the services.

Using the proposed method the authentication becomes
very fast when compared to the previous methods. This
approach can be used with all applications of visual
cryptography authentication system. We can develop separate
authentication device for personal computer, so that every user
will have smart card that contains a user share, when the user
insert the smart card to that authentication device user will be
authenticated. We hope to develop a full prototype of such
method as our future work.
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