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Abstract— This paper is mainly concerned with the design of random sequences using Linear Feedback Shift Register (LFSR).
This pseudo sequences is mainly used for various communication purposes. The other application such as banking, cryptographic,
encoder & decoder. For hardware prototype FPGA is used because of its flexibility to reconfigure design many times. LFSR is a
shift register whose output random state depends upon feedback polynomial. But by using pipelined architecture we can reduce
the timing of random pattern generated at output by reducing the critical path. It can count maximum 2"-1 states and produce
pseudo-random number at the output. Finally, comparing the simple and pipelined architecture of 8 & 16-bit LFSR.
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. INTRODUCTION

For various cryptographic applications, random numbers
are necessary. The generated sequence is uniformly distributed
or non-uniformly distributed. Random numbers are needed for
a wide range of application in Science and Engineering which
require statistical random input.

The random number generator that produces a sequence of
number i.e. appears random. The two types of generator have
used 1] True random number generator [TRNG]; 2]
Pseudorandom number generator [PRNG]. TRNG generator
used for generating random data, but have existed. PRNG
which uses a computational method based on certain
algorithms produces random sequences that repeats are known
as PRNG. This PRNG is achieved by LFSR whose input is a
linear function of the previous state and the linear congruence
algorithm. Using a linear congruence algorithm require time
consuming operation and its hardware implementation is very
complicated. But using LFSR which is made up of shift
register permits very fast generation of random sequences.
With maximum length feedback polynomial, here 8 and 16 bit
LFSR can produce sequences based on PRNG. As we change
the feedback polynomial the output random sequence also
changing. But by using simple architecture & as we go on
increasing the feedback polynomial the time required to
generate the random sequences is large. Hence, here a
pipelined architecture is used to increase the critical path &
reduce the time at output. The simulation and synthesis on
Xilinx ISE 13.2. The HDL language used is Verilog. We prefer
Verilog HDL because of its flexibility of writing commands.
FPGA is a predefined reconfigurable IC. It can be
reconfigured any number of times. Therefore, FPGA Kit is
used for rapid prototype development as compared to ASIC
hence; FPGA kit can be used to implement the design.

1. METHODOLOGY

A. Linear Feedback Shift Register
As we have already defined an LFSR is a shift register whose
input bit is a linear function of the previous bit. Therefore
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linear operation of single bit is exclusive-or (X-OR) operation
is used. The initial value in the LFSR is called seed. Thus by
changing the value of seed, the sequence at the output is also
change. As register having a finite number of states, it may
enter a repeating cycle. Thus LFSR having properly chosen
feedback function can produce sequence of random patterns at
the output of a repeating cycle. For faster response at output
here pipelined structure is used. Pipelined structure increases
the critical path & reduces the time required at output.

I1l. LFSRPRNG

Figure 1 shows the basic block diagram of LFSR based on
shift register. The feedback from different shift register which
influence the input is called taps. This feedback arrangement
can be expressed in finite field arithmetic as a polynomial mod
2. The period of sequence is 2"-1, where n is number of shift
register.
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Figure 1. Basic block diagram of LFSR

IV. RULESFOR SELECTING FEEDBACK
POLYNOMIAL

e The ‘one’ in the polynomial correspond to input to the
first bit.

e The powers of polynomial term represent tapped bits,
counting from left. The first and last bits are always
connected as an input and output tap respectively.

e  The maximum length can only be possible if the
number of taps is even and there must be no common
divisor to all taps.



V. 8BITLFSRITS DESIGN & SIMULATION

8-bit LFSR with maximum length feedback polynomial
XB+X0+XP+X*+1, that generates 2°-1=255 random outputs.
Figure 2 shows circuit of 8-bit LFSR with maximum length
feedback polynomial & its pipelined structure of fig.3 along
with timing simulation is shown in fig.4.
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Figure 2. Circuit of 8-bit LFSR
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Fig: 4 Timing simulation for 8-bit LFSR

VI. 16 BITLFSR ITS DESIGN & SIMULATION

16-bit LFSR with maximum length feedback polynomial
XP+XB+XB+X4+1, that generates 2'°-1=65535 random
outputs. Figure 5 shows circuit of 16-bit LFSR with maximum
length feedback polynomial & its pipelined structure of fig.6
along with timing simulation is shown in fig.7.
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Figure 6. 16-bit Pipelined Structure

Fig: 7 Timing simulation for 16-bit LFSR

VII. SYNTHESIS AND TIMING SIMULATION

Sr. | Performance 8-bit 8-bit 16-bit 16-bit
No. LFSR LFSR LFSR LFSR
Pipelined Pipelined
1 total random 255 255 65535 65535
states
2 | shift register 08 08 16 16
3 X-0r gate 03 03 03 03
4 number of 04 05 10 19
slices
5 no. of slice 08 08 16 32
flip-flop
6 number of 4 08 09 16 33
input LUT
7 gclk 01 01 01 01
8 Clock 1.589 1.357 1.556 1.486
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Figure 5. 16-bit LFSR
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VIIl. CONCLUSIONS

As the 8 & 16-bit LFSR produces a random pattern at output,
but by using pipelining i.e inserting a latches in the feed
forward cutset, reduces the critical path & hence increases the
sampling rate.
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