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Abstract—In today‟s information age, information sharing and transfer has increased exponentially. The threat of an intruder accessing secret 

information has been an ever existing concern for all. Cryptography and Steganography are the most widely used techniques to overcome these 

threats. Steganography is a branch of security technique which involves the art of hiding the existence of the message between sender and the 

intended recipient. Here, steganography has been used to hide digital images. Cryptography involves converting the message text into an 

unreadable cipher. To overcome this predictability, we propose the concept of visual cryptographic steganography where slices of original secret 

image upon encryption are embedded within a cover image. The resultant stego image is then decrypted to recover the original image. 
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I.  INTRODUCTION 

The rapid advancement of network technology, large 
amount of multimedia information is transmitted over the 
Internet conveniently. Various confidential data and 
commercial identifications are transmitted over the Internet. 
While using secret images, security issues should be taken into 
consideration because hackers may utilize weak link over 
transmission to hack the information. To deal with this, secret 
image sharing schemes have been developed. Visual 
steganography is one such scheme that will help eliminating 
hacking and also complex computation in decryption. 

 Original image having secret information is going through 
two levels of encryption. In first level, secret image is 
encrypted by using a symmetric key based visual cryptography 
resulting into new cipher image. In second level, cipher image 
is embedded divided into cover image for secure transmission.  

To transmit or store an image in a safer way against 
unauthorized persons, there are at least three possible major 
approaches: encryption with keys, hiding the image in other 
media or objects i.e. steganography, sharing of image among 
distinct parts which is visual cryptography.  

128-bit encryption is clearly sufficient to address all 
commercial and non-top secret government applications. Once 
the encryption engine discussion is put to rest, much more 
energy should be focused on solution-level deployment issues. 

Combination of these three major approaches is also 
possible. Secret sharing of image or encryption of image with 
the help of key produce images which will give with a 
minimal loss. So, there may be chances that attacker may 
come to know about secret data and he can hack it. 

II. SYSTEM ARCHITECTURE 

A. Selection of Secret Image 

Secret image has been selected as an input for encoding 
and decoding process. Here, big image embedding can be 
achieved. Any format of image can be used for secret image 
selection.  

 

Figure 1. Secret image selection 

B. Secret image splitting 

We consider a matrix of image with rows and columns 
split into sixteen slices. The image is divided into four rows 
and columns. [1] With a consideration of 2^n formula with n is 
4. Length of the image is calculated and divided by 4. 
Similarly width is calculated and divided by 4. 

 

Figure 2. Secret image splitting 

C. AES Encrption 

 

AES is a symmetric block cipher. This means that it uses the 

same key for both encryption and decryption. Secret data is 

encrypted by AES (Advanced Encryption Standard) and 

embedded within skin region of image that will provide an 

excellent secure location for data hiding. 

 

However, AES is quite different from DES in a number of 

ways. AES standard states that the algorithm can only accept a 

block size of 128 bits and a choice of three keys - 128, 192, 

256 bits.[3] As well as these differences AES differs from 

DES in that it is not a feistel structure. 
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Figure 3. AES encryption 

The main loop of AES performs the following functions: 

SubBytes() - SubBytes()adds confusion by processing each 

byte through an S-Box.  

ShiftRows() - ShiftRows() provides diffusion by mixing data 

within rows. Row zero of the State is not shifted, row 1 is 

shifted 1 byte, row 2 is shifted 2 bytes, and row 3 is shifted 3 

bytes. 

MixColumns() - MixColumns()also provides diffusion by 

mixing data within columns. The 4 bytes of each column in 

the State are treated as a 4-byte number and transformed to 

another 4-byte number via finite field mathematics. 

AddRoundKey() - The actual „encryption‟ is performed in the 

function, when each byte in the State is XORed with the 

subkey. The subkey is derived from the key according to a key 

expansion schedule. 

 

The cipher takes a plaintext block size of 128 bits, or 16 bytes. 

The key length can be 16, 24, or 32 bytes (128, 192, or 256 

bits). The algorithm referred here is AES-128 depending on 

the key length. The input to the encryption and decryption 

algorithms is a single 128-bit block. 

D.  Selection of Cover Image 

A cover image is selected and same image is used to embed all 

sixteen slices of secret image. It is used for secure 

transmission as it will hide the secret image.  

These cover images on the secret images are sent for 

decryption process. 

E.  AES Decryption 

For AES Decryption, the same encryption process occurs 

simply in reverse order. The encryption parameters are the 

input cipher text, the key and the output plaintext should be 

same as encryption input. [3] 

In decryption the key schedule remains the same; the only 

operations we need to implement are the Inverse subBytes, 

shiftRows and mixColumns, while addRoundKey stays the 

same. 

 
 

Figure 4. AES decryption 

III. IMPLEMENTATION 

The implementation is done using Java8 and Netbeans IDE. 

Slices of the secret image: 

 

 
 

Figure 5. Slices of the secret image 

 
 

Figure 6. GUI of image encryption 

The above GUI shows selection of secret images and the cover 

image is displayed. A key of 16 bytes is used for encryption 

process. 

 

 
 

Figure 7. GUI of image decryption 

The above GUI shows selection of folder which contains all 

the 16 encrypted slices of the image. Same key is inserted for 

decryption process. The secret image is displayed. 

IV. RESULT ANALYSIS 

 
 

Figure 8. Comparison of original and final image 
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The first image Koala.jpg is the original secret image used for 

transmission. The second image finalImg.jpg is the image 

received after the decryption process. 

As we can see, the final decoded image is very much similar to 

the original image. 

 

Image quality parameters: 

 
 

As we can see after decoding, size of the image is reduced but 

the dimensions still remain similar. We have considered 

various sizes of image for testing and get the above table. 

The size of the image is reduced by half after the decoding 

process. 

V. CONCLUSION 

The main aim of the paper was to introduce the working of 

steganography and cryptography together as both are having 

various features to protect data over a network. Also, if they 

are not used in combination, exact result is not achieved. 

 

Therefore, it provides higher levels of security to the 

information being transmitted. Through result analysis, we see 

that the cipher image has been transmitted and is very much 

similar to the original image with minimal quality reduction. 
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