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Abstract— This paper represents a novel approach of steganography using ModifiedSteganographic algorithm with Catalan-Lucas Series. In this
algorithm,Catalan Lucas number sequence represents each RBG component of the image by 16 bits instead of 8 bits. By applying Bit Plane
Slicing technique, the cover image is sliced into 48 virtual planes and the message to be hidden is also sliced into 16 virtual planes. These 16
planes of the secret message are hidden into some of the 48 virtual planes of the cover image using the proposed algorithm. This process
generates three keys at the sender which are required to extract the message from the stego image at the receiver. This method provides high data
security and hiding capacity. The experimental results and the PSNR values are also discussed with the advantages from the security perspective.
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I. INTRODUCTION

Security of data is a very important issue nowadays. The aim
of steganography is to hide the secret message inside a digital
cover like image,text,audio,video etc. such that it is
notperceptible to the human eye. Steganography has been used
in various forms since 2500years [12]. In the Digital era, with
the increase in computer power, the development of digital
signal processing, coding theory and information theory,
steganography turns into digital[1]. This paper focuses on image
Steganography. In order to make the technique more secure and
less predictable, a new set of virtual bit planes are generated
using pixel value decomposition and message bits are
embedded in this bit planes.

Il. DIFFERENT STEGANOGRAPHIC PROTOCOLS:

There are basically three types of steganographic protocols
[10, 11]:
1) Pure key steganography: There is no need to exchange any
stego key in this method. It is the simplest, but the most
unsecured method for secret communication.
2) Secret key steganography: In Secret key Steganography, the
receiver needs a secret key for data extraction.
3) Public key steganography: In this type, two keys are
required; one is a publickey used for embedding a message
while another is the private key which is used for extracting a
message.
The proposed algorithm follows Secret key Image
Steganography. Image steganography can be carried out by two
techniques: 1.TransformDomain 2. Spatial Domain. The paper
focuses on Spatial Domain Technique.

I11. BIT PLANE SLICING

An RGB colorimage is aM x N x 3 array of the color pixel.
A pixel intensity value is a decimal number. Each color pixel is
a triplet corresponding to red, green and blue colorcomponents
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[5].1f the RGB image is of class unit8 then the range of
intensityvalue is [0-255]. The number of bits used to represent
the pixel values of the components determines the bit depth of
the image. If each component of the image takes 8-bits means
the bit depth of the image is 24[9]. A bit plane[4,11] of an
image is a set ofbitscorresponding to a given bit position in
each binary number. It is the contribution of the specific bit to
make the total appearance of the image. If the image is
composed of 8 bits/pixel, then the 0™order LSB of all the
pixelsare extracted as plane 0 and the 7" order MSB of all the
pixelsare extracted as plane 7. LSB planes of an image have
theleast participation in the perceptibility of the image. MSB
bit planes play animportant role in the perceptibility of the
image. In the proposed method, among 16 bits/pixel the first
order MSB (left to right) of all the pixels are extracted as plane
1 and 16" order LSB of all the pixels are extracted as plane 16.

IV. MATHEMATICAL FOUNDATION BEHIND STEGANOGRAPHY
The proposed algorithm uses a combination of Lucas number
sequence and Catalan number sequence for pixel value
decomposition and representation.

A. Lucas number Sequence [13,15]

2 n=20
L, = 1 n=1
Ln—l + Ln—2 n>1
Luz=199, 123, 76, 47, 29, 18,
Lio Li Lo Lo Ls L,

11 74, 3, 2, 1
Le Ls Lals Ly Li
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B. Catalan number sequence[3,15]

(@)
" (n+1!n!
Ce= 132, 42, 14, 52, 1
C¢ C C, C; C, C

C. An extension of Zeckendorf’s Theorem [7,15]

Let (a,).en+ be a strictly increasing sequence of
positive integers, with a;= 1, a,= 2 and a, +a,44 =
a,..and n € N*.Then every positive integerx with a, <
x < a,.1,m €N, can be uniquely represented as a sum of
distinct, nonconsecutive terms of sequence (a,), with the
restriction that the terma,, appears in the sum.

Each pixel has an integer value x on the close interval [0-255]
, can be represented as a sum of distinct nonconsecutive terms,

a) First, six planes of PL(P1,....,P6) are X-ORed with mid-
level bit planes (C,s .. C,1p) and the result is stored in the
low-level bit planes  (C,11...Cr16) forC,.

b) Next six planes of PL(P7, ...., P12) are X-ORed with mid-
level bit planes (Cys, .. Cg10)and the result is stored in the
low-level bit planes (Cy11,..,Cq16) for Cj.

c) Last four planes of PL(P13,....,P16) are X-ORed with
mid-level bit planes (Cyq.....C412) and the result is stored in the
low-level bit planes (Cp;__Cpq6) for C, .

10. Construction of Stegolmage:

a) R,G and B components of the required image are
constructed using high-level bit planes (C,,__C,4),mid-level bit
planes (C,s . C,.19) with no change and the modified low-
level bit planes (Crq1..Cr16) = K1 :(an ...... Cgl6) = K2 and
(Cp13..Cr16) = K3 where K1,K2,K3 formed the keys for R,

we only need few term for encoding. It’s clear from the Catalan G, and B planes respectively

series that every integer in the range [0-255] cannot
represented as a sum of distinct Catalan numbers. Hence th
union two sets i.e. Catalan and Lucas is taken as -

CL= C(6)U L(12)

=199, 132, 123, 76, 47, 42, 29,

CLi ClLis Clis Clys Clyp CLy Clyp

18, 14, 11, 7.5, 4, 32 1

CLy CLg CL; CLg CLs CL; CL; CL, CL.

Here we get 16 bit representation and 16 virtual planes.

E.g.234 is represented as  1000001000010001.

120 is represented as  0001010000000010.

Each pixel consists of three components which are R,G and B .
So each intensity value of R, G, B is represented by 16 bits.
Hence by using Catalan-Lucas Sequence method, each pixel is
converted into 48 bit and ultimately 48 bit planes.

4. MODIFIED STEGANOGRAPHIC ALGORITHM USING CATALAN-
Lucas SERIES [14]

Declaration: M X N: Size of the cover image.

L : Length of Payload

Embedding (Input: Cover Image, Payload file) :

1. Read an RGB image as a cover image.

2. Separate the R, G and B component of the cover image

as C,, Cjand Cj.

3. Apply Catalan-Lucas series algorithm (CL series algorithm)
for converting a decimal number into a 16-bit binary number.
4. Eacharray C,, C, and Cyis sliced into 16 bit planes.

5. Read the file which is to be embedded say Payload.

6. Convert each character of the payload into its ASCII
equivalent which forms al-dimentional array of sizeL.
Transformitinto P[M, N ] array. Apply padding by 0s to
P[M, N ] if necessary.

7. Apply CL series algorithm on P[M, N ] and store in
PL[16,M,N ].

8. Array PL issliced into 16 bit planes.

9. Embedding Process
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Convert the image into decimal form by merging RGB

components by applying by summing up the place values.
11. Send the stego image and the keys K1,K2,K3 so formed
to the receiver.

Extraction ( Input: Stego Image, Keys K1,K2 ,K3)
[14]

1. Read aRGBstego image.

2. Separate the R, G and B component of thestego imageas C,,
Cyand Cy.

3. Apply CL series algorithm.

4. Each arrayC,., Cg and C, is sliced into 16 bit planes.

5. Accept K1,K2 and K3 keys from a sender for extraction
of payload.

6. The payload bit planes are recovered by X-ORing the
respective bit planes of each component.

7. Recover the payload by combining bit planes so obtained.
8. Convert the binary values into a decimal bysumming up the
place values.

9. The payload is obtained from the stego image.

A. An algorithm for converting a decimal number into a 16-
bit binary number using Catalan-Lucas Series and
Zeckendrof’s Theorem.[15]

Declaration: Consider a series of the union of Catalan and

Lucas number sequence

p=[199132 12376 47 42 29 18 14 11 7 5 4 3 2 1]. It's

an array of 16 decimal numbers.

1. Declare an array of 16 elements say ARY, initialize all its

elements to zeros.

2. Accept number ‘n' which is to be converted into 16 bit

binary.

3. Find out the number in array p which is greater than orequal
ton. Sayitis F,.

4. 1f nisequal to F,, then find out the array index of the

position of F, and convert bit 0 to 1 on that respective

position of array ARY.

5. If n is less than F,, then find out the array index of the

position of (F,_;) and convert bit 0 to 1 on that respective

position of array ARYand performn = n — (F,_).

6. Go to Step 3 and continue upto n = 0.



V. OBSERVATIONS:

1) For Steganography module, the size of the message which is
successfully encrypted and decrypted depends on the
dimensions (rowxcolumn) of the cover image. The length of
the message to be encrypted must be less than or equal to the
image size (rowxcolumn). Depending on the image size the
computation efforts are increased.
2) If message is represented in 16 bits, embedding of 16
message planes take place as -
In R plane, 6 message planes are embedded.

In G plane, 6messageplanes are embedded.

In B plane, 4 message planes are embedded.
Each and every pixel is used for embedding. Hence the
embedding capacity is high.
3) If message is represented in 8-bit binary system, we can hide
two message files simultaneously by embedding the data in the
image planes as -
For I* File For 1™ File
In R-plane, 4 message planesare embedded In
messageplanesareembedded.
In G-plane,2 message planesare embeddedin G-plane,4
message planes are embedded.
In B-plane, 2 message planes are embeddedin B-plane, 2
message planes areembedded.
Separate keys are required for extraction of each file which
doubles the embedding rate.

R-plane, 2

4) PSNR is often expressed on a logarithmic scale in decibel
(dB). PSNR value greater than or equal to 30dB is hard to
detect by the human eye [2]. PSNR value below 30 dB
indicates a fairly low quality. The details about thesize
ofpayload, size of a cover image and PSNRvalues are given in
the table below:

TABLE I. Details of the Payload size, Cover image size and

PSNR values.
Size of No.of  Sizeof No. of Size of PSN
Payload Charac cover pixelsof stego R
File ters Image acover image (dB)
in afile image

14.3 KB 14662 121 KB 41616 121 KB 38.64
48 KB 49575 148 KB 50544 148 KB 39.1
14.3 KB 14662 192 KB 65536 192 KB 39.74
87 KB 89126 768 KB 262144 768 KB 41.00
118 KB 121394 768 KB 262144 768 KB 41.66
125 KB 128499 768 KB 262144 768 KB 40.33

5)If the message to be embedded is very large, it needs a large
size cover image for embedding which increases the
computation efforts.

6) For Steganography module, BMP images with variant
intensity are most suitable. 1t can workfor JPEG and PNG
images also with acceptable PSNR but the size of the image get
changed.

Hence, a proposed novel approach of Steganography using Bit
plane slicing and Catalan-Lucas number Sequence is more
efficient for data hiding. It gives the hiding capacity of 16-bits
per pixel.
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V1. ADVANTAGES OF NEWLY PROPOSED STEGANOGRAPHY
MODEL FROM SECURITY PERSPECTIVE

1. Generally, an image is represented in 8 bit, in the proposed
system; it is represented in 16 bits. The hacker is not aware of
this.

2. A number represented using Famous number sequence is
well known.But the combination of Catalan series and Lucas
series is used in the proposed method.

3. Among 16 planes, data is embedded in few planes,it
increases the ambiguity, which makes it difficult for the hacker
to detect the exact planes.

4. Every time the key generated is payload dependent. If the
key is compromised it’s not useful for another payload
(message).

5. As every pixel is participated for embedding, it increases the
embedding capacity. It's 16 bits/pixel.

6. Three keys K1, K2 and K3 are generated. So unless the
hacker knows all the keys, extraction is not possible.

7. The proposed technique is best suitable for .bmp with variant
intensity images because the size of the image remains
unchanged even after converting it into 16 bits.

8. There is no need of a cover image to recover the payload.
9.1t gives PSNR value more than 30 dB. Hence, the distortion
of the image is not perceptible.

VI11.CONCLUSION

This paper presents a novel Approach of Steganography using
Bit plane slicing and Catalan Lucas number Sequence. The
experiments are carried out on Intel(R) Core i5 -2410 M CPU
with 6144 MB RAMS, on Matlab R2015a. The experimental
study shows that it yields better PSNR value and higher
embedding capacity. Thissteganographicalgorithm is more
suitable for the BMP imageshaving bit depth 24. As the
resulting stego image is having the same size as that of the
cover image, it nullifies the chance of detection of hidden
information. The method provides many inherent security
features.
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