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Abstract—The active development of internet, advance smart hand held devices and multimedia technologies have made it possible to easily
create, copy, transmit, and distribute multimedia data instantly. Besides all of these advantages, there are many undesired issues including the
piracy of digital data. It creates as issue like protection rights of the content and ownership. This concern has drawn the attention of the
researchers toward the development of multimedia protection schemes using digital watermark. In this paper, a new image watermarking
algorithm is presented which is robust against various attacks. DWT and SVD have been used to embed two watermarks in the HL and LH
bands of the host image. Simulation evaluation demonstrates that the proposed technique withstand various attacks.

Keywords-Discrete Wavelet Transform (DWT), Singular Value Decomposition (SVD), Peak Signal to Noise Ratio (PSNR), Normalized

Correlation (NC) coefficient.
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l. INTRODUCTION

With the rapid development of the Internet and the wide
availability of computers, scanners and printers make digital
data acquisition, storage, exchange, and transmission very
simple task. However, easily accessible of digital data through
networks to others also creates opportunities for malicious
parties to make multiple saleable copies of copyrighted
content without permission of the content owner [1]-[5].
Digital watermarking techniques have been proposed in recent
years as methods to protect the copyright of multimedia data.
Digital technology has many superior properties as compared
to the analogue technology. It provides sophisticated
processing capabilities, flexibility, and reliability at lower
costs. In traditional copying the quality of the duplicated
content is degraded. Digital tools can easily produce large
amount of perfect copies of digital documents in a short period
of time. As a result, digital image acquisition, storage,
processing and reproduction systems have been steadily
replacing their analogue counterparts. Watermarking is in fact
a centuries old mechanism for copyright protection. Currency
notes are watermarked for preventing forgeries.  The
embedding a hidden stream of bits in a digital media is called
Digital Watermarking. The media could be an image, text,
audio or video. Digital watermarking finds numerous
applications in the field of device control and file
reconstruction, transaction tracking, broadcast monitoring,
owner identification, proof of ownership, content
authentication, copy control, [6]-[7].

Broadly, there are two types of watermark embedding: one
is a numerical sequence, which is usually a pseudo random
noise like sequence embedding behaves like random noise. To
detect this type of embedded watermarks, correlation
calculation technique is commonly used. The other is a
specific mark, which is usually a small meaningful logo. This
meaningful logo water-marking has attracted more and more
interest since the presentation of a recognizable logo is more
perceivable than a numerical sequence. In the last
decade,several image watermarking algorithms have been

http://www.ijritcc.org

proposed and most of them embed watermarks in spatial
domain or transform domain. Watermarks in spatial domain
are easy to destroy, which are usually designed as fragile
watermarks. Whereas, transform domain watermark distributes
information all over, making them not easily perceivable.
Robust watermarks are usually designed in transform domain.
Because of the multi-resolution property of the wavelet
decomposition, more and more wavelet-based watermarking
techniques considering human visual system (HVS) are
proposed. Traditional watermarking achieves only one goal. If
we want to achieve several goals, for example, protect the
copyright of one product with several owners in different
phases, or verify the integrity of the content and protect the
copyright at the same time, we have to turn to multiple
watermarking, that is, embed more than one watermark into
the same multimedia object. It has great advantages on
multimedia data tracing, data usage monitoring and multiple
property management. Most current multiple watermarking
schemes use a double watermarking algorithm, which
combines a robust watermark and a fragile watermark [8].

DWT is very suitable to identify areas in the host image
where as a watermark can be imperceptibly embedded due to
its excellent spatio — frequency localization properties. Slight
variations of singular values do not affect the visual perception
of the host image, an important mathematical propertyof SVD
motivates the watermark embedding procedure to achieve
good transparency and robustness [9]. The proposed
watermarking scheme is based on DWT and SVD technique.
In this, first host image is decomposed using twolevel DWT
and watermark images are embedded in the LH and HL bands
of the host image.

The embedding is done by modifying the singular values in
LH and HL bands of the host image with the singular values of
the watermark images. Then the watermarked images are
tested against various attacks.

The paper is organized as follows. Section Il describes need
and properties of watermarking. Section Ill discuss about
related previous work. Section IV explains the terminology of



SVD and DWT. Section V describes the proposed system.
Section VI gives the simulation results and performance
analysis. Finally section VI gives the conclusion.

I1. NEED AND PROPERTIES OF WATERMARKING

The idea behind the digital watermarking is to provide
copyright protection and ownership for intellectual property
that is in digital format, such that nobody can tamper the data
without consent of the owner. Watermarking technique can be
divided into number of properties that are fidelity, data
payload, security, robustness, capacity, false positive rate. We
have to consider these requirements while designing the
watermarking system. The properties of image watermarking
are as follows
a) Fidelity or Transparency: After embedding the
watermark, the quality of the image should remain intact. In
other words, human visual system will not be disturbed by
embedded watermark.

b) Robustness: Robustness is the ability to remain intact when
undergoes common image operations like rotation, filtering,
scaling, cropping, compression and additive Gaussian noise.
Watermark should be strong and robust against geometrical
and non-geometrical attacks.

c) Capacity or Payload: It describes how much data should
be embedded as a watermark which will be successfully
detected during extraction. Watermark should to carry enough
information to represent the uniqueness of the image. Payload
requirement varies as per the application

d) Imperceptibility:When watermark is embedded in the host
image then the perceived quality of the host image should not
be distorted by the presence of the watermark. The watermark
should be imperceptible to human observation while the host
image is embedded with secret data.

e) Complexity: It describes the cost to detect and encode the
watermark information. So, it is challenging task to design
complex watermarking procedure and algorithm. So that it can
be integrated with different watermarks [5],[9].

A wide variety of image watermarking schemes has been
proposed addressing many different application scenarios.
Brodly, the watermarking schemes can be classified into two
categories: spatial-domain  watermarking schemes and
frequency-domain watermarking schemes. In a spatial domain
watermarking scheme, the watermark is embedded by directly
modifying the spatial characteristics, such as pixel values and
statistical traits. In contrast, frequency-domain watermarking
schemes first transform an image into frequency domains,
such as discrete Fourier transform (DFT), discrete cosine
transform (DCT), and discrete wavelet transform (DWT),
Fourier Mellin transform (FMT), fractal transform etc. The
watermark is then embedded by altering the frequency
coefficients. Since low and middle frequency coefficients are
less likely to be affected by common signal processing than
high frequency coefficients, the watermark is preferably
embedded into the low and middle frequency coefficients.

Spatial domain methods (least significant bit substitution,
spread spectrum etc.) are simple, high capacity but are not
robust against common signal processing attacks. Transform
domain methods (DFT, DWT, DCT, and SVD etc.) are more
robust against common signal processing attacks but the
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computational complexity is higher than that of spatial domain
methods.

I11.RELATED WORK

Various types of watermarking methods have been
proposed for different applications and these can be broadly
classified into two domains: Spatial domain and Transform
domain. In spatial domain data is embedded directly by
modifying pixel values of host image, while in transform
domain data is embedded by modifying transform domain
coefficients. Transform domain shows more robustness against
various attacks so it is more preferred then spatial domain
[10].

Dhanalakshmi and Thaiyalnayaki [9] proposed a dual
watermarking method based on DWT-SVD and chaos
encryption. They have embedded secondary watermark into
primary watermark and the resultant watermark has been
encrypted. Now, the combined encrypted watermark has been
embedded into the host image. The method proposed in [10] is
also embedding multiple watermarks in the host image. In the
embedding process, a sign is first embedded into logo image
and then a signed logo is embedded into the host image. Also,
pseudo random generator based on the mathematical constant
7 has been developed and used at different stages in the
method. Mahajan and Patil [11] have proposed a dual
watermarking method based onDWT-SVD. In the watermark
embedding process, first the secondary watermark is
embedded into primary watermark then the combined
watermark is embedded into the host image. In the recent
years, singular value decomposition based image
watermarking schemes have been proposed [14]. The SVD-
based watermarking scheme is found to be weak against
cropping attacks [15] and the DWT-SVD based scheme is able
to remove this disadvantage. Liu et al. proposed a multiscale
fullband image watermarking scheme by merging DWT-based
and SVD-based techniques utilizing the advantages of both
[16].

IV. TERMINOLOGY

A. Singular Value Decompostion

Let A be a general real(complex) matrix of order
mxn. The singular value decomposition (SVD) of A is
thefactorization

A=UxS+VT (1)
where U and V are orthogonal(unitary) such that UUT=ID and
VVT=ID, (ID denotes an identity matrix) and S = diag(c1,62,...,
o), where oj, i = 1(1)r are the singular values of the matrix A
with r = min(m,n) and satisfying

0, =0y =03....2 0, 2
The first r columns of V the right singular vectors and the first
r columns of U the left singular vectors.

In image processing applications, SVD has two main
properties: (i) the singular values of an image have very good
stability, when a small perturbation is added to an image, its
singular values do not change significantly, and (ii) singular
values represent the intrinsic algebraic image properties.The
use of SVD in digital image processing has following
advantages



i) the size of the matrices from SVD transformation is not
fixed. It can be either a square or rectangle.

ii) In digital image singular values are less affected if general
image processing is performed.
iii) singular values contain
properties.

intrinsic algebraic image

B. Discrete Wavelet Transforms (DWT)

The DWT is a filters based system, which decomposes an
image into a set of four non-overlapping multi-resolution sub
bands denoted as LL (Approximation sub band), LH
(Horizontal sub-band), HL (Vertical sub-band) and HH
(Diagonal sub-band), where LH, HL, and HH subband
represent the finest scale wavelet coefficients and LL subband
stands for the coarse-level coefficients. The process can be
repeated to obtain multiple scale wavelet decomposition,
which is shown in Fig. 1.

IL | HL

IMAGE
LH | HH

DWT on rows DWT on columns
Figure 1.First level of decomposition of the input image

DWT plays an important role in the image processing field.
It has many special advantages over other conventional
transforms such as Discrete Fourier Transform (DFT) and
Discrete Cosine Transform (DCT). The DFT and DCT are full
frame transforms and hence any change in the transform
coefficient affects the entire image. DWT is very useful to
identify the areas in the host image where a watermark can be
embedded effectively. This technique allows the exploitation
of the masking effect of the human visual system. The wavelet
based watermarking techniques are getting more significance.
When a DWT coefficient is modified, theregion only
corresponding to that coefficient is modified. In general, most
of the image energy is concentrated at the lower frequency
subbands LL. Therefore embedding watermarks in LL sub
bands may significantly degrade the image. Embedding in the
low frequency sub-bands, however, significantly improves the
robustness. Whereas, the high frequency sub-bands HH
include the edges and textures of the image and the human eye
is less sensitive to changes in such sub-bands. It allows the
watermark to be embedded without being perceived by the
human eye. So as to improve the robustness and
imperceptibility, watermark embedding is done in the
intermediate frequency bands HL and LH [19].

i) Haar Transform

The discussion of wavelets begins with the first and
simplest Haar wavelet. It is discontinuous, and resembles a
step function. It is similar to as Daubechies dbl wavelet. The
first DWT was invented by the Hungarian mathematician
Alfred Haar. When an input represented by a list of numbers,
the Haar wavelet transform simply pair up input values, stores
the difference and passes the sum. This process is repeated
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recursively, pairing up the sums to provide the next scale,
finally resulting in differencesand one final sum. It is function
of compression which involves averaging and differencing
terms, storing detail coefficients, eliminating data, and
reconstructing the matrix such that the resulting matrix is
similar to the initial matrix. It uses these functions to furnish
an example of an orthonormal system for the space of square-
integrable function on the unit interval [0, 1].

9

At
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Figure 2.Haar Wavelet

ii) Daubechies Transform

Compactly supported orthonormal wavelets are invented
by Ingrid Daubechies, awavelet researcher. Thus making
discrete wavelet analysis practicable. The names of the
Daubechies family wavelets are described asdbN, where N is
the order, and db the surname of the wavelet. The db1 wavelet
is the same as Haar wavelet. Here is the wavelet functions psi
of the next nine members of the family.

-] 1 - |
Figure 3.Daubechies Wavelet

The Daubechies wavelet resemblesHaar wavelet transform
by computing the running averages and differences via scalar
products with scaling signals and wavelets the only difference
between them consists in how these scaling signals and
wavelets are defined. This wavelet has balanced frequency
responses but it phase response is non-linear. Daubechies
wavelets use overlapping windows, such that the high
frequency coefficient spectrum reflects all high frequency
changes. Therefore Daubechies wavelets are useful in
compression and noise removal of audio signal processing
[18].

V. PROPOSED SYSTEM

The proposed system is based on DWT-SVD technique.
Daubechies wavelet is used for the decomposition of host and
watermark images. Two levelDWT decomposition was
applied on the host image and single level decomposition on
the watermark images. By modifying the singular values of the
host image, watermark is embedded on HL and LH bands of
the host image. Figure 4 shows the proposed method.

A. Algorithm — Embedding watermark
i) Apply 2-level wavelet transform on the host image



ii) Apply SVD in the HL and LH band of host image.

Hy = Py, * Qy, * RfTIl 3)

HZ = PH2 * QHZ * RITIZ (4)
iii) Apply first level Haar wavelet transform on the watermark
images.
iv) Apply SVD on HL band of watermark imagel

Wl = PW1 * QW1 * Rl?l/l (5)
v) Apply SVD on LH band of watermark image2.

Wz = PWZ * QWZ * REVZ (6)

vi) Modify the singular value of the host image with the
singular value of the watermark images.

Owm =Qu +axQy (7

vii) Obtain the modified image.

I'= Py Qyy *Rj 8
viii) Apply inverse DWT to obtain the watermarked image.

B. Algorithm — Extracting the watermark
i) Apply 2-level wavelet transform on the watermarked image.
ii) Perform SVD on the HL and LH bands of the watermarked
image.
Iwm = Pwm * Qwu * Riyy ©)
iii) Singular values of secondary watermark can be extracted
as

' wm —Q
Qi = ( WMa H) (10)
iv) The watermark image can be obtained as
W' =Py = Qu * Ry (11)

VI. SIMULATION RESULTS AND PERFORMANCE ANALYSIS

The proposed algorithm is demonstrated using MATLAB.
8-bit gray scale Lena image of size 512x512 is selected as host
image. The primary and secondary watermarks gray level
images of building and a meaningful logoET of size 256x256
are used respectively. To embed the watermarks into host
image, | have performed 2-level of decomposition using
Daubechies filter bank.

The embedding is done by modifying the singular values in
LH and HL bands of the host image with the singular values of
the watermark images. Then the watermarked images are
tested against various attacks.

To investigate the robustness of the algorithm, the
watermarked image is attacked by No attack, Salt & Pepper
noise, Average and Mean filtering, Gaussian noise, Poisson
noise, Average Filtering (5x5), Resizing, Rotation, Cropping.
After these attacks on the watermarked image, the extracted
watermarks are compared with the original one. The
watermarked image quality is measured using PSNR (Peak
Signal to Noise Ratio). Watermarked Lena image has PSNR
value of 73.5684.

Figure 4 shows the original watermark, primary watermarkl
and secondary watermark2. The extracted primary and
secondary watermarks are shown in figure 5. Here the
extracted watermarks closely resembles with the original
showing highest correlation. The result of Salt & pepper noise
is shown in figure 6.
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Figure 4. Original Images a) Host image b) Primary
Watermarkl c) Secondary Watermark?2

Figure 5. No attack a) Attacked Host Image b) Extracted
Primary Watermarkl c) Extracted Secondary Watermark2

Figure 6. Salt & Pepper noise a) Attacked Host Image b)
Extracted Primary Watermarkl c) Extracted Secondary
Watermark2

The result of Average filtering (5x5) and median filtering is
shown in figure 7 and 8 respectively. It can be observed that
after applying these filters, the images are much degraded with
huge data loss but the extracted watermarks can be
recognizable. The quality of extracted watermark is not good
but still it is recognizable.

The figure 9, 10 and 11 show the results of resizing,
rotation and cropping. First the size of watermark is reduced to
128x128 and again expanded to its original size of 512x512.
For rotation the watermarked image is rotated by 30° and
extracted which is shown in figure 10. The 50% arearemaining
attacked and extraction result of cropping shown in figure 11.



As a quantitative measure, following metrics are used. The
notations used are given below.

Xi: Original image, X'i : Watermarked image, and

Nt : Size of image
PSNR is calculated between the original and the watermarked
image. If PSNR wvalues are high, that indicates low
degradation, so the watermarking technique is more robust to
various attacks.

PSNR = 10 * logy, (25;;255) (12)

Mean Square Error between original image and
watermarked image is calculated as follows:
1 . [P

MSE = - % {(X(i)) — X (i, )} (13)

Figure 7. Average Filtering attack (5X5) a) Attacked Host
Image b) Extracted Primary Watermarkl c¢) Extracted
Secondary Watermark2

w

Figure 8. Median Filtering attack a) Attacked Host Image b)
Extracted Primary Watermarkl c) Extracted Secondary
Watermark2
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Figure 9. Resizing attack (512-128-512) a) Attacked Host
Image b) Extracted Primary Watermarkl c¢) Extracted
Secondary Watermark2

It can be observed that after applying Resizing attack
Cropping attack, the images are degraded at large extent with
huge data loss but the extracted watermarks can be

recognizable. The quality of extracted watermark is not good
but still it is recognizable.

Figure 10. Rotation attack (45°) a) Attacked Host Image b)
Extracted Primary Watermarkl c) Extracted Secondary
Watermark2

Figure 11. Cropping attack (50% area rema ) a) Attacked
Host Image b) Extracted Primary Watermarkl c) Extracted
Secondary Watermark2

To detect the presence of watermark different measures are
used to show the similarity between the extracted and original
watermark. To check the similarities between the original and
extracted watermarks, the correlation coefficient was
employed. The normalized coefficient (NC) gives a measure of
the robustness of watermarking and its peak value is 1.

The notations are used below.
W (i, j)= Original Watermark
W'(i, j)= Extracted Watermark

NC = X% W) W'Gij)
[EEwe? [z wany

(14)



Table 1. Correlation coefficient of Extracted
Secondary watermark?2

Primaryl and

N Type of Attack NC1 NC2

1 No attack 1.0000 0.9972
2 Salt & Pepper noise 0.9701 0.9639
3 Average Filtering (5x5) 0.8877 0.8904
4 Median 0.9744 0.9363
5 Resizing(512- 128-512) 0.8714 0.8808
6 Rotation (45°) 0.9175 0.9412
7 Cropping(50%) 0.8852 0.8749

Looking at the observations, regarding geometric including
rotation, translation and scaling, that the algorithm is robust
against attacks.

VII. CONCLUSIONS

In proposed scheme the watermarks are either a gray scale
image or visually meaningful gray scale logo instead of a noise
type Gaussian sequence. The proposed scheme is reliable for
watermark extraction of both primary and
secondarywatermark. In this method, robustness is verified by
variety of attacks. The algorithm uses DWT decomposition for
images, and modifies its singular value matrix with a
watermark matrix before reconstituting the signal. This dual
watermarking algorithm is useful for identification of
ownership of digital images and extraction of manipulations in
the images.
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