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Abstract—Now a day’s Cryptography is one of the broad areas for researchers. Encryption is most effective way to achieve data security.
Cryptographic system entails the study of mathematical techniques of encryption and decryption to solve security problems in
communication. Elliptic Curve Cryptography (ECC) is one of the most efficient techniques that are used for this issue. Many researchers have
tried to exploit the features of ECC field for security applications. This paper describes an efficient approach based elliptic curve and DNA
computing. The security of the scheme is based on Elliptic Curve Discrete Logarithm Problem (ECDLP). Existing DNA based cryptography
technique need more computational power and more processing time with larger key sizes to provide higher level of security. The main goal of
our construction is to enhance the security of elliptic curve cryptosystem using DNA Computing. Both image and text data are encrypted

successfully.
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. INTRODUCTION

With the rapid growth of internet, information security
in the present era is becoming very important in
communication and data storage. Data encryption is an
important issue and widely used in recent times to protect the
data over internet. One of the mostly used in public key
cryptographies is the Elliptic Curve Cryptography (ECC).

Elliptic curve cryptography is emerging as an attractive
public-key cryptosystem for limited environments like smart
cards. As compared to existing cryptosystems like RSA, it
offers equivalent security with smaller key sizes, faster
computation and lower power consumption. The performance
of elliptic curve cryptosystem heavily depends on an operation
called point multiplication [1,2]. The popularity of elliptic
curve cryptography is due to the determination that is based on
a harder mathematical problem than other cryptosystems. So,
the adversaries are not able to attack ECC and solve ECDLP
which is infeasible to be solved and has strength security
against all kinds of attacks.

In the last years, DNA Cryptography seems to be a
promising strategy for fulfilling the current information
security needs. Several encryption schemes have been proposed
by many researchers based on DNA computing that use
biological properties of DNA sequences. For instance, the
authors in [3] proposed symmetric key DNA cryptographic
which combine the mathematical model of the algorithm
with the DNA to define key sequences. In [4], a new
asymmetric encryption and signature cryptosystem based on
the DNA key features and amino acid coding is proposed.
Next, the authors introduced a hybrid encryption scheme using
DNA technology in [5]. Furthermore, the authors in [6]
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describe a novel DNA encoding algorithm. This encoding
algorithm is based on a string matrix data structure, for
generating the unique DNA sequences used to encode plain
text as DNA sequences. Recently, P.Vijayakumar and al.
proposed an algorithm hybrid multilevel DNA computing
based color code cryptography scheme combined with elliptic
curve cryptography in [7]. In this context, we attempt to
provide an approach to enhance the security level of ECC
cryptosystem using DNA computing. The rest of this paper is
organized as follows: we start in section 2 with some basics
notions on elliptic curve over finite field F, and DNA
cryptography. Section 3 is devoted to proposed approach. A
detailed example is presented that outlines the working
procedure of the proposed method in section 4. The
performance and the security analysis of the proposed scheme
will be discussed in section 5. Finally, the concluding remarks
will be in the last section.

II.  BACKGROUND INFORMATION

A. Elliptic Curve cryptography
Elliptic curve cryptography is an approach to public-key
cryptography based on the algebraic structure of elliptic curves
over finite fields [8]. ECC can be defined over two types of
fields: one is the prime field F, and the other is the binary
field.
An elliptic curve E over a field F, is defined by the equation of
the form:
y?=x* +ax+b mod p (1)
Where p = prime number for which the elliptic curve is
defined a, b satisfy the equation:
(4a®+27b*)mod p#£0 (2
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An elliptic curve E over F, consists of the answers (X, y)
distinct by (1) and (2), along with an supplementary element
called Q. The basic operation in ECC is point multiplication.
Point multiplication is achieved by two basic curve
operations[9]:
- Point Addition, R=P + Q,

Xg= 0i°-Xp-Xq Mod p and

Yr= o(Xp-Xg)-Yp Mod p
where

o= (Yo-Yel Xg-Xp) mod p,
- Point Doubling, R = 2P,

Xg=(c?-2%p) mod p and

Yr= (a(Xp-Xr)-Yp mod p
where

a=(3x,™+ a)/[J 2y mod p,

B. DNA Computing
The DNA cryptography is an emerging field in the area of
DNA computing research. Some algorithms that are available
in DNA Cryptography have limitations in that they still use
modular arithmetic cryptography at their encryption and
decryption processes.
» DNA map rules
DNA sequence contains four nucleic acid bases A
(Adenine), C (Cytosine), G (Guanine) and T (Thymine), where
A, T, C and G are complementary pairs. In the binary system,
0 and 1 are complementary, 00, 11, 10 and 01 also are
complementary. If 00, 11, 10 and 01 are encoded with nucleic
acid bases A, C, G and T, we can get 41=24 kinds of encoding
schemes. Due to the complementary relation between DNA
bases, there are eight kinds of encoding combinations
satisfying the principle of complementary base pairing, which
are shown in Table 1.
TABLE 1. DNA MAP RULES
A T G C
R, 00 11 01 10
R, 00 11 10 01
R3 01 10 00 11
R4 01 10 11 00
Rs | 10 | o1 | o0 | 11
Re 10 01 11 00
R, 11 00 01 10
Rg 11 00 10 01

1.  MAIN RESULT

In this paper, an enhanced elliptic curve cryptosystem
based on matrix approach will be proposed, which is divided
into two basic parts: The first part of the algorithm deals with
the ECC cryptosystem based matrix approach and enhanced
using DNA computing. The second part which deals with the
code computing based DNA mapping rules. Now, we discuss
the algorithms in greater details to explain its working and
features.

A. Code Computing based DNA Encoding

There are different processes to encode data and
different DNA cryptography methodology that are used for
secure data transmission like bio-molecular, one-time-pad
[10,11,12]. The sender chooses a secure key. Instead of giving
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DNA map rule directly, secure key is mapped with DNA
molecule to provide greater level of security which is not
known to the eavesdropper who always tries to retrieve the
secret. DNA sequence is generated by combining DNA
molecules such as Adenine (A), Thymine (T), Guanine (G)
and Cytosine(C) as shown in Table 1. In our case, each
character is imbedded into code point that can be converted
into data sequence. Then, the data sequence is mapped with
DNA nucleotide using the Table 1. Inversely, the DNA
sequence can be decoded into a code point. Here, we extend
the concept of code computing to DNA nucleotide Code
subtraction is the reverse operation of code addition [13].
Furthermore, a new DNA XOR operation is defined here. It
can achieve exclusive XOR operation between two DNA
sequences. If the DNA encoding rule Ry is adopted, the code
operation can be expressed as shown in Table 2.

TABLE 2. (a) CODE ADDITION OPERATION

- |A |G |C T
A|T |[C |G |A
G|A|T |C |G
C|G|A|T |C
T|C |G |A T

(b) CODE SUBTRACTION OPERATION

milellolbdks
> 00>

Q> 0|6

O|®O>-0
=1 0|o|> -

(c) XOR OPERATION OF DNA SEQUENCE

—HOolo|>|®
10O > >
O[> 0o
oOI>|H0|0
> o0

B. Key Generation Phase
In the proposed approach, the domain parameters are (p, E, P,
n) where p is the prime number, F, denoted as field of integers
modulo p. E is the elliptic curve over F, is defined by the
equation y?=x>+ax+b where (a, b) are the real numbers over Fp
and satisfy 4a>+27b%£0 mod p.
Suppose Alice and Bob are two users wishing to communicate
over insecure channel. Let us choose Alice as the sender who
wants to encrypt and send a message M to the receiver Bob.
Every entity needs to choose a private key. The private keys,
na and ng are positive integers chosen randomly from the
interval [1, p-1]. The public keys for the users can be
generated respectively as follows:

PA=nA P
PB:nB P

C. Encryption Algorithm
The proposed cryptosystem consists in the following steps:
Suppose that we have some elliptic curve E defined over a
finite field F, and that E and a point P<E are publicly known,
as is the embedding system M- Py; which imbed plain text
on an elliptic curve [14]. In our case, the embedding process
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will represent one character Unicode (Amazigh) by a code
point. Then, when Alice wants to send a message to Bob, she
proceeds thus:
Step 1. Take any sentence as input of algorithm.
Step 2. Imbed the given string into respective code point on
elliptic curve and store them into square matrix of nxm.

Pll P12 Pl3
P21 P22 P23

... Pim
... Pom
PM =

Pnl I:>n2 I:>n3 an

Step 3. Choose a random integer k and computes: K=kPg.
(K1, ko). Then, generate two key matrices as follows:

Xll X12 X13 ves le

X21 X22 X23 v pr
PK1: “ee

Yo Xoa X o X )

Y]_]_ Y12 Y13 vee Ylp\

Y21 Y22 Y23 vee sz
PKZ: e

Yor Yor Yoz .. Yo

Step 4. Divide the data matrix into sub matrices. Then,
encrypt the obtained sub matrices using ECC technique.

Step 5. Choose DNA map rule and encodes the obtained
points with the DNA nucleotide.

Step 6. Generate the DNA key matrix. Then, perform DNA
XOR operation to produce data matrix B;.

Step 7. Apply code addition operation of column vectors
noted B and K as follow:

Cszj + Kj
Step 8. Convert the result values into corresponding
characters and send the encrypted data to the receiver.

D. Decryption Algorithm

The steps of the decryption algorithm are the reverse of
those involved in encryption. The receiver uses the following
steps to get the plaintext:

Step 1. Get the received data and convert the data sequence
into binary form using the map DNA rule.

Step 2. Extract the secure key and multiply kP by his
private key kg to obtain K and generate a key matrices KP;
and PK,.

Step 3. Generate the DNA key matrix and apply code
substraction operation as follow:

Bj = Cj - Kj
Step 4. Perform DNA XOR operation to produce data
matrix.

Step 5. Convert the result code into code point and stored
into data matrix.
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Step 6. Decrypt the obtained points using ECC decryption
process.

Step 7. Reverse the embedding to get back the original
message.
Figure 1 shows detailed design of encryption/decryption
module.

Alice Bob
Plaintest Original
data
‘ sH ‘ ‘ sr-[‘ ‘ S | | S | | sp.[‘ ‘ sH ‘
3 : i — 2
- PKl ECC Encryption 1] ECC Encryphion 1 .
E hased matrix E hasad matrix E
b N
K g 5
L | a. L
. Y g .
-E PE, Code Computing = Code Computing FK2 -E
E * Based DNA Rules |[* | & |~ | Based DNA Fules | E
[ ) N
i o
L | I L

Encrypted Encrypted
data data
| !

Figure 1. Flowchart of the proposed scheme.

IV. IMPLEMENTATION EXAMPLE

Assume that Alice and Bob are agreed to use the elliptic curve:
y? = x% -x + 188 mod 241

The following steps are used to find out the points on
the elliptic curve y* = x> -x + 188 mod 241
Step 1. Compute y* mod 241 for y= 0 to 241.
Step 2. For x= 0 to 241, compute y* =( X° -x + 188) mod
241.
Step 3. Match the value of y? in step 2 with that in step 1.
Step 4. If match is found, then the corresponding x and y
becomes a point on an elliptic curve.
Step 5. For any point on an elliptic curve, its inverse will
also be present.
The set of points on the elliptic curve E,4(-1,188) is shown
below in Figure 2.

For the system parameters, we used the following data:

- p and n: two prime numbers (p=241, n=268).

- Ep41 (-1, 188) an elliptic curve defined on finite field F,4;.

- P (1, 46): a point on elliptic curve E with order n.

- Key values:
Alice’s private key: na = 19, public key: (23, 102).
Bob’s private key: ng = 31, public key: (31, 233).
Let k be a random number: k=43 =» K=(208,124).

- DNA rules: Ry
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Figure 2. The points on E»41(-1,188).

A. Results for Text Encryption and Decryption

Now the encryption-decryption process is illustrated by using
the sample data in Amazigh language [14] as below:
“EBM IOH oA EAHEEN XH S oM X 120K,

That means:
“The teacher distributed books to students at the school.”

After applying embedding process, we get:

SM1:
(220,180) (42,27) (218,24)
(131,231) (220,180) (12,159)
(58,153) (220,180) (12,159)

SM2:
(152,165) (93,200) (220,180)
(131,231) (58,153) (131,231)
(58,153) (98,200) (145,66)

SM3:

(42,27) (42,27) (131,231)
(220,180) (58,153) (98,200)
(220,180) (104,125) (220,180)

SM4:
(23,102) (218,24) (85,94)
(98,200) (21,149) (216,112)
(39,69) (57,85) (31,233)

PK;:

(180,7) (114,190) (3,137)
(78,186) (239,69) (33,119)
(99,107) (205,9) (36,160)

Therefore, the encrypted data using ECC technique based
matrix approach is given as follows:

(239,69) | (217,33) R
(221,99) | (50,163) | (216,112)
(49,136) | (88,54) (23,102)
sC2:
(10,148) | (238,204) | (128,130)
(167,70) | (11531) (81,25)
(37,215) | (28,120) | (101,178)
(28,120) | (197,230) | (2215 | SC¥
(222133) | (21,149) | (50,163)
(188,20) | (74,159) (39,69)
sC4:
(48,63) | (206,103) | (27,166)
(2L,149) | (15582) (5,84)
(180,7) | (197,230) | (10,148)

Next, we encrypt the result matrices with the secure key PKj:

GAATATCG | GGGCTGTG | ATGCAATT
CGTGGTGC | TACTTGGG | CGCTGGAC
GTGCGCAC | CGACGATG | AATTGACC

PK,:

Therefore, the encrypted data generated once encoding using
DNA rules and applying code addition operation is given

AGTTTCCG | GGCTAGTA | AGGCGAAG
CCATAGGC | GGATGCGC | ACTAACGG
TACCTGGA | CTGGATTG GAATCGCC
GGAGAGCG | CCTTCAAC | TGTCCAGG
ATACCCAT | GTGGACGC | GATCCTCC
GCATGCCT GTGCCATT | GGCGTGCA

Hence we shall assume that K= (208,124) and a secure key
matrix generated is given as follows:
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below:
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GGCACTCT | GACCGGAC | GAAGACTA
GCGGATTT | AGTTAACA | CAAAGCTT
GGGCAGGA | AGTCGGGC | AAGGCGTG
ACAGGTCC | GAGAAGGT | TGGTCTGT
AGCTGACT | AGCAGGTA | CAATAACC
ATAACTAC | GGCGATTA | GTGGACGC

After converting the result values to binary form, and
embedding into corresponding characters, we get:

“ (AT EINIDAC HHDECC ©800 DO 38D OIS

Now, the result cipher text along with secure key is sent to the
receiver.

At the receiving side, the recovery of cipher text is done as
follows:

After receiving the cipher text, the receiver extracts the first
entry that represents the secret. The second entry represents
the encrypted data. Then, reverse the process to retrieve the
original message.

B. Results for Image Encryption and Decryption

In this section, we extend the proposed method to encrypt the
plain image using Netbeans 7.1 as tool [16]. Our algorithm has
been tested using grayscale image. Every image consists of
pixels. In grayscale images, each pixel has an 8-bit value of
between 0 and 255. To encrypt an image using the proposed
approach, each pixel should be mapped to a point on a
predefined elliptic curve [17]. Then, the encryption process
will be started.

The result obtained from practical implementation of the
proposed method on Lena image is shown in the following
Figures (Figure 3, Figure 4).

=

Figure 4. Histogram of the plain image and encrypted
Image
Experiments using the proposed method resulted in a
significantly different encrypted image and uniform histogram,
as shown in the Figure 3 and Figure 4. From the result, it can
be easily seen that the proposed scheme encrypts the image so
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well that nobody can recover the image. Further more, it is
obvious that the histogram of cipher-image is uniform and
significantly different from the histogram of the original image
as shown in Figure 3, hence it does not provide any statistical
attacks.

V. RESULT AND DISCUSSION

In this section, security aspects of the proposed approach will
be discussed. The proposed approach has large key space
that making brute force attack is infeasible. It has DNA
and code computing and different combinations of them. So it
resists the exhaustive of brute force attacks.

The proposed system is more efficient than the existing DNA
cryptography [6] and Elliptic Curve Cryptography [13] in
terms of security. Because, it uses elliptic curve cryptography
mechanism for encryption and DNA computing in its
encoding phase. So, the proposed system has two level of
security first one in the encryption phase and the other is in the
encoding phase. It would be hardly breakable by eavesdropper
as it contains multi level of security.

VI. CONCLUSION

This paper introduces the concept of DNA computing as a
promising approach to enhance the security of the elliptic curve
cryptosystem. Our proposed approach is the combination of
elliptic curve cryptography and DNA computing theory. In
addition, the proposed system has multi level security one in
ECC encryption steps and other in DNA encoding. The
strength of the security is improved by means of elliptic curve
discrete logarithm problem where retrieval of key is very
difficult in both ECC encryption and decryption algorithm.
Furthermore, the advantage of DNA computing is employed in
the proposed scheme to enhance the security of system. Finally,
we like to point out that the use of DNA computing will
provide better performance in this regard.
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