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Abstract— The volatile growth in wireless networks over the last few years resembles the rapid growth of the Internet within the last decade.
The current IPS presents a less security. Unfortunately, our work combined with the work of others show that each of these mechanisms are
completely futile. As a result, organizations with deployed wireless networks are vulnerable to illegal use of, and access to, their internal

communications.
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. INTRODUCTION

In recent times, there is a more prevalent use of wireless
technology due to its convenience and low setup cost.
However, it is becoming a challenge to provide security
solutions for such a dynamically changing environment, often
due to certain wireless network characteristics such as lack of
infrastructure, low power availability and mobility [2]. Lack of
WEP security has prompted the DoD and some businesses to
prohibit wireless access to their critical LANs .But despite its
well-documented weaknesses, many organizations continue to
deploy wireless access. It has been estimated that by the end of
2002 more than half of all businesses and academic institutions
will have wireless access to their institutional LANs. Lack of
viable security makes these LANs vulnerable to a host of
attacks such as “war driving” (driving down the street with a
laptop looking for open 802.11 networks), and “parking lot
attacks™ (sitting in the parking lot eavesdropping on 802.11
communications) [6].

Il. RELATED APPPOROCH

Wireless network security is different from wired security
primarily because it gives potential attackers easy transport
medium admission. This admission significantly increases the
threat that any security architecture. Unfortunately, the early
IEEE 802.11 standard failed to account for it. This, coupled
with several design errors, led to the wave of security
problems .Fortunately, newer architectures are becoming
available to dramatically increase the security of 802.11-based
networks [1].Security solution for wireless networks using a
novel low cost Pseudo Random Number Generator (PRNG).
The generated pseudo random numbers are also
cryptographically secure and are thus suitable for security
applications [2].Through the deep research on the wireless
security crisis, using SSL VPN, AES and ECC expertise, puts
forward a security strategy of wireless mobile office
system.[3]. Temporal traffic characteristics to detect rogue
APs at a middle location. This detection is free of the
underlying wireless technology (802.11b, 802.11a, or
802.11g), is scalable, doesn’t have the inefficiencies of the
current solutions, and is sovereign of the signal range of the
rogue APs [4]. To quickly sweep all potential rogue APs, the
verifier uses greedy algorithm to schedule the channels for the
sniffers to listen . To work with the encrypted AP traffic, the
sniffers use a probabilistic algorithm that only relies on
observed packet size [5].SPRING, a simple protocol for secure
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point-to-point  communication.SPRING makes use of
synchronized pseudo random number generation to generate
authenticator variables and fresh encryption keys on a per
frame basis. A key design goal of SPRiING was simplicity and
compatibility with the existing 802.11b WEP protocol
[6].Believe that the security provided by their deployed
wireless access points is sufficient to prevent unauthorized
access and use.While existing access points provide several
security mechanisms, our work combined with those of others
show that ALL of these mechanisms are completely in-
effective [7]. Enhanced protection mechanism to reduce the
number of extra frames used for channel reservation. The
effectiveness solution to improve system performance in the
mixed 802.11b and 802.11g WLAN is verified by simulation
[8]. the system throughput by avoiding the costly RTSICTS
usage. Solution utilizes the characteristics of the existing MAC
with a minimal rule change, which requires no change in the
existing MAC implementations. When the 802.11g and
802.11bstations co-exist in the very same network.
furthermore, our solution requires virtually no change in the
existing MAC implementation [9]. The analytical, numerical
and simulation results developed in our contribution allows to
take into account in the channel load, net throughput, channel
modeling, receiver structures and link analyses for IEEE
802.11 and 802.11le networks in an integrated way. The
calculation of the good put since the transmission probability,
the conditional collision probability, the cycle time and the
packet success probability depend upon the traffic load,
payload length, SINR per bit [10].

Study the performance of 802.11g and 802.11b standards in
real-time while implementing an actual file transfer. The
precise performance factors studied were protocol congestion,
bandwidth and latency [11]. General mechanism, known as
packet leashes, for detecting and, then shielding against
wormhole attacks, and we present precise protocol, called
TIK, that implements leashes. We also discuss topology-based
wormhole detection, and demonstrate that it is unfeasible for
these approaches to detect some wormhole topologies [12, 13,
14]. Your data might be subjected to an attack, in case your
security measures and controls are not in place. Some attacks
are active while others are passive, meaning information is
monitored in case of passive attack whereas; in active attacks
the information is altered with intent to corrupt or destroy the
data or the network itself. Last couple
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I11. HOW TO PERFORM NEW IPS

IPS will set into centralized monitoring mode for detecting any
new IP enter to the nearest network block by system shown in
Figure 1. Flowchart shows the flow of system. The IPS will
check either it is belongs or other network traffic. If it is so
then take appropriate action will execute and block the illegal
user [13].
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Figure 1. Flowchart of complete sysem.

Figure 1 shows the summary of flowchart used for preventing
unauthorized access. So far there are no specific techniques
available for how to detect illegal user using centralized server
of years attacks on wireless LAN increased phenomenally,
need a robust intrusion prevention system for your networks
and data are [15], [16] vulnerable to any of the following new
types of most dangerous attacks if you do not have a security
plan in place.

As mentioned before, the only way of identifying either an IP
address is legal or not is by checking with the central server.
There are two choices how can it be identified; predefined
allowed IP address run time prevention which is not yet
develop [17],[18].
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Present wireless network lacks network latency. System
overhead, greater time and lack of reliability are also major
concerns [19].However, in order to overcome the
shortcomings; we need a centralized server security system.
Unauthorized access point normally called rogue access point)
to the network for their personal usage. Most users are
unaware of the security threats that come along with this act.
The unauthorized user or hacker can bypass the organization
network defenses (i.e., firewall, access control) through the
software the serious threat to the organization. It requires high
administration and technical resources to execute the security
audit on the wireless system. Therefore, this paper proposes
the automate solution that will help administrator mitigating
the threat. We provide the best practice for mitigate the threat
over the network traffic. Shown in below Figure 2.

Authorized/ Unauthorized

IP Address

Out Put
Input

Central Server

Proposed sytem scenario.

IV. TEST RESULT

In our experiments, we configured and setup on ns-2 , we
concentrate main five threats such as , DoS attack, Rogue AP,
MAC spoofing, MIM, WEP Decryption. and so on. Tests
showed that the WIPS with Snort above 12 threats and
prevented attackers from damaging the wireless network in
these threats. Furthermore, it didn’t generate any false alarms.

Snort-Wireless detected only 3 threats including, Dos Attack,
Rogue AP and MAC Spoofing, 50 percent of the total, and
prevented none of the threats. Moreover, Snort-Wireless
yielded 1 false alarm with DoS when it was attacked by MIM
(See Table 1).

TABLE 1. WLAN THREAT PREVENTION
Test scenarios WIPS SNORT
Rouge acees point YES NO
Dos Attacks YES NO
MIM YES NO
MAC Spoofing YES NO
WEP Decryption YES NO
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Performance of WIPS over Snort.

Figure 3 show that efficiency of these two WIPS atpreventing wireless threats.
It can be seen from this figure that the WIPS with snort not only improves
detection and prevention performance but also reduce false positives
evidently.

V. CONCLUSION

We propose a new method to detect, protected unauthorized
user. Internal network to the wireless edge and reports the
address of confirmed legitimate user automatic blocking. With
central based server system, we proposed that the verifier’s
workload may be amortized over time when monitoring a
large number of active hosts. Using centralized testing theory,
the verifier to test packets all over the network.In practice, our
proposed method can quickly prevent the suspect.
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