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Abstract- A MANET is a dynamic collection of the wireless mobile devices that can communicate and move at the same time. The demand of 

MANET is increasing due to its application in the various fields such as the military and commercial operations, sensor networking, flood 

affected areas etc. This is so, as the MANET nodes can communicate through wireless links and transfer the data packets from one point to 

another. But, the main challenge in MANET is to design the robust security solution that may protect the MANET from various routing attacks. 

Without any centralized administration, these mobile nodes are placed at different ranges in a particular defined area. Flooding attack is kind of 

the security threat in which source node sends huge amount of data, Root Request (RREQ) and Sync packet to destination node, due to which 

the receiver shall not work properly as it would be engaged in receiving the excessive amount of data, RREQ and Sync packets from the 

attacker. To attain the optimal improved results, various routing protocols are implemented and used. In this paper we shall discuss various 

attacks such as Black Hole, Gray Hole attack & various prevention schemes like OSPF, RIP, IGRP, and EIGRP to protect it from the attack. 

 

Index Terms: MANET, Routing Protocol, Security,Attacks. 
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I. Introduction: 

 MANET is an infrastructure less network which is 

established automatically on demand. It is a set of 

wireless nodes that are configured automatically on the 

fly thus making it suitable candidate as it is useful in 

emergency situations, as shown in fig. 1 [1], [2]. In 

other words it is a multi-hop communication network 

organized temporarily with nodes that have receivers 

and transmitters [3]. The topology of network is 

dynamic which is created and modified on the fly [4]. 

MANET supports many routing protocols such as 

Dynamic MANET On-demand routing protocol 

(DYMO), Optimized Link State Routing protocol 

(OLSR), Destination Sequenced Distance Vector 

(DSDV), Dynamic Source Routing (DSR) and Ad Hoc 

On-demand Vector Routing (AODV). Mobility is the 

fundamental difference between other networks and 

MANET [5]. Wireless Sensor Network (WSN) traffic 

also can be relayed over MANET. It does mean that 

WSN communications are possible between devices of 

MANET [6]. MANET supports TCP/IP protocol to 

integrate communication with wired networks as well 

[1]. Every node in MANET acts as a host in the 

network and also router which can cooperate in 

communication [7]. As MANET topology is dynamic 

in nature which makes the procedure of routing more 

difficult and vulnerable to Denial of Service (DoS) 

attacks such as flooding which results in network 

congestion [8]. MANETs are vulnerable to attacks 

such as location disclosure, black hole, replay, worm 

hole, blackmail, Denial of Service and routing table 

poisoning. 

 
Fig 1: MANET Network  
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II. Routing Protocols: 

There are three types of routing protocols:  

[1] Reactive routing protocol. 

[2] Proactive routing protocol. 

[3] Hybrid routing protocol. 

 

 
 

Fig 2: Hierarchy of MANET Routing Protocols 

 

Reactive RoutingProtocols:Reactive protocols tend 

to decrease the control traffic messages overhead at the 

cost of increased latency in discover a new routes. 

Source initiated route discovery in reactive routing 

protocols and less delay. In reactive protocols there is 

no need of distribution of information [5]. It consumes 

bandwidth when data transfers from source to 

destination. Reactive Protocols are AODV (Ad-hoc On 

Demand Distance Vector), DSR (Distance Vector 

Routing) and ABR (Associativity Based Routing). 

MANET is also called Mesh network. It is highly 

adaptable and rapidly deployable network. MANET 

has a dynamic topology [11] [12] [13]. 

 

Proactive Routing Protocols:In proactive routing 

protocols, such as the Optimized Link State Routing 

(OLSR) protocol [10], nodes obtainroutes by periodic 

exchange of topology information. A malicious node 

can launch routing attacks to disrupt routing operations 

or denial-of-service (DoS) attacks [14] to deny 

services to legitimate nodes. 

 

Hybrid Routing Protocols:Combination of both 

reactive and proactive routing protocols. It was 

proposed to reduce the control overhead of proactive 

routing protocols and also decrease the latency caused 

by route discovery in reactive routing protocols. 

Hybrid routing protocols are ZRP (Zone routing 

protocol) and TORA (Temporarily Ordered Routing 

algorithm) [12] [13] [15]. 

 

 

Table 1: Comparison of Routing Protocols 

 

MANETs Routing Attacks:MANET is a collection of 

mobile nodes, sometimesnodes in MANET can be bad 

or malicious and thesebad nodes cannot forward the 

packets due to their aimof conserving network 

resources such as band width,battery etc. by the denial 

of service.There are mainly two types of attacks in 

MANET. Active and Passive [9]. 

 Protocol Property Proactive Reactive Hybrid 

S.No. Protocol Name OLSR AODV ZRP 

1 Complexity Medium Average Average 

2 Route Dynamic Dynamic Dynamic 

3 Memory Size High Low Medium 

4 Bandwidth Minimum Maximum Medium 

5 Topology Size Small Network  Large  Both 

6 Convergence Time Slow Mostly Fast Average 

7 Mission Failure Low Low Very Low 
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Fig 3:Attacks in MANET 

 

1. Flooding Attack: 

The aim of the flooding attack [11] is to exhaust the 

network resources such as bandwidth and to consume 

a node’sresources, such as battery power and 

computational or to disrupt the routing operation to 

cause severe degradation in network performance. 

Flood attacks occur when a network or service 

becomes so weighed down with packetsinitiating 

incomplete connection requests that it can no longer 

process genuine connection requests. 

 

2. Black Hole Attack: 

In a black hole attack, a malicious node sends fake 

routing information, claiming that it has an optimum 

route and causes other good nodes to route data 

packets through the malicious one.For example, in 

AODV, the attacker can send a fake RREP (including 

a fake destination sequence number that is fabricated 

to be equal or higher than the one contained in the 

RREQ) to the source node, claiming that it has a 

sufficiently fresh route to the destination node. This 

causes the source node to select the route that passes 

through the attacker. Therefore, all traffic will be 

routed through the attacker, and therefore, the attacker 

can misuse or discard the traffic. 

 

3. Worm Hole Attack: 

In a wormhole attack, an attacker receives packets at 

one point in the network, “tunnels” them to another 

point in the network, and then replays them into the 

network from that point [2]. Routing can be disrupted 

when routing control message are tunneled. This 

tunnel between two colluding attacks is known as a 

wormhole .In DSR (Dynamic Source Routing 

protocol), AODV this attack could prevent discovery 

of any routes and may create a wormhole even for 

packet not address to itself because of broadcasting. 

Wormholes are hard to detect because the path that is 

used to pass on information is usually not part of the 

actual network. Wormholes are dangerous because 

they can do damage without even knowing the 

network 

 

4. Jellyfish attack: 

In this type of attack firstly the attacker node tries to 

get access to the network. If the attacker node gets 

access network then it starts introducing the unwanted 

delays in the network i.e. as soon as the packet is 

received by the attacker node it will forward the 

packets after some delay as a result of which high end-

to-end delay is generated by the intruder and it will 

affect the performance. 

 

5. Gray-hole attack:  

A gray-hole attack is extension of black-hole attack 

used to bluff the source and monitoring system by 

partial forwarding. Here, attackers uses selective data 

packet dropping method to behave as genuine node 

and try to participate into full communication. Gray-

hole malicious node participate into route discovery 

process and update the source route cache/ routing 

table as shortest path. Afterwards, source always 

consider malicious node as next hop node and forward 

packet to same. Malicious node captures all the 

incoming packets but drop on random basis. The 

complete phenomena create toughness against 
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detection and prevention mechanism because nodes 

can drop packets partially not only due to its malicious 

naturebut also due to overload, congestion or selfish 

nature.

 

 

Layer Attack Mode of Attack 

Physical  Eaves dropping By receiver tuning to proper frequency 

Data Link Traffic Analysis Topology Information 

Network Black Hole Attack Fake Optimum Route message 

Gray Hole Attack Slow down the speed of the data 

Transport Session Hijacking Spoofs victim node IP address 

Application Malicious Code attack Viruses worms 

Table 2: Comparison of MANET Attack 

 

III. Security Protocols: 

1.Open Shortest Path First: OSPF [16] [17] [18] is a 

routing protocol which was defined as version 2 in 

RFC 2328. It is used to allow the routers to 

dynamically learn routes from other routes and 

advertise them. Advertisements containing routes are 

referred to as link state advertisements that keeps the 

track of all the various links between itself and a 

networkto which it is trying to send data; summarizes 

the route information ,reduces the number advertised 

routes and reduces the network load. It also uses a 

designated router to reduce the quantity and frequency 

of link state advertisements. It has a router, processor, 

memory more than other routing protocols that selects 

the best routes of finding the lowest cost paths to a 

destination.OSPF is routing protocol for IP. It uses a 

Link State Routing (LSR) algorithm and falls into 

group of the Interior Gateway Protocols (IGPs), 

operating within single Autonomous System (AS). The 

state of the interface or link is used to decide the path 

on which the information is routed; multiple links with 

same state is possible. Demand to a destination can be 

routed on multiple paths. 

 

2. Routing Information Protocol: The Routing 

Information Protocol (RIP) [16][19][21][22] is a 

distance-vector protocol that uses hop count as its 

metric. The Routing Information Protocol (RIP) 

provides the standard IGP protocol for local area 

networks, and provides great network stability, 

guaranteeing that if one network connection goes 

down the network can quickly adapt to send packets 

through another connection. It is widely used for 

routing traffic in the global Internet and is an interior 

gateway protocol (IGP), which means that it performs 

routing within a single autonomous system. RIP itself 

evolved as an Internet routing protocol, and other 

protocol suites use modified versions of RIP. IP RIP is 

formally defined in two documents: Request For 

Comments (RFC) 1058 and 1723. RFC 1058 (1988) 

describes the first implementation of RIP, while RFC 

1723 (1994) updates RFC 1058. RFC 1058 enables 

RIP messages to carry more information and security 

features. 

 

3. Interior Gateway Routing Protocol:The Interior 

Gateway Routing Protocol (IGRP)[16-19] [20-21] is a 

routing protocol to provide routing within an 

autonomous system (AS). Distance-vector routing 

protocols calls for each router to send all or a portion 

of its routing table in a routingupdate message at 

regular intervals to each of its neighboring routers. As 

routing information proliferates through the network, 

routers can calculate distances to all nodes within the 

internetwork. IGRP adheres to the following Distance-

Vector characteristics: sends out periodic routing 

updates (every 90 seconds); sends out the full routing 

table every periodic update; uses a form of distance as 

its metric; uses the Bellman-Ford Distance Vector 

algorithm to determine the best “path” to a particular 

destination; supports only IP routing; utilizes IP 

protocol 9. Routes have an administrative distance of 

100, by default, supporting a maximum of 100 hops. 

This value can be adjusted to a maximum of 255 hops. 

IGRP manages a routing table with the most optimal 

path to respective nodes and to the networks within the 
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parent network. Since, it’s a Distance Vector Protocol, 

IRGP uses several parameters to calculate the metric 

for the best path to a specific destination. These 

parameters include delay, bandwidth, reliability, load 

and Maximum Transmission Unit (MTU). 

 

4. Enhanced Interior Routing Protocol:  Enhanced 

Interior Gateway Routing Protocol (EIGRP) or 

Enhanced IGRP [16-21] is a Cisco proprietary routing 

protocol utilizing the Diffusing Update Algorithm 

(DUAL). EIGRP is a hybrid protocol as it incorporates 

features of a Distance Vector Routing Protocol and 

features of a Link State Routing Protocol. Enhanced 

Interior Gateway Routing Protocol (EIGRP) is an 

enhanced version of IGRP. It used in TCP/IP and OSI 

internets. It is regarded as an interior gateway protocol 

(IGP) but has also been used extensively as an exterior 

gateway protocol for inter-domain routing. Key 

capabilities that distinguish Enhanced IGRP (EIGRP) 

from other routing protocols include fast convergence, 

support for variablelength subnet mask, support for 

partial updates, and support for multiple network layer 

protocols. A router running EIGRP stores all its 

neighbors' routing tables so that it can quickly adapt to 

alternate routes. If no appropriate route exists, EIGRP 

queries its neighbors to discover an alternate route. 

These queries propagate until an alternate route is 

found. 

 

IV. Conclusion: 

The future of ad- hoc networks is really appealing, 

giving the vision of ―anytime, anywhere‖ and cheap 

communications. Before those imagined scenarios 

come true, huge amount of work is to be done in both 

research and implementation. In this paper we discuss 

different type of attack present in the MANET as well 

as the functioning of various security protocols are 

also define. With the help of that security protocols we 

find a better solution of these kinds of various attacks. 

In further work, these security protocols are 

implemented in MANET to reduce the effect of the 

attacks. 
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