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Abstract — In this paper, a data hiding scheme with distortion tolerance for color image is proposed. Data hiding is used to embed 

secret information into the cover image for secure transmission and protecting copyright. The secret information feasibly a text or 

an image. To protect the copyright of a true color image, a signature (a watermark), which is represented by a sequence of binary 

data, is embedded in the color image. In this proposed scheme, we first calculate the embedding error between the cover image 

and the secret information. Based on this embedding error, the stego image is computed then the embedded data are extracted by 

the extraction procedure. This scheme can tolerate some distortion such us salt and pepper noise, Gaussian noise, uniform noise, 

and JPEG lossy compression when transmitting a stego image through any network. Experimental results and discussions reveal 

that the proposed scheme tolerates those distortions with acceptable image quality. 
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I.  INTRODUCTION 

Now a day‟s, secret information is transmitted through the 
internet. This information is easily be captured by unknown 
person or hackers on the internet. The transmitted information 
can be secured and cannot be intercepted or eavesdropped by 
malicious attackers. First approach is the data encryption, 
which is used to prevent sensitive data from disclosing. 
Although, the transmitted data have been encrypted, the 
hackers can easily try to decrypt the message by using trapdoor 
function or they even destroy the secret message. The system 
which does both encryption and decryption on image is known 
as image cryptosystem [1]. The traditional cryptosystems such 
as RSA, DES, and etc., are also used to encrypt an image. The 
second approach is the data hiding technique [2-4], which 
provides a good solution to overcome the problem of image 
cryptosystem. Data hiding enables sender to transmit secret 
messages through meaningful cover media such as image, 
audio, video, and text document, to avoid attacker‟s attention. It 
can be utilized in a variety of applications such as tamper 
proofing, broadcast monitoring, authentication, copyright 
protection, convert communication, caption and secret 
information transmission and etc. 

Data hiding technique by using image as a cover digital 

color image fall into two categories namely spatial domain 

technique [5] and frequency domain technique [6]. The spatial 

domain can directly modify the pixel value in the cover image 

to obtain stego image, which means the information is 

embedded to the LSB of the original cover color image. The 

advantages of this technique include low computation cost, 

high hiding capacity and easy implementation. Whereas, the 

frequency domain technique can insert a small piece of 

information into the cover image based on the transformed 

image. These small pieces of information will cause some 

distortion to the stego image. In the proposed scheme, we 

prefer spatial domain technique for hiding information into the 

true color image, because the frequency domain technique can 

take too much computation time for embedding data. The 

proposed data hiding technique is more suitable for copyright 

protection and transmitting a sensitive data over the public 

network. 

Likewise, watermarking [7-9] is another technique that 

requires hiding data into an image. Watermarking has been 

widely used to protect the copyright of color images. Digital 

watermarking embeds a short signature into the cover image for 

protecting copyright. Both the concept of data hiding and 

watermarking have same properties. First, they both hide data 

into the image and only the legal user can correctly extract the 

embedded data from the stego image. Second, the quality of 

stego image is very important. The higher image quality gives 

people more difficultly to perceive the existence of sensitive or 

important data for security.  

The proposed data hiding technique satisfies the general 

requirements of data hiding [10] such as imperceptibility, high 

hiding capacity and robustness. Imperceptibility means that 

the stego image and the original cover image should be 

perceptually identical i.e., quality of the stego image should be 

acceptable. Next requirement it satisfies is the high hiding 

capacity, i.e., the size of the hidden information should be as 

large as possible. Most important requirement is robustness, 

which means the stego image can resist common image 

processing attacks such as adding noise like salt and pepper, 

Gaussian and uniform noises, and be lossy compressed, i.e., 

hidden data can be extracted correctly after attacks. This 

Embedding error based data hiding in videos was implemented 

in [11] .Rest of the paper is organized as follows. Literature 

review is presented in section II. The embedding error based 

data hiding and extraction procedures are proposed in section 

III. The experimental results are discussed in section IV. The 
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conclusion is drawn in Section V. 

II. LITERATURE REVIEW 

The concept of data hiding was proposed by Simmons in 

1983 [12]. Simmons formulated a scenario called “prisoner‟s 

problem” to explain the motive of data hiding. This scenario 

involves two separated prisoners, Alice and Bob, who wish to 

communicate covertly to hatch an escape plan. Alice hides a 

message in a cover-object to obtain the stego-object, where the 

cover-object is an image or audio or video. Any 

communications between the pair are examined by the warden, 

who will place them in solitary confinement if she/he finds 

their secret messages. 

In 2004, Tsai et al., [13] proposed a color image 

watermarking scheme based on color quantization to embed 

the data. But, some distortion may occur, when the stego 

image is transmitted over the internet or by lossy compressed 

which means the legal user might extract wrong secret 

information. Kim et al., [14] proposed a robust method for 

hiding data in color images, which uses signature encoding 

based on multiple description sub-band image coding, and the 

embedding process is performed in the spatial domain. This 

technique does not need the original host image for recovering 

the signature at the receiver. As this technique uses both red 

and blue components for embedding data into host image, its 

hiding capacity is less. 

A color image watermarking scheme based on Linear 

Discriminant Analysis (LDA) [15] is proposed by Fu et al., in 

2008.The watermark accompanied with a reference is 

embedded into the RGB channels of color images. By 

applying the embedded reference watermark, a linear 

discriminant matrix is obtained. The problem in this method is 

that if the reference watermark is not available then the 

receiver cannot extract the embedded watermark. Recently, 

Rashmi et al., [16] presented a watermarking scheme suitable 

for color image based on the well-known matrix factorization 

technique of the singular vector decomposition, which is 

achieved by using the fact that a color image can be broken 

into the RGB channels. These channels are treated separately 

as matrices in which the matrix factorization is applied which 

are used for embedding and extraction algorithms. The 

disadvantage of this scheme is that it requires huge 

computation time. 

 Therefore, the purpose of proposed scheme is to embed 

secret information into a true color image have to comply with 

the following three requirements: (i) the quality of stego image 

should be acceptable which means the calculated PSNR will be 

larger; (ii) the scheme should provide the ability of distortion 

tolerance; (iii) the size of hidden information should be as large 

as possible. 

III. PROPOSED WORK 

The proposed method hides the data in color image based 

on embedding error. Due to this, the PSNR value between 

original and stego image is in the acceptable range. In order to 

achieve the ability of distortion tolerance, the stego image 

quality becomes little less, but the proposed scheme tolerates 

some distortion like noise and lossy compression with 

acceptable image quality. Likewise, to achieve high hiding 

capacity, the proposed scheme hides the data in all the three 

channels of true color image. The embedding procedure can be 

described as follows: 

A. The Embedding Procedure 

Let C be the original 24-bit true color cover image of 

NM CC ×  pixels represented as 
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 , ,  is the true color pixel value of cover image C on 

location (i, j).  

Here, the secret data S is a text or an image and S i  be the 

secret bit, { },1-2 ...,,0∈ k
S i  k is the number of embedding bits 

per each pixel. To find stego image E, consider the following 

three steps for the color channels in the order of red at first, 

green at next and then blue at last. 

i. First the dealer computes 
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stego image can be computed as follow 
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. Repeat step i and step ii for all sequences of secret data to 

obtain the stego image E. 

B. The Extraction Procedure 

To extract all embedded sequences from each color 

channels orderly (red at first, green at next and then blue at 

last), S i is computed using the equation (8).  

By using the following extraction procedure, the embedded 

secret data S i  can be extracted from the stego image S. 
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IV. EXPERIMENTAL RESULTS 

The proposed scheme has been implemented and assessed 

with four standard cover images, which are 24-bit true color 

images of size 512 × 512. The four famous images are namely 

„peppers‟, „splash‟, „house‟, and „car‟ shown in Fig. 1 are 

employed as cover images in the conducted experiments. 

Different watermark patterns are employed for evaluating its 

performance, which are shown in Fig. 2. In order to evaluate 

the image quality, we employ the Peak Signal to Noise Ratio 

(PSNR) to quantify the distortion between the pre-processing 

image and the post-processing image. The higher the PSNR 

value means, the better the image quality. The PSNR value is 

computed by the following equation. 

(9)                                                    
255

log10
2

10 









MSE
PSNR  

where MSE (Mean Square Error) is computed as follows 
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where r ij , g
ij  and bij  represents the RGB values of pixel in 

the location (i, j) of the original image, 'r ij , 'g
ij  and 'b ij  

represents the RGB values of pixel in the location (i, j) of the 
watermarked image, M denotes the row size of the color image 
and N denotes the column size of the color image.  

To show the copyright protection application of the 
proposed system, a 1-bit binary image of size 160 × 160 (25,600 
bits) of secret information as shown in Fig. 2(a) is considered 
to embed into the 24-bit true color images. The measured 
PSNR for stego images obtained by the embedding procedure 
when k=1 and w=1 are around 70 dB. Sample of such stego 
images of pepper and splash are shown in Fig. 3(a) and Fig. 
3(b) respectively. Next, a 8-bit grayscale image of size 
160 × 160 as a secret image of size 25,600 bytes which is 
shown in Fig. 2(b). It is found that the calculated PSNR for 
stego images obtained by the embedding procedure are all 
around 60 dB when k=1 and w=1. Such experimental results 
are shown in Fig. 3(c) and Fig. 3(d) in the form of stego images 
of house and car respectively. 

Likewise, various images are tested. Table I shows the 

calculated PSNR for four stego images for 1-bit binary image 

and 8-bit grayscale image. The embedded 1-bit binary and 8-

bit grayscale images are reconstructed without any change by 

extraction the procedure. 

 

 
 

(a) Peppers image (b) Splash image 

  
(c) House image (d) Car image 

Fig. 1 Standard 24-bit true color cover images 

 

 
 

(a) 1-bit binary image (b) 8-bit grayscale secret image 
Fig. 2 Secret information 

 

  
(a) Stego image of pepper (b) Stego image of splash 

  
(c) Stego image of house (d) Stego image of car 

Fig. 3 Stego images of 24-bit cover image 

TABLE I.  PSNR FOR STEGO IMAGES 

Image 
1-bit Binary 

Image PSNR (dB) 

8-bit Binary 

Image PSNR (dB) 

Peppers 69.8778 60.9609 

Splash 70.2493 61.3032 

House 70.1822 61.1912 

Car 70.1637 61.2555 

 

We conduct the experiments for 200 bytes and 1000 bytes 

of secret information. For 200 bytes, the obtained PSNR for 

stego images are around 67 dB and for 1000 bytes, it is around 

60 dB when k=1 and w=4, which indicates that increase in 

payload decreases the PSNR. To show the distortion tolerance 

of the proposed scheme, different types of noise are added to 

the stego image. For the distortion tolerance, PSNR is 

calculated to the degraded image. Even though, ≈40 dB of 

salt and pepper noise is added, the embedded secret 

information is extracted correctly. Similarly, ≈ 55 dB of 

uniform noise and ≈  66 dB of Gaussian noise are added. 

Though noise is increased with different magnitude the 

embedded data are extracted correctly. 

Likewise, the stego image is lossy compressed using JPEG 

compression technique. For the compressed images, the 

obtained PSNR values are around 54 dB. After the stego image 

is lossy compressed, the embedded data is extracted 

appropriately. Although, the accepted PSNR value is 30 dB, the 

obtained PSNR values for all testing yields higher than 60 dB, 

which means the proposed scheme provides a good image 

quality and achieves the ability of distortion tolerance. 

Performance comparisons for distortion tolerance for the test 

images are summarized in Table II. Selection of parameters k 

and w is flexible according to the requirements of the users. 
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From table I, it is shown that the stego image quality is better 

when the parameter k and w is smaller. To show ability of 

distortion tolerance, larger value of w is selected. Table II 

shows that the embedded data are extracted from the degraded 

images when k=1 and w=4. 

TABLE II.  PERFORMANCE COMPARISON FOR DISTORTION TOLERANCE 

Image 

Secret 

Data 

in 

Byte 

PSNR in dB 

Text 

Embedded 

Image  

Salt and 

Pepper 

Noise  

Uniform 

Noise  

Gaussian 

Noise  

JPEG 

Compression  

Peppers 
200 67.3890 39.7658 55.2653 66.2817 54.6259 

1000 60.4043 39.8332 55.2618 66.3031 54.6624 

Splash 
200 67.9447 39.5815 55.5842 66.6137 54.9435 

1000 60.8667 39.2398 55.5667 66.5833 54.9401 

House 
200 66.5068 40.3106 55.3351 66.4310 54.8972 

1000 59.6161 39.7987 55.3180 66.4763 54.9007 

Car 
200 67.5408 40.0044 55.4537 66.5842 54.9173 

1000 60.3482 39.4887 55.5193 66.6157 54.9804 

V. CONCLUSION 

In this paper, embedding error based data hiding scheme for 

distortion tolerance for color image is presented. The proposed 

method mainly deals with the following problems: (i) quality of 

stego image; (ii) distortion tolerance; (iii) hiding capacity. 

From the PSNR values obtained from various experiments 

contacted, it can be stated that this method provides the 

maximum quality of stego image. From the experimental result 

it is observed that the proposed scheme tolerates distortions 

with different dB varying from 38 dB to 66 dB with acceptable 

image quality. And also, it is demonstrated that it shows the 

good recovery ability even though some noise is added to stego 

image or be JPEG lossy compressed, which means it is good 

against distortions. Furthermore, high hiding capacity is 

achieved due to the use of all color channels with acceptable 

quality of stego images for large value of k. It is concluded 

that, the proposed scheme provides a novel approach for 

transmitting sensitive information over an insecure public 

network. 
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