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Abstract: While planning for strategic communication no nation or organisation can ignore the problems of dynamic radio
resource allocation and interference. Among lot number of technologies as a solution Cognitive Radio (CR) is the best one, which
helps to overcome the problem of interference, and also allow efficient and dynamic radio resource allocation. Applying Cognitive
Radio Networks (CRN) to strategic communications as a solution, this roadmap has been proposed by nations and organizations.
For fast network deployment it is mandatory to overcome traffic problem in spectrum, increase communication reshaping
mechanism and also strategic radio should act as multi-functional Radio-Frequency(RF) Unit, these are the themes for which CRN
is the choice. Wireless Sensor Networks(WSNSs) present day have many challenges, if it get clubbed with CR, many problems can be
solved. Theme of our research is to empower CRN, so that it will help to solve above problems and also help to manage traffic in

network convergence services without ignoring or compromising security.
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I.INTRODUCTION

Mobile communication technologies have been a process of
discovering and utilizing new radio resource dimensions to
improve spectrum efficiency. Cellular technology in 1970s
made frequency multiplexing possible and expanded the space
of spectrum resources. The digitalization process beginning in
1980s enabled resources to be extended in time dimension. At
the turn of the century, Multiple Input Multiple Output
(MIMO) technology was introduced, marking the utilization of
space dimension of resources. The discovery of these three
resource dimensions has greatly driven the development of
mobile communication technologies [10].

With growing demands for the amount of data transferred in
wireless networks, spectrum shortage problems become
tremendous. Measures are needed to overcome problem of
interference, improve system-wide spectral efficiency and
allow full fledge and flexible spectrum resource utilization.
CR is widely considered as a promising technology for
providing the measure to solve the spectrum resource
challenge in the current inflexible spectrum allocation policy.
CR, which have environment sensing and transmission
adaptation capabilities, can address the dynamic nature of the
network, offering new possibilities to enhance the performance
of modern strategic communication system [1]. Many
organizations have put forward a roadmap for applying CRN
to strategic communications.
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1. WHAT 1S?

A. CRand CRN

The term “Cognitive Radio” (CR) was first coined by Dr.
Joseph Mitola in 1999. CR systems can dynamically access
new frequency bands, and at the same time protect higher
priority users on the same bands from harmful interference. In
addition to the ability to adapt, the concept of CR allows for
the radio to “learn” in order to make good performance
choices for the user’s objectives [23]. Haykin provided a
comprehensive definition for CR [2]:

“Cognitive radio is an intelligent wireless communication
system that is aware of its surrounding environment (i.e.,
outside world), and uses the methodology of understanding by-
building to learn from the environment and adapt its internal
states to statistical variations in the incoming RF stimuli by
making corresponding changes in certain operating
parameters (e.g., transmit power, carrier frequency, and
modulation strategy) in real-time, with two primary objectives
in mind: highly reliable communication whenever and
wherever needed; efficient utilization of the radio spectrum.”

CR is a radio that can change its transmitter parameters based
on the environment in which it operates [3]. A CR needs
knowledge, or awareness of the environment to make
decisions. Knowledge can be gathered from policies and rules,
sensors, the radio network infrastructure, propagation data, and
the like. Knowledge might be gathered by the CR itself,



obtained from a central controller, or from peer CRs. Sensing
data from other CRs may be gathered and fused locally, or
data might be fused by a central controller and distributed in
distilled format. Some of the key features that are typically
associated with CR [4] are Senses, Collaborates, Adapts,
Reasons, Learns & Anticipates.

CRs shall form Cognitive Radio Networks (CRN) to complete
the packet deliveries [5]. A CRN is generally a multi-hop
wireless heterogeneous network, meaning it allows peer-to-
peer communications and may include different types of
radios. When CRs are connected and form a CRN, they may
share knowledge, that is, the information gathered at each
node, and decisions may be made in a distributed manner. In
an abstract sense, the cognition then becomes a function of the
network, rather than the individual radio.

B. Terminal capability of CRN

The capabilities of CRs as nodes of CRN can be classified
according to their functionalities [7].

a) Cognitive capability: A CR sense the environment,
consists of Spectrum Sensing, Spectrum Sharing, Location
Identification, Network/System Discovery and Service
Discovery.

b)  Self-organized capability: A CR analyze and learn
sensed information, consists of Spectrum/Radio Resource
Management, Mobility and Connection Management and
Trust/Security Management.

c¢) Reconfigurable capabilities: A CR adapts to the
environment, consists of Frequency Agility, Dynamic
Frequency Selection, Adaptive Modulation/Coding, Transmit
Power Control and Dynamic System/Network Access.

C. Commercial CRN and Strategic CRN

In the commercial world, CRs are radios that use locally
available spectrum, which is allocated but unused by the
licensed user, in a homogeneous and predictable manner to
provide services that would not otherwise be available. IEEE
802.22 WRAN standard, under development, that aims to
reuse vacant Television (TV) bands. There is a clear
distinction of primary users(PU) and secondary users(SU).
The aim of strategic CRs is to use the existing spectral
allocations more efficiently and to improve communications
support when changing location and network topology to
support operations. There may be no clear distinction of PU
and SU.
I1l.  CRWITH OTHER TECHNOLOGIES

A. Cognitive Radio and Dynamic Spectrum Access (DSA)

DSA is the real-time adjustment of spectrum utilization in
response to changing circumstances and objectives [6]. DSA
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allows a group of radios to share spectrum, as a radio may
locate vacant frequency bands and occupy them for the
duration of a transmission, then release the spectrum resource.
When the available spectrum is already licensed for use by a
particular set of radios, DSA allows unlicensed (secondary)
users to exploit the spectrum in an opportunistic manner,
under the condition that the secondary users vacate the
spectrum within a predetermined time if the primary user
needs it. A CR may or may not be capable of DSA. The
sufficient aspects for CR are the context-awareness and
decision-making, not a particular algorithm, such as fixed vs.
dynamic spectrum access. A CR will be more capable if it
performs DSA. Thus DSA is viewed as a key component of
CR.

B. Cognitive Radio and Software Defined Radio (SDR)

SDR is a type of radio in which some or all of the physical
layer functions are software defined. This is in contrast to
hardware radio, in which changes in communications
capabilities may only be achieved through changes to the
hardware, or equivalently by software that is programmed
once in the factory and cannot be changed due to radio
architecture inflexibility. SDR enables adaptation and
reconfiguration. CR is seen by many as the next step in
reconfiguration flexibility, after SDR.

C. Cognitive Radio and Multi - Dimension Cooperative
Communications

To enhance a system’s cognitive capability and reduce
cognitive costs, cooperative means must be adopted, the
combination of CR with multi- dimension cooperative
communications have become an inevitable trend. Cognitive
Engine (CE) defines the architecture and mechanism for a CR
system to sense and analyze environmental information, as
well as to reason and learn to adjust its own work mode. The
main components of CE are an environmental monitor module,
and reasoning and learning module [24]. Cooperative sensing
allows multiple cognitive users to exchange sensed
information, thus  dramatically improving  spectrum
interception and sensing capabilities. The cross-layer design
for joint sensing between physical layer and Media Access
Control (MAC) layer can also greatly enhance spectrum
sensing capability. Cognitive Wireless Networks (CWNSs) have
been commonly recognized as a development trend of CR
technology in research and industrialization.

Cooperative communication technologies are based on full
knowledge of contextual information such as user’ service
types and radio environment characteristics. Only after
contextual information is acquired, can intelligent cooperation
among different elements be achieved. The sensing and



collection of contextual information can only be done with CR
and CWN technologies. Therefore, future multi-dimension
mobile cooperative communications have a natural need for
CR technologies. Cooperative communication technology can
considerably improve the efficiency in sensing spectrum and
contextual information, enhancing sensing reliability and
reducing the cost. With basic information provided by
Common  Spectrum  Coordination Channels (CSCCs),
cognitive terminals can work with the network to sense
wireless contextual information, and return the sensed
information and service traffic characteristics to the network.
The network, in turn, will use this information for joint
resource management among different wireless access
technologies, for load sharing and mobility optimization.
Ultimately, it will achieve optimal system performance and
provide an excellent user experience [25, 26]. The combination
of CR and cognitive networks with multi-dimension
cooperative communications is of great significance
theoretically and pragmatically.

D. Cognitive Radio Wireless Sensor Network (CR-WSN)

A CR-WSN is one of the candidate areas where cognitive
techniques can be used for opportunistic spectrum access.
Communications in Wireless Sensor Networks (WSNs) are
event driven. Whenever an event triggers wireless sensor (WS)
nodes generate tremendous traffic. WSNs consist of hundreds
of WS nodes deployed throughout the sensor field and the
distance between two neighboring WS nodes is generally
limited to few meters. Recently, cognitive technigues have been
used in wireless networks to circumvent the limitations imposed
by conventional WSNs.

If CR can be integrated with wireless sensors, it can overcome
the many challenges in current WSNs. CR has the ability to
know the unutilized spectrum in a license and unlicensed
spectrum band, and utilize the unused spectrum
opportunistically. The incumbents or primary users (PU) have
the right to use the spectrum anytime, whereas secondary users
(SU) can utilize the spectrum only when the PU is not using it
[8]. CR allows unlicensed users to access multiple licensed
channels opportunistically. This nature of CR gives potential
advantages to WSNs by increasing the communication
reliability and improving the energy efficiency. When wireless
sensor nodes with cognitive capabilities are introduced to an
entire network, it gives exciting new opportunities to
researchers and industry to develop algorithms, hardware and
software that can overcome the limitations imposed by current
wireless sensor design techniques. CR-WSNSs can be deployed
in number of fields like facility management, machine
surveillance and preventive maintenance, precision agriculture,
medicine and health, logistics, object tracking, telemetries,
intelligent roadside, security, actuation and maintenance of
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complex systems, indoor and outdoor
environments [8].

IV. ARCHITECTURES OF CRN

monitoring  of

A CRN is not just an interconnection of CRs — CRNs are
composed of various kinds of communication systems and
networks, and can be viewed as a sort of heterogeneous
network [11]. The heterogeneity exists in wireless access
technologies, networks, user terminals, applications, and
service providers. The CRNs can be deployed in different
architectures, and serve the needs of both licensed and
unlicensed applications. The basic components of CRNs are
mobile station (MS), base station/access point (BSs/APs) and
backbone/core network. These three basic components
compose three kinds of network architectures in CRNs:
infrastructure-based, ad-hoc and hybrid architectures.

A. Infrastructure-based architecture

The secondary user network is infrastructure-based, network
consists of cells; each cell is managed through a central BS/AP
which controls the medium access and the secondary MS. The
observations and analysis performed by each MS feeds the BS,
so that it can make decisions such as how to avoid interfering
with primary users. According to the decision, each MS
reconfigures its communication parameters. Each MS connects
to a BS/AP with a direct link. MSs in the transmission range of
the same BS/AP (one cell) communicate with each other
through the BS/AP. Communications between different cells
are routed through backbone/core networks. A good example
of a cognitive, infrastructure-based network is that of the IEEE
802.22 standard [12] which follows a cellular architecture.

Backbone/
Core Networks
SR
g e
o MSs e

Figure 1: Infrastructure-based network architecture

B. Ad-hoc architecture

There is no central BS to manage the decision making. Each
MS needs to have all the CR capabilities and is responsible for
determining its actions based on the local observations. Two
MSs who are within communication range can exchange their
information directory; while those who are not within direct
communication range can exchange information over multi-
hop relay nodes. To eliminate the limitation of the local
observation of each MS, collaborative algorithms [13] are



usually used for this type of architecture, where the local
observation results are exchanged among the MSs to broaden
the knowledge on the network. We call this type of network
Cognitive Radio Mobile Ad hoc Networks (CR-MANETS)
[13].

Figure 2: Ad-hoc network architecture

C. Hybrid architecture

This architecture is a combination of the infrastructure and ad-
hoc architectures, with wireless connections between the
BSs/APs. The BSs/APs work as wireless routers and form a
wireless backbone network. The MSs can either access the
BSs/APs directly, or use other MSs as multi-hop relay nodes.

Backbone/ Core
Networks

Figure 3: Hybrid (infrastructure/ad-hoc) network architecture
V.  CHALLENGES

A. Dynamic Spectrum Access (DSA)

CR is often associated with DSA. One significant challenge to
the use of DSA is the implementation of spectrum sensing [9].
It is due to the limitations on conventional signal detection
techniques. The classical energy detector does not reliably
predict the presence of a legacy radio signal when the signal to
noise ratio (SNR) of that signal is low, or negative. Another
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reason spectrum sensing is challenging is the nature of the
wireless propagation channel [14]. It has been suggested that it
might be possible to avoid sensing and just monitor one’s own
received signal quality. This strategy is related to the idea of
interference-tolerance in radio networks [15].

B. Security

There are some differences between a traditional wireless
network and the CR network in terms of network security [16],
like the potential of far reaching and long-lasting impact of an
attack is higher in CR networks and some simple spectral
manipulation, such as generation of signals, can cause a
profound effect on network performance and behavior in CR
networks. Different attacks possible in CRN are

a) Incumbent Emulation (IE) attacks

b) Spectrum Sensing Data Falsification (SSDF) attacks

c) Common Control Channel Jamming (CCCJ) attacks

C. Electronic and cyber warfare in CRN

CRN provide opportunity to integrate communications &

electronic warfare information in ways that enhance the

capabilities of both communications & EW functionality [22].
VI. CRNSECURITY SOLUTIONS

A. Cross layer security framework

The basic security functions including authentication and
intrusion detection can be integrated into a security sub-layer
and the results can be used for different layers.

B. Trust-based security schemes

The nodes must share information about their state and the
state of the world around them without burdening the network
with too much system traffic. Trust is an important feature in
the design and analysis of secure distribution systems. Trust
and Security in CRNs are always interlinked.

C. Novel physical layer authentication schemes

Verifying signal characteristics through novel physical layer
authentication techniques can help counter Incumbent
Emulation (IE) attacks.

D. Distributed authentication with threshold cryptography

Threshold cryptography is generally used to let some or all
network nodes share a network master key and collaboratively
provide security services such as issuing private keys. In CR-
MANETS, identity (ID)-based cryptography with threshold
cryptography is a popular approach for the security design
because it uses a simple key management scheme compared to
Public Key Infrastructure (PKI) [17].

E. Distributed monitoring and consensus algorithms

In CRN with no central authority, secondary users need to
cooperatively sense the spectrum to detect the presence of
primary users. Consensus algorithms are usually constructed



based on local communication of neighboring agents, they
have low implementation complexity and good robustness,
and the overall system may still function when local failure
occeurs.

F. Robust communications and game theory

Game theory provides a powerful mathematical tool for
problems with a large number of players and can be applied
for CR-MANET security [18].

G. Anti-jamming CR techniques

Interference-resilient communications systems need to be
designed, for instance to decode the received signals in very
low SNR regimes or to detect the primary signal buried in a
jammer’s signal [19].

VII. SUGGESTED ROAD MAPS

There is tremendous need for an evolutionary path to gradually
realize the goal of faster, smarter, and more secure
communications. The first step towards each aspect of this
path is to understand and address the current heterogeneous
network. Strategic wireless communication requires a mixture
of wireless communication technologies with different
characteristics in terms of bandwidth, range, transmission
frequency, and modulation schemes.

A. Introduce dynamic spectrum access (Fast deployment)

Spectrum management is a key component of CR, addressing
the spectrum scarcity problem as well as the burden of
deploying radio networks with detailed spectrum allocation
plans for multi-national missions. Use of a centralized
spectrum broker entity, or coordinated dynamic frequency
management enables coordinated distribution of spectrum in
accordance with a defined measure of the benefit to the system
of all radio nodes.

B. Introduce cognition (Smarter communication)

CRs can learn and mitigate interference situation because
communications are towards denser networks [20], and given
spectrum is usually quite crowded in a densely populated
theater, cognition will eventually be needed.

C. Support cyber EM (More resilient communication)

It has long been thought that the increased situational
awareness gained by merging EW and communications sensor
information would be beneficial [21]. The argument only
becomes stronger when considering CRNs, which rely on
situational awareness in the spectrum domain, augmented with
signal detection and classification, for decision making. Our
future forces will require CRNs that are hardened to attack,
and that may intelligently and covertly disable adversarial CR
networks.
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VI1Il. CONCLUSION

CR has the ability to sense the environment in which it is
operating, measure the performance it is achieving, and assess
whether it is able to perform additional tasks to better
accomplish the user’s or the network manager’s objectives.
The need to gradually introduce DSA for fast network
deployment and to ease spectrum congestion, the benefit of
CRN to increase communication system intelligence in
dynamic, heterogeneous environments, and the role of the CR
as a multi-functional RF unit, capable of integrating
communications and EW information to support coordinated
Cyber EM operations. It has long been thought that the
increased situational awareness gained by merging EW and
communications sensor information would be beneficial.

IX. REFERENCES

[1]  Ari Hulkkonen, Tactical Communications: the future of radio,
Geospatial World, Oct., 2013.

[2] S. Haykin, “Cognitive Radio: Brain-Empowered Wireless
Communications”, IEEE Journal on Selected Areas in
Communications, Vol. 23, NO. 2, Feb. 2005, pp. 201-220.

[3] FCC, Cognitive Radio Technologies Proceeding (CRTP), ET
Docket No. 03-108. Auvailable at:
http://transition.fcc.gov/oet/cognitiveradio/

[4] Scott Seidel “IEEE 802 Tutorial: Cognitive Radio”, Presented
at the IEEE 802 Plenary,18 July 2005.

[5] K.-C. Chen, Y. Peng, N. Prasad, Y. Liang and S. Sun,
Cognitive radio network architecture: Part 1l — trusted network
layer structure, Proceedings of the 2nd international conference
on Ubiquitous information management and communication
ICUIMC ‘08, Pages 120-124.

[6] IEEE Std 1900.1-2008: IEEE Standard Definitions and
Concepts for Dynamic Spectrum Access: Terminology Relating
to Emerging Wireless Networks, System Functionality, and
Spectrum Management.

[71 K.-C. Chen & Y.-J. Peng, “Cognitive Radio Network
Architecture: Part | - General Structure”, Proceeding of
ICUIMC '08 Proceedings of the 2nd international conference on
Ubiquitous information management and communication,
Pages 114-119.

[8] Gyanendra Prasad Joshi, Seung Yeob Nam and Sung Won
Kim, “Cognitive Radio Wireless Sensor Networks:
Applications, Challenges and Research Trends”, Sensors
(Basel). 2013 Aug 22;13(9):11196-228. doi:
10.3390/5130911196.

[9] LV Yingguan, ZHOU Chong. A valid way to improve success
ratio of switch in WCDMA system. ZTE Communications,
2008, 14(4): 56-58.

[10] Yang Guang, and Multi-Dimension
Cooperative Communications”,
http://wwwen.zte.com.cn/endata/magazine/ztecommunications/
2010Year/nol/articles/201003/t20100321 181524.html

[11] K.-C. Chen, Y. Peng, N. Prasad, Y. Liang and S. Sun,
Cognitive Radio Network Architecture: Part | - General
Structure Cognitive Ad Hoc Radio Networks”, Proceedings of
the 2nd international conference on Ubiquitous information

“Cognitive Radio


http://www.icuimc.org/
http://www.icuimc.org/
http://www.mdpi.com/search?authors=Gyanendra%20Prasad%20Joshi&orcid=0000-0002-5446-288X
http://www.mdpi.com/search?authors=Seung%20Yeob%20Nam&orcid=
http://www.mdpi.com/search?authors=Sung%20Won%20Kim&orcid=0000-0001-8454-6980
http://www.mdpi.com/search?authors=Sung%20Won%20Kim&orcid=0000-0001-8454-6980
http://www.mdpi.com/search?authors=Sung%20Won%20Kim&orcid=0000-0001-8454-6980
https://www.ncbi.nlm.nih.gov/pubmed/23974152
https://www.ncbi.nlm.nih.gov/pubmed/23974152
https://www.ncbi.nlm.nih.gov/pubmed/23974152

[12]

[13]

[14]

[15]

[16]

[17]

(18]

management and communication ICUIMC ‘08, Pages 114-119.
Carl R. Stevenson, IEEE 802.22: the first cognitive radio
wireless regional area network standard, IEEE Communications
Magazine, VVolume 47 Issue 1, January 2009 Pages 130-138.
F.R. Yu, H. Tang, M. Huang, P. Mason, and Z. Li, “Distributed
Consensus-Based Cooperative Spectrum Sensing in Cognitive
Radio Mobile Ad Hoc Networks,” book chapter in Cognitive
Radio Mobile Ad Hoc Networks, Springer, Sept. 2011.

Yucek, T.; Arslan, H.,, “A survey of spectrum sensing
algorithms for cognitive radio applications,” Communications
Surveys & Tutorials, IEEE , vol.11, no.1, pp.116,130, First
Quarter 2009.

Preston Marshall, “Quantitative Analysis of Cognitive Radio
and Network Performance”, Artech House, 2010.

J. L. Burbank, “Security in cognitive Radio Networks: The
required evolution in approaches to wireless network security”,
in Proc. Int. Conf. Cogn. Radio Oriented Wireless Netw.
Commun., Singapore, May  15-17, 2008, DOI:
10.1109/CROWNCOM.2008.

K.G. Paterson, G. Price, “A comparison between traditional
Public Key Infrastructures and Identity-Based Cryptography”,
Information Security Technical Report, 8(3):57-72, Elsevier
Ltd, 2003.

Y. Wang, F.R. Yu, H. Tang, and M. Huang, “A Mean Field

http://www.ijritcc.org

[19]

[20]

[21]

[22]

[23]

[24]

Game Theoretic Approach for Security Enhancements in
Mobile Ad hoc Networks,” accepted for publication in IEEE
Trans. Wireless Comm., Oct. 2013.

A. Attar, H. Tang, A. Vasilikos, F.R. Yu, and V.C.M. Leung,
“Security Challenges in Cognitive Radio Networks: Solutions
and Future Research Directions,” Proceedings of the IEEE, vol.
100, no. 12, pp. 3172-3186, Jan. 2013.

Bruce Fette, “Fourteen Years of Cognitive
Development”, Proc. of [IEEE Milcom 2013.
Requirements for a RF Common Operating Picture: Results of
the TTCP Workshop on Spectrum Situation Awareness, DRDC
Ottawa and CRC, Canada, 15-17 October 2008, TTCP TR-
EWS-AG5-1-2009.

Technical Report: On the boundaries of Cyber Domain S&T,
TTCP TR-C3I1-TP3-1-2013.

Cognitive radio networks for tactical wireless communications,
Helen Tang; Susan Watson, DRDC — Ottawa Research Centre,
Defence Research and Development Canada, Scientific Report,
DRDC-RDDC-2014-R185, December 2014

SHERMAN M, MODY A N, MARTINEZ R, et al. IEEE
standards supporting cognitive radio and networks, dynamic
spectrum access, and coexistence [J]. IEEE Communication
Magazine, 2008, 46(7): 72-79.

Radio


http://ieeexplore.ieee.org/stamp/stamp.jsp?tp&amp;arnumber=6290334
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp&amp;arnumber=6290334
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp&amp;arnumber=6290334
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp&amp;arnumber=6290334

