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Abstract— The big data – huge amount of data – era has begun and is redefining how organizations deal with information. While 

the business sector has been using and developing big data applications for nearly a decade, only recently the public sector has 

begun to adopt this technology to gather information and use it as a decision support tool. Few organizations have so many 

advantages to harness the potential of the big data as the public service agencies, because of the large amount of data they have 

access to. However, due to the current theme, there is still a long way to go. Some papers have presented ways in which 

governments are using big data to better serve their citizens. Nevertheless, there is still much uncertainty about the real possibility 

of improving government operations through this technology. By analyzing the literature related to the topic, this paper aims to 

present the areas of public administration that can take advantage of data analysis. In addition, raising the challenges and 

resilience faced for the insertion of the big data in the public sector is also important. In this way, we seek to understand how 

public organizations can take advantage of the data that they have, to manage and improve the efficiency and offer of public 

services to society. The results showed that several organizations can modernize and improve their operations with data analysis, 

but challenges need to be overcome. Therefore, the big data presents itself as an important tool for the modernization of public 

administration.(Abstract) 
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I.  INTRODUCTION 

The amount of data produced on the global scale is growing 
at unprecedented levels. According to [1], by the end of 2015, 
there were 4.6 billion mobile phone users worldwide and about 
3.2 billion internet users. With this large number of users, the 
quantity of data produced daily is gigantic. Therefore, many 
innovations have been developed to expand the technological 
capacity to generate, store and analyze data from a wide variety 
of sources and for a multitude of purposes. Conforming to [2], 
about 2.5 quintiles of data bytes are produced daily, and by 
2018, 50,000 gigabytes of data will be produced per second in 
the world. This new conjunction of the digital age opens up a 
range of possibilities for the modernization of public 
administration through data analysis. 

As stated in [3], big data is the way to better understand the 
demand of society and to use the citizens in the decision-
making process. Civil participation in decision-making 
processes can not be restricted to the electoral process. "Big 
data is a recent topic in the academic and in the business 
environments, however, the speed of its growth has 
transformed management and society around the world" [4]. 
Therefore, it is important to develop academic works that 
clearly show the potential of the big data within public 
organizations. The technology opens a direct dialogue between 
public entities and the population, furthermore, it opens 

perspectives for the creation and improvement of public 
services, making civil participation more effective in the 
decisions of the administration at all levels. To achieve this, the 
public administration needs to adapt to technological trends. 

In accordance with [5], big data can help public healthcare, 
improve efficiency and transparency, which for a long time are 
among the main objectives of the use of Information and 
Communication Technologies (ICT) by the public sector. In 
addition, in public administration, data analysis can provide 
accurate information to support decision-making. Decisions 
that are taken on the basis of relevant and targeted information 
permit the development of better services based on a better 
understanding of people's needs and demands. 

As well as the applications, the limitations and challenges 
faced by big data technology in the public sector also need to 
be detailed in more scholarly papers. Therefore, this article 
aims to be elucidative in describing the process of using big 
data in the public administration. Given the emergence of the 
big data as an unavoidable socio-technical phenomenon, it is 
necessary to question the opportunities and challenges of the 
adoption of data analysis technologies by the public sector. 
While the use of big data can help transform government 
operations, it also presents obstacles that need to be overcome 
such as financial constraints on IT investment, skilled worker 
shortage, poor data quality, and resistance to changing 
organizational culture. Although it carries some risks, the "big 
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data" revolution presents opportunities to modernize public 
administration. Hence, this can not avoid the trend of using big 
data as a support tool for a wide range of purposes. 

Therefore, the paper presented here aims to analyze the 
possibilities and difficulties of implementation of big data 
technology in public sector organizations. From this analysis, it 
will be sought to verify the consequences of the application of 
this technology as well as its effectiveness as a tool for 
modernization of the current public administration. Finally, it is 
intended to present the impacts of this technology on public 
entities and society. 

 Scholarly papers related to public management backed by 
technology, such as big data, are not numerous. The connection 
of these two areas is a relatively new subject, not yet 
thoroughly explored, thus, the interest in investigating the 
initiatives in the public sector to use big data. It is important to 
make this survey to indicate the applications, advantages, and 
challenges of implementing this technology in public 
administration. Hence, this study has as academic and social 
relevance the intention to describe the possibilities brought by 
the big data to the public management. In addition, this study is 
considered to be of great importance, helping managers to 
recognize data science as the way to modernize public 
administration, so that it adapts to the cultural change brought 
about by the digital revolution. 

 

II. ELETRONIC GOVERNMENT 

The society and the State are changing profoundly, and 

public administration must adapt to this new conjuncture. 

There is a continuous and cumulative progress in the use of 

new information technologies in the public sector. An example 

of this is the emerging e-Gov project (also called "eletronic 

government" or "e-government"), which is present in several 

countries. 

The strategic use of ICT has become the enabling element 

of a new model of public management. This new model has 

culminated in the emergence of so-called e-government. 

Electronic government can be understood as a set of 

modernizing actions linked to public administration, such as 

the use of technology for the providing of public services, 

changing the way government interacts with citizens, 

businesses and other governments. 

According to [6], e-government is not restricted to the 

simple automation of processes and the providing of public 

services available through online services on the Internet, but 

it also encourages a change in the way government, through 

the use of ICTs, reaches its goals to fulfilling its role of the 

State. This includes improving public administration 

processes, increasing efficiency, transparency, citizen 

participation, better governance, and the preparation and 

monitoring of public policies. 

The modernization of public administration requires that 

public sector entities adopt an integrated and balanced 

approach of social and institutional dimensions. In this sense, 

e-government is evolving and preparing to ensure the 

necessary modernization of the public sector. Through 

advanced electronic and mobile services, e-government aims 

to improve the relationship between people and their 

government, making public services more effective, accessible 

and in consonance with people's needs. It also aims to increase 

the participation in decision-making and make public 

institutions more transparent and responsible. 

It is in this context that the big data is inserted. This 

technology can potentially lead to innovation and stimulate 

new or improved services, new insights and ideas. This 

increases the awareness of the government actions and enables 

people to monitor and contribute to these efforts. The data 

strengthens the capacity of governments to formulate and 

implement integrated policies and enhances the potential for 

policy integration among government agencies. Therefore, 

data are in fact the basis of policy integration. To fully achieve 

the proper use of the data, governments need to be able to 

make sense of the amount of information they have, which 

requires analytical tools. Thus, the access to the necessary 

tools to transform data into useful information is vital. 

Through powerful algorithms, big data tools and 

methodologies extract patterns, trends and correlations in the 

data and present the results using advanced visualization 

techniques. 

The potential of the big data analysis to transform 

information and data into useful insights, and to support 

complex and interdependent decision-making processes, is 

increasingly being recognized by governments. The benefits of 

using big data for policy integration and service delivery can 

be significant and tangible for e-government. Big data 

represents a great opportunity for governments to make use of 

the data they have at their disposal. The insight into these data 

enables a more complete view of the challenges and 

opportunities for social development, thus contributing to the 

creation of more efficient public policies in line with the needs 

of the population. The next topic presents a short description 

of the big data technology. 

 

III. BIG DATA 

Efforts to collect, store, and analyze large amounts of data 

are not new to the technology world. Many companies have 

collected large amounts of data on their customers to better 

understand their preferences and provide better services and 

products. Data analysis is present in almost every aspect of 

modern society, including mobile services, retail, 

manufacturing, the financial sector, industries, and science. 

The concept of big data began to emerge in the early 

2000s. Since then many attempts have been made to find a 

precise definition for this term. The modern definition of "Big 

Data" was first presented to the computing world by Roger 

Magoulas in 2005, in order to define a large amount of data 

that traditional data management techniques could not manage 

and process due to its complexity and its size [7]. In addition, 

[8] stated that "the big data is defined by its size, comprising a 

large, complex and independent collection of data sets". This 

data set can not be manipulated with standard data 

management techniques because of the inconsistency and 

unpredictability of the possible combinations. However, after 

reviewing definitions to big data from major technology 

organizations, the definition presented by Gartner was the 

most appropriate version found for this paper. "Big data is 

high-volume, high-velocity, high-variety information assets 

that demands cost-effective and innovative forms of 

information processing that enable enhanced insight and 
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decision-making" [9]. Gartner's definition is broader and 

encompasses the main aspects of big data. 

 

IV. BIG DATA IN GOVERNMENTS 

In today's information society, data is the fuel that powers 
several entities, and they are rapidly transforming the way 
people live and work. Big data is treated as the next frontier of 
innovation, competition and productivity [10]. That is why big 
data is drawing so much attention and being applied in an 
increasing number of sectors of the global economy. In the 
private sector, the big data is already being widely used in 
many industries such as logistics, healthcare, retail, 
manufacturing, financial services, and etc. A study conduced 
by [11], found that the first companies that adopted analytical 
techniques for big data presented far superior results compared 
to its competitors, becoming much more productive than those 
who have trusted their strategies to specialists and experienced 
professionals. Although the private sector leads the pace of 
adoption of big data, this technology can also be widely used in 
the context of the public sector. 

Recognizing the impact of big data applications on society, 
governments in some countries have begun to invest heavily in 
initiatives aimed at developing this technology. The United 
States, for example, in March 2012 invested more than $ 200 
million in a big data research and development initiative to 
improve the tools and techniques needed to access, organize 
and gain knowledge from a large amount of data [12]. In 2014, 
in the UK, the government allocated £73 million to fund studies 
to leverage the potential of the big data in the country's public 
administration [13]. In Australia, the government launched the 
Australian Public Service for Big Data Strategies in 2013. The 
purpose of this program was to outline the potential of the big 
data analysis to increase the value of the national government's 
and the Australian people's information assets [14]. The 
Japanese government has allocated £87.5 million for the 
research and development of big data projects, including a 
project to develop a high-speed network infrastructure with 400 
Gbps (billions of bits per second) capacity and another for the 
development of data analysis [15]. In France, the Ministry of 
Digital Affairs was created in 2014. This Ministry published a 
bill on the Digital Republic, outlining the general orientation 
for the big data policy for France [16]. 

Therefore, big data technology creates opportunities and 
challenges for governments. Opportunities include generating 
efficient analyzes for significant improvement in government 
service delivery, using real-time information for e-government 
experiences, monitoring and visualizing government 
performance for public decision-making in a dynamic and 
participatory manner; And producing useful insights for the 
modernization of governments [17]. 

The challenges of big data for the government are 
institutional and technical. According to [18], institutional 
challenges include the creation of a governance structure to 
efficiently address some key issues: standardization of data 
structures, enabling the interoperability of information; privacy 
guarantees to gain the trust of citizens who share information; 
Data sharing and inter-organization linkages for creating 
custom systems. Reference [19] stated that the technical 
challenges are exemplified by shortage of skilled workers, the 
underdevelopment of relevant software tools, the integration of 
multiple sources and data formats, and the storage and access 
of data. 

V. METHODOLOGY 

For the development of this work, a scientific research of a 
basic nature was used, seeking to generate new knowledge and 
contribute to the advancement of the field of study of big data 
applied to the public sector. The approach used was qualitative 
research, with the purpose of describing, understanding and 
explaining the object of study. Regarding the objectives, the 
present research is characterized as an exploratory study. With 
regard to the methodological procedures, we opted for a 
bibliographical research based on the theoretical references 
already analyzed, and published on written and electronic 
materials, such as books, scientific articles, and web pages of 
recognized organizations. It is of great importance for the 
development of this scientific investigation to use materials 
published by researchers who have already explored more 
widely the topic of this paper. 

The first stage consisted in determining the basic concepts 
that should be explored by this work, such as big data and e-
government. Once this was done, it was necessary to adopt a 
bibliographic search strategy. For the accomplishment of the 
bibliographic search, it was necessary to define the 
contextualizing environment, the research problem and the 
general objectives of the research. Once the research 
knowledge area is determined, the keywords that will be used 
in the search for references must be chosen. For the article 
presented here, the keywords chosen were: "big data public 
sector", "big data public administration", "big data public 
management", and "big data public sector". These keywords 
are important because they are directly related to the relevance 
and pertinence of the materials returned by the search engines 
on the given topic. 

After setting the keywords to be used, the next step was to 
choose the search engines most appropriate to the research 
topic, according to their relevance and the ease of obtaining the 
scientific papers. The selected libraries and search engines 
were: CAPES periodicals, Scielo, Google Academic, Microsoft 
Academic, JURN, Athenus, SweetSearch, Data4Policy and 
Springer Link. Previously 20 research resources were used, but 
from a preliminary analysis of the quality of the returned 
results, 9 of them were selected for a more in-depth search of 
the results. This quality was measured according to the origin 
of the results returned, prioritizing the materials of educational 
institutions, publications in newspapers and magazines in the 
field of computing and public management, moreover papers 
from internationally recognized organizations. 

For the exploratory bibliographic review in the specialized 
literature, we delimited the sample to 5 articles from each 
repository and search tool used. The access and choice of these 
scientific works, stored in open access repositories, was made 
from the titles of the works and metadata from the text. This led 
to a set of 45 scientific articles published by different agencies 
and institutions that, to varying degrees, correlated the big data 
topic with public administration. The search for the articles was 
performed by inserting the keywords in the search engines. It 
was established that only papers published between 2012 and 
2017 should be considered. Furthermore, works developed by 
private organizations was discarded, being considered for 
analysis only those that have been developed by government 
agencies, educational institutions or high profile international 
organizations, such as UN and GARTNER. 

In view of the objectives presented in this paper, to explore 
the possibilities of applications and challenges of big data in 
the public administration, these 45 preselected articles were 
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analyzed again. In this new stage, we analyzed the abstract, 
summary and introduction of the researches, reducing the 
sample to the 20 works most pertinent to this paper's 
objectives. At the beginning of this analysis, some 
preconditions were defined, namely, to address issues such as 
e-government or use of ICTs in the public sector, 
conceptualization of the big data, case study or description of a 
big data application in public administration, or presentation of 
topics related to the challenges of implementing this 
technology in the public sector. 

With the works gathered, we conducted a thorough analysis 
of the description of the objects of study by the authors. From 
this analysis, the main points of the cases studied were 
highlighted to present the results. Limited to investigate the 
"what?" and "why?" of the importance of big data for the 
public sector, this study aimed to list the solutions deployed, 
advantages and challenges to be faced. 

 

VI. RESULTS 

The potential benefits that can be obtained by using big 

data, as well as the challenges it poses, differ from one sector 

to another. Several sectors such as information technology, 

marketing, financial and insurance industries are increasingly 

using big data technology, hence these areas have a greater 

experience in implementing big data in their organizations. 

Government sectors, however, are not evolving fast enough in 

this area. Even so, the public administration can obtain 

substantial improvements with the adoption of big data in its 

activities. 

The results presented here were obtained in the literature 

review of the 20 selected papers. The survey of big data 

applications in public administration as well as the obstacles to 

be overcome will be presented in this section. 

Much effort has been made to improve communication and 

collaboration between various government agencies. With the 

big date, the potential use of this data takes on another 

dimension. Next, the possibilities of applying big data in the 

public sector will be briefly discussed in specific fields of 

public administration, such as environmental protection, 

education, transportation, healthcare, and public safety. Table I 

shows the areas of the public sector that can benefit from 

adopting data analysis, as well as a brief description of how 

this would be applied in the respective area. 

TABLE I.  BIG DATA APPLICATIONS IN PUBLIC SECTOR 

Area Description 

Eletronic 

Government 

Big data can stimulate collaboration, promote 
greater openness of information, and usher in a new 

era of policy and decision-making through e-

government [20]. Transparency, accountability and 
the effectiveness of public sector institutions can be 

facilitated by e-government, especially through 

open data. Government can use analytical data 
processes to integrate multiple sources, improve 

transactions and results, reduce costs, and increase 

citizen satisfaction. 

Open 

Government 

Data 

Open government data sets a new approach that can 
help public sector institutions to improve the quality 

of their decision-making processes and public 
services. This approach supports the promotion of 

effective participation in decision-making 

processes, reduce wasted resources and free up 

Area Description 

opportunities for innovation [21]. 

Health Care 

Services 

Initiatives such as the use of electronic health 

records are able to combine and analyze a variety of 

data, helping to accurately diagnose patient 
conditions. Machine learning algorithms can 

analyze many more factors in patients' medical 

records than physicians and, by adding features, a 
substantial increase might be achieved in the 

model's ability to distinguish people who have a 

disease from those who do not [22]. 

Education 

According to [23], data analysis for online 

monitoring, analysis of preferences and 
classifications of learning styles can be used to 

improve the learning process. 

Public Safety 

 

As stated in [24], predictive policing is the 
application of data analysis techniques to identify 

targets for police intervention and to prevent crime 

through statistical predictions. This model, based on 
criminology, suggests that criminals follow a 

common pattern. With big data it is possible to 

identify overlaps in the patterns that indicate the 
probability of the crime. 

Profiling 

One of the possibilities of the big data is to analyze 

social media and extract characteristics of its users. 
Reference [25], defines profiling as the process of 

collecting information about a user to build its 

profile. Advanced techniques of social data analysis 
can identify an aggressive person or one who could 

potentially commit a crime only by inferring the 

tone of the individual's online words and actions. 

Transportation 

Authorities can obtain a more accurate 

understanding of users' demand. Mapping the routes 

and types of transport used - buses, cars, trains, 

subways, motorcycles - traffic authorities can use 
this data to improve transport route planning [26]. 

In addition, with this information it is possible to 
map management strategies for unplanned events 

such as congestion, accidents and blackouts. 

Environment 

 

Analysis of immense amounts of environmental 

data can obtain information about climate change, 
deforestation trends, pollution, air quality, etc. 

Taxation 

Big data can support tax authorities and finance 

departments to store and process huge amounts of 
tax data, generating accurate tax collection 

forecasts, avoiding and detecting tax evasion, and 

facilitating auditing of tax processes [27]. 

Events 

Detection 

Social networks like Twitter permit real-time events 

detection. By analyzing and grouping the content of 

Twitter messages, it is possible to immediately infer 
the occurrence of events from these data. The 

spatial and temporal pattern of messages 

significantly reduces the rate of false positives of 
catastrophic events, for example [28]. 

a. Source: the author (2017). 

While the potential benefits of big data for 

management are significant and real, including some 

successful initiatives already implemented, there are still many 

obstacles to overcome. Thus, to provide a comprehensive and 

holistic view of the factors that challenge the implementation 

of data analysis technologies, this paper will present the key 

elements categorizing them according to the aspects they 

encompass. Starting from the most global aspect, we have the 

institutional challenges, which are directly related to the 

beginning of the implementation of information systems in 

public organizations. This process includes social policies and 

responsibilities of the State in fulfilling its role. The next 

element is the organizational challenges. The organizational 
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implications include the impact on management structures as 

well as cultural and behavioral changes of the involved public 

agents and the population. Finally, there are the technical 

challenges of big data systems, which involve infrastructure 

and the operational procedures required to operate efficiently a 

large system of data analysis. 

The institutional obstacles challenge the State to 

ensure a smooth transition in the modernization process of 

public administration. Governments need to take responsibility 

for the social order as well as the prudent use of technologies 

to improve their efficiency. Table II, below, presents the 

challenges pointed out by the authors studied for the 

deployment of the disruptive technology of big data in the 

public sector. 

TABLE II.  INSTITUCIONAL CHALLENGES 

Issue Description 

Financial 

Investiment 

 

Need for high initial investments to implement data 

analysis technology and acquisition of appropriate 
equipment, capable of processing the huge data flow 

[29]. 

Data 

Ownership 

 

The challenge here is to determine who is the legal 

"guardian" of the civilians' data. The government 
must take responsibility for the use and protection 

of that data. In a way, all public data are also private 
data, insofar as they are personal information or 

sensitive data from public organizations. 

Governments and public organizations are 
responsible for these data, hence, they are allowed 

to use them in exchange of providing better public 

services [30]. Therefore, governments and public 
agencies will have to define rules to decide how to 

deal with data property inconsistencies. 

Data Security 

Policies 

 

The purpose of data protection is to ensure the 

privacy and security of information. In accordance 
with [31], in the public sector this is a particularly 

difficult challenge because government agencies 
must implement policy changes that address real-

time threats. Despite the good intentions in using 

big data as an effort to improve the delivery of 
public services, the collection and analysis of 

personal data by governments raises concerns about 

civil liberties. 

Civil Liberties 

 

Profiling is one of the potential applications of the 
big data that needs careful evaluation. As Stated by 

[32], "user profiling information can include various 

attributes such as geographic location, academic and 
professional experience, membership in groups, 

interests, preferences, opinions, etc.”.Reference [33] 

argue that profiling individuals can increase the 
risks of discrimination and exclusion. One 

possibility of profiling with big data is based on 
forecasting models in order to anticipate possible 

threats. According to [34], increasing forecasting 

capacity with the big data also increases the 
responsibility to prevent such threats from making 

governments more conservative in how they address 

social issues. 

Equality 

The issue of equality concerns the treatment, in the 
public sector, of individuals and groups who do not 

fully participate in the information society, because 

they do not have the resources, the means, time or 
knowledge to do so. The risk here is that 

governments might start to depend too much on big 
data that they end up forgetting to involve these 

people in understanding their own needs and 

disregard them during the decision-making process 
[35]. 

Civil 

Collaboration 

Regarding to the population, the challenge is to 

disseminate the concept of electronic participation. 

Issue Description 

While e-participation is still an evolving concept, 

there is vast evidence that e-participation 

technologies expand opportunities for civic 
engagement, including increased possibilities for 

people to participate in decision-making processes 

and service delivery to make societies more 
inclusive [36]. 

Biased Data 

When it comes to decisions about what kind of 

information should be collected, interpreted, and 
disclosed for use during policy-making processes, 

the political leaning can make that data biased, since 

that kind of decision is made by a person. In the 
political sphere, ownership of data is a source of 

power. According to [37], "disputes over data 

control, how and when it will be used can make 

policy issues contentious." 

a. Source: the author (2017). 

From the broader dimension of the role of the State entity to 
a more centered in public organizations dimension, Table III 
below presents the organizational challenges to big data 
technology in the public sector. 

TABLE III.  ORGANIZATIONAL CHALLENGES 

Issue Description 

Privacy and 

Interdepartmental 

Collaboration 

 

Privacy issues can inhibit the adoption of big data 

by public sector organizations. Collecting and 

manipulating sensitive data is a controversial topic 
of interest to many groups within and outside 

government. Conforming to [38], government 
departments may not want to share data they 

consider proprietary with other government 

agencies. Adequate management is needed to 
reduce this potential barrier, showing that mutual 

collaboration will be of benefit to all involved. 

Organizational 

Culture 

Modernization of technology causes a tremendous 

impact in organizations. In public entities, any 
change in the current organizational structure can be 

perceived with some resistance. People tend not to 

immediately accept changes in their routines. 

Civil Collaboration 

Regarding to the population, the challenge is to 

disseminate the concept of electronic participation. 
While e-participation is still an evolving concept, 

there is vast evidence that e-participation 

technologies expand opportunities for civic 
engagement, including increased possibilities for 

people to participate in decision-making processes 

and service delivery to make societies more 
inclusive [39]. 

Legacy Systems 

Most legacy systems were developed without 
process models or data models that are now required 

to support big data integration [40]. Therefore, the 

modernization of legacy systems is necessary. 
Legacy systems retain valuable data too important 

to be lost in the modernization process. 

Recruitment of 

Talents 

With the interest of organizations in the 
implementation of big data projects, the profession 

of data scientist has gained great importance. 

However, finding skilled workers is no easy task. 
Reference [41] states that the data scientist 

"normally demands training in Computer Science 

and Mathematics as well as the necessary 

management analytical skills". 

a. Source: the author (2017). 

The beginning of the implementation of a data analysis 
project in the public sector should start with an assessment of 
where the most important challenges lie. Surely dealing with 
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institutional and organizational issues is extremely important. 
However, in addition to an information management and 
organizational intelligence project, the big data is also an 
information technology project. 

Therefore, public agencies need to be aware of what 
technical implementation issues they will face. Organizing 
information, filtering, and deciding which tools and 
technologies will generate insights useful for informed 
decision-making is also a critical factor to the success of a big 
data project. According to the papers analyzed, the technical 
aspects that make more challenging the implementation of big 
data projects in public sector are: 

• Volume, variety and velocity 
• Data heterogeneity, inaccuracy and incompleteness 
• Scalability 
• Time constraints 
• Information security 
• Low-quality, non-computerized data sources 
• Unstructured IT projects 
• Lack of integration with most existing information 

systems 
• Need for training of employees or recruiting new ones to 

be possible the use of sophisticated data mining tools. 
 
In light of the foregoing, the discussion section is presented 

next. 
 

VII. DISCUSSION 

Big data is an emerging and critical technology that 
governments need to learn to deal with. With an increasing 
volume of data being generated at all times, data analysis 
technologies are slowly being adopted by the public sector to 
get knowledge from these data. However, besides the sheer 
volume, the speed with which data are generated and the 
variety of these data represent a challenge to the public 
administration that was accustomed to dealing with traditional 
structured data. To encourage big data implementation 
initiatives, many studies need to be developed to present the 
advantages and challenges of inserting the disruptive 
technology into the public domain. There is a gap in the 
research of big data applied to public administration. Much of 
the existing researches focuses on the application of this 
technology in the private sector. It is very easy, for example, to 
find papers that detail commercial parameters, such as profit 
maximization and investment returns, obtained by adopting 
data analysis in private organizations. Nevertheless, for the 
public administration, the search for articles related to the 
adoption of big data returned few results. Therefore, this work 
sought to present applications and challenges of using big data 
in public sector. The importance of covering this topic is 
because both political agents and the population need to 
recognize their roles as an integral and fundamental part to 
collaborate with the modernization and improvement of public 
administration. 

Through the analysis of papers related to the topic, this 
article aimed to present the impacts of big data in the public 
sphere, both with regard to the provision of public services, as 
the new opportunities for organization and structure of the 
public service that can transform the role of governments in 
societies. Table I puts into perspective what may be the future 
of the interaction between the services provided by the State 
and the population. The debate on e-government started with 
the beginning of the use of ICT to improve services in the 

public sector. According to [42], the use of ICT in public 
administration is often associated with the automation of public 
services, the computerization, and systems integration. In fact, 
the beginning of the implementation of e-government in the 
late 1990s was really focused on the computerization of public 
offices, the digitization of much of the data and the use of the 
global computer network in the provision of public services. 
However, with the expansion of access to the internet, the 
increase of online transactions and the emergence of social 
networks, e-government has gained another role. This 2.0 
version of e-government needs to deal with a huge amount of 
information that alters the relationship between the State and 
society. In agreement with [43], the new role of e-government 
is to focus on operational efficiency projects, initiatives such as 
open government efforts to promote transparency in public 
service, citizen participation, and interdepartmental 
collaboration. 

To gain advantages of this open data initiative, big data is 
the ideal technology to analyze these available data. Moreover, 
several areas within public sector can modernize their activities 
if they incorporate this new technology into their operations. 
The predictive diagnosis in health saves money with the 
treatment of diseases in the initial stages, epidemic outbreaks 
can also be predicted, enabling the combat and prevention in 
areas at risk [44]. In education, clustering of learning styles can 
generate teaching approaches directed to the cognitive abilities 
of each student. Public security authorities can adopt the 
predictive approach to prevent crimes from happening, or for 
investigation purposes, video frames and image databases can 
be crossed to identify wanted suspects. The transportation area 
can obtain useful insights on efficient routes and the trend of 
commuting in a city, enabling the creation of urban traffic plans 
based on a representative amount of data. Tax evasion can be 
prevented if strict control over financial transactions is 
maintained. These were some of the examples presented by the 
studies analyzed.  

The potential that new digital technologies have to change 
the relationship between government agencies and civil society 
is promising. The big data initiatives come, then, to sustain this 
progress. Civil participation through social media is a new 
reality that the public sector needs to adapt. Fundamental 
changes occur due to social transformations and technological 
advances. Data analysis in public administration involves some 
important changes in the role of governments and their 
relationship with citizens. These changes can be understood as 
electronic democracy, which aims to give voice to people not 
only in elections but also in the political decision-making 
processes that have direct implications for society. According 
to [45], electronic democracy seeks to take advantage of 
developments in online decision-making to engage all 
interested parties in policy-making. Initiatives such as Avaaz 
already allow people to organize and make inroads into the 
political and legislative spheres. Big data adds a new dimension 
to the political debate. Before, matters of interest to society 
were discussed only within parliaments, and people could only 
express their opinions at the ballot box. With social networks 
the reflexes and reactions are immediate. Big data can capture 
the reaction and opinion of people through social networks and 
directly influence political decisions. 

Big data presents, besides the opportunities, challenges for 
governments. With access to an incredible amount of 
information, governments need to adopt data analysis to 
generate significant improvement in service delivery, making 
policy decision-making a more dynamic and participatory 
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process that produces insights for the transformation of public 
administration. However, despite all the advantages that big 
data can bring to the public sector, there are still a number of 
issues that need to be overcome in order to achieve the level of 
governance required for the e-government 2.0. 

The challenges of big data for the government have 
institutional, organizational and technical aspects. The 
institutional challenges, presented in Table II, require the 
establishment of a governance structure to effectively deal with 
some key issues. Data protection and privacy guarantees are 
necessary to gain the trust of citizens who share information. 
To this end, specific laws need to be created to deal with 
aspects related to the use of personal data. The situation is 
different when big data is used by government agencies to 
support their goals. Reference [46] explain that if big data is 
used for the development of economic policies, health 
epidemiological researches or for studying the traffic in a large 
metropolis, there is no problem. In these cases, general 
standards and statistical correlations are used to promote the 
efficiency and effectiveness of public policies. However, if the 
big data is used by the police, a different issue arises, because 
"while the big data is about processing large amounts of data 
and detection of general patterns, police need to investigate and 
possibly arrest individuals based on concrete facts" [47]. 

There is a particular danger when profiling is applied to 
specific individuals. According to [48], the exacerbated 
confidence in the capacity of statistical forecasts can turn data 
analysis into a tool of discrimination. Big data analysis can find 
correlations in the data, even in cases where there is no direct 
cause and effect between two phenomena. In these cases, if 
applied at the individual level, potentially unfair and 
discriminatory conclusions may arise. Because of the potential 
impact on the citizen and the potential for mismatch between 
profiles and individuals, the big data used for public safety 
must be carefully implemented to prevent injustices from 
happening. As stated in [49], "big data features such as the 
extensive use of automated decisions and predictive analytics 
can lead to broader undesirable changes in the development of 
our societies." It is necessary to consider consequences that can 
lead to discrimination, the reinstitution of existing stereotypes 
and the segregation and social exclusion of those who do not 
have access to information technologies. To regulate and 
implement big data, the potential impact on the citizens must be 
taken into account. 

Government departments tend to be large bureaucracies that 
are rooted in tradition and are very resistant to change. To 
address the organizational challenges presented in Table III, it 
is necessary to ensure government support in the form of 
leadership. Public agencies tend to be very protective of their 
data [50]. For the big data to reach its maximum potential, there 
must be interoperability of information, data sharing and 
binding agreements between public organizations. However, 
organizational inertia can hinder the growth of new ideas and 
new methodologies. Nevertheless, as the value of data analysis 
is demonstrated, more and more organizations will see the big 
data as a fundamental tool to improve their operations. 

To reap the full potential of data analysis and improve the 
efficiency of public sector operations, big data requires 
investment in people and resources, and the shortage of skilled 
professionals is a relevant point. Apart from the difficulty of 
finding qualified professionals, there are also the technical 
challenges that need to be addressed. As technical challenges, 
we might mention the underdevelopment of software tools, the 
integration of multiple sources and formats of data, storage and 

access to data, as well as the lack of integration between 
systems and non-structuring of legacy systems [51]. This 
means that many organizations are wasting the main 
opportunities of big data. 

Finally, the limitation of this paper was the impossibility of 
concretely verifying the impact of data analysis in the public 
sector. This is a difficult challenge because, in the public 
sector, the metrics that define the success of an initiative are 
much more complex than simpler measures in the private 
sector, such as increased profit or added value. Regarding data 
analysis, although its objectives are important, the real 
effectiveness and advantages of the insertion of this technology 
in the public sector is still questioned. It is therefore impractical 
to build a single utility function to check the effectiveness of 
the big data because it is not clear how to measure this 
satisfaction. At times, some more descriptive theoretical 
alternatives can be identified; however, the data of a qualitative 
measure would be more understandable and would facilitate the 
understanding of the advantages of incorporating big data in the 
provision of public services. 

 

VIII. CONCLUSION 

This paper reviewed the opportunities and implications of 

the adoption of big data technology in public sector as well as 

some important challenges that this technology causes. The 

promises and potential of data analysis in the transformation of 

government services are substantial. From e-government to 

digital government, big data analysis can foster collaboration 

among public agencies and between government and society. 

It can also create solutions to challenges in agriculture, health, 

education, transportation, public safety and many other 

applications. Big data inaugurates a new era of policy and 

decision-making. Big data initiatives represent a significant 

promise to modernize public administration, focusing its 

actions and decisions on promoting social welfare. 

Although the opportunities to apply the big data analysis in 

the public sector are plentiful, many challenges need to be 

addressed before this potential can be fully achieved. This 

paper addressed three aspects of the difficulties that the public 

sector must overcome when deciding to incorporate data 

analysis into its operations. These challenges are multifaceted, 

and attempts have been made to address the most central 

points of strategy, organization, and technology. Thus, the 

institutional, organizational and technical challenges must be 

overcome before government agencies can provide efficient 

services and fully data-driven operations. 

There are a number of political and managerial issues that 

govern the big data. These issues have not yet been answered 

because this is a very new area and still not broadly explored. 

The presumed technical orientation of this topic makes the 

academic works too oriented to the technologies and little is 

explained regarding the interdisciplinary correlations of big 

data in the public sector. While this paper has been limited to 

answering "what?" and "why?", future efforts will be directed 

to detailing the "how?", considering a holistic approach that 

can lead to the development of a governance model for the 

implementation of big data in public administration. There is a 

need for future research that presents such a model and how it 

can be applied to guide politicians, managers and public sector 

leaders in implementing innovative tools that improve the 

providing and management of public services. 
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In conclusion, big data is a tool that can bring many 

benefits to the public sector. It is necessary to define a path of 

evolution that effectively allows integrating existing 

technologies with public sector activities and finding ways for 

the big data to add value to the public service structure. It is 

not a matter of breaching with everything that exists in the 

public administration, but a way of integrating the systems in a 

manner that can contribute to the State's ability to fulfill its 

duty and promote social welfare. 
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