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Abstract— Information security is a rising concern today in this era of the internet because of the rapid development of the new attack
techniques. The existing security mechanisms such as traditional intrusion detection systems, firewalls and encryption are the passive defense
mechanisms. This has led to growing interest in the active defense technology like honeypots. Honeypots are fake computer Systems which
appears vulnerable to attack though it actually prevents access to valuable sensitive data and administrative controls. A well designed and
developed Honeypot provide data to the research community to study issues in network and information security. In this paper we examine
different Types of Honeypots, Honeypot concepts and approaches in order to determine how we can intend measures to enhance security using

these technologies. In this work a web application honeypot architecture is proposed.
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l. INTRODUCTION

The number of attacks on computer systems has increased
in last few years. The network environment becomes more and
more complicated. The threat is becoming the multi-source
and dynamic [1]. Security mechanisms such as routing
security, identity authentication, encryptions and firewall are
static, passive security mechanisms but only the passive
defense is not sufficient.

Intrusion detection system is divided into two categories:
anomaly detection and signature detection (misuse detection).
Anomaly detection based on protocol can verify the unknown
attacks effectively, but cannot detect attack violating an
agreement [2]. Misuse detection system matched attack action
with stored attack signature in intrusion rule databases. This
method achieves a high detection rate and required less time.
However, signature detection system is unable to distinguish
new type of attacks or a large number of complicated attacks
[2]. IDS can’t give alert when intrusion occurred using new
signature.

Honeypot technology is not to replace the traditional
security mechanisms and defense technologies, but it’s
supporting and complementary. A honeypot system can detect
attack behavior and redirect such attacks to a strictly
controlled environment to protect the practical running system
by giving real systems, services and applications [3]. It can
provide forensic evidence that is admissible in a court of law.
It can be used as legal evidence as long as it is deployed
correctly and is not advertised Honeypot technology
proactively detect and respond to network intrusion and
attacks [4].

This paper is organized as follows. In section 2, system
design of Honeypot is explained. Section 3 presents the
classification of Honeypot based on certain criteria. Section 4
shows honeypot system related work. In section 5 web
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application honeypot architecture is proposed. Finally, future
research trends and conclusions are drawn.

Il.  SYSTEM DESIGN OF HONEYPOT
Definition

“A Honeypot is an information system resource whose
value lies in unauthorized or illicit use of that resource [5].”

Honeypot is a decoy, put out on a network to attract
attackers. A Honeypot works by fooling attackers into
believing it is a legitimate system. Attackers attack the system
without knowing that they are being observed completely.
Honeypot looks like a really host provided important service
by creating the appearance of running full services and
applications, with open ports that might be found on a typical
system or server on a network. This way honeypot create
confusion for attackers and monitor the intruder without risk to
production servers or data.

The related information of the attackers such as the IP
address, motives of the attackers entering the system and
attack behavior of the attacker will be collected generally
through the implementation of the background software [6].
This monitors and records the network communication data
between the attackers and honeypot host, and uses some
analytical tools to interpret and analyze these data.

A. Honeypot System Processing Flow

Honeypot system has generally three modules which are
induced, deceive and analysis. The induced module is used to
attract the attackers to attack on the Honeypot system. The
deceived module calls the simulation information from the
database for the deceived host to generate false information
which will be sent to the attackers [6]. All the induction and
deception events of the system are recorded in the remote log
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server, and analyzed by the analysis module for adjusting the
induction and deception strategy. That is shown in Figure 1.
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Figure 1. Honeypot System Process

B. Component of Honeypot

1) Data Capture: Data capture is the monitoring and
recording of all threat activity in the Honeynet architecture,
these captured data are then analyzed to learn the tools, tactics,
and motivation of the attackers [7]. It is a difficult section to
any honeypot as the encrypted channels like SSH,SSL and
IPSec are used by attackers to perform attack activities [8].

2) Data Control: There was always the possibility of an
attacker or malicious code uses a honeypot to attack or harm
non-honeynet systems [9]. Techniques such as bandwidth
restrictions, counting outbound connections, or intrusion
prevention gateways can be used for data control. The
technique used is limiting outgoing connections [10].

3) Data Analysis: Data collected by the honeypot should
be converted in to useful information,for that we must have
some ability to analyze data [11]. This information can prove
important in analyzing the attackers’ activities.

Ill.  CLASSIFICATION OF HONEYPOT

According to the Design Deployment honeypot can be
classified into Production and Research honeypot.

A. Production Honeypot

A production honeypot is one used within an
organization’s environment to protect the organization and
help mitigate risk [12]. Production honeypots emulate the
production network of the company. Attackers interact with
them in order to expose vulnerabilities of the production
network. Uncovering these vulnerabilities and alerting
administrators of attacks can provide early warning of attacks
and help reduce the risk of intrusion [13]. Production honeypot
require less functionality then a research honeypot. They are
easier to build and deploy. Although they identify attack
patterns, they do not give much information about the
attackers than research honeypots.

B. Research Honeypot

Research honeypots are designed to get knowledge about
the blackhat community. They are used primarily by research,
military, or government organizations. It gives real operating
systems and services that attackers can interact with. So they
involve higher risk, collect extensive information and
intelligence on new attack techniques and methods. It gives
the information as who is the attacker, how do they attack,
why do they attack, and when? This intelligence gathering is
one of the most unique and exciting characteristics of
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honeypots [14]. Research honeypot is more complex to deploy
and maintain.

According to the Honeypot with Different Attacker
Interaction Level, honeypot is divided into three major classes:
low-Interaction, medium interaction, and high-interaction.

C. Low-interaction Honeypot

Low-interaction honeypot systems do not provide intruders
with the actual operating system for remote login [3]. They
simulate only the services frequently requested by attackers. A
low-interaction honeypot provides specific analog services
that can be conducted by monitoring a specific port [15]. Low
interaction  honeypots emulate network services on
preconfigured port, such as FTP, SQL, Web, SSH, etc. They
are easy to install, deploy and maintain, as well as minimize
the risk of potential damage by an attacker. Low-interaction
honeypots capture only limited amount of information.
Example: Honeyd, Specter

D. Medium-interaction Honeypot

Medium-interaction honeypots provide the attacker with a
better illusion of an operating system since there is more for
the attacker to interact with. More complex attacks can
therefore be logged and analyzed [16]. The data collected is
more beneficial than a low interaction honeypot because of a
higher interaction.

In terms of security, a low risk of potential intrusion is
expected as the honeypot only answer to preconfigured
commands. They can capture more information. They more
efficiently interact with intruder than do low-interaction
honeypots but less functionality than high-interaction
honeypots. It enables the system to collect high amounts of
data but increases the risk of intrusion. There is one
disadvantage of the medium-interaction honeypot that the
attacker generally, quickly discovers that the system does not
behave as it should.

Example: mwecollect, nepenthes and honeytrap

E. High-interaction Honeypot

High interactive honeypots are configured with real
operating system and provide a real operating system for
attackers. They are a complex solution and involve the
deployment of real operating systems and applications[17]. It
provides a large amount of information to the researcher about
unknown attack and previously known attack. Any error in the
system may allow a hacker to control the full operating
system, attack other systems, or intercept messages in the
application system [18].

This honeypots are best in the case of Zero Day attacks.
This types of honeypots are complex and time consuming to
setup or design, and involves the highest amount of risk
because they involve an actual operating system [19]. This
type of honeypot must be always behind a firewall and
constantly monitored.

Exampls: Honeynets Sebek

F. Honeytokens

Honeytoken is a honeypot that is not a computer, but a
fake digital entity. Like Honeypots, no honeytokens has any
authorized use [16]. Honeytokens can be a credit card number,
a database entry, an Excel spreadsheet or even a PowerPoint
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Presentation. Any interaction with the honeytoken is
suspicious. Honeytoken’s selection depends on user’s
creativity, they can decide what they want to use as a
honeytoken.

For example, adding a fake record to the credit card
database that wouldn’t normally be selected by authorized
queries. If someone does access it, you know that they're
abusing their privileges somehow. It helps in tracking the
activities,and determining the actions, capabilities and
intensions of, a malicious intruder [16]. Honeytokens are
extremely flexible, there is no right or wrong way to use them.
Due to their flexibility, you can customize them to easily
integrate into your environment. Implementation cost of
Honeytoken is minimal.

TABLE I. COMPARISON OF DIFFERENT HONEYPOTS

BOF | Specter HoneyD HoneyNet HoneyNet
Interaction Low High Low High High
Level
Open No No Yes Yes Yes
Source
oS No Yes Yes Yes Yes
Simulation
Log File No Yes Yes Yes Yes
Generation
Services 7 13 Unlimited Unlimited Unlimited
Supported

IV. RELATED WORK

One of the most frequently used low interaction honeypot
is Glastopf [20]. It deals with the SQL injection, remote, and
local file inclusion. Unfortunately, Glastopf does not have an
ability to collect information about the attacker's identity and it
is designed only for tools-generated attacks. When real
humans open the Glastopf website they can easily find that it
is a fake system to trap attackers. Another web application
honeypot is High Interaction Honeypot Analysis Toolkit
(HIHAT) [21]. It requires a dedicated server because it is a
high interaction honey pot. Server must be set with a variety of
security configurations to protect HIHAT. If the server is
controlled by the attacker then HIHAT can be used to control
other systems.

A honeypot that equipped with counter attacks to remote
attacker was presented by Sintsov [22]. It uses Java applet to
get attacker identity. However, this applet is now blocked by
modem browser. Distributed Web Honeypots can be installed
by all contributors from around the world [23]. Takeshi et.al
made a proposal to fix url path to the existing high interaction
web honeypot [24].
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V. PROPOSED WEB APPLICATION HONEYPOT ARCHITECTURE
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Figure 2. Proposed Web application Honeypot Architecture

When Registered user and Hacker do the login in to
web application system False login condition will be
checked (e.g.if id=fake and password=fake).

Hacker get the id and passwords for the system login
through SQL injection.

But proposed Honeypot system mechanism will give
only the fake database access to the Hacker so the
hacker will only get fake id and fake password.

If false login condition satisfied then the system will
detect the false login of the Hacker and Hacker will
redirected towards the fake admin page.

Else the system will give the genuine database access
to the registered user. All the valuable data will be
encrypted here.

When Honeypot system will detect false login it will
be recorded in to the logs.

Further log analysis can be done on that log generated
data to view attacker related information.

VI. FUTURE RESEARCH TRENDS

The research on honeypot technology can be categorized
into five major areas:

New types of honeypots to deal with emergent new
security threats.

To reduce the maintenance and configuration cost of
honeypots as well as to improve the threat detections
accuracy.

Honeypot output data utilization to improve the
accuracy in threat detections.
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o Counteracting honeypot detections by attackers.

e Legal and ethical issues in using honeypots.

VII. CONCLUSION

Honeypot gives innovative way to attacks prevention,
detection and reaction. Honeypots are simple to use, flexible to
configure, occupies less resources and effective in complex
environment. This paper presents detail concept of honeypots,
a web application honeypot architecture, honeypot types and
component, how they are designed to attract intruders to a
decoy system so that their activities can be monitored without
risk to production systems or data.
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