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Abstract— In recent years network security has become an important issue. Cryptography  is  one  of  the  mathematical techniques  that  ensure  

secure  communications within  a  non-secure  channel. It basically deals with encryption and decryption of a given data. Recently, Elliptic 

Curve Cryptography (ECC) gained a lot of attention in the field of Cryptography. This paper deals with a new approach to enhance the security 

of Amazigh text using ECC and tree traversal technique. The Amazigh text is the composition of some character. Every character of the message 

can be represented as a Unicode value. Depending on the chosen key, the codes point is encrypted and scrambled using tree traversal method. 

The enhanced approach improved the efficiency of the ECC algorithm. Moreover, the use of tree traversing will provide better performance in 

this regard. 
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I. INTRODUCTION 

Elliptic Curve Cryptography (ECC) has been a recent research 

area in the field of Cryptography. For performing encryption or 

decryption a series of steps called procedure is required. In 

encryption, a message is converted into the codes point which 

is not easy to understand. The key attraction of ECC over RSA 

is that it offers equal security even for smaller bit size, thus 

reducing the band width, processing complexity. In ECC, the 

operations such as point inverse, point addition, point 

subtraction, scalar multiplication are performed on the points 

obtained from an elliptic curve. These point operations are 

useful in performing encryption and decryption operation. 

A lot of research has been done in the field of cryptography. 

There are various encryption algorithms used for secure data 

transmission[1, 2, 3]. But still new algorithms are emerging 

because still we require a better technique for data encryption 

and decryption. ECC has some advantages that make it widely 

used these days such as small storage capacity, faster 

computations and reduction of the power consumption[4]. 

These advantages make ECC is a more suitable to be used in 

smart cards, wireless communications, portable devices and e-

commerce applications. In [5], the author used decimal ASCII 

value to represent the characters. These characters are 

transformed into points on the elliptic curve through 

multiplying their values by a random point on the elliptic 

curve.  An implementation of ElGamal ECC for encryption 

and decryption a message is also proposed by Debabrat 

Boruah in [6]. Recently, Graph theory is widely explored, 

implemented and used to study various applications in the 

field of cryptography. In [7], the author develops an enhanced 

version of elliptic curve encryption method using graph 

theory.  In this work, we attempt to enhance the efficiency by 

providing add-on security to the ECC cryptosystem using tree 

traversal technique. Here, we attempt to increase the security 

of Amazigh text using the concept of tree traversing.  

The rest of the paper is organized as follows. Section 2 briefly 

outlines the basic concepts of the binary tree and the elliptic 

curves cryptosystem. Section 3 describes our contribution and 

gives our detailed report to this algorithm by utilizing an 

example. Section 4 deals with the experimental results. 

Section 5 gives conclusion. 

II. BACKGROUND INFORMATION 

In this section, we give an overview of certain topics.  This 

will serve as a background and introduction of the concepts 

which are used in the proposed method. 

A. Trees  

 A tree is an undirected graph in which any two 

vertices are connected by exactly one path. In fact, a graph is 

an ordered pair G = (V, E) compromising a set V of vertices or 

nodes together  with  a  set  E  of  edges  or  links,  which  are  

2  elements  subset  of  V( that  is  an  edge  is  related  with  

two vertices, and  the  relation  is  represented as an unordered 

pair of the vertices with respect to the particular edge). Tree is 

a kind of graph with nodes. A normal tree can contain any 

number of nodes that are connected in no specific format. A 

binary tree is a hierarchal data structure and it is a common 

tree that is used for various practical applications and 

computational processes. In recent past, Udaya and al [8] have 

proven that the complete binary tree traversal methods are 

very useful in converting plain text in to cipher texts. Binary 

tree is a very important data structure in computer science. In 

this structure, each node has at most two children, which are 

referred to as the left child and the right child. In graph we 

have graph traversal i.e. BFS (Breadth First Search) or DFS 
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(Depth First Search). Tree traversal method of depth first 

search is used which is having three methods: In-order, 

Preorder and Post-order. 

1) Tree Traversal  

Tree traversal is a form of  graph  traversal  and  refers  to  the  

process  of  visiting  each node  in  a  tree  data  structure,  

exactly  once,  in  a  systematic way. Such traversals are 

classified by the order in which the nodes are visited [9]. Post-

order, pre-order and in-order tree traversals are defined in [10]. 

While post-order and pre-order traversals are defined for all 

types of trees, in-order traversal is defined only for binary 

trees. In each of these traversals, the first node visited is 

assigned 1 as its visit count. For every sub-sequent vertex 

visited, the visit count is incremented by 1 and is assigned to 

the vertex. Breadth first search and depth first search are very 

easy to program either iteratively or recursively. Figure 1 

shows graphical representation of traversing methods (BFS, 

DFS). 

 
Figure 1. Tree Traversing methods (DFS, BFS). 

 

B. Elliptic Curve Cryptosystem  

Elliptic  Curve  Cryptography(ECC)  was  introduced  by  

Victor  Miller  [11]  and  Neil  Koblitz  [12]  as  an alternative  

to  other  established  public key  cryptosystem such  as  RSA,  

Elgamal  Cryptosystems,  etc.  The mathematical background 

of ECC  is more complex and thus  it  provides  greater  

security  and  more  efficient performance  than  other  first  

generation  public  key cryptosystems.  With  elliptic  curves  

one  of  the  main advantage  is  that  the  similar  level  of  

security  can  be achieved with considerably shorter keys than 

in methods based  on  the  difficulties  of  solving  discrete  

logarithms over integers or integer factorizations.  

1)  Mathematical operation  

An elliptic curve over a finite field is defined by the following 

equation:  

E: x
3
+ax+b=0 mod p   (1) 

By substituting different values for x and y in equation (1), the 

ECC points are generated. The set of all elliptic curve points is 

denoted by Ep(a, b) and defined as 

Ep(a, b)={(x,y): y
2
=x

3
+ax+b mod p } 

together with the point at infinity. The point at  infinity 

denoted  by  ''  is  the  additive  identity  for  the  abelian 

group.   

All the entities in the elliptic curve cryptosystem agree upon a, 

b, p, P, n which are called Domain parameters of ECC. Here P 

is the base point of the elliptic curve and n is the order of P. 

Crypto systems based on elliptic curves over Fp largely utilize 

the scalar multiplication operation. It is implemented by the 

repeated addition and doubling strategy of ECC technique 

[13,14]. Point addition and point doubling are two basic 

operations performed in scalar multiplication in ECC to 

implement the points on Elliptic curve.  

 

a) Point addition 

To perform addition of two distinct points P( Px , Py ) and 

Q( Qx , Qy ) , the following calculation is used. Figure 2 shows 

graphical representation of point addition. 

 

P( Px , Py ) + Q( Qx , Qy )= R( Rx , Ry ) 

)( 2
QPR xxsx   pmod  

))(( PRPR yxxsy  pmod  

PQ

PQ

xx

yy
s




  pmod  

 

Figure 2. Point addition. 

b) Point doubling 

Point doubling is performed to add up two points which are 

same i.e. they have same coordinate value. Figure 3 shows 

graphical representation of point doubling. 

 

P( Px , Py ) + Q( Qx , Qy )= R( Rx , Ry ) 

)2( 2
PR xsx   pmod  

))(( PRPR yxxsy  pmod  

Py

ax
s

2

2 2
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  pmod  
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Figure 3. Point doubling. 

2) Discrete Logarithm Problem 

The security of ECC depends on the difficulty of 

Elliptic Curve Discrete Logarithm Problem. Let P and Q be 

two points on an elliptic curve such that P = Q, where  is a 

scalar. Given P and Q, it is computationally infeasible to 

obtain , if  is sufficiently large.  is the discrete logarithm of 

Q to the base P. Hence the main operation involved in ECC is 

point multiplication. i.e. multiplication of a scalar  with any 

point P on the curve to obtain another point Q on the curve. 

C. Amazigh Language  

Amazigh language is a branch of the Afro-Asiatic (Hamito-

Semitic) languages [15]. It is spoken over the Northern part of 

Africa which extends from the Red Sea to the Canary Isles and 

from Niger in the Sahara to the Mediterranean Sea.  In 

Morocco,  according  to  the geographic  area,  there  are  three  

main  varieties  of Amazigh: Tarifit  in  the North, Tamazight  

in  the Center, and  Tashelhit  in  the  South. The Amazigh 

language has its own writing that was adapted by IRCAM in 

2003, to provide an adequate and usable standard alphabetic 

system, called Tifinaghe-IRCAM. With the UTF-8 encoding, 

Unicode characters can be used [16, 17]. The table 1 presents 

the Amazigh characters and the associated Unicode allocated 

by ISO. 

Table 1. Encoding of Amazigh characters. 

 

III. MAIN RESULT 

Structural approach is the most recently used approach for 

protecting text documents [18, 19]. In this the structure is 

extended to enhance the security of Amazigh text. The basic 

idea behind this is that all nodes are represented by points on 

elliptic curve. In this technique, the root is always associated 

with the point on EC. For   achieving   efficiency   in the 

elliptic cryptosystem, we have involved the tree traversal 

methods to generate the cipher text. This mechanism is more 

secure, robust and fast than ECC mechanism. So we have tried 

to implement this mechanism with the concept of tree-

traversal to achieve better security enhancement. 

A. Key generation  

If two communicating parties Alice and Bob want to 

communicate the messages then they agree upon to use an 

elliptic curve Ep(a,b) where p  is a prime number and a  

random point P on  the elliptic curve[20]. 

Alice‟s (or Bob‟s) public and private keys are associated with 

a particular set of elliptic key domain parameters [21, 22].  

Alice and bob generate the public and private keys as follows:  

Alice:     - Select a random number nA , nA  [1, n-1]   

- Compute PA = nAP. 

Bob:  - Select a random number nB , nB   [1, n-1]  

   - Compute PB = nBP.  

Alice‟s public key is PA and private key is nA.                   

Bob‟s public key is PB and private key is nB. 

 

B. Development of Algorithm 

The algorithm for the proposed encryption and decryption 

architecture in figure 4 can be used for various applications.  

- Encryption process 

The encryption algorithm is given below: 

 

Step 1. Input any sentence Amazigh as plain text message. 

Step 2. Split the input message into number of block of 

data with specified size and convert it into codes points. 

Step 3. Imbed each value into points on elliptic curve and 

store the mapping points into data matrix PM. 

Step 4. Choose a random number k and compute the point 

kPB. Then, construct the key matrix KP with the specified 

size. 

Step 5. Perform the encryption using ECC technique based 

matrices approach. The result matrix is denoted PC. 

Step 6. Insert the resultant values in the binary tree as 

proposed and apply tree traversal technique to scramble 

the encrypted data. 

Step 7. Pack out two pair of bit stream of data sequence 

(bibj) one by one to decide which traversing method has to 

be performed: 

‟00‟          ‟10‟          ‟01‟          ‟11‟ 

  

BFS  DFS1        DFS2        DFS3 

Step 8. Perform the respective operations as proposed to 

the remaining blocks. 

Step 9. Send the result message to the receiver. 

- Decryption process 

To decrypt the cipher text, Bob does the following: 
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Step 1. Get the Encrypted message. 

Step 2. Split the message into number of block of data 

with specified size. 

Step 3. Imbed each block into points on elliptic curve and 

extract the first point kP. 

Step 4. Compute the secure key K=nBP1 and generate the 

key matrix KP with the specified size. 

Step 5. Insert the encrypted points in the binary tree as 

proposed.  

Step 6. Apply the reversible process of tree traversal 

technique and store the mapping points into data matrix. 

Step 7. Perform the respective operations as proposed to 

the remaining blocks.  

Step 8. Perform the decryption using ECC technique based 

key matrix. 

Step 9. Reverse the embedding to get back the original 

message. 

 

 
Figure 4. Flowchart of the proposed Algorithm. 

 

C. Illustration with Example 

In  order  to  show  the  implementation  steps  clearly,  both  

the  sender  and  the  receiver decide on a simple elliptic curve 

E241 (-1, 188) that is represented by:  

y
2
= x

3
 -x + 188 mod 241. 

 

The points of the elliptic curve E241( -1 ,188) are shown below: 
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Figure 5. The set of points on elliptic curve E241( -1 ,188). 

Let the point (1, 46) be chosen as the base point P and 

K=(169,70) as a secure key.  

If Alice wants to send the message „ ” to 

Bob, he should first convert each character in the message 

into the points on elliptic curve. Let us discuss clearly about 

encryption mechanism. 

First, we imbed the plaintext into points on elliptic curve as 

shown below: 

 (188,213)    (132, 99)    (139,143)    (156,79) 

   PM=     (120,87)    (37, 215)    (49, 136)    (65, 197) 

        

 (192,14)      (27,166)      (219, 86)      (95,58) 

 

 (155,82)      (212,13)      (12,159)      (58,153) 

 

  

Here, we construct the key matrix as follow:  

  (21,149)     (216,112)    (39, 69)    (57, 85)  

        

KP=  (189,193)  (232,190)  (225,143)  (206,103)   

 

    (212,228)   (128,130)    (202,26)   (219,86) 

 

(74,159)   (157,118)    (203,213)    (172,58)    

 

 

Next, by applying ECC encryption algorithm we get: 
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(120,154)     (229,20)    (237,65)    (37,215)  

        

CP=   (133,110)    (12, 82)     (15,167)    (73,188)   

 

  (172,183)    (27,166)    (197,11)    (89,216) 

 

(91,216)   (156,162)    (115,210)    (139,98)    

 

 

After applying traversing methods, we get: 

(15,167),(120,154),(115,210),(197,11), (27,166), (156,162), 

(89,216), (139,98), (133,110), (91,216), (12, 82), (229,20), 

(73,188), (237,65), (37,215), (172,183) 

 

Therefore, the cipher text to be sent is:  

“ ” 

At the receiver side, we reverse the process to retrieve the 

original message. Firstly reverse the traversing process and 

decrypt cipher points to original points using key matrix.  

Then it is converted to Unicode character to get back the 

original message. 

 

IV. SIMULATION AND RESULTS 

This section demonstrates the proposed algorithm in practical 

aspect using Netbeans 7.1. It is observed that the algorithm is 

successfully working, it could able to encrypt and decrypt the 

plaintext of any Unicode character. To prove that it is working 

well we have considered plaintext as a collection of Amazigh 

sentences from the book "Le Petit Prince". This book has been 

translated in Amazigh language by Lahbib Fouad, a researcher 

at the Royal Institute of Amazigh Culture (IRCAM). The user 

interface of the application is illustrated in Figure 6.  

 

Figure 6. A Screen Shot of Encryption/Decryption process. 

To encrypt a plaintext message, the user chooses EC 

parameters and generates the set of points on EC. Next, the 

user generates the code operations to be performed. After that, 

the user input the text to be encrypted and the “Encrypt” 

button is clicked to perform the encryption algorithm as shown 

in Figure 6. Subsequently the encryption algorithm is 

implemented on the original message and the cipher text is 

generated.  

Similar is the procedure to decrypt the encrypted message. To 

decrypt the cipher text, the “Decrypt” button is clicked to 

perform the decryption algorithm. A result message so 

generated is similar to the original text.  

Finally, the propose paper concepts shows efficient results and 

has been efficiently tested on text Amazigh. Further, the 

proposed algorithm is faster than the previously known results. 

Our approach reduces lower complexity which contributes to 

an efficient implementation of elliptic curve cryptosystems. 

The strength of the any algorithm depends on key rather then 

the algorithm, in this we generate a set of keys randomness to 

perform tree traversing and proven that it is far from crypt 

analysis attacks.    

V.  CONCLUSION 

In this paper we have developed a novel approach to enhance 

the security of ECC cryptosystem with tree traversing 

technique. In this we have used two types of tree traversing 

methods to improve the complexity. We have proven that it 

can encrypt/decrypt Amazigh characters secretly and it can be 

extended to encrypt any Unicode characters.  It  should  also 

be mentioned  that  the enhanced cryptosystem over  elliptic  

curve  is  suitable  to be  implemented on many small devices 

(e.g. smart card). This enhanced version performs better 

enhancement to elliptic curve cryptosystems which are 

considered newly in cryptography and is one of the most 

researched topic in cryptography.    
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