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ABSTRACT :-The internet of things is the self configuring network in which sensor nodes can join or leave the network when they want. The 

security, data aggregation are the two major issues of IOT. In the previous years various techniques are designed to improve data aggregation 

rate of IOT. The clustering is the technique which can increase data aggregation rate and reduce lifetime of the network. In this paper, various 

techniques are reviewed to improve lifetime of the network and increase data aggregation rate  
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1. INTRODUCTION 

The internet of things is the technology that allows users to 

achieve deep analysis, integration and automation within the 

system. In this technology sensor nodes sense the 

information from the environment and pass that information 

to base station. That gathered information than uploaded to 

the main server. When sensors change their positions 

handoff mechanism is installed. With the help of this 

accuracy and reach to the area of the system can be 

improved. In order to sense the network and robotics various 

technologies are emerged. It also exhibits the modern 

advance in the software technology as well as in hardware. 

Major changes can be seen in the exiting elements when the 

new advancements are done in product delivery, goods and 

services, economically and socially [1]. This concept was 

established from the member of Radio Frequency 

Identification (RFID) development community. In today’s 

world everyone are connected to each other through internet 

over public or private Internet Protocol (IP) networks where 

they can sense the sense the environment, communicate and 

share information. All the interconnected objects collect the 

information from surroundings and analyzed that data to 

initiate the action in order to provide management and 

decision making.  

It is defined as a network of physical objects. It is not the 

interconnection between the networks but it also evolved 

into a network of various types and sizes cameras, medical 

instruments and industrial systems, animals, people, 

buildings and so on. All these are interconnected to provide 

the communication and sharing of information to achieve 

smart reorganizations, positioning, process control & 

administration. IoT can be defined into three parts such as it 

is people to people, people to machine and machine to 

machine where interaction takes place through internet. It is 

a concept that considers a persistent presence in the 

environment for various objects in order to achieve the same 

goal through wired or wireless connection. Hence its 

applications are wide that create the development challenge 

to be huge [2]. It is a world where all the digital and virtual 

things has been utilized for the convergence of smart 

environment including transport, energy, cities and many 

more. It recognized as the general idea of things where 

everyday objects that can be controllable via internet 

irrespective of the communication devices such as wired or 

wireless networks.   

RFID stands for the Radio-Frequency Identification and it is 

known to be the main object within the IoT. The building of 

global infrastructure for RFID tags which is known to be a 

wireless layer present on the top of Internet. The 

communication is made amongst network of interconnected 

objects and the interconnected computers. At some instants 

there are different Internet Protocol locations for the objects. 

These objects are embedded within the complex systems. 

Various sensors have been utilized to gather the information 

related to temperature, and other aspects present in the 

surroundings [3]. The sensors present near to each other 

transfer the gathered information in order to provide further 

processing as per the requirements of the current 

applications. All the aggregated information by the others 

objects or the components of complex devices can be 

accessed by the internet of things. The main objective of the 

Internet of Things is to communicate with any device 

anywhere using various paths and services.  

The importance of IoT can be understood before we know 

the differences between the Internet and the World Wide 

Web. The Internet is the physical layer or network made up 

of switches, routers, and other equipment. The 

transportation of the information from one place to another 

place safely and reliably is the prime objective of IoT.  The 

operation of the web is on the top of the internet that is 
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application layer. It provides an interface that makes the 

information flowing across the Internet usable.  

1.2 Characteristics of IoT 

a. Interconnectivity: Internet of things enables to connect 

various devices and share information over the internet. 

With the help of global information and communication 

infrastructure huge number of things can be connected to 

each other.  

b. Heterogeneity: The IoT technology can be applied on the 

various heterogeneous devices and networks. Different 

network platforms utilized for the communication with other 

devices [4]. A major issue which arises here is the 

communication that is to be provided amongst the devices. 

c. Dynamic changes: There are dynamic changes in the 

state of the devices such as connected or disconnected as 

well as change in their speed or location. There is dynamic 

change in most of the devices.  

d. Enormous scale:In order to mange number of devices 

and their connection with each other must be at least larger 

than an order of magnitude as compared to connected 

devices to internet currently. [5]. 

e. Safety: The safety of our personal data is very important 

for the safety of our physical well- being. The security 

paradigm can be created for the endpoints security, 

connected networks and moving data.  

f. Connectivity: This feature allows processing of data 

traffic and their accessibility within the IoT.  The common 

ability to consume and produce data is provided by the 

compatibility and the accessibility passes it to the network. 

The connection between the heterogeneous devices can be 

established using this. 

1.3 Challenges and Barriers to IoT 

The development potential of IoT is slowdown by the 

various challenges [6]. When the IoT technology is 

deployed in the systems, there are various challenges that 

arise amongst which some are explained below: 

a. Deployment of IPv6: Previously world working on the 

IPv4, that slows down the potential of IoT’s progress due to 

requirement of unique IP address to the each sensor. The 

management of network becomes easier with the help of 

IPv6 as it provides the auto configuration capabilities and 

offers improved security features. 

b. Security:  Security within these systems is always a 

major concern as there are numerous systems involved 

during the communication being held. Thus, the data 

involved within these systems is to be made secure.  

c. Privacy:  One of other major concerns within these 

systems is the violation of privacy of data present in them. 

In order to ensure that only the authorized users are given 

access to the private information. 

d. Cost versus Usability: The physical objects can be 

connected to the internet using IoT technology. The cost of 

components must be inexpensive in near future for which 

support is required for the purpose of tracking, sensing and 

controlling in order to grow the adaptability of IoT. 

e. Interoperability:The most basic core value in the 

traditional internet was interoperability [7]. The basic 

requirement of the interconnectivity is to connect with 

systems that operate on the same protocols and encodings. 

To support different application various standards has been 

utilized by huge number of industries. These diverse entities 

become important due to the use of standard interfaces 

where large amount of data and Heterogeneous devices are 

embedded.  

f. Data Management:  It is very difficult to manage such 

large amount of data hence it is considered as the critical 

aspect in the Internet of Things. When daily exchange of 

data is numerous and the objects are connected from world 

wide than it becomes difficult challenge for internet of 

things to provide optimal results.  

g. Scalability: As the things are in cooperated within the 

open environment the Internet of things becomes the major 

concept as compare to the conventional Internet of 

computers [8]. Therefore, it is required to function equally 

in the basic functionality such as communication and service 

discovery.  

1.4 Security issues 

There is several security issues that exists within the IoT 

network that need to be in consideration. Some of them 

given below: 

a. Unpredictable Behavior – The behavior of the internet 

of things are unpredictable due to the complete volume of 

deployed devices and enabling technologies they have. 

There is no prediction about how systems works when it 

interact with others hence is required a specific system that 

is well designed and within the control of administration 

[10].   

b. Device Similarity –They are uniform in their nature. 

Internet of things utilized the same components and 

connection technology. All the present nodes in the network 

have the same specification for the transfer of data from 

source to destination. If one system or device suffers from 

the same issue other devices also show vulnerability and did 

not perform well.  
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c. Problematic Deployment – The placement of networks 

and analytics is the main goal of the IoT at the place where 

it is not possible to go physically. Hence, it becomes a 

problem to secure the devices that are placed in the 

unknown and accessible area.  

d. Longevity of devices –Longevity is one of the benefits of 

IoT device that means they may live longer than their device 

support them. Traditional systems are now obsolete as they 

are no longer in use.   

e. No Upgrade Support – There is no modification or up 

gradation is allowed by many IoT devices such as in case of 

small devices. Many up gradation are offered that are 

ignored by the user or not recognized. Hence, up gradation 

of a system from time to time is very essential in IoT. 

f. Web interface vulnerability: In order to circumvent 

access controls by hackers this is security vulnerability in 

web applications. Some security issues are vulnerable weak 

sessions, poor credentials management and cross-site 

scripting. This becomes major issue as large number of 

devices uses the cloud for the access.  

 

g. Poor or No Transparency – According to their 

functionality many IoT devices fail to provide transparency. 

The user not aware of the internal processing of the system 

hence fails to access and observer the functionality of 

devices. There is no control of user on the unnecessary 

functions or data collection.  It becomes more difficult to 

update the devices when more unwanted functions are 

applied [10].  

h. No Alerts – This is the issue that occurs at the user end 

due to the lack awareness of user. User has no access to 

devices even they are unaware when something went wrong. 

Therefore, the main goal of the IoT is to provide the 

advanced functionality that provide all the data if the user is 

not present physically. Security violate can persevere over 

long periods without detection. 

2 Literature Review 

Daemin Shin, et.al (2016) presented PMIPv6 security 

protocols do not support the secure route optimization 

involved when communication of mobile node with external 

IoT devices in these services [11].The security and 

performance is ensured by the path of MNs and the IoT 

devices, the trust amongst the PMIPv6 domain and smart 

home is utilized in the newly proposed protocol. On the 

basis of simulation result, it is demonstrated that the RO 

issue within the PMIPv6 is resolved and the handover 

latency is minimized due to which the transmissions 

provided by proposed algorithm are highly secure in 

comparison to existing protocols.  

Shuai Zhang, et.al (2017) presented a secure analytical 

framework, through which the delay and secrecy of the 

network are to be characterized. In order to enhance the 

performance of the network, a low-complexity secure on-off 

mechanism is proposed [12]. The delay and secrecy 

performances can be enhanced here with the help of secure 

on-off mechanism.  On the basis of simulation results, the 

effects caused by the secure on-off scheme are seen in terms 

of the performance results on delay and secrecy of the IoT 

systems.  

Dr. ReshmaBanu, et.al (2016) presented that the traditional 

security mechanisms cannot handle the newly derived IoT 

systems which include advanced properties, techniques and 

issues within them. Therefore, it is necessary to propose a 

new secure IoT mechanism with the involvement of 

biologically inspired models which help in security the IoT 

paradigms in much better way [13]. For different robust and 

computationally efficient security methods present in IoT, 

the research gaps are proposed in this paper along with the 

numerous biologically inspired algorithms that have used to 

improve the security of these techniques. 

MinelaGrabovica, et.al (2016) presented major issue 

within the IoT is the data security. There is various 

communication technologies used within IoT that utilize the 

security protocols which are studied in this paper. The most 

commonly used protocols are RFID, Bluetooth, Wireless 

network and ZigBee [14]. The cryptography and security 

measures are provided on MAC layer by the ZigBee. On the 

basis of 128 bit keys and AES encryption, ZigBee provides 

access control, encryption, integrity of frame as well as the 

sequential freshness. The numerous techniques are 

compared and an analysis of these techniques amongst each 

other is presented in this paper. 

ZimuGuo, et.al (2016) presented the connection between 

the endpoint devices and physical objectsthat are connected 

to Internet within the Internet of Things (IoT), hence it is 

require to ensure the security within the IoT systems [15]. 

However, there are various security issues as well which 

have been faced by the users. The convenience as well as 

security of IoT applications needs to be enhanced which is 

provided by the biometrics. The advantages as well as 

disadvantages related to the biometrics present within IoT 

are to be considered in this paper. The novel biometrics is 

combined with the system-level obfuscation techniques so 

that the unauthorized users cannot access the IoT devices. 

With the help of this technique the security of IoT devices is 

improved 

José L. Hernández-Ramos, et.al (2015)presented a 

mechanism in which smart objects utilized the present 

information to make decision that provides security. The so-

called context-aware security present on the IoT systems is 
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computed by taking this gathered data as first priority. 

Amongst the various components related to security of 

framework, the interactions are provided by this method. 

This helps in generating awareness amongst the systems by 

providing envisioned security methods. As per these 

methods, the security decisions are adapted by this system 

Conclusion 

In this paper, it is concluded that internet if things is the type 

of network which sense the information and pass it to base 

station. The energy consumption, security are the major 

issues of the IOT. In this review paper, various techniques 

are reviewed which improve security and energy 

consumption. The techniques which are already proposed 

are compared in terms of certain parameters   
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