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Abstract: Online shopping payment scheme is one of the popular in recent years. During payment process the attackers aim to stealing the 

customer date by targeting the point of scale (PoS) system. Increasing malware that ca steal card data as soon they are read by the device details. 

This server is identified from legal to illegal control is provided to customer key approach. Once collect the details at customer side are customer 

account is disabling automatically by erasable PUFs. It includes that limited activity as server to client transaction is sure. Attackers often aim at 

staling such customer data by targeting the Point of scale (for sort, PoS) system. I.e. the point at which retailer first acquires customer data. 

Modern PoS system is powerful computer equipped with card reader and running specialized software. Increasingly often, user device are 

leveraged as input to the PoS. In these scenarios, malware that can steal card data as soon as they are read by the device has flourished .As such 

as, in case where customer and vendor are persistently or intermittently disconnected from the net work, no secure on-line payment is possible. 

This work describes SPEF, over up to date approaches I term of flexibility and security. To the best of our knowledge SPEF is the first solution 

that provide secure fully off line payment while being resilient to all currently known Pops breaches. In particular details SPEF architecture 

components and protocols .Further a thorough analysis of SPEF functional security properties is provider showing its effectiveness and 

visibility.   
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__________________________________________________*****_________________________________________________

I   INTRODUCTION 

Network security consists of the policies and practices 

adopted to prevent and monitor access, misuse, 

modification, or denial of a computer network and network-

accessible resources. Network security involves the 

authorization  of access to data in a network, which in 

controlled by the network administrator User choose or are 

assigned an ID and password or other authenticating  

information that allows them access to information and 

programs within their authority. Network security covers a 

variety of computer networks, both public and private, that 

are used in everyday jobs; conducting transaction and 

communication among businesses, government agencies and 

individuals.  

       In 1997, [1]research work was started for the 

Mobile payment research later on the first payment 

transaction was performed on the mobile device. It is held 

on the Finland; at first Coca Cola company was started 

performing with vending machines that proved SMS 

payments. Then later on of research work carried out by 

Dahlberg et al. (2008) that was established his ideas in the 

journal of Electronic Commerce Research and Applications. 

Several authors has reviewed his approach and accepted 

there flecked the authors’ excogitated understanding of 

payment through the mobile devices, therefore, it had 

independently evaluated in various continents and countries 

for so many years. Then, some author’s has submitted a fair 

report by doing literature on this specific area s; the authors 

felt that there was required to give the support for future 

research. Their main goal was that mobile payment 

problems were not completely discovered by the educational 

community. In despite, a certain number of the publications 

concentrated particularly on two problems: consumer 

adoption and technology. Fascinatingly, at the certain time 

duration, some customers were able to gone through mobile 

payments. Thus, it results to a huge number of mobile 

payment initiatives, but failed before they attain their 

specific end-users. As, there is higher complexity of this 

phenomenon, it describes about the analysis of the consumer 

adoption in isolation would only result a restricted users in 

the mobile payments. 

Micropayment applications have turns to be 

general usage in electronic payment due to the fasted 

development of the Internet and the improving 

sophistication of electronic commerce. In contrast to this 

applications is macro payment systems, like electronic cash, 

micropayment was commonly introduced to underline 

transactional efficiency. Hence, it is specifically considered 

for common small-value transactions in terms of the audio 

streaming and pay-per-view movies, videoconferencing. 
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Previous research work on micropayment[2] did not 

concentrate on the fairness and anonymity mobile payment 

so there is appreciation for the higher advancements in 

technology and the developed in computing power, it is now 

very common to include these properties to micropayment.  

Micropayment technique can be divided into two 

classes: prepaid method and postpaid method. While prepaid 

method, users can make the payment before doing any 

purchase in the online services. A postpaid method used to 

permit users to do payment after they do purchasing. Due to 

this cause, a most of the electronic payment becomes 

flexible to large number of users obtains more transactions, 

with the using the scheme of interest in the delayed 

payment, the postpaid scheme is obviously more flexible for 

the users. User anonymity is difficult to accomplishing in a 

postpaid method as it needs at race scheme for redemption 

that is in conflict topmost user anonymity. Therefore, 

proposing an anonymous postpaid micropayment technique 

is very hardest in the mobile payment. Majority of the 

anonymous micropayment mechanisms was introduced in 

the literature study of the prepaid ones. 

 

II   LITERATURE SURVEY 

A. Thus providing greater convenience to consumers and 

new sources of revenue to many companies. This scenario 

produces shift in purchase methods from classic credit cards 

tone approaches such as mobile-based payments, giving new 

market entrants novel business chances. Widely supported 

by recent hardware, mobile payment technology is still at its 

early stages of evolution but it’s expected to rise in the near 

future as demonstrated by the growing interest in [3] crypto-

currencies. The first pioneering micro-payment scheme. 

Nowadays, cryptocurrenciesand decentralized payment 

systems are increasingly popular, fostering a shift from 

physical to digital currencies. However, such payment 

techniques are not yet commonplace, due to several 

unresolved issues, including a lack of widely-accepted 

standards, limited interoperability among systems and, most 

importantly, security 

B. In this survey says nowadays online payments are one of 

the most popular, when the customer or buyer makes his 

payment transactions forth goods purchased with the use of 

the online money payment.  Point of Sale is the time and 

place where a retail exchange is finished. At the[4] point of 

sale, the dealer would set up a receipt for the client or 

generally figure the sum owed by the client and give choices 

to the client to make payment. In this transaction process, 

there is chance to attackers often aim at stealing such 

customer[5] data by targeting the Point of Sale. Modern 

Pops systems are powerful computers equipped with a card 

reader and running specialized software. Increasingly 

typically, user devices are utilized as input to the Poss. In 

these scenarios, malware that can take card information 

when they are read by the device has thrived. So that we 

proposed SPEF techniques, a safe disconnected from the net 

transaction arrangement that is strong topes information 

breaches. Our solution enhances over exceptional 

methodologies as far as adaptability and security. 

C. Network security covers variety of computer networks, 

both public and private, that are used in everyday jobs; 

conducting transactions and communications among 

businesses, government agencies and individuals. Here other 

survey says thatNetBillis[6] a transactional payment 

protocol with many advanced features (atomicity, group 

membership, pseudonyms, etc.) that requires 

communication with the Netball server for each transaction, 

thus exhibiting the same drawback with respect to 

micropayments as the simpler online protocols already 

mentioned. Other general-purpose payment protocols are 

unattractive for micropayments for this same 

reasons.NetCentsand Millicent [Man95] are scrip-based off-

line-friendly micropayment protocols.  

D. Pops system always handles critical information and 

requires remote management. PoS[7] System acts as 

gateways and requires network connection to work with 

external credit card processors. However, a network 

connection not is available due to either temporary network 

service ordure to permanent lack of network coverage. On 

solutions are not very efficient since remote communication 

can introduce delays in the payment process. Brute forcing 

remote access connections and stolen credentials involved in 

Pops intrusions. 

E. The Basic Paper coin method can be implemented in a 

variety of ways, to maximize ease of use for the customer in 

a given situation. While the basic pepper coin method 

requires that each consumer have digital signature 

capability, one can easily eliminate this requirement by 

having a party trusted by the consumer sign payments for 

him as a proxy; this might be a natural approach in a web 

services environment.  

F. This project introduces a novel offline payment system in 

mobile commerce using the case study of micro-payments. 

The present project is an extension version of our prior 

study addressing on implication of secure micropayment 

system deploying process oriented structural design in 

mobile network. The previous system has broad utilization 

of SPKI and hash chaining to furnish reliable and secure 

offline transaction in mobile commerce. However, the 

current work has attempted to provide much more light 

weight secure offline payment system in micro-payments by 

designing a new schema termed as Offline Secure Payment 

in Mobile Commerce (OSPM).  

 

III   RELATED WORK 

POS device are the most important entities in an 

electronic payment system. All the attacks described and 
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requires the POS to be connected to a network and attacker 

break the payment system and infect either the POS itself 

or a specific component within the EPS. In this scenario, 

no data is going to leave the POS and there is no way to 

infect the Poss. As such, breaches based on network-level 

hacking cannot be unleashed. However, data processed by 

the POS can still be eavesdropped by having physical 

access[8] to the POS itself or by exploiting device 

vulnerabilities. The description of the possible breaches 

threatening POS systems will be provided. 

 
Fig: 1 Performance Analysis 

 

IV   SECURITY ANALYSIS 

 In this section the robustness of SPEF is discussed. 

SPEF uses both symmetric and asymmetric[9] cryptographic 

primitives in order to guarantee the following security 

principles: 

Authenticity: it is guaranteed in SPEF by the on-the-fly 

computation of private keys. In fact, both the identity and 

the coin element use the key generator to compute their 

private key needed to encrypt and decrypt all the messages 

exchanged in the protocol. Furthermore, each public key 

used by both the vendor and the identity/coin element is 

signed by the bank. As such, its authenticity can always be 

verified by the vendor; 

 

Non-Repudiation: the storage device that is kept physically 

safe by the vendor prevents the adversary from being able to 

delete past [10]transactions, thus protecting against 

malicious repudiation requests. Furthermore, the content of 

the storage device can be backed up and exported to a 

secondary equipment, such as pen drives, in order to make it 

even harder for an adversary to tamper with the transaction 

history; 

 

Integrity: it is ensured with the encryption of each digital 

coin by the bank or identity/coin element issuer.[11] Coin 

seeds and coin helpers are written into the coin element 

registers by either the bank or coin element issuer such that 

the final coin value given as output corresponds to an 

encrypted version of the real digital coin. As such, by using 

the public key of the bank or identity/coin element issuer, it 

is always possible to verify the integrity of each coin. 

Furthermore, the integrity of each message exchanged[12] 

in the protocol is provided as well. In fact, both the identity 

and the coin element use their private/public keys. The 

private key is not stored anywhere within the identity/coin 

element but it is computed each time as needed; 

 

Confidentiality: both the communications between the 

customer and the vendor and those between the identity 

element and the coin element leverage[13] asymmetric 

encryption primitives to achieve message confidentiality. 

 

Availability: the availability of the proposed solution is 

guaranteed mainly by the fully off-line[15] scenario that 

completely removes any type of external communication 

requirement and makes it possible to use off-line digital 

coins also in extreme situations[14] with no network 

coverage. Furthermore, the lack of any registration or 

withdrawal phase, makes SPEF able to be used by different 

devices. 

 

V    CONCLUTION 

In this proposed system introduced SPEF that is, to 

the best of our knowledge, the first data-breach-resilient 

fully off-line micropayment approach. The security analysis 

shows that SPEF does not impose trustworthiness 

assumptions. Further, SPEF is also the first solution in the 

literature where no customer device data attacks can be 

exploited to compromise the system. This has been achieved 

mainly by leveraging a novel erasable PUF architecture and 

a novel protocol design. Furthermore, our proposal has been 

thoroughly discussed and compared against the state of the 

art. This analysis shows that SPEF is the only proposal that 

enjoys all the properties required to a secure micro-payment 

solution, while also introducing flexibility when considering 

the payment medium (types of digital coins). 

 

VI   FUTURE ENHANCEMENT 

Finally, some open issues have been identified that 

are left as future work. In particular, these are investigating 

the possibility to allow digital change to be spent over 

multiple off-line transactions while maintaining the same 

level of security and usability. 
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