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Abstract: One of the biggest challenges for the use of Unmanned
Aerial Vehicles (UAVS) in large-scale real-world applications is
security. However, most of research projects related to robotics
does not discuss security issues, moving on directly to studying
classical problems (i.e., perception, control, planning). This paper
evaluates the effects of availability issues (Denial of Service
attacks) in two commonly used commercially available UAVs
(AR.Drone 2.0 and 3DR SOLO). Denial of Service (DoS) attacks
are made while the vehicles are navigating, simulating common
conditions found both by the general public and in a research
scenario. Experiments show how effective such attacks are and
demonstrate actual security breaches that create specific
vulnerabilities. The results indicate that both studied UAVs are
susceptible to several types of DoS attacks which can critically
influence the performance of UAVs during navigation, including a
decrease in camera functionality, drops in telemetry feedback and
lack of response to remote control commands. We also present a
tool that can be used as a failsafe mechanism to alert the user when
a drone is reaching out a determined flight limit range, avoiding
availability issues.
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Wi-Fi.

1. Introduction

Unmanned aerial vehicles (UAVs) are experiencing
significant and quick progress, with large companies such as
DJI, 3D Robotics, and Google successfully employing them
in many tasks. These include farming [1], monitoring [2],
search & saving [3] and mapping [4]. In all these situations,
the aerial vehicle should operate, either remotely piloted by
an expert or autonomously, for continued periods of time in
unexplored dynamic areas.

A Drone is defined as a UAV that can be controlled either by
control or computers, which are capable of producing
autonomous behaviors up to different degrees of complexity
[5]. While piloting a commercial drone is a relatively easy
task, most people are not aware of the information being
constantly streamed back to its base, which might include
camera feed, laser or radar range data, inertial measurements,
and global coordinates from GPS. Because of this constant
data sharing, which might be sensitive, information security
becomes critical, especially when autonomous aerial vehicles
are involved [6]. A robot with no security protocols in place
can be brought down immediately by attackers, or its
information can be stolen for nefarious purposes, including
video footage or its GPS log history. An attacker could even
take full control of the robot and perform unexpected
activities remotely with impunity, such as colliding with
objects or people in the area.

In this paper, we propose an empirical analysis of different
availability attacks on the AR.Drone 2.0 and 3DR SOLO,
two widely popular commercial drones. Availability is a

computer security principle which refers to the ability of a
user to access information or resources in a system. One
example of availability attack is known as Denial of Service
(DoS), where the attacks seek to make a computer system
unavailable to its intended users. The goal is to measure how
effective these attacks are in both accessing the data
contained in each drone and also hindering the
communication between the drone and controller while
maintaining a safe environment for testing. Three different
DoS tools are considered here: Low Orbit lon Cannon
(LOIC) [7], Netwox [8], and Hping3 [9], each with different
characteristics that might be more suitable to exploit certain
types of vulnerabilities.

This work is an extended version of the conference paper
[10]. The main differences of this work to the previous one
are: presenting, to the best of our knowledge, the first
evaluation of DoS attacks in the 3DR SOLO drone;
performing a comparison between the vulnerabilities found in
the AR. Drone 2.0 and 3DR SOLO drone and providing a
tool that runs inside the ROS (Robot Operating System)
platform and could be used to mitigate availability issues
such as losing the control of the drone to another user (fly-
away attacks).

Our proposed methodology involves: 1) the delimitation of
all related variables (i.e., controlling pilot, drone being
monitored and the third-party attacker); 2) the explanation
and discussion of the specific properties of each drone; 3)
how they might affect possible security breaches; and 4) the
step-by-step description of each attack performed, to
facilitate the reproduction of results. The methodology can be
easily extended to include other type of DoS attacks and
drones, and the detailed instructions to reproduce these
attacks are available in'. Similarly, the code to the system
that alerts the pilot about likely communication issues
between the controlling device (laptop or smart-phone) and
the UAV is available in 2.

Evaluating the impact of attacks and consequently identifying
new threats to drones would help create a discussion between
the research community and vendors about what security
vulnerabilities should be taken into consideration when
designing new products.

The remainder of this paper is divided as follows: Section 2
provides an overview of computer security, including
theoretical background and different reconnaissance and DoS
attacks that are used in this work. A review of the current
state-of-the-art in various applications of drone security can
be found in Section 3. Section 4 introduces the proposed

L https://github.com/jrsouza/dos_attacks

2 https://github.com/jrsouza/alert_system.git
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methodology, describing in detail the circumstances in which
each experiment took place, how it was validated and the
specific configurations for each DoS attack tool and drone.
Section 5 presents and discusses the proposed experiments,
including a detailed analysis of results and their meaning.
Finally, we conclude the paper in Section 6 and delineate
some directions for future work.

2.Background

Here we provide an overview of the theoretical background
of our experiments. First, we discuss computer security
concepts, then the notion of reconnaissance attacks, and
finally the fundamentals of denial of service and fly-away
attacks.

2.1 Computer Security Principles

The ubiquitous use of computational networks, not to
mention the broader aspect of technological systems, have
caused a massive change in how our society currently
functions, ranging from the quick dissemination of
smartphones to the mass use of online transactions and cloud
computing. Given this new reality, the need to to protect data
related to civilians, companies and even governmental bodies
or the military is more important than ever.

The field of computer security [11] relates to the task of
making computational systems more robust to third-party
abuse. One example of such violence is the activity known as
cyber-attack. Cyber-attacks can be defined as a set of
malicious activities to disrupt, deny, degrade or destroy
information and service in computer systems [12]. Any
action taken to undermine the functions of a computer
network or device can be viewed as a cyber-attack [13].
Ponemon Institute, in a recent survey conducted in 237
separate companies [14], showed that the mean annualized
cost for protecting and dealing with cyber-attacks, for a U.S.
organization, is around $17 million per year.

Examples of cyber-attacks include [12]: viruses attached to
emails, probing of a system to collect information, malicious
code that replicates itself in order to spread to other
computers (computer worms), unauthorized usage of a
system, flooding a targeted computer resource with
superfluous requests in an attempt to overload the system
(DoS attack), or exploiting a bug in software to modify
system data. Some approaches that attackers can use to gain
access to a system or limit the availability of that system
include social engineering, masquerading, exploiting a
vulnerability, and abuse of functionality.

Three different aspects decompose computer security:
confidentiality, integrity, and availability. A cyber- attack can
be executed through the data stream on networks and aims to
compromise each one of these aspects.

Jonsson and Pirzadeh [15] define each aspect as follows:

— Confidentiality: Ability to prevent and/or hinder
information disclosure to third-parties that should not have
such access.

— Integrity: Ability to protect against the
modification and/or destruction of information.

— Availability: Ability of the called-upon service to deliver
the relevant information.

The scope of the paper is studying availability attacks on
drones or harming the availability of the communication
channel between the pilot and the UAV. An attacker, for
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example, could try to exhaust computer resources from the
drone by sending multiple requisitions to the drone so it
cannot communicate with the pilot. Such attacks are
commonly referred to as Denial of Service (DoS). This paper
focuses on availability attacks that may occur in two
commercially available drones: the AR.Drone 2.0 and the
3DR SOLO.

2.2 Reconnaissance and Scanning

When a cyber-attack is being planned, the initial step usually
consists of gathering information about the net- work that
will be targeted. This is formally known as reconnaissance
and includes social engineering and automated tools to
extract as much knowledge of the tar- get as possible, for
example, IP addresses and uniform resource locators (URLS)
[16].

In the next step, the attacker uses information gathered in the
reconnaissance phase to discover active hosts on the network
and information about the hosts, such as operating system,
active ports, services, and applications. This phase is called
scanning. Running a port scan on a given IP address is one of
the most used automated scanning attacks. A port scan is
used to check for open or closed network ports and used or
unused services. The services may or may not have a
vulnerability that the attacker could exploit [17]. An Internet
Control Message Protocol (ICMP) port scan is used to check
the availability of a target device and the fingerprint of the
target operating system.

In this work, we use Nmap [18] to scan the UAVS. Nmap is a
free open source network scanning utility, that is available
under the GNU General Public License as published by the
Free Software Foundation [19]. It runs on most operating
systems including Linux, Windows, and MacOSX and IT
security professionals widely use it. Nmap is the most
commonly used network scanner, and many third-party tools
integrate with Nmap, such as Linux distributions

2.3 Denial of Service Attacks

A DoS attack is represented by an effort of an attacker to
intercept legal users of a service from using the coveted
resources [20]. A common variant of this attack is called
Distributed Denial of Service (DDoS) and consists of
multiple devices targeting the same computing resource.
Reports from the annual Verizon Data Breach Investigation
Report [21], [22] pointed out a rising trend in DoS attacks, in
particular those related to DDoS incidents. One example is
an attack that exploited a large number of insecure Internet of
Things (1oT) devices. In September 2016, an loT network
built from the Mirai malware was responsible for a massive
attack targeting a security blog. Months later other Mirai-
based attacks were reported at the French web host OVH and
the DNS service provider Dyn. According to [23], Mirai’s
strategy is straightforward: it uses a list of common
usernames and passwords to locate under-secured loT
devices (home-routers, network-enabled cameras, and digital
video recorders) that could be remotely accessed (e.g.,
admin/admin).

One type of DoS attack is known as resource attack [24].
Such attacks overwhelm the victim’s computer or network
resources by sending continuous streams of illegitimate
packets. Since there is no simple way to differentiate the
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valid packets from the malicious pack- ets, it can be hard to
defend against this type of attack. SYN Flood is a resource
attack that exploits a flaw in the TCP three-way handshake.
The attacker sends several SYN requests to the target and
does not answer to the server’s SYN-ACK response. The
server continues to wait for an ACK packet for each one of
these requests, saving resources for each of the requests and
eventually preventing the establishment of new connections.
The fast productization, increased demand, and adoption of
UAVs devices might make it hard for the industry to evaluate
critical aspects of security. For this reason, we believe that
the AR. Drone and 3DR SOLO might also be vulnerable to
similar security issues as previously described. In fact,
several works analyze security aspects of UAVs [25], [26]. In
Section 3 we will provide an overview of them. In this paper,
we are interested in analyzing the impact produced by DoS
resource attacks on the AR.Drone 2.0 and 3DR SOLO.

2.4 Fly-away attacks

Due to the lack of proper authentication mechanisms, drones
could be stolen by anyone within the Wi-Fi signal range of
the UAV. This attack is also called fly-away attacks or
hijacking. As discussed in [27], a simple fly- away attack
scenario consists of an attacker driving a car near to the
drone. The attacker might hijack the drone and runs away in
the getaway car.

This type of attack can also be seen as a availability issue
since the owner of the drone might not be able to establish a
connection with it during the attack. [28] presents the steps
for an attacker performing a fly-away attack on the
AR.Drone. The attack exploits the pairing mechanism of the
drone that is based solely on using the MAC address of a
wireless network adapter. Another example of a fly-away
attack is showed in [29]. The author developed a tool that can
be used together with a drone to scan, exploit, and wirelessly
take over (fly-away) other drones within Wi-Fi distance. Our
idea is to create a tool that alerts the user when the drone is
out of a predefined limit flight range. This could be used as
an alert to prevent such attacks.

3.Related Work

There are several designs for UAV platforms. The primary
distinction concerning their capability and ease of operation
is their physical size and power, which limits their payload
carrying capacity, operating altitude, and range [30].
Regarding scope, UAV platforms can be divided into Large
(500km operating range and 200kg of payload size), Medium
(500km operating range and 50kg of payload size), Small
and mini (10km operating range and less than 30kg of
payload size), and Micro and Nano (less than 10km operating
range and less than 5kg of payload size). Their size and
power also define the applications that can be supported by
each class of UAV. For example the AR.Drone is an example
of a Micro and Nano UAYV that can be used for trajectory
tracking in indoor environments [31].

Vattapparamban et al. [26] and Altawy and Youseef [25]
examines the primary security, privacy, and safety aspects
associated with the use of civilian drones. Vat- tapparamban
et al. [26] review several different security challenges related
to using of drones and also provided results on
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deauthentication attacks, GPS spoofing attacks and drone
hijacking using the Wi-Fi Pineapple, a well-known rogue
access point. Altawy and Youseef [25] claim that the design
of a UAV system should in- corporate mitigation techniques
that address the possible security threats. Disclosing the
values of real-time data, gaining a prior knowledge of the
system parameters and interrupt the regular operation of the
system are some of the risks that can be carried out against
on UAVs. The authors also identify the following security
requirements for a secure UAV operation: authorized access,
availability, information  confidentiality, information
integrity, system integrity and accountability of actions.
Auvailability, for instance, is a property that should guarantee
that the UAV performs their required functions without
disruption during its operational period.

Regarding the state-of-the-art attacks on drones, several
models were investigated by the Federal Trade Commission
[32]: Cheerson CX-10W, Parrot AR.Drone Elite, and
Hawkeye Il from DBPOWER. Some of the security flaws
found by the researchers included: unencrypted data traffic
and open access points causing at least two of them to fall
from the sky. Reference [33] investigated vulnerabilities in
DJI Phantom drones. In earlier versions (before version 3), it
was possible to change the SSID of the access point, causing
the Drone to disconnect from the controller. Newer versions
of DJI Phantom drones have open ftp, telnet, and even the
ssh service running. However, all these services are password
protected by default. At last, [27] investigate the family of
Discovery U818A drones. The authors were able to perform
fly-away attacks (running away with the Drone), lock-out
attacks (preventing the legitimate owner of the device from
connecting to it) and stealing user data. Table 1 summarize
previous work that provide empirical evaluation of drone
security. Most of the references propose experimental
attacks. However, none of them compare the same attacks
performed in different drone models. Since the AR.Drone is
one of the most evaluated drones, our idea is to analyze the
behavior of another device, 3DR SOLO (which was not
studied yet), when receiving the same attacks as the
AR.Drone.

The security of Parrot AR.Drone 2.0 quad-copter was studied
in the following papers: [28], [34], [35]. Some of the
vulnerabilities studied in these papers include the presence of
unencrypted connections which could reveal confidential
data and might lead to hijacking the drone and some DoS
attacks using the Hping3 tool. In our previous work [10],
several important issues that were left behind in the
previously mentioned works are discussed. Some of them
include: analyzing network delay caused by the attack,
investigating other DoS attack types, such as TCP SYN (that
can be performed using LOIC and Netwox) and evaluating
the impact of the attack on the drone functionalities.

Our goal here is to replicate the same attacks previously
performed in the AR. Drone 2.0 in a different UAV model
named 3DR Solo. We will establish a comparison with the
attacks shown in both models and also develop and test a tool
to assist users from both of the platforms during fly-away
attacks.

4.Methodology

Our goal is to check UAV’s behavior during availability
attacks. First we will evaluate DoS flood attacks using three
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different tools. Next we will propose a experiment to validate
a tool that can be used during situations where the pilot might
lose the communication with the drone, for instance, in a
hijacking attempt. We use two UAVs platforms to conduct
experiments: AR.Drone 2.0 and 3DR SOLO UAVs.

4.1 DoS attacks using Specific Tools

The methodology consists of five steps, which are based on
our previous work [10], and comprises an indoor scenario
and two actors: a pilot and an attacker who launches
reconnaissance and DoS attacks on the UAV:

1. Establish a connection between the pilot and UAVs
(AR.Drone and SOLO);

2. Pilot sends a set of commands to UAVs (taking off, short
flights and landing) to understand its behavior in normal
conditions (no attackers);

3. Establish a connection between attacker and UAVs;

4. The attacker makes reconnaissance attacks on UAVs using
port scan tool;

5. While pilot is sending a series of commands to UAVS, an
attacker uses information obtained in step 4 to launch a DoS
attack towards UAVS.

The components involved in our experiments are depicted in
Figure 1, and below we give a brief explanation of each one:

UAVs

()
a 3

Pilot Attacker
Figure 1. Main components of the proposed experiment in
an indoor scenario [10].

— Pilot: It is a person that connects to a wireless network of
the AR.Drone 2.0 or SOLO UAVs using a laptop. Also, this
human uses a USB joystick plugged into the laptop to control
the UAVs. We use ROS? to interface laptop and UAVS;

— AR.Drone 2.0: It is a quad-rotor helicopter that can be
guided either by a mobile device (iOS or Android systems) or
a laptop (our case). This drone has some features: Wi-Fi b/g,
MEMS 3-axis accelerometer, 2-axis gyroscope, propellers,
four brushless motors, lithium-polymer battery, front and
vertical cameras, and an ultrasonic sensor;

— SOLO: ltis a quad-rotor helicopter that can be piloted by a
mobile device on the iOS or Android systems. This drone has
some features: Wi-Fi, LSM303D integrated accelerometer,
L3GD20 gyro, propellers, four motors, lithium-polymer
battery, and GoPro HERO3 camera;

— Attacker: The person connecting to the drone’s network
using a Wi-Fi connection. He or she uses software tools to
scan the UAV ports before applying different DoS attacks
(section 4.1.2).

4.1.1 Reconnaissance

Since the chosen UAVs are Wi-Fi-based devices,

3 Robot Operating System: http://wiki.ros.org/
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reconnaissance attacks, in our context, consists of using the
Nmap tool [18] to perform port scans at the drones. Nmap
could also link a port to its state (open, closed or filtered) and
respective service name and even which operating system the
targeted system is running. According to Nmap manual [18],
an open port means that an application on the target machine
is listening for connections/packets on that port. Filtered
means that a firewall or another network obstacle is blocking
the port so that Nmap cannot tell whether it is open or closed.
Closed ports have no application listening on them.

4.1.2 DoS Attacks Tools

The next step involves performing the DoS attacks on the
drone. The Hping3 tool was an obvious choice to do that,
since it was already used to perform DoS attacks in previous
works [10], [34]. However, since Hping3 is a very simple
tool, we decided to conduct DoS attacks using two other
tools. Our first choice was LOIC (Low Orbit lon Cannon)
which is a powerful DoS tool that is used by the hacker group
Anonymous [37]. We also picked a popular open source
network tool-set named Netwox. Among other features, this
tool can also be used to execute DoS flood attacks. Next, we
provide a brief description of each tool.

LOIC was developed by Praetox Technologies as a tool for
software stress-testing [7]. The original code is available on
the Praetox website, that is no longer maintained. However, it
has been modified and updated by the public, and the
Anonymous group has used it as a tool for DDoS attacks
[37]. It is straightforward to use, with the Windows version
requiring a target address before clicking the “IMMA
CHARGIN MAH LAZER” button. Possible options include
different packet types (HTTP, UDP or TCP), port numbers
and several others. Here we focus on the “TCP” packet type
and set a specific port that will be used to launch the TCP
SYN resource attacks.

Netwox can be used to perform multiple network tests and
also some attacks. We will use the Netwox tool number 76 to
launch the SYN flood attack.

Hping3 is a packet generator and analyzer for the TCP/IP
protocol (Internet Protocol - IP). The new version of the
Hping3 is programmable using the TCL language, human-
readable description of TCP/IP packets that the programmer
can write scripts related to low- level TCP/IP packet
manipulation. We will use Hping3 to launch a resource DoS
attack by sending multiple spurious packets to the UAVs
(AR.Drone and SOLO) (—fast —flood option).

4.2 Fly-away attack - drone losing the signal from the
controlling device
Our idea here is to develop a mechanism that can be used to
alert the pilot during situations where the drone is suffering
availability issues due to its distance from the controlling
device (the laptop, in our case). A fly-away attack is an
example of a situation where our method can be employed.
The methodology employed to evaluate the proposed method
consists of four steps:
1 Establish a connection between pilot and AR.Drone 2.0;
2. Pilot sends a set of commands to AR.Drone 2.0 (taking
off, short flights);
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3.Initialize the ORB-SLAM2* package using the monocular
camera of the AR.Drone;

4 Initialize the alert system to alarm the pilot that UAV can
lose the signal.

The main components of this outdoor experiment are the
pilot, AR.Drone 2.0, ORB-SLAM2 and the Alert System
itself. Some details of the ORB-SLAM2 and Alert System are
presented above.

— ORB-SLAMZ2: 1t is a real-time SLAM (Simultaneous
Localization and Mapping) library for Monocular, Stereo and
RGB-D cameras that computes the camera trajectory and a
sparse 3D reconstruction. It can detect loops and re-localize
the camera in real time. We use ORB SLAM?2 [38] to locate
the AR.Drone 2.0 in the outdoor scenario with its front
camera, so this package provides us a current position of the
AR.Drone 2.0. Figure 2 presents two images, the first shows
the outdoor scenario of the experiment captured by a video
camera (Sony N50). The second image shows the front image
of AR.Drone 2.0 using ORB SLAMZ2, after the AR.Drone 2.0
find yourself in the scenario; see the features in the outdoor
environment.

|
Figure 2. The first image shows the outdoor scenario of the

experiment captured by a video camera. Second image shows
the front image of AR.Drone 2.0 using ORB SLAM2
package.

— Alert System: We developed a code in the programming
language C/C++ that uses a topic generated by the ORB-
SLAM 2.0 package from ROS (position). We calculated the
Euclidean distance between the starting position (position on
AR.Drone 2.0 takeoff) and the current position of AR.Drone
2.0. In this way, it is possible to calculate the distance in
meters between the two points. After the AR.Drone 2.0
moves away from the starting point and when it reaches more
than 10 meters, a base station (laptop) emits a beep sound
(we use the canberra-gtk-play library®), and then the pilot
could return the AR.Drone 2.0 to a safer area and the beep is
interrupted. It is important to note that the meters value was

4 ORB-SLAM2: https://github.com/raulmur/ORB SLAM2
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chosen after several outdoor experiments with the AR. Drone
2.0. This value could be altered by the user.

Figure 3 shows when the audible alert is issued after reaching
more than 10 meters of the distance the AR.Drone 2.0 from
the initial takeoff. The left image shows in meters the
distance that the AR.Drone 2.0 is from the starting point, and
when it exceeds 10 meters it is displayed on the base station
screen "Watch out!” and it will emit one beep to the pilot
(person).

Figure 3. The left image shows in meters the distance that
AR.Drone 2.0 is from starting point, and when it exceeds 10
meters it is displayed on base station screen to ”Watch out!”.

5.Experimental Results

Using the previously described methodology, we conducted
three types of DoS attack on two robots - AR.Drone (Figure
4) and Solo (Figure 5).

5.1 Experiment 1 - Evaluation of the DoS attack tools

We assessed the aerial robots inside the university in a real-
time fashion using a standard laptop with the Ubuntu 14.04.
Table 2 shows the comparison of the technical specifications
between the UAVs (AR.Drone 2.0 and 3DR SOLO) such as
camera, processor, Wi-Fi, flight time and control type. It can
be seen that the SOLO has an advantage in the camera
question because use a gimbal to stabilize the camera in the
flight. The SOLO processor is twice the processing capacity
in comparison to AR.Drone 2.0. The capacity of SOLO’s
battery is more significant than Ar.Drone, but SOLO ends up
losing in the weight category because it is much more
substantial, so the autonomy of flight two ends up being very
similar. The platforms supported to control the UAVs are
different but run on the same system (10S or Android).

The first step is to establish a connection between the pilot
and drone. This procedure is easy since the AR.Drone 2.0
and 3DR SOLO (UAVs) works as an Access Point, creating
a wireless network under the name “ardrone2-044078” and
”Solo 0342”. These networks have no security capabilities
which means that any device equipped with a wireless
network card and within range may be able to establish a
connection with the UAVs. A wireless network with no
protection abilities signifies a severe issue for assuring
confidentiality and integrity between pilot and UAV [39].

5 www.systutorials.com/docs/linux/man/1-canberra-gtk- play/
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Figure 4. Parrot AR.Drone 2.0 robotic platform used in the
experiments.

Figure 5. 3DR SOLO robotic platform used in the
experiments.

Table 2. Comparison of UAVs technical specifications.

UAVs
AR.Drone 2.0 SOLO
Camera HD Front Gopro hero 3 -
Camera - 720p 1080p
Processor ARM Cortex A8 two ARM Cortex
of 1GHz A9 of 1GHz
Wi-Fi Wi-Fi 802.11 3DR Lir_1k secure
b/g/n Wi-Fi
Battery 1500 mah 2500 mah
Weight 0.380 kg 1.5kg
Flight Time 18 minutes 20 minutes
Control 10S or Android 10S or Android

After that, instructions were sent to the UAVs to understand
its behavior in normal conditions, or with no attackers. We
estimated the network latency by calculating the Round Time
Trip (RTT) (time required for a packet to travel from a
source to a target and back again) between the pilot and
UAVs for 5 (five) minutes with the ICMP ping. The average
network latency for this period was 20.92 ms (AR.Drone 2.0)
and 9.21 ms (SOLO), as shown in Tables 3 and 4. As
expected, due to better technical specifications, a network
packet ex- changed between the laptop and the AR. Drone
2.0 could take two times more to reach the destination when
compared to the 3DR Solo.
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Table 3. Average latency for the DoS attack tools (AR.Drone
2.0 Parrot).

Regular Hping3 LOIC Netwox

conditions

20.92ms (ICMP) 455.82ms -

24.41ms (TCP - 260.58ms

Port 21)

188.03ms

57.60ms (TCP - 212.90ms

Port 23)

90.54ms

81.97ms (TCP - - 110.82ms

Port 5555)

Table 4. Average latency for the DoS attack tools (3DR
SOLO).

Regular

Hping3 LOIC Netwox

conditions

9.21ms (ICMP) 247.25ms -

12.03ms (TCP

171.13ms 189.15ms

Port 22)

7.12ms (TCP Port
53)

121.38ms 235.17ms

8.44ms (TCP Port
14560)

181.47ms 324.89ms

Next, the attacker creates a connection with both UAVs
(AR.Drone and SOLO) and perform reconnaissance attacks.
As previously stated, any device equipped with a wireless
network card will be able to connect to AR.Drone and
SOLO. Using a standard laptop, the attacker readily joined
the AR.Drone and SOLO wireless network. The attacker can
assume that the AR.Drone’s IP address is “192.168.1.1°, and
for SOLO, the IP address is “10.1.1.10%, after using the
Nmap scanning on ports (Figure 6). Using this information,
the attacker could launch port scan attacks using Nmap tool.

Figure 6 shows the results produced by the Nmap. We can
see the IP address of the AR.Drone “192.168.1.1“ and 3DR
SOLO “10.1.1.10%. Also, the ports number and protocol,
service name and state. Three TCP ports, representing three
different services of the AR.Drone were available: 21 (FTP),
23 (Telnet) and 5555 (Freeciv - AR.Drone video camera
streaming). For the SOLO, two different available services
were found: 22 (The Secure Shell (SSH) Protocol) and 53
(Domain Name Server). Both ports 21 and 23 provide direct
access  to the AR.Drone 2.0 through the following shell
commands: “ftp 192.168.1.1” and “telnet 192.168.1.1”. None
of these services are password protected. An attacker might
use telnet to get a root shell and be able to execute malicious
remote commands, for example, a complete shutdown of the
system. At last, the port 22 also provides direct access to the
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3DR SOLO using the shell command: “ssh 10.1.1.10%
However, this mechanism is password protected.

Starting Nmap 6.40 ( http://nmap.org ) at 2016-05-12 15:14 BRT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try using --system-dns or specify valid servers with --dns-servers

Nmap scan report for 192.168.1.1

Host is up (0.054s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

21/tcp open ftp

23/tcp open telnet

5555/tcp open freeciv

scanned in 0.77 seconds

(@ AR.Drone 2.0

vguizilini@earendil:~$ nmap 10.1.1.10

Nmap done: 1 IP address (1 host up

Starting Nmap 7.01 ( https://nmap.org ) at 2017-02-23 12:21 BRT
Nmap scan report for 10.1.1.10
Host is up (0.016s latency).

Not shown: 998 closed ports
PORT STATE SERVICE
22/tcp open ssh

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 0.28 seconds

(b) 3DR SOLO
Figure 6. Nmap scanning on ports.

The attacker now has a good knowledge of the system and
may be able to launch DoS attacks on the UAVs.
Nevertheless, the DoS attacks will be targeted in TCP ports;
we also require to include the network latency in regular
conditions for every found TCP port (21, 23 and 5555) for
the AR.Drone 2.0 and TCP port (22, 53) for the 3DR SOLO.
The average network latency for each case is depicted in
Tables 3 and 4. The IP address of the AR.Drone 2.0 is
“192.168.1.1 and the IP address of the 3DR SOLO is
“10.1.1.10 The following DoS commands were executed
from the attacker computer based on [10].
e ‘“netwox 76 —dst-ip IP —dst-port 21 ”, “netwox 76 —
dst-ip IP —dst-port 23 ” and “netwox 76 —dst-ip IP
dst-port 5555
o “hping3 —fast —flood IP ” ([34])
e LOIC was carried via GUI with parameters: IP
address, Method TCP and ports 21 and 23 (LOIC
does not support sending packets to port 5555).
The goal of all commands is to execute a Flood DoS attack
on a certain target. LOIC and Netwox enable to choose a
specific port as a target to the attack. The instructions for the
DoS attack are shown in Figures 7, 8 and 9. Table 3 and 4
presents the values achieved by the DoS tools in each one of
the attack rounds. Table 3 and 4 presents an increase in the
network latency in milliseconds during the DoS attacks for
the tools. Higher values of network latency are an indicator
of connectivities issues between two devices. This means that
sending illegitimate network packets to the AR.Drone 2.0
and 3DR SOLO caused a direct impact on its network
resources, validating our experiment. The less powerful
processor embedded in the Drones (especially for the
AR.Drone 2.0) could be one of the reasons behind the
success of the DoS resource attack. Since we performed
flood attacks, analyzing how the TCP stack was implemented
in each UAV could also provide some answers about the
reasons behind the attack. Besides, the absence of basic
security configurations (open wireless network and WPA, for
instance) is also a factor that contributes to gain knowledge
about the system and, consequently, allowing some attacks.
Tables 3 and 4 shows that the highest value of the average
latency of the network obtained by the three DoS attack tools
was the Hping3 tool with 455.82ms for the AR.Drone 2.0
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and the Netwox with 324.89ms for the 3DR SOLO. Tables 5
and 6 shows the latency increase rate produced by three DoS
attack tools. Example, 21.788 is the result of the division
between 455.82 (AR.Drone 2.0 on attack) by 20.92 (regular
network conditions) and 38.494 is the result of the division
between 324.89 (3DR SOLO on attack) by 8.44 (regular
network conditions) as seen in the Tables 3 and 4.
Table 5. Latency increase rate of the DoS attack tools
(AR.Drone 2.0 Parrot).

Hping3 LOIC Netwox
ICMP 21.788
TCP Port 21 - 7.702 10.675
TCP Port 23 - 1.571 3.696
TCP Port 5555 - 1.351

We can see in Table 5 that the Hping3 DoS attack tool
produced the highest value of latency increase rate compared
to the other two DoS attack tools (LOIC and Netwox) for the
AR.Drone 2.0. Furthermore, Table 6 indicates that the
Netwox DoS attack tool produced the highest value of
latency increase rate compared to the other two DoS attack
tools (LOIC and Hping3) for the 3DR SOLO. Deligne [34]
also launched a DoS attack using Hping3. In his paper, the
behavior of the drone is haphazard and gets out of control,
either by hitting an obstacle or shutting down the system
board in less than a second. We were not able to reproduce
this behavior, even with a five-minute attack. We believe that
the company (Parrot and 3DR) might have upgraded the
firmware to deal with a high number of network packets sent
to the drone. However, Hping3 can still be considered a
serious threat to the AR.Drone as the flood attack
implemented in the Netwox tool for the 3DR SOLO. In other
words, the latency increase rate for both studied UAVs
during an event of flood attack could pose serious risks to the
pilot. Next we will present an impact of such attack.

The impact of DoS on the studied UAVs can be noticed by
running a video streaming application (port 5555 for
AR.Drone and port 14560 for the 3DR Solo) while both
drones are under attack.

Table 6. Latency increase rate of the DoS attack tools (3DR

SOLO).
Hping3 LOIC Netwox
ICMP 26.701 - -
TCP Port 22 - 14.225 15.045
TCP Port 53 - 16.873 33.116
TCP Port 14560 - 21.619 38.494
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root@270E5G-270E5U: /home/gabriel gabriel@270E5G-270E5U: ~

bytes from 192.168.1.1: icmp_seq=270 ttl=64 time=927 ms
bytes from 192.168.1.1: icmp_ ttl=64 ti
m 192.168.1.

. m 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.
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bytes from 192.168.1.
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bytes from 192.168.1.

bytes from 192.168.1.

< bytes from 192.168.1.
lmnu\ Sre Port: 53091 (53091), Dst Port: Tip (21), Seq: 9, Len: 8 bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1.

bytes from 192.168.1. _:
bytes from 192.168.1.1: icmp_ ttl=64 time=282

¥ 4 EE

Terminal

§§E§EKEE!EEEESEEEE§§§
s.aeazaaaaaaaaaaaaaaaaa‘

- 192.168.1.1 ping statistics ---
309 packets transmitted, 276 received, 10% packet loss, time 308471ims
rtt min/avg/max/mdev = 3.271/455.823/2326.769/350.466 ms, pipe 3
gabriel@270E5G-270E5U:~5 [l

bytes .1.1.10: icmp_seq=274
bytes .1.1.10: icmp_seq=275
bytes .1.1.10: icmp_seq=276
bytes .1.1.10: icmp_seq=277
bytes .1.1.10: icmp_seq=278
bytes .1.1.10: icmp_seq=279
bytes .1.1.10: icmp_seq=280
bytes .1.1.10: icmp_seq=281

bytes .1.1.10: icmp_seq=282
(b)3DR SOLO bytes .1.1.10: icmp_seq=283
. . 64 bytes .1.1.10: icmp_seq=284
Figure 7. The Netwox can be seen on the left side. The A S

. . . . ytes a141% icmp_seq=
Wireshark tool is executed and shown on the right side (a) - bytes 11,10 icnp_seq-288
tes .1.1.10: icmp_seq=289
AR.Drone 2.0 and (b) - 3DR SOLO. iites 115 e eeg s

bytes .1.1.10: icmp_seq=291
bytes .1.1.10: icmp_seq=292
bytes .1.1.10: icmp_seq=293
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bytes .1.1.10: icmp_seq=304
bytes .1.1.10: icmp_seq=306
bytes .1.1.10: icmp_seq=307
bytes .1.1.10: icmp_seq=308 ttl=64 time=235
bytes .1.1.10: icmp_seq=309 ttl=64 time=428
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192.168.1.1

10.1.1. i statistics
309 packets transmitted, 291 received, 6% packet loss, time 267450ms
rtt min/avg/max/mdev = 4.326./247.253/769.350/306.235 ms, pipe 3

(b) 3DR SOLO
Figure 9. Hping3 is run to show results of average latency.
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(b) 3DR