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Abstract: In the past few years, an evolution in the wirelesfODV routing protocol.

communication has been emerged, along with theuéeal a new
type of large potential application of wireless watk appears,
which is the Mobile Ad-Hoc Network (MANET). Black heoattack
considers one of the most affected kind on MANEferEfore, the
use of intrusion detection system (IDS) has a majguortance in
the MANET protection. In this paper, an optimizatiof a fuzzy
based intrusion detection system is proposed whidgomate the
process of producing a fuzzy system by using anpfida Neuro-
Fuzzy Inference System (ANFIS) for the initializati of the FIS
and then optimize this initialized system by usi@enetic
Algorithm (GA). In addition, a normal estimated fyzbased IDS is
introduced to see the effect of the optimizatiorttma system. From
this study, it is proven that the optimized promgb$BS perform
better that the normal estimated systems.

Keywords. Black Hole attack, ANFIS, GA, FIS.
1. Introduction

Due to the flexibility of the MANET, its applicatogrows
rapidly in the past few years. This type of netwalows a
large number of wireless nodes to communicate wébh
other with ease, as there is no fixed infrastretto be
installed first [1-3]. Therefore, this kind of neivk is very
effective for military application. Each node irethetwork
requests a communication with other nodes by the afs
various type of routing protocol [4] such as Ad-HGm-

Demand Distance Vector (AODV) and Dynamic Sourc

Routing (DSR), also it relays on the routing pratoto
transfer data from one node to another.

The MANET, which is a wireless network, it does igterit
the vulnerabilities of a regular wireless networityobut also
it has its own vulnerabilities such as [5]: lackaaintralized
node, no predefined Boundary,
bandwidth constraint, security, and dynamic toppldgeing

Fuzzy logic is a mathematical tool that provides a
computational paradigm to deal with the imprecisaol the
uncertainty involved in human reasoning known as
approximate reasoning. The characteristic of FLictvlis, it

is capable of expressing knowledge in a linguistiay,
makes the systems based on fuzzy logic suitable for
applications such as IDS. Many researchers prophsey-
based IDS to detect the black hole attack but gdased
later fuzzy based IDS has some difficulty in spdoi the
parameters of the membership function, which relaythe
user’s experience, his understanding of the networ&ven

on trial and error. In this paper, a proposed IBD®iroduced

to automate the process of producing a fuzzy sydbym
using ANFIS and then optimizes this system usireg @A.
This done by extracting a database from the siradlat
network, extracts suitable parameters from thatlukde,
maps these parameters with a target output, thesepahe
extracted parameters and the target output to aRI3No
generate FIS, and then passes the FIS to a GAnsyfste
optimization. In addition, a comparison between nmalr
estimated fuzzy interface system and the optimifzexty
interface system is done to evaluate the performariche
two systems.

d he rest of this paper is organized as followSgrtion-2: is

a brief literature survey; (ii) Section-3: is theoplem
statement; (iii) Section-4: proposed systems; geftion-5:
illustrates the performance evaluation including shmulator
used, simulation methodology and performance nt(i¢)
Section-6: provides the results are discussions| @)

limited power SUIOp|y§ection-7: introduces the conclusions and futureks:o

used first on the military battlefield, the secyrit 2. Literature Survey

vulnerability is one of its main vulnerability. hosion
prevention techniques like encryption, authentargtiand
firewall are not sufficient to secure the networtonf
MANET attacks, also MANET routing protocols run @nd

Wahengbam, and Marchang in [11] proposed fuzzydbase
IDS which prevent three types of attacks which @aeket
forwarding misbehavior, black hole attack, and ¢nale

an assumption that all the nodes in the networkksvor attack. The parameters used in work were the nurober

cooperatively with each other and not malicioustgr this

reason, the existence of an intrusion detectiorteaysin

MANETs becomes very important [6]. Intrusion deimat
system can be classified into three types [7]: aigre based
detection, specification-based detection, and ahebwsed
detection. In the signature base detection, a cdegra
between the signature of existing attack pattenms the

network pattern is done to check the existencdalf attack.
The anomaly detection classified into knowledgatistical,

and learning based. The anomaly detection consitters
normal behavior of networks, flag the unknown attiand

based on the activity it generates an alarm [8].

Black hole, which is a DoS attack MANET attack 19], is

a type of attack that has a big influence on thisvoek. It

attacks the network layer, which is responsible rfoute

advertising by attacking the network layer protsctike

packets lost and the number of packets forwardedhky
node. Balan, and et al. in [12], also proposed itrsed
IDS for black hole and gray-hole attack, the pragbsystem
consists of three main blocks they are: attackgmateation,
fuzzy implementation, and fuzzy estimation. The hemof
packets dropped by the node is used in the fuzzy
implementation module. Sujatha, and Dharmar [18ppsed
IDS, which depend on genetic algorithm. The used
parameters are the number of packets drop, request-
forwarding rate, and route request rate. Kurosand, et al.
[14] proposed an active routing protocol known asuse
AODYV routing for analysis of the effect of the btabole
attack when the destination sequence number anegeba
via simulation. Then, we select features in ordeddfine the
provides state from the characteristic of blackehattack.
Yunwu [15] proposed a fuzzy based genetic algorithm
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Figure 1. The black hole attack process

which gets initial rules from fuzzy and uses thenegjee
algorithm for the final rules. Anuar et al. [16]oposed IDS
based o multi-agent with ClI techniques. In addititmey
analyzed the limitations, significance of differgmevention
mechanisms and IDS. Pimprale and Joshi [17] prapese
technique using multi-boosting and binary classifar the
reduction of bias and variance. The use of bintgsifier in
feature selection evaluated the performance inptesence
of the arrival of new attack. Abinaya and Govingiana[18]
proposed simultaneous classification and dete¢tioassure

node claiming that it has a route to the desirestiniation
even if no such route exists. For more explanatissume
the situation in Figure 1, when node 3 receivesRREQ
message from node 1 it immediately sends backea R&kEP
message to node 1 with a fake destination sequamnoder.
Noticing that node 1 will receive two RREP messadd®
first one from node 2 that has a destination secpi@amber
with 143 as a value, which is the correct routetlte

destination. The second RREP message is from node 3

which has a destination sequence number of with &)@

more efficient security approaches in comparisorth wi value, which is the fake route to the destinatidowever,

traditional approaches. Morgera et al. [19] prosidesurvey
of IDS for MANET, IDS techniques in general, andSEor

the source node will choose the path through nodecause
it thinks that it has the fresh route. Thinkingtthanakes the

the application layer in the WSN. Sharma et al.][20correct choice node 1 will send the packet to n&le

proposed multilevel IDS by the use of multi-agentis is
done by storing different type of attack in a dats and
then analyze the dependency of arrival type witle t
database; the subject behavior analysis is usiaSn

3. Problem Statement

3.1. Black Hole Attack
Due to the nature and the properties of the MANEMat
prompt it for many applications such as in battlefiand

business conferences [21], there is a need forrisecthe
data transferred between any communication nod

Therefore, recently many researchers introduce reec

routing protocols. This secure routing protocolsigeed to
secure the data by providing (i) non- reputatiochtéque
and identity authentication; (ii) integrity; (iigvailability of
resources; and (iv) privacy and confidentialitya&{ hole
attack [22] consider a Denial of Service (DoS)ckttaouting
attack in MANET [23]. It works by drawdown the p&t& in
the network to it and then drops, alters the cdntdnthe
packets, or even passes the packets to anothecionali
node. This is done by sending a fake RREP to amycso

assuming that it will pass it to node 4 when it fiavill drop
the packets.
h

4. Proposed Systems

In many types of research, the solution of detadti® black
hole attack comes with the use of FIS, which retiasthe
researcher experience to understand the systemwadhyn
order to choose the number of the membership fomstior
each fuzzy set, the shape, and the position of eaeh In
addition, it requires an effort from the researthéiand to
esset the rule base for that fuzzy system (noticimat teven
With a high expert researcher these parameterdifficilt to
be optimized). In order to see the effectivenessthef
optimization process in discovering the black-tattack two
systems was introduced. The first system is themabr
estimated one, which relays only on our understandf the
system to choose the parameter of the fuzzy systérich
would be referred to “normal system”. The otherposed
system, which would be referred to “optimized sgstewill
automate and optimize the parameters of FL andmiuei
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Figure 2. The normal proposed system in detail

the error by using ANFS and GA systems. A similaFPR and ADSN for each neighbor can be computed fhem
optimization process used for grade estimatior24j.[ neighbor table as follows:

4.1. Normal System FPR = no. of packets the neighbor send 1
" no. of forwarded data packets to the neighbor @

The normal fuzzy logic based intrusion detectiorstem
consists of four main modules, which are: (i) Estien of
the fuzzy based parameters module; (i) Fuzzy @érfee
module; (iii) Fuzzy decision module; and (iv) Respe
module. In the extraction of fuzzy based paramgqtessess,
the system extracts the desired parameters foysiadtom
network traffic and then passed these parametdtetuzzy
interface module. In fuzzy interference module,ziuzules
and membership functions are performed on the
parameters to find the fidelity level of each nadethe
network after that the fidelity the of each neasleompared
to a threshold value for finding out the behavibeach node
in fuzzy decision module. If the calculated fidglievel is
less than the chosen threshold value, the node hwll
considered malicious and the response module véll b
activated. Figure 2 illustrates how the four moduteeract

For a normal intermediate node when a source nedd a
data packet to it the intermediate node forward thata
packet toward the destination so in normal casevatue or
FPR must be close to 1. In the case of attack mduEn a
source node sends a data packet to it the attad& dops
the packet so, in this case, the value of the FPRRIdvbe
close to 0. ADSN is equaled to the average of tstidation
sequence numbers that the node receives from ibaboe
¥ach time it sends a REEP message to it.

For a normal intermediate node this number willde but
in case if attack this number will be high, as iants
drawdown all packet to it.

Table 1. The Rule base of Mamdani FIS

S.NO. FPR ADSN FL
4.1.1. Extraction of Fuzzy Based Parameters 1 Low Low Low
The input parameters to the fuzzy interface mustthmze 2 Low Medium Low
parameters that affected most by the existencdagkbole 3 Low High Low
attack, which in this case would be the forwardkeacatio 7] Vedi L Vodi
(FPR) and the average destination sequence number edium ow edium
(ADSN). Each node in the network must create a himig 5 Medium Medium Medium
table in it so it can extract those parameters fritma . .
: . 6 Medium High Lo
network. In the neighbor table, the node storesh efiect | 9 W
neighbor, which can communicate directly with iorfeach 7 High Low High
direct neighbor the following parameter must beexo _ 8 High Medium High
e The number of forwarded data packets to a neighpac i i
which can be calculated by creating a counter & 9 High High Low

increase it by one each time the node sends gdaket

to that neighbor. 4.1.2. Fuzzy I nference Module
e The no. of the packets that the neighbor has been
sending which can be calculated be making the nogi¢ the normally proposed system, a Mamdani fuzfgrence
listen to the network traffic promiscuously and rthe system is used to evaluate the behavior of a nodthé
creating another counter which increased by ond eagetwork. This system receives two input parameters the
time the neighbor send out a data packet. neighbor table which are Forward Packet Ratio aneréage
+ The destination sequence numbers that the nod&esce Destination Sequence Number and offer only one uutp
from the neighbor each time it sends an RREP messggarameter, Fidelity Level to check if a node malis or
to it. Every time a node receive an RREP message @érmal. The rule bases [25] are presented in Tabfer
send a data packet to a neighbor or even heaghb@i evaluating the behavior of the node. Membershigtions
send data packet it updates the neighbor tablg émtr are selected for inputs and the output parameseirs Bigure
that neighbor with the new values. 3. The first rule in the rule base in fuzzy inferersystem is
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Figure.3 The membership function for the normal
proposed syste

explained as follows: If Forward Packet Ratio iswLand
Average Destination Sequence Number is Low therlfd
Level is high. Fidelity Level (which lay betweerafid 10) of
each neighbor in the neighbor in each node is Gkt
every T sec (5 sec in the proposed system).Thevidue of
Fidelity Level shows a more malicious behavior ofi@le
than a normal behavior. Therefore, Fidelity Levelalue 0
indicates the neighbor node is completely maliciand 10
indicate a completely normal behavior.

4.1.3. Fuzzy Decision Module

In this module, a threshold value is used to detenif a
node is malicious or not as if the calculated valtiidelity
level of this is less than the threshold value thtde
considered malicious. In the proposed system, aeval 3 is
set as the threshold value.

4.1.4. Response Module

190
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 Prevent the node from processing any route reply

message comes from any node in that black list.

» Sending AODV message, which would be IDS message

to inform other nodes about the malicious node.

4.2. Optimized System

The proposed optimized system consider the autamate

version of the normal system as mentioned the ehoiche
number, shape, and position of the membership ifumet
along with the determination of the rule base camérd and
not always optimal. Therefore, the optimized syste
differed from the normal system only in the fuzmyerface
module with the same Extraction of fuzzy based ipatars
module, Fuzzy decision module, and response modide.
optimize the fuzzy interface module an optimizatncess
is done which includes three stages: Data prepasastage,
ANFS stage, and GA stage. Figure 4 shows the effetite
optimization process on the system.

4.2.1 Data Preparations Stage

There are two types of learning updates: on-lirernieag,
which updates the network after each exemplar, tzatdh
learning, which waits for the entire training setdathen
updates the network. Batch learning is the one ehder
this proposed system. To make this possible a datamust
be extracted first from the network. This is doryecbeating
a neighbor table recorder which record all the ey table
activity in all the nodes in the network includitite source
nodes the destination nodes and also the interteedates,
after that a mapping process must be done whicltpethfhe
normal behavior entries with a high Fidelity levatget (10
in our case), and the abnormal behavior entrieh witow
Fidelity level target (0 in our case), the abnormatries is
known by the IP address of the malicious nodesléaming

« If the node checks to be malicious, four actions arrocess the IP address of the malicious node neukhbwn

done:

» Delete the route to the malicious node from theingu
table.

e Adding this malicious node to a created blacklist.

only to know the characteristics of the FPR, ASDN

parameters in the presence of attack but aftemileg
process it can be any node in the network ).

The extraction of the fuzzy
based parameters module.

]

The fuzzy inference

module.

. Optimization
. Data preparations

The fuzzy decision 2tage m) ANFS stagemp GA stage Process

module.

The response
&= module ;

Input MF Fuzzy Rule Base Output f(x,y) eq.
ifi Fuzzy Interface ifi Counter
y—) Fuzzifier mp y m) Defuzzifier mp measure =) :

System

i S—

Threshold

Figure 4. The optimized proposed system
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three variables (pg, r)) the chromosome should look like
[26], [27]:

Figure5. A snapshot of a sample of database
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Figure.6 The membership function for initial F

After the data mapping process, the input pararmdt@R
and ADSN must be calculated from the database
explained earlier so we would have three sets ¢d dae
FPR set and ADSN set which represented the ingtissasd
the target FL as the output set. The entire seisdaided
into two groups training group (two-third of thetiea sets)
and testing group (one set of the entire groupenThp to
the next stage which is the ANFS stage. Figure @ is
shapshot of a sample of the database.

4.2.2. ANFS Stage

The goal of this stage is the generation of initmalividuals
to be optimized by the genetic algorithm stage. Wgeo
fuzzy module is chosen in this stage representfandhe
MFs a Gaussian function was chosen. Where each ggtu
has three MFs, The reasoning system for Sugeno Inaade
explained earlier. Figure 6 is the membership fioncfor
initial FIS.

4.2.3. GA Stage

M; SD; M, SDy o vee e e e P1 Q1 I wve vee- - P3 Q3 T'3 (2)

The initial population of individuals, which callébe parent
population is evaluating by the fitness functiamthis study,
the Mean Square Error (MSE) is used as a fitnesstifan,

which measures the average of the square of eatwelen
the resulting of the GA system and the target dctystem.
The MSE is defined by the following equation:

1 n
MSE = — (% = T))? ©)
i=1

Where Pi is the value of from the GA system, Tthis target
value and n is the number of data in the trainiatskt.

Then the individuals with the maximum fitness flioetare
the ones that will be selected to be used to genéna next
generation, which is done by crossover the pareptiation
at a random crossover point then the resulting jadipn is
mutated in a small percentage value to generate
offspring. The parent population will then be regd by the
offspring and the same operation that was donéemparent
population will be used on the offspring to generdte new
offspring. The same process is done repeatedlyptairothe
optimized solution, which is the one with the minim error.
GA was started with 25 randomly generated chromespom

1— T —_—
0.5
0 i . . \
0 50 100 150 200 250
Membership Functions for ADSN
1
s
i) , . . .
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Figure 7. The membership functions for optimized FIS

and their parameters were crossover percentageatiomnt
rate and population size with the values of 0.450and 25,

the

respectively. Figure 7 shows the optimized membprsh

functions.

5. Performance Evaluation

In this section, we describe the used simulatamsulation
methodology, network simulation configurations,
performance metrics.

an

As mentioned even with the use of ANFS system the

resulting fuzzy interface system is not optimumawese of

5.1. Simulators

the use of ANN, so genetic algorithm was used as an

d

optimization tool. Since the GA deal with chromossmthe Three simulators used in this study: OMNET++ sirtara
variables should be presented to GA encoded Bgrsion 4.6, which used in the simulation of MANET

chromosome. Since each Gaussian MFs has two wvesiabnetwork, simulation of attack and the IDS. The othe
(mean “M” and stander deviation “SD”) and each rhbs simulator was MATLAB, which used in the ANFS stage,
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and GA stage in the optimized proposed algorithm, last
simulator used is the QFUZZYLITE, which used to @he
the fuzzy interface system into a C++ code to bdeddnto
the IDS in OMNET++.

5.2. Simulation M ethodology
The network simulated in four situations. Situatid): The

network simulated without the presence of blacletaitack.
Situation (2): the network simulated with the prese of
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routing related packets in bytes
ROH = % 8 p y

)

Y, total routing/data transmissions in bytes

In addition, four performance metrics used to tés
performance of fuzzy interface system in case efthe FIS
from the ANFS stage and the final FIS from the Gégs,
which is the optimized FIS. The four performancetring
are Mean Square Error (MSE), Root Mean Squared (RMS
Error Mean, and Error Standard deviation [28].

attack and without the presence of any IDS. SibumafB): the
network simulated with the presence of attack ahe
presence of the normal not optimized intrusion céia

system. Situation (4): the network simulated withe t |5 this section, the simulated result presentediqlwith a
presence of attack and the presence of the optimizgiscyssion on this result. The simulation was rogron a
intrusion detection system. In each situation, ribenber of  |3ptop with processor Core i5 and 4GB RAM with Linu
source nodes varied from two nodes to twelve nottes. ypunty version 15.05 as an operating system. Theonk
addition, each situation has two scenarios one Witils sjmylated in two different scenarios: in low-speedbility

mobility and another with 20m/s mobility. The airhtbese (1 m/s) and high-speed mobility (20 m/s).In eacknscio,
Scenarios is to see the performance of the netimockse of

low mobility and high mobility.

t6. Resultsand Discussions

Scenario 1: Packet Delivery Ratio (Low Speed)
5.3. Network Simulation Configurations

1.2
The specifications of the proposed network arg¢ N(imber 1 = -
of nodes: 75 nodes; (ii) Coverage area: 800 x 80@iin 08 ;
Transport layer: UDP protocol; (iv) Packet lendithi2 bytes; \
(v) Send interval: 0.025s; (vi) Mobility type: Raod WP = 0.6
mobility with 15s pause time; (vii) Application lay for & 04
source nodes: UDP Basic Burst; (viii) Applicatiayér for 0.2 o
intermediate node, destination nodes and attacle:nd@®P
Sink; (ix) Routing protocol: AODV; (x) Mac type: HEE 0
802.11; (xi) number of black hole attack: 1; and) (itial 2 4 6 8 10 12

No. of Sources

position of black hole node: in the center of thetwork
(400,400). Each data point obtained by running th
simulation 10 times with different seed numbers taldng
the average value.

emlle AODV with no attack e AQDV with attack

AQDV with normal DS e AODV with optimizedIDS

5.4. Performance Metrics Figure 8. Packet delivery Ration in scenario (1)

. . the network simulated with different numbers of seu
In this study, two performance metrics used to @@l the ,qes from only two source nodes to 12 source nddes
performance of the network in case of AODV withat®ck, o5ch one the network simulated in four differemtiations

AODV with an attack, AODV with normal IDS and AODV (ithout attack, with attack, with normal estimat&s, and

with optimized IDS. The definitions of those mesrizre: with optimized automated IDS). Each data point iviet by

* Packet Delivery Ratio (PDR): This metric shows the nning the simulation 10 times with different seednbers
ability of the network to successfully deliver patkto  gn taking the average value.

the destination, which can be calculated by the raft
the number of the successfully received packethet

e PDR results in low-speed mobility of 1 m/s presdnie
destination to the number of packets sent by thieceo

Figure 8. The delivery of the packets in case ofattack
presents the ability of the MANET itself to delivpackets,
as seen; with the increase of source nodes, thigyab
decreased. In the case of two and four source ntue®DR
is nearly 100% but with an average of 83.9%.Indhse of
* Routing Overhead (ROH): This metrics shows hovattack, this percentage drops down to an averag® &%,
much the intrusion detection system techniqughis low percentage come from the fact that thelblaole
overheads the network with packets so it can dgtualnode is located in the center of the network smeirly
work which can be calculated by the ratio of rogtin affects the whole network. However, with normairested
related packets in bytes (RREQ, RREP, RERR, AACKyzzy IDS this percentage goes up to 74.8%, whanfsicler
IDSRERR) to the total routing and data transmissionow performance, but the optimized automated pregdbS
(sent or forwarded packets) in bytes. That meaes thhcreases this percentage to be on an average%fs8at is
acknowledgments, alarms, and switching overhead éhly 3.9% less from the average percentage ofithalated
included. network in case of no attack. Therefore, from ti®va
results, it is obvious that there is an improvenierhe PDR

PDR = Y. No. of packets successfully received at destination

Y no. of packets sent by source nodes
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still high mobility the performance is low. Notignthat in
Scenario 2: Packet Delivery Ratio (High Speed) the case of only two source nodes, this percenageuch
19 higher. Another performance evaluation presentddchwis
' ROH, see Figure 10 for the results in low-speedilitpbAs
1 — seen, the ROH increased by the use of IDS becdutieeo
0.8 — use of the IDSRERR message, which is used by tteetiley
’ node to inform the other nodes about the attack. alerage
& 0.6 — ROH in case of no attack is 4% from the total tcafthis
& 04 I c— percentage goes down to 3% in case of attack bedhas
0.2 Scenario 2: Routing Overhead (high Speed)
0 0.5
2 4 6 8 10 12 -—*H—_—* 4
No. of Sources 0.4
emlle AODV with no attack e AODV with attack 03
AQDV with normal IDS == AODV with optimizedIDS 3 ' W
= 02
Figure.9 Packet delivery Ration in scenario 0.1
by using the optimized automated system by an geecd 0
5.21% from the normal estimated system. Noticiray the 2 a 6 8 10 12
three curves (no attack, normal IDS, and optimitB& No. of Sources
curves) are similar in shape and the network vatir Source AODY with no attack AODY with attack
nodes or less have the best performance. In addifiom APV with rorrral 1S ADDA with optinizedis
the above result, four source nodes or less seenmave

better performance with an average of 95.3% packet ) ) ) )
delivery. Figure.11l Routing overhead in scenario (2)

However, this result is not the same as in higtedpe ;o ,te maintenance packet is decreased due to ¢sere of
mobility 20 m/s, see Figure 9.The detection efimiess a0y hole attack as it manipulate the networkhiak that it
tends to decrease when the nodes are highly mbedeuse yqjiver the data packets when in fact it doesrtie Tse of
of the nature of the network as with high mobilbe route ., IDSRERR appears in both of the normal estim#Bsi

maintenance packet increased and the success ketpagnq the optimized automated IDS, as for the fistaverage

transmission decreased. For high mobility, the @ayerof the  po is 4.6% from the total traffic and for the sedot.7%.
PDR for a different simulated network with diffetem. of Noticing that in all situation, the case if 8 sauroodes

source nodes are 74.3% without attack, noticing ftwan represents the lowest ROH.
two to six source nodes the PDR have a minimumevalu

have 80 % but as the sources nodes go up from B210 pqr seenario (2) with high-speed mobility, the R@kes

source nodes the PDR decreased to an average of 6Q%niner shape; see Figure 11. In case of high ftyobthe
However, with attack this percentage drops downamo | og,its changed completely due to the route maimiem

average of 40%. But with normal estimated fuzzy ImB process with large no of routing messages to mainta
percentage does up to only 53.6%, however, then®d 5 smission between nodes even with high mobility.
proposed IDS increases this percentage to be @vemge \icing that the ROH has its biggest value in cabeo
of 63% so it is 11.3% less from the percentage N& t yiiack because the effect of the route maintenmackets
simulated network in case of no attack. This is AYppears the most with an average of 4%, in caseohal
improvement from the simulated estimated fuzzy B8  ggiimated IDS the percentage is 3% that is dubdceffect

of black hole attack is still present with only 6% packet
Scenarlo 1: Routing Overhead (Low Speed) delivery. However, as the PDR increases in thenupéd
0.06 estimated IDS the ROH also increases with an aeendg
) 3.7%.
0.05 The performance of FIS in case of the initial Fi6ni the
0.04 ANFS stage and the final FIS from the GA stage,cWhis
5 0.03 the optimized FIS, shown in Table 2. Noticing thiae GA
= 0.02 stage has a good effect on the FIS. From the basults it
is proven to say that the use of the proposed IBSige a
0.01 mush robust IDS comparing with the estimated IDS. |
0 addition, it is safe to say that the on-demand imgut
2 A 6 8 10 12 protocols such as the AODV routing protocol has low
No. of Suurces performance in case of high-speed.
el AODV with no attack el AODV with attack
AODV with normal 1DS s AODV with optimizedIDS

Figure 10. Routing overhead in scenario
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Table 2. The performance of the initial and optimized [6]

FIS
(7]
Metric
MSE RMSE Error Mean Error St.I0
FIS
(8]
Optimized
- 0.3682 0.6068 0.035503 0.60603
Initialized FIS| 4.8856 | 2.2103|  0.00447 22113 [

7. Conclusion

Is this paper an optimization of a fuzzy basedusion [10]

detection system is introduced to detect and pteties
effect of a black hole attack. In addition, an restied (not
optimized) fuzzy based intrusion detection system
introduced to see the effect of the optimization the
strength of the system. The estimated one reliesthen
researcher experience in order to choose the nyrebape,
and position of the membership function for eactzjuset.
In addition, it requires an effort from the resémrcto sets
the rule base for that fuzzy system which makesoanrfor
error. In another hand, the optimized system autesnand [13]
optimizes the process of determining the membership
functions and the rule base for the fuzzy engirt@ckvmake [14]
it easier to emblements the system. The dangdreoblack

hole attack comes from the fact that it swallowes tietwork
traffic by sending fake RREP messages. From theveabo
results it is proven to say that the optimized psgal system [15]
was improved in an average of 5% from the estimated
system in scenario (1) and improved to an averdg@%o
from the estimated system in scenario (2) in theket
delivery ratio but with an increase of an averaf©.2% in
the routing overhead in scenario (1) and an ineradsan
average of 6% in scenario (2).The simulation respfbved
that the automated optimized system has good dmtect
effectiveness against the black hole attack bulh witghtly
an increase in the ROH with an average of 0.07% ftoe
ROH of the simulated network in case of no attatkow
speed.

h11)

[12]

[16]
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