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Abstract: Internet of Things (IoT) is a global network of gigal
and virtual ‘things’ connected to the internet. Eagbject has
unique ID which is used for identification. 10T the emerging
technology which will change the way we interactrmdevices. In
future almost every electronic device will be a gnakevice which

can compute and communicate with hand-held and roth

infrastructure devices. As most of the devices rbay battery
operated, due to less processing power the seamthyprivacy is a
major issue in IoT. Authentication, Identificatioand device
heterogeneity are the major security and privaaycems in 1oT.
Major challenges include integration, scalabilityethics
communication mechanism, business models and #aneg. In
this paper major issues related to security andapyi of 10T are
focused.

each device having its own ID, It will be very dfilt to
identify billions of devices. Same is the case with
Authentication. Authenticating every device canabedious
job. One of the major security concerns is device
heterogeneity. There are many different types oicgs in
foT and it prevents from applying single uniformcsety
solution across the board. Every device has diftesecurity
needs. Device heterogeneity can cause problemshier o
aspects as well.

Following is the section-wise breakup of this pajserction 2
contains Dissimilarities in between 10T and Staddar
Internet. 10T technologies will be discussed in tiec 3,
Architectures and Applications of IoT is in Sectidn loT

Keywords. Security, Privacy, loT, Authentication, AccessProtocols related to security in Section 5, Seguand

control, Identification.

1. Introduction

privacy needs of loT along with the privacy enhagci
technologies is present in Section 6. Section Taies major
security issues. Remedy of problems regarding ggcamd
privacy issues will be covered in Section 8 andalfin

A decade ago, Kevin Ashton was the one who coimetl asection 9 will be the Future research direction &adtion 10

used the term Internet of thing (1oT) for the vérgt time. In
IoT every object whether virtual or physical
communicable, addressable and accessible through
Internet. Every object will have its own ID and htee
capability to sense, compute and communicate. Beea
nature of the objects in IoT makes data which ikected
and transmitted for public and private use are u@portant
and security of that data should be ensured. lityegnd
confidentiality of transmitted data must be maiméal as well
as the authentication of the objects is the keyespof 10T
security and privacy.

expectations

is going to be a Conclusion.

is

¥ Dissimilarities in between loT and Standard
Internet

There is an obvious difference between IoT and entional
internet (referred to Table 1). The first key difface is in
the deployment of these both. 10T network is comimneet-
out on network with the characteristics of slow qassing,
limited memory and less power. This types of neksaare

Table 1. Extended Comparison between Traditional
Network and loT [2

Topic Traditional Internet loT

Who creates contentsf? Human Machine

How is the content
combined?

Using explicitly defined
links

Through explicitly
defined operations

Action and timely

What is the value . .
information

Answer questions

Slope of Enlightenment

Both content creation

(HTML) and content

consumption (search
engine)

Mainly content

What was done so far .
creation

Plateau will be reached in:
Oless than 2years © 210 5 years

obsolete
belore plateau

® 510 10 years

A more than 10 years

Point-to-point and

Type of Connections Multipoint

Only Multipoint

Figure 1. Gartner’s 2013 Hype Cycle for Emerging
Technologies [1]

Does not generate

Referred to Fig. 1, Hype Cycle give us the infoliorat
regarding the emerging trends in which IoT marketth wed
line. Security and privacy is a vast topic that emsvwhole

Digital Data Readily available unless augmented
or manipulated
Technology Concept Both Physical-fist and I
based on Digital-first Physical-first

protocol stack. Major security issues in loT inaud
Authentication, Identification and device heterogjign With

usually know as Low power and Lossy Networks (LLNSs)
which encounters high data loss
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3. loT Technologies
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of things, numerous services for example smart scard
transport, access control etc. [11]

Some of the core technologies of loT includes Radio

Frequency ldentification known as RFID, NFC which i
called as Near Field Communication and WSN whiehftti

Table 2.Extended Table for the 10T Technologies [12]

form of Wireless Sensor Networks. Extended tabletlfe

Communication Technologies

loT Technologies taken from [12] is present in EaBland
Table 3, show the comparison of different 10T Waes

NFC, RFID, Bluetooth, ZigBee, ZWave, IEEE802.18MFi, 3G/ 4G,
LTE, , WIMAX, Weightless, DASH7, PLC, QR Code, Ethet

Technology.

Prototype Hardware

3.1 Radio Frequency Identification (RFID)

Raspberry Pi, Hackberry, Arduino Yun, Arduino UR&Duino, the
Rascal, Cubie Board, BeagleBone Black,

The major technology used in loT is Radio Freque
Identification and works as discussed in [3, 4][3h details

Identification Techniques

regarding components of RFID are mentioned. RFIDfis

IPv6, AIDC, RFID, QR Code, barcode etc.

two categories, Active RFID and Passive RFID. Doe

loT Architectures

advancement in RFID technology, 10T became a reall
objects in 10T are equipped with identifiers andasintags

3-Layer, 5-th layer, 10T-A, BeTaaS, OpenloT, loT@W/dOT-I etc.

which makes them manageable with the help of coenput

Operating System

IoT objects have microprocessor or smart chip tfing the

Tiny OS, Contiki, Mantis, Nano-RK, LiteOS, FreeRTOS

object capability to sense information from enviremnt
around it, compute and then communicate informatmn

Protocol

other objects or to humans. A detail concept reggr&FID

IPV6, 6LOWPAN, UDP, Chirp, DTLS, XMPP-loT, SSI, Nal? , MQTT

working technologies are presented in [6]. Ultgirtiveight
RFID authentication protocol has been discussdd]imith
the proposed attacks and their security claimsgaleith the
pitfalls in the designs on ultra-lightweight authieation
protocol.

3.2 Wireless Sensor Networks (WSN)
When there is a need for remote sensing applicadiuh

In conclusion we can say that different communarati
technologies (see Table 3) are being used depenging
the application and their factors like range, da@gurity,
power consumption, battery life requirement. Witnslard
IEEE 802.11 ah [13] and LoRa [14] with the standd&fHE
802.15¢g are considered to be the most recent téwgies for
loT. The good thing about them is they are havesgure of

information gathering, WSN is commonly used. Thesextended range, with acceptable data rate.

networks are cost effective, good in efficiency aotsume

low power [8]. Comparing RFID and WSN, both haveq Architectures and Applications of 10T

features that are common in each other. Howevel \W&/e
the edge due to its intelligent and processing miitis. In
[9], challenges that should be resolved to detezntime

Internet of Things cover the vast range technokgikie to
this reason it is not possible to consider one lsifigT

strength of WSNs are mentioned. Moreover, in [10frchitecture as a reference architecture that eansed for

Deterministic Algorithm has been proposed which ¢en

all 1oT operations. Therefore, the probability ofving

used to solve problem of coverage for commonly kmowdifferent reference architectures to be merge-upcfeating

regions with the help of WSNs

3.3 Near Field Communication (NFC)

This is the core technology of 10T which came ing® when
there is a need to communicate within the distavfcéew

required IoT architecture is very high, this metireye is no
standard architecture of loT and different architees are
used according to the requirements. Architecturat th
provides easiness in deployment and makes the usage
desirable is considered to be an ideal architectfileT[15].

Table 3.10T Wireless Technology Comparison

Bluetooth (BLE) ZigBee Wi-Fi Wi-Max LoRa LTE Z-Wave
Standards IEEE 802.15.1 IEEE 802.15.4 IEEE 802.11 ah IEEE 802.16 IEEE 88¢.1 3GPP Z-Wave
loT Interconnect alliance
GERAN
Network Type P2P Mesh WLAN MAN LPWAN JUTRAN Mesh
Power 30mA TX1, 400+mA TX1 verv low
Consumotion 10 mW Standby 3# Standby 20mA N/A Very low power 5W/1WwW 0)\/Ner
p 956: A (low) (High) P
Data rate ;
(Mbps) 1 0.25 Min 150 kbps 70 250 kbps 0.1-1 Gb/s 0.1
Range 35m 10-100 m 1Km 50 km 100km | 28 Eﬂ’ 10 30m
Spectrum 2.4 GHz 2.4 GHz 2.4-5 GHz 2-11GHz 868-915 MHz 708"5'?00 908.42 MHz

centimeters with the low power and data rate regouémt.
Such technology supports, especially for the cddssaternet

loT architecture is in evolutionary process. Thé&éadalume
is extensively high in 10T as compare to the tiadal
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internet. Some key elements which includes flekibilQoS,
privacy, reliability, security, universality, intgperability etc.
should always be kept in mind while developing avne
architecture for IoT.

In [16] [17], a generic architecture model has bpeyposed
with the concerns like scalability, reliability, drQoS are
under discussion. At a moment, there are two pregbos
layered based loT architectures namely 3-layersatayered
architecture.

3-layer architecture model was the very first mathelt has
been accepted/ obtained for IoT purpose. This &lay
architecture model is based on Perception, Network the
Application Layer respectively. The functionalityf these
layers are as follows, Perception layer, respoesitar
identification of object and information gatherindoreover,
the devices like camera, two dimensional bar codader,
GPS, Tags of RFID etc. are incorporated on thisrlay
Network layer is counted as an essential layerveoidk as a
neural network for I0T. Processing and transmissibdata
that has been received from perception layer is kég
responsibility of this layer. Moreover, this layisrcomprises
of convergence network, intelligent processing, agement
of network and information centers. It is the resgibility of
Application layer to combine both 10T’s social dilin and
industrial requirements. The main objective of thiger is to
give informational service consisting of three pdtiat are
loT client side, data storage and data inquiry nedu

The 3-layered explains the detailed structure @ffftom the
technical perspective. Various Experts and Schdiaelieves
that Internet of Things is a cloud-castle visiop@@ach due
to lack of management and business methodology a
therefore more focus need to be done for the bagiproach
towards management and business models. As compare
Internet technology, IoT network can be controlladd
managed and is more similar to communication netwior
order to study the correct 10T system, structune, internet
and communication network need to be analyzed
combine the features of both networks to achieeegial of
having more improved and decent loT architecture

-

Application Layer

Network Layer

Perception Layer

Figure 2. 3-Layered Architecture of loT

Since the 10T 3-layer architecture (see Fig. 2)clwhivas
proposed earlier lacks expected IoT developmergréfore,
a much well-defined 5-layer architecture modelnsppsed.
This architecture model is highly recommended bgegts
with the strong believe that it will illustrate dbT features
accordingly. The architecture contains 5 layere (Big. 3)
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known as Perception Layer, Transport Layer, Praegss
Layer, Application and Business Layer

[
[

Business Layer

Application Layer

Processing Layer

- oy

Transport Layer

-, e w

1

Ferception Layer

[

The layer which is responsible for the identifioati of
physical properties (e.g. location, temperature) etith the
help of using various sensors used in loT and peifag
conversion of signal to digital signal according tioe
transmission network is Perception layer. Sensing
technology is the major technique for this layerichh
includes technologies like RIFD, GPS, 2-D barcodd so
on.
The Transport Layer which is often called Network Layer in
5 layer architecture used for the purpose of trarism the
received data to the processing centre. This taatedjon
takes place through different network. IPv6 is ideied to
the key protocol for this layer and FTTx, 3G, fiwi
luetooth, ZigBee, infrared technology are the intaiat
echniques used on this layer.
In Processing Layer, all the data transmit from the transport
layer is further store, process and analysed. Ragb
intelligent  processing, cloud computing, ubiquitous
mputing, etc. are considered to be the primecgmes on
this layer. Experts believe that the future develept and
research of Internet of Things can be done on psiceg
layer.
Application Layer’'s tasks are very much depended on the
data from processed layer. The goal of applicadtger is to
create the distinct loT applications. Intelligerartsportation,
logistics management, identity authentication ete the
examples of 10T applications. Application layer aso
responsible for providing applications to indusdttisage.
The Business Layer performs managing task like
management of applications and business model.lisRea
and charge management of different applicatiorotsomly a
task of this layer but also the research on twoehadmely
business and profit [17].
Based on this approach, the 10T cannot be efficiatitout
the research of a long term development on Busimestel.
The business layer is also responsible about the’sus
privacy and all research related to 10T applicatifi8].
There are also some special purpose loT archiestwhich
are present in [17, 19, 20, and 21]. Multimediaffic
security architecture is discussed in [22]. Clock
synchronization architecture of network for l0Ting23] and
is used to eliminate the issues of managing loTesod@here
are three level in this architecture, adaptatiowvelle
organization level and region level. Architecturedal for

Figure 3. 5-Layered Architecture of loT
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trusted security systems is presented in [24].rd laee some
more architecture [25, 26, and 27] which are usedpecial
purposes, the negative point regarding these enthies is
that they cannot be treated as standard archigsctur

Table 4.EU FP7 research IoT architectures and security
requirements [30]

loT Architectures
Requirements [oT-A BeTaaS | OpenloT | loT@Work
Network security
..Confidentiality | v/ / / /
.... Integrity / / / X
... Authenticity / / / /
....Availability X X X R
[dentity mamagement |~~~ [ ||
.. Authentication | v/ / / /
... Authorization / / / v/
...Accountability | X X X /
... Revocation / X X /
Pivay [ [
..Data privacy ~ X X -~
... Anonymity X X X /
..Pseudonymity | / X X /
.... Unlinkability / X £ X
Twt [ [T
... Device trust v / / X
....Entity trust / X / X
.... Data trust X / X
Resiience [ [ ||
... Robustness / / X &
... Resilience / / / ~

When there is a requirement for the communication i
between machine to machine (M2M), IoT architechamed
as BeTaaS is proposed. BeTaaSs is founded on teeeneke
model named as Things of Service (TaaS) [31]. lis th
architecture, four layers are presented namelyipdlygyer,
adaptation layer, TaaS layer and Service layer. a@sT
provides identity management [32] and privacy.

The EU FP7 OpenloT is a research project from thary
2012-2014 which has introduced IoT architecturd,[B34].
This architecture model is constructed from theeneice
model defined in 10T-A. Main focus of OpenloT is on
providing the infrastructure that is cloud-basedldléware.
There are two security modules presented in OpenloT
architecture specification [35], namely security ptivacy
module and trust module.

loT@work is a project by European Commission whicis
completed in the year 2013. The main purpose o thi
architecture model is to create the industrial @aton
domain [36]. Most shining features of this architee model

is to provide reliable network communication, séguvia
protocol discussed in [37], auto-configuration &the layers
in architecture of 10T depend upon its area of dgplent.
The first layer is a complex hardware layer congyi®f
medical sensors, sensor networks, RFID tags anmtkrea

This layer controls identification, data storageatad
collection, communication and control services .délayer
acts as a bridge that connects hardware layerapipfication
layer. Middle layer handles object management, data
filtering, data aggregation, access control. Amgilan layer
handles delivery of different applications to diffat users
[38].

Referred to Table 4, it is important for all thekitectures of
loT to provide network security, trust, relianceivpcy and
identity management as different devices and nddsvare
connected with each other and data integrity isisin Data
authentication is also the key parameter that shdé

During EU FP7 research projects, Internet of Thingsddressed by selected architecture

Architecture (loT-A), Building the environment fothe
Things as a Service (BeTaaS), Open source cloudicol
for the Internet of Things and (OpenloT) and In&triof
Things at Work (loT@Work), were the 10T architeesithat
was presented. These selected 10T architectures
commonly followed by huge number of academic redeas
and industrial partners.

IoT-A [28] is business driven architecture whichngeates

different reference architectures depending on doma

specific requirements. 10T-A domain includes User
Services, Physicallvirtual objects, resources amdices
(sensors and tags). l0T-A outlines the rules fosigie of

Applications of 10T can be categorized by varioastérs
such as network coverage, Impact on users, network
availability, user involvement etc. There are faajor types

of IoT applications namely Short Area, Enterprif¥gta
@6llection and Mobile. The biggest difference whags the
major applications types apart is the scale on lwhiey
operate. The main differences are shown in table 5.

Data in Short Area is mostly private informationoab the
user usually health care related information whialst not

Sl’Je disclosed to anyone or some multimedia device

Information. Data collection application is alsoryeritical

Table 5. Major Applications and their scope

Sprawl Possible Fields
Standards
Personal Community Large Area Medical Sensor Netwde Sports Multimedia
Short Area Yes No No Yes No No Yes
Enterprise No Yes Yes Yes Yes No No
Data Collection Yes Yes Yes Yes Yes Yes No
Mobile No Yes Yes Yes Yes Yes No
Short Area Yes No No Yes No No Yes

protocols and algorithms for 10T. There are abowe f
security components in 10T-A [29].

because it holds the details about the nation'somaj
installations such as nuclear power plants, powat gnd
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water supply network. Supply blockage or damagéhése
installations can disrupt life of that country besa country’s
population depends on these supplies to fulfil rthaaily
needs [39].
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transport latency and no of connections. QUIC isoal
designed to estimate the bandwidth in either divacto that
congestion problem should be avoided.

Table 7: Comparison between IoT Protocols related to

Mobile application is vulnerable due to its oper anobile Security
nature and is more open to attacks compared_tcu atbas_of Features QuiC DTLS AMOP
deployment. On the other hand, any security loophaol —
enterprise application domain can completely dgstie Layer Transport Transport Applicatiory
business. Factories use different sensors for sgqurpose. Security Yes Yes Yes
Any sec_urlty m_|shap can lead to_ a _b|g disaster likéhe Interoperability Ves Partial Ves
information get into wrong hands, it will damage factory.

. Manageability Yes No Yes
5. loT Protocols related to Security ) —

Objective Compo;lte Cgmmunlcatlon Message

As now we have a clear understanding that loT cthewrast connections | privacy for UDP | Orientation
range of application products, the number of prof®dhat . Not N e —
are adding in 10T are keep on increasing. Protoasésl for &/ guaranteed .
high level are assigned to the certain vendors lwhiovide UDP/TCP UDP UDP Tcp

the room for the selection of different capabititi@nd
features. In this section, focus will be on somgaie loT
protocols that are used for the feature of secuflipble 6
represent the comparison on loT Protocols

QUIC (Quick UDP Internet Connections, pronounceitikju
This protocol uses the User Datagram Protocol (UBXR)
support a group of composite connections that ezsgmt in
between two endpoints. QUIC have the ability toegthe
security protection just like Transport Layer Séguor like
Secured Sockets Layer with the feature of miningzin

DTLS (Datagram Transport Layer) — this protocol is
responsible for providing the communication privaioy
UDP. With the use of DTLS, client/server applicatoare
eligible to prevent issues like message tampeningssage
forgery or eavesdropping. The base of DTLS prot®dlLS
which is used for the purpose of providing securltgble 7
presents the comparison between 10T Protocolsecklat
Security

Table 6. Comparison on 10T Protocols [40]

LowPower
. 2G, 3G, 4G i Compute . Success
Protocol | Transport | Messaging (1000s) and Lorssy Resources Security Stories Arch
(1000's)
_ AMPQ or ] 10K-100Ks [High- . Client-
Arure-IoT Hetps/ TCP FgstFspnse Excellent Good RAMFlash [Manditory Weraables Server
\ . . 10K s/FAM [DMedium - [Utility field area
CoATP UDP RgstRspnse Excellent Excellent Flash Optional S Tree
Continua [Pub/Subsrb . . 10K s/FAM | _ .
HDP UDP Rgst/Rspnse Fair Fair Flash MNone Medical Star
[Pub/Subsrb . 100K s/ FAM [High- Military,
DDS UDP FgstEspnse Fair Poor Flash +++ |Optional Industrial Bus
i _ 100Ks/BAM [High- . ) Client
IDPWS TCFP Good Fair Flash++ [Optional Web Servers Server
HTTP/ y - 10K sFANM [Low- Smart Energy Client
REST TCP FgstEspnse Excellent Fair Flash Optional Phase 1 Server
AMOQTT & .
[Pub/Subsrb 10K s/FAM MMedium - .
lI_Q TT- TCFP RqstRspnse Excellent Good Flash Optional IoT Msging Tree
SIN/S
. . 10K s/FAM [Hizgh- MNetwork Client-
SNMP UDP RgstResponse Excellent Fair Flash Optional Monitoring Server
] ] 10Ks/RAM [High- .
Thread UDF FgstFspnse Excellent Excellent Flash Nanditory MNest? Mesh
/ 2P Cli
UPnP uoe Pub/Subscrb Excellent Good 10K s RAM Mone Consumer PP C]_.tent
Fgst/FEspnse Flash Server
[Pub/Subsrb . . 10Ks/FAM [High- Emt Mgmt Client
AOMPP Ice FgstEspnse Excellent Fair Flazh Mlanditory White Gds Server
[Pub/Subscrb . . 10K s/FAM [Hizgh- - ~
[ ZeroMQ UDP RqstRspnse Fair Fair Flash Optional CEEN P2pP
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6. Security and Privacy Needs

loT devices have scarce resources so we cannabugglete
security suites. We have to design special seciudtgework
or choose from existing solutions. We have to ltmkards
lightweight security solution to make 10T securedgse this
will put burden on device resources. Core Sectinitgats in
loT Technologies taken from reference [14] are show
Table number 8.

6.1 Requirements

lIoT architecture will always impact privacy and ety of
users. Privacy is to make sure that the user irdbon is
hidden from prying eyes. Privacy of the user is/hgs
personal right. The attribution of tags to objdstaot known
to users, and there is no audio-visual signal tdicate
object’'s user. Thereby, users can be followed withbeir
knowledge about it and traces of their activities e
internet. The state and marketing enterprises malatters
even worse by collecting these types of private ds¢a and
using it for their own purposes without the knovgedf the
user. Table 8 gives the summary of core Securityatls in
IoT Technologies that has been referred from [14
Following are the major security and privacy reqoients of
loT to be fulfilled:

6.1.1 User privacy

Steps must be followed so that the information mewis
able to abstain from observing the use of the lpokystem
related to a user. Enhancing user privacy and ggcon
every layer is now becoming the major requirement.

For the purpose of privacy management in Interh&hings,
a data tagging is proposed in [42] and for the ara®
preserve important data, [43] illustrate the prwvanodel
named as k-anonymity model. In [44], there is aalymis on
the privacy risk in the situation when fixed domaame is
given to a certain node of loT

6.1.2  Accesscontrol

Information service provider must apply any acoemsstrol
mechanism to protect data from misuse and damage
private information of a user by others. Data mastonly
accessible to those who it belongs to [45].

There are two terms which are in [46], defines Asce
Control. These terminologies are namely Data hoked
Data collector. Problems related to the authertinafor
outsourced data stream can be seen in [47]. Focake of
streaming data, access control is specified in.[48]

6.1.3  Ildentity management
It is a vast administrative area that deals withntifying
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have any mechanism to protect against such atticisould
have to protect against single point of failure amdst
adjusts in case of node failure. It should havedigability
to fight against different types of attacks.

6.1.6 Trust

This is also one of the essential requirement$d®ras trust
is highly dependable on the quality of data. Trosh be
decomposed into device trust, entity trust, and taist [49].

Table 8: Core Security threats in 10T Technologies [14

]

Threats Key Components Security Need
RFID Tags and
DoS Attacks Reader Encryption
Communications
Eavesdropping User Private Data Encryption
Skimming User Private Data Blocking Tags
2 Authentication
o N
o Relay Attack Result Synchronization
Side Channel User Private Data Authentication
Attack
Protective
AT Tags Electronic
Destruction g
Component
Phishing Attack Application Authentication
Interfaces Processor
o User Tracking User Privacy Random UIDs
L
< Relay Attacks Tag / Reader Synchronizatio
Data Forging SSL
Attack User Data Communication
Wormhole Multi-hop Wireless Time limit on
Network Packets Delivery
Neighbor Network Discovery Authentication
> Discovery Protocol Supported Protocol
) )
= ' Wireless Network _—
Spoofing Packet Authentication
Ping Flood,
ICMP Flood, Network Nodes Use of IDS
Syn Flood
6.1.7 Mobile security

There is a continuous movement of mobile nodes foom
cluster to the other cluster in loT. For this pwpoa
cryptography based protocol is frequently used éomit
protection for authentication, privacy and idewtfion. In
the scenario when the mobile node connects withnéwe
cluster an ad-hoc protocol in [50] has been dismlis3his
protocol has the ability to rapidly provide the wabo

object by using different techniques in a systemd anhentoned protections and guard against attacksriplay

controlling their access by associating user rightd
restrictions with the recognized identity [45].

6.1.4  Secure data communications

Securing data communication is a major part of$ecurity.
It includes authenticating communicating objectssuging
confidentiality and integrity of communicated dagand
protecting the identity of communicating object5][4

6.1.5 Reslienceto attacks

In the open and connected world of 10T, attackers easily
find and exploit any vulnerability in the systenys§&m must

attack, eavesdropping, and tracking or locationvamy
attacks [51].

6.1.8  Secure middleware

In 10T, as there are different types of deviceterimcting
with each other which in results involves sevesgles of
middleware layers that will affect the security antggrity of
data and device used within the same network.

In 10T, data is provided by establishing the intdian among
machine-to-machine, consumers and machines ands.user
Due to this reason designing and creation of middie is of
essential importance with respect to security corxce
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make it low cost and increase the number of supgort
devices. There are some technical as well as $gdssiies
Privacy of the user data is a major concern in operid of that need to be solved before achieving the goalidér loT
loT and it should be protected on every cost. Tiaanes the adoption.

privacy of user personal data there are few teciyies that Technical issues of IoT include Energy, Wireless
can be used and mentioned in [52]. Some of themaare cOmmunication, Scalability, Security etc. Here digcussion
follows: is about security related issues in 1oT. Some ef riajor
security related issues are;

6.2 Privacy Enhancing Technologies

6.2.1  Transport layer security
Transport Layer Security (TLS) can increase comfiiddity

and integrity of data in IoT. The major issue imafisport |dentification per device is required, whethersitoriginal or
layer security is that each object needs a newddr®iection some malicious node. Some reference of a manuéadsur
searching for information, can be halted by mangitaahal needed to be available.

layers and also create a big system overhead.

7.1 Identification

_ 7.2 Authentication
6.2.2 Encryption

As major loT enable devices will be battery opetate
keeping this constrains along the use of low prsicgs
power algorithms, encryption can be done for datagrity
throughout transporting of data.

Authentication in 0T is one of the biggest issdeg to the
number of devices. Authenticating each and evergcdeis
not an easy job to accomplish. Due to the featofespid
computation and energy efficiency, based on privetg
cryptographic primitives, many security mechanishas/e
6.2.3  Virtual private network been proposed.

Virtual Private Network (VPN) is networks that cde 7.3 pata Management

accessed from outside formed by close group ofnpest o . ] ) )

Only partners can access the system and they peorais Idenuﬁcayon of b|II|ons. of devices an_d their addsing can
make personal data confidential and data integity be_conS|dered a major problem in IoT. Apgordmg to
maintained. Virtual private network does not previdcility estimates, by the year 2020 more than 50 billiomios

: . . (refer to Fig. 5) will be smart devices and conadcto the
?; dgnﬁl::ilfe glOsraelalntv)gzzatlogaizzhiﬂie arr;\(jla)éou kg‘::ﬁndcininternet [53]. Managing the devices and their asisirgy will
. ) . P y Mg difficult even for IPv6.There are methods thet be used
technique ineffective.

for identification of the objects in IoT. Some bEm are Bar
6.24  Onion routing code identification, Vision based object identifioa etc.
Onion routing is another privacy enhancing techeigtnich RFID and NFC technologies are used for scanningqaes.

encrypts and merges internet traffic from varioogrses. In

. . . . . 60 6%
Flg. 4, it can be seen that working is done l:_)y wnypﬂ_ata _ Connectsd Objects con
into the numerous layers of encryption. Public kéynion £ 50| _gm penetration Rate (RHS) :
routers on the transmission path had to be used.pfbcess | £ 421 5% o
can hamper matching of internet packets to a pdatic % 0 348 g
source. $ 30 284 3% =
3 Z
hd i g § 20 2
= ) 2 2% =
A = 5 10
) Pt n 3
& 0 0.0%
'JJ ) i 02 2013 204 2005 2006 200 208 200 2020
B B () &
7 T~ & Figure 5. The No. of Connected Objects Is Expected to
¥ .o e Reach 50 Billion by 2020 [53]
“ "\ : = e
PP "(" ) 7.4 Heterogeneity
AN S
gl == 4 71 M) The biggest security and privacy issue is by faritsue of
f ) / | \.
= ) # I A device heterogeneity. Problems need to be tagklederly
(:._,) “‘/ " 1'. to make IoT more secure and reliable. Managing redwx
C;) @ O different types of devices with each have their a&gurity
issues and requirements. Each object needs to dieda
. . _ differently which makes it difficult to apply a gjle solution
Figure 4. Onion Routing to all. It will be a tough task to secure everyaymf device
7. Major Security Issues from different types of attacks. It makes it hartiemanage

Internet has evolved from Internet for computersofb with the objects.

machine to machine communication feature. For #ason Each device needs is to be fulfilled to keep itctioning.
of making loT feasible for wider adoption, it isportant to Communication between different types of devices akso
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be a major issue. Each device communicates and sworknother useful solution is vision based identifioat

differently as compared to other device. Devicetageneity It performs matching of the features which are dele
can affect many other aspects as well such auliffiin recognize the objects. There are two approached kb
integration, privacy, identification etc. In [54uthors have global. Local approaches search for salient regguth as
presented the method for a security incidents tlete@and corners or entropy. Global approach considers tmeptete
investigation in loTs. With the help of this methdetection details of an Image [57]. To manage all the datafoas

of attacks (known or unknown) in l0Ts are possible. authentication and identification as well as de'gice
transmission in case of any sensor network or may b

8. Remedy of Problems medical need, is hectic and use of SQL Lite on somi-

Solutions to different issues related to secunity privacy of Core hand held device can be possible.

loT are as follows: 8.4 Heterogeneity

8.1 Identification To remove the issue of heterogeneity, IDRA architec

must be used which is specially designed to integall the

Identification of devices can be done by considgrineir i ; . :
y & devices. IDRA can connect objects directly witharty

physical / hardware addresses of by deploying Fi6las -
identification is necessary for further proceeditogvards gateway. It supports backward compatibility anddselewer

Authentication and Data Management. Some pre—Ioadé‘asources' lDR.A ::jan |n|t(erpre|tDa|;A|ncom|ng packaétgpd
scales of identification provided by manufacturem cbe brop unrt(ejcognlzeh pac etsd_ﬁ T\;IJXEOHS cogg%nnat
saved in data base of Identification and authetiicaserver, S\Ween devices that uses different protoc est

thing about IDRA is that memory and processing bgads
8.2 Authentication are negligible. IDRA reduces cost significantly. RB
Authenticating large number of devices in real tilmean transparently supports ‘'best connected' strategyeke
issue, to overcome this various schemes and digusitof different technologies at all network levels.
handshaking and pre-shared keys for low power afnce in loT we can aspect the heterogeneous rietfamr
available. RFID plays main part in the identificati of such a case different devices needs to communigttesach
objects. It uses electromagnetic induction and @gagion of other and also need to communicate with humansetoal
electromagnetic waves to identify objects. Fromusgc has been proposed in [58] by Aggarwal which is used
point of view, RFID can also be used against repctidn, provide security for devices using RFID technolofgy
combined encryption, and securer data on documesgmmunication. Such a method has a drawback that it
certificate, and other elements for the purposeanfi- unable to provide security for data. Another seguriethod
counterfeiting and their control and managemeni. [55 named as risk analysis is used in Intelligent TpansSystem
A scheme used for authentication of devices in i®Bne (ITS). In this method, a key (public key) infrasiture is
where user nodes are authenticated but it is ghtwieight used to provide certificates for the authoritiestsat the
and can put a dent on battery life and performaAcether prevention of data for being interrupted can beusrts
method used is the handshake process. This protikmss a As encryption is an important factor in the field data
bit amount of time and concept of symmetric keyecurity. For loT, a KPI-like protocol [59] wasgsented by
cryptography. A public key cryptography based sotut Zhihua Li. This protocol is used to encrypt the tevs (for
overcomes these challenges because of its highbdlityl source and destination data flow). Decryption isfqrened
low memory requirements and no requirement of kegr p by using the key.
distribution infrastructure [56]. Summary is provided in Table 10 which is the patidle
taken from [60] which covers most of the existingthods
under the heading of security and reliability fofTlalong

Most common and low power is Bar code identificatio i their possible limitations. IoT Major Problerasd their
technique is fast and accurate. It has low err@r aad gives ggytions are in Table 9.

output quickly. Bar code scanner scans the bar eodethe
information contained in the bar code will transfiee data,
which can be recognized by computers.

8.3 Data Management

Table 9.10T Major Problems and their Solutions

Areas Observed Problems Available Solutions

Hardware address
Identification Per device Identification
Use of Ipv6

Handshake process
Authentication Authentication of Larger Number of devices in risale
Public key cryptography

Management of preloaded data ]
Data Management SQL Lite
Validating changes time to time

Communication Between different types of device _
Heterogeneity IDRA architecture
Latency and processing speed
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Table 10: Existing Methods And Their Limitation Form Providiisecurity and Reliability for 10T [60]

Method

Issues it addresses

Solution

Limitations

RFID Tags (Radio Frequency
ID)

Not being able to connect
devices

RFID tags can be installed/embedde
into smart objects to allow fast
communication between devices

4 providing security, they are als

While RFID tags are useful for|

very prone to hacking as more
and more RFID banking
applications are becoming
susceptible to” RFID hacking”

Identity Management
Framework Method

Authenticating data that travels
between the device and the clol

Place an Identity Manager and Servig
Manager on the devices

The protocols to develop the
method have not yet been
implemented

ITS Security Methods and
Standards for Efficiency — Risk
Analysis

Address threats to the ITS or
Intelligent Transportation Systen
(i.e. smart transportation)

n

A public key infrastructure is used in
that certificate authenticating (CA'’s) a
used for managing and monitoring
security credentials for the network
nodes on ITS to devices to prevent dg
from being interrupted

0]

Technology is still being
developed
ta

Authentication and Control

Fixes loopholes in device
security and data integrity

A user requests authentication to accg
a device, things ask for permission to
so from a “Registration Authority”, RA|
approves device to send user a questi
if response is OK, user is authenticatg
access to the device

Systems are still very vulnerab
to Man in the Middle attacks
and Eavesdropping attacks

D

PKI — Product Key
Infrastructure

Threats involving node security]

Nodes are authenticated by an
“offspring node” that sends a decryptig
key when the node is safely transmitte

Offspring node still continues to be
improved and developed.

=}

Encryption is not fast

A third party entity evaluates the user

Preference Based Privacy

Protection Method Issues in data privacy

security and privacy preferences and
reports it to the service provider that|
gives the user an appropriate securit
level based on its sensed preference

The security mechanism and
levels at which to set privacy
still require more development
as the Internet of Things is fairl
before it connects the device to the new

Internet of Things.

SMSC Scalable security model for l0T]|

Scalable security enhancement system

This generic model needs to

of the SMC model for distributed validated for specific

systems

infrastructure applications and security
resources S
objectives
Fail to address the methods fgr
For the development of security metriq  the identification, collection,
DSM Security metrics Information they propose five elements that deal computation or the application

with security analysis and policies in

of the security metrics to
address the security issues an
objectives.

general

9. Future Research Directions

With the goal to achieve security and privacy inT,lo
significant need of research is needed. Some dfdlaareas
for research mentioned
Architecture and Dependencies, Utilization of Bicat®

Robustness, Openness and off-course Security aadcir

Since in 10T large numbers of devices are connetctgether
which in result affects the utilization of systetherefore,

scaling of a system is required and research weddro be
done in this domain for the successful workingaf.lSince

there is no standard architecture for loT and dili of

objects are getting attached with the traditiomérinet day
by day, it is very much important to have an amtttitre

which is adequate in nature and allows easiness
connectivity, communication and control.

in [61] are namely Scalin

As suggested by A. Sardana and S.Horrow [54] de\ticat
are used in loT needs to contain an Identity Manaket
there is still a need for fast encryption, reseascbuggested
to have a better method as compared to the existireg
Identification of privacy requirement is a key ioTl], a
Fesearch work need to be done in this domain alsbat the
0T system can be kept away from privacy relatedats
More work suggestion could be on the issue of betameity
as in loT there are different interconnections atdthe
moment there are many issue in its implementafidrere
should be research on expected data transmissiorage
and capacity issues as with the passage of timebewiwf
devices will get increased on IoT.

10. Conclusions

IST will become the core component of Future Inétrn
Thanks to its sensing and actuating capabilitieglvimakes
it unique. It acts as a bridge to connect both agal virtual
world. However, a large number of information séguand
privacy problems appear that needs to be considezéate
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