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ABSTRACT

Cloud computing is one of the ruling storage solutions. However, the cloud computing centralized storage method is not
stable. Blockchain, on the other hand, is a decentralized cloud storage system that ensures data security. Cloud
environments are vulnerable to several attacks which compromise the basic confidentiality, integrity, availability, and
security of the network. This research focus on decentralized, safe data storage, high data availability, and effective use of
storage resources. To properly respond to the situation of the blockchain method, we have conducted a comprehensive
survey of the most recent and promising blockchain state-of-the-art methods, the P2P network for data dissemination, hash
functions for data authentication, and IPFS (InterPlanetary File System) protocol for data integrity. Furthermore, we have
discussed a detailed comparison of consensus algorithms of Blockchain concerning security. Also, we have discussed the
future of blockchain and cloud computing. The major focus of this study is to‘secure the data in Cloud computing using
blockchain and ease for researchers for further research work.
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1. INTRODUCTION e CSPS also uses out-of-date services for scalable
workloads to guarantee versatility in storage and

The concept of cloud technology is fundamentally pioneered handle sensitive throughput for users across many

because a wide variety of resources are needed, including regions globally.

networking, safety, storage, machine intelligence, and e Versatility to transfer data from one cloud to

standard business applications. Cloud computing can another, where possible.

therefore also be defined as software outsourcing. You can . s
. Cloud is classified into three models [2]

access various software and resources from anywhere else ) )

in the world funded by a foreign entity called the cloud. e Infrastructure as a service (laaS) is a model that

Cloud computing provides different advantages [1], such as, provides data security, maintenance, data backup,
etc to the cloud hosts critical infrastructures such as

servers, applications, storage, etc., [1].

e  Service software (SaaS) is a role model that can be
used by multiple programs [2].

e Platform as a service is a model wherein users build
and run their applications and services without
being stuck in code, architecture, and inventory [1].

e The self-service framework where users can use
various computer tools to fulfill “all job
requirements.

e  The permeability with which the use of data can be
increased with increasing demand and decreased
data use with declining demand. This reduces the

number of high costs.
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Generally, the cloud offers services such as security,
storage, networking, massively parallel computing
[52], artificial intelligence [43], etc. To make use of
these facilities, different companies are renting out to
cloud service providers [1, 45]. Today, it is the
vendor's duty to offer the services to customers in
compliance with their specifications. But every coin
has two sides, there are various problems, such as data
protection, integrity, confidentiality, miss
management, etc., with this excellent technology [1].
Distributed storage allows the client to store their
information on the network. All data set aside in the
cloud is scrambled and cloud management is
available. Under the reach of the SLA, which covers
integrity and security of information [3]. Numerous
companies have shifted their entire data center to the
cloud. Acknowledge points of interest such as
versatility, load modification, waste, usability, and
respectability [4]. It is therefore important to protect
an attack vulnerable to constraining devices.

Blockchain is a free, transparent, distributed ledger
that captures digital records that cannot be meddled.
Blockchain offers a transparent yet secure
decentralized solution to ensure the system's flow of
knowledge and information. With blockchain, the
entire path of data flow in the system can be
maintained, and information can be traced back to
where it originated. Blockchain offers a safe approach
that validates the individuals involved in the
communication in a distributed and decentralized
manner [5]. The technology of Blockchain uses a
consensus-based data update

system. Every and indeed most nodes should be
verified in the public directory of all blockchain
nodes, making it extremely difficult to manipulate
and forge new generation data [6]. The data of the
blockchain system are secured using a general
cryptography technology, but all nodes need to
validate data before the block is entered, which can
be demanded at null post-writing costs to all nodes,
reducing the cost of the system node's dependency on
confidence and thus minimizing the gain of
knowledge [6].

Since some of the underlying capacity blockchain
data include integrity, confidentiality, and
availability, like other systems, standards and
cybersecurity controls need to be implemented to
protect organizations.

Using blockchain  within  their technological
infrastructure.  Deloitte  cyber  professionals
worldwide recommend that businesses take a safe,
vigilant, and resilient (SVR) cyber strategy that helps
organizations stay secure and strengthens their
vigilance and resilience in response to emerging
cyber threats.

To help leaders further drive the productivity of their
organizations, we think that embraced this safe,
vigilant, and resilient cyber approach is crucial [7].
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Figure 2: Blockchain Strategy & Governance [7]

Blockchain distributed storage arrangements take
information from the client and break it into tiny
lumps. They provide an extra layer of protection at
that point, and it's spread all over the device. This is
conceivable by using Blockchain highlights such as
hashing power, public-private key encryption, and
record exchange. Each piece of information is stored
in a decentralized area [4]. If gate crashers try to hack
into it, they initially get scrambled records, and then
only get a lump of information and not a whole
record; this ensures that reports are stored in
blockchain-based distributed storage [4, 39, 40].
Privacy and confidentiality of data is a problem when
third parties process data. Storage can be generated
from peers' underutilized resources. Data protection,
safety, availability, and usage of resources are the
areas protected by the blockchain [8]. Blockchain is
the perfect method for transferring data from A to B
without stressing that false data is stored in the record,
as this would fulfil the entire chain of a large number
of cases. Innovation is responsible, as the interactions
that are registered are only through various gatherings
[3]. Confirmation and no exchange in the record can
be changed at a later point by the meetings. Well,
Blockchain can provide data protection. The
knowledge contained in the blockchain is fully
unified [3]. The advantage of blockchain is the
interconnection of devices owned by different users
who share their computing power and storage reliably
and securely. Blockchain-based networks will also
replace the cloud by offering a decentralized and
secure storage facility that can help process data
transmitted across the network. Blockchain
technology, however, has pressing problems that
occur in a constrained resource setting [2].

2. LITERATURE REVIEW

Deepak Kumar Verma [2] discussed that the key
benefit of cloud computing is that consumers do not
have to pay for infrastructure, for installation, for
manpower to manage those infrastructure and
maintenance. The other benefits of using cloud
computing are cost savings, versatility, and
scalability. The rapid expansion in the "cloud
computing” business also poses serious security
issues. Cloud storage security privacy and confidence
problems are reviewed in the proposed document. In
promoting a stable, virtual, and economically viable



IT solution in the future, cloud computing has the
potential to become a frontrunner.

The PDP (Provable Information Ownership) model
enables a client to check the first information is given
without retrieval on an untrusted server. It generates
probability ownership checks by evaluating arbitrary
server square arrangements that certainly minimize
1/O costs, proposed by Anagha Markandey et. al. [1].

[3, 46] discussed that the specifications and concerns
of current security and privacy protection approaches
have been discussed to resolve the problem of big
data security and privacy protection and expose the
idea of large data cloud computing and its linkages.
On a cloud platform, a reference model is suggested.
In a big data security analysis, this model offers the
efficient approach for the integration of early alerting
and threat-perception of device risk with measures,
data layers, interface, and application layers [48]. At
the same time, it illustrates a plausible path for
research using the blockchain to address cloud
protection and privacy.

The networks are vulnerable to various security
concerns such as intrusion, fishing, hacking, and
multiple encryption methods are used to curb the
same. Different attacks that compromise the basic
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CIA triad of network security are vulnerable to loT
environments [47]. To meet the needs of their
restricted architecture, lightweight algorithms are
built. Blockchain is a technology that helps to achieve
safe and tamper-proof data transfer between two
objects by a peer-peer. Blockchain will empower the
credibility of networks in this way. They focused on
blockchain technology's applications and challenges
in securing cloud computing and 10T environments.
While it allows a secure peer-peer transaction
between the node, expanding blockchain technology
to loT environments thus enhanced the security of
systems, but it increases the system's complexity. The
opposite of engaging blockchain technology in a
resource-inhibited setting is doubtful, but the desired
protected peer-peer functionality can be realized if the
correct balance is maintained between cloud storage,
IoT environments, and the benefits of blockchain
technology [5, 42, 43, 49].

2.1. Cloud Computing Threats

In figure 3 we have discussed the basic threats of
cloud computing. We have discussed technological,
human-related and hardware, and software-based
threats in this taxonomy diagram [41].
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Figure 3: Cloud Threats Taxonomy diagram

Aamir Mughal et. al. [4] discussed that, due to the

progress of web innovation, the content of data is
becoming quite gigantic. The capacity limit of the
client terminal must be expanded with the assistance
of the cloud stage (platform) to deal with enormous

data. The management of information on the cloud
platform requires strict security measures. To solve
the above issue a Blockchain for cloud storage and
protection is proposed. The decentralized and
disseminated existence of the blockchain procedure



guarantees the prerequisites for protection and
persuades cloud storage to enhance security. We
present the idea of blockchain technology and its hot
research developments are discussed. Two key
calculations, such as job verification and stake
confirmation Blockchain exchanges are often used
to guarantee confidentiality. Therefore, by
proposing a method of safe blockchain use this study
addressed the method of providing protection.

The two aspects of innovation, first to help SaaS
services, a centralized cloud-based SaaS service
platform includes virtualization, automated
deployment and distributing, standardization of data
formats, information sharing, and efficient user and
operational management functions. A cloud storage
platform is essentially the unified support network
for the service. Second, to better adapt to the
blockchain system, our systems use peer-to-peer
networks for data distribution. The findings are
satisfactory. The data must be organized to ensure
that the flow of information through this mechanism
is accurate and rapid. Data normalization
specifically involves four aspects: standardization of
data components, standardization of database
structure, standardization of data storage, and
standardization of input and output [6]. The built
core platform will assist in developing the robust
system.

Meet Shah et. al. [8] Cloud storage was proposed as
a pioneering alternative to storage, but a centralized
cloud storage strategy was not effective. On the
other hand, Blockchain is a distributed ledger cloud
storage system that ensures data protection.
Blockchain is a decentralized — peer-to-peer
framework that preserves a_ blockchain version,
ensuring it immutable for each network node. The
recommended system is that the IPFS
(Interplanetary File System) protocol encrypts and
processes a user file through multiple peers in a
network [50]. IPFS defines a hash value. The hash
value defines the file path and is stored in the
blockchain. The emphasis is placed on
decentralizing secure storage of data, high data
access, and open storage.

[9] said that, Cloud storage is a technology in which
multiple users store a vast volume of data that is
pooled. The knowledge that is stored comes from
different organizations, people and cultures, etc.
Therefore, the protection and privacy of data is a big
concern in terms of the existence of the stored data.
We'll combine the two most reliable algorithms to
boost data protection. AES and RSA data encryption
and decryption algorithms. Multilevel encryption is,
therefore, not very easy to crack [44].

The Blockchain is an extremely powerful way of
enforcing the protection and integrity of cloud
platform data. We addressed the Blockchain types
along with their implementations. Blockchain
platforms  comparative  analysis:  Ethereum,

Hyperledger, and R3 Corda. In the fields of Fintech,
wealth management, the insurance sector, payment
gateways, and many more, blockchain is rapidly
evolving. We agree that the continued incorporation
of Blockchain into applications to directly enhance
the availability and integrity of cloud data for
protection is yet to be explored. In order to suggest
a more robust and reliable framework solution, this
paper encourages researchers to manipulate the
platforms in extreme circumstances and analyze
them to improve data availability over the
distributed ledger using Blockchain technology [10].

Amel Ben Lazreg et. al. [11] discussed the cloudlet
technology. Further discussed - that, recently,
Blockchain technology has gained considerable
interest, especially in providing distributed
applications with scalable, safe solutions. On the
basis of this groundbreaking technology, their paper
proposes the implementation of the Blockchain-
based security solution to ensure a variety of security
services, including transaction traceability and
secure transactions between cloud users and cloud
servers. Moreover, a super-agent component was
introduced to track and fix crashes between the
Cloud and Cloudlets caused by the lack of protection
and data synchronization problems in cloud systems,
which resulted in some deadlock situations. In an
industrial environment, the proposed blockchain-
based solution was introduced and experimented
with. The first is the handling of a variety of critical
impasse situations in cloudlet. The second relates to
the reliability of the entire system when Blockchain
is implemented. Our model gives promising
experimental results.

Cloud computing has huge advantages, but the
security of cloud data is increasingly threatened.
They conducted a safety survey to show the safety
effectiveness of the types of cloud computing and
blockchain technology. The survey provides a
detailed understanding of a blockchain-based POW
(Proof-of-Work) model with blockchain technology
[12, 44, 45]. They also recognized that blockchain
technology is one of the growing technologies with
maximum privacy guarantees.

A detailed survey on cloud computing integration
with blockchain. Further discussed, blockchain
technology is an evolving topic that is well known
for its immutability and the information protection it
offers. They said that we would solve some of the
approaches to cloud computing problems with the
help of Blockchain Technology.

They suggested a protocol for safely using and
eliminating the blockchain [13]. It would seem that,
in addition to protection, efficacy trials are also
required, given the sense in which a large amount of
information is transmitted.



2.2. CC Security challenges and Attacks

Figure 4 has discussed different types of cloud
computing challenges and attacks. These attacks are
network-based, models based i.e., SaaS, laaS, PaaS,
and cloud storage types based i.e. Public, Private and

hybrid. The well-known attacks on the cloud are
DDoS, Flooding attacks, SQL Injections, MITM
attacks, Phishing attacks, malicious insiders,
authentication attacks, unencrypted data, and
incomplete data deletion, etc.
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Figure 4: Cloud Computing Security attacks and challenges

[14] proposed a new decentralized, lightweight
encrypted, Yugula cloud storage framework to
preserve files' confidentiality, avoid central data
replication, and boost blockchain completeness.
Two  approaches for data  deduplication
confidentiality files are discussed: one is using dual
hacking and the other uses symmetrical encryption.
The proposed architecture has been implemented

and its implications for high transaction data output
requirements to demonstrate reliability and usability
for 10T data management in the cloud.

Shahzaib Tahir et. al. [15] Proposed a new privacy-
preserving method to scan the keyword on the
blockchain network for encrypted data. SE (Search
Encryption) is studied for the first time over a
licensed blockchain network, that is Hyperledger-



Fabric. The SE approach preserves confidentiality
since it is focused on probabilistic trapdoors.
Consequently, major protection and privacy benefits
are assured by the system. The security review
results in higher standards of security and privacy
protections being guaranteed by the system.

[16] discussed that, one feature of Blockchain that is
applied to hospital data is to use concepts of data
division in chunks and the development of a
connection between the chunks as a heritage of
blockchain mechanics. The benefits of using this
mechanism to secure patient reporting and how it
increases trust in stored data have also been
discussed.

Three stages of authentication using hash and anti-
hash functions to resolve data security issues. Cloud
end auto encryption-using RSA and AES hybrid
cryptography framework or some other acceptable
encryption tool. Due to auto encryption and three-
step authentication, the proposed solution would
provide extra protection, as if any hacker gets user
credentials [17], he can enter the cloud environment,
but he cannot access his files or data.

Jaideep Kaur Mudhar [18] The proposed Framework
for secure Fog-enabled 10T devices access to user
authentication was proposed for blockchain-based
purposes. The proposed scheme utilizes the smart
contract of Ethereum. We have built and tested our
intelligent Remix-IDE Agreement in two test
networks using Structural rigidity language, Test
RPC and Rinkeby Test Network. Security
vulnerabilities of the chain security analysis tool in
our intelligent contract have also been investigated.
This scheme is also secured against replays, threats,
on- and off-chain interactions.

Caixia Yang et. al. [19] Proposed a blockchain-
based system of privacy control called
AuthPrivacyChain. Firstly, you use the account node
address as the identifier in the blockchain when
redefining the cloud access control authorization,
which is encrypted and stored in the blockchain. We
then create processes for access control, permission,
and revocation authorization in AuthPrivacyChain.
In addition, they are implementing
AuthPrivacyChain based on the Enterprise
Operating System (EOS). The results show that
AuthPrivacyChain can prevent unauthorized access
by hackers and administrators to resources and also
to resources protect authorized privacy. Usage of
this scheme only users with rights of access can
access services. This approach, therefore, satisfies
confidentiality, openness, accessibility, honesty, and
accountability, preventing external users from
attacking and preventing internal management from
attacking.

A blockchain network, called cloud@blockchain,
secures cloud computing services that benefit from

the blockchain's privacy and immutability. The
creation and anonymous file sharing and inspection
of files improperly loaded are two functions on
cloud@blockchain. Cloud users can access data on
cloud@blockchain via smart contracts and identify
all users in the app layer. It evaluated the
performance of three different architectures: a pure
blockchain and a hybrid blockchain. The results
show the hybrid blockchain superiority over the pure
blockchain and the traditional cache databases,
which outperforms it respectively by 500% and
53.19% [20].

2.3. Comparative table

In this table, we analyze and compare different
techniques and solutions. We also discuss the
reliability,  cost-effectiveness  of  well-known
blockchain techniques and CIA i.e., confidentiality,
integrity, availability.

[21] proposed a  detailed ~survey that using
blockchain to examine and compare different issues
in the cloud environment and security problems.
They further proposed-a model in which, all data is
transmitted inside the groups in file format, those
files are encrypted using the AES algorithm and the
integrity of the MD5 or SHA algorithm is
maintained. To search for changes in the data being
stored in the cloud storage, the MD5 or SHA
algorithm is used. To provide safe data transfer and
storage in the cloud, the individual user who makes
changes can be eliminated. Furthermore, Blockchain
increases the security challenges of cloud
computing.

A decentralized, privacy-saving public auditing
(DBPA) blockchain system in which a blockchain is
an unpredictable source for (random) difficult data
generation, and the auditor is expected to record the
blockchain audit process. Users may publicly review
the audit results because of the characteristics of the
blockchain.



Tablel. Comparative table of cloud security using blockchain techniques
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Furthermore, DBPA uses zero-knowledge proof
during the audit process to protect users' privacy to
prevent the CS reply data from discharging user data
information [22]. Safety analysis and performance
evaluation demonstrate that DBPA is safe and
effective.

Keke Gai et. al. [23] investigated the recent efforts
of clouds and blockchain in technical fusion. In this
work, approximately three technical dimensions are
discussed. First, they discussed the service model
and analyze an evolving Blockchain-as-a-Service
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(BaaS) cloud-relevant blockchain service model,
second, Protection is regarded in this work as a
crucial technical dimension, and access control and
searchable encryption systems are assessed; finally,
we analyze the efficacy of the cloud data center with
support/participation for hardware and software
blockchain.

The main findings of this work are a theoretical
reference for potential work in the field of
blockchain-enabled cloud reengineering.



[24] Proposes a stable collaborative model of smart
contracting information, consisting of the three
types of participants, including the owners of data,
miners, and third parties. These participants can
generally acquire and store data sharing through
their private or public clouds. We analyze the
topological relationships between stakeholders in
the distribution mechanism and create some Single
valued models from simple to complex. They also
assess the motivational effects of exchanging
security data and the rationality of the proposed
solution by reviewing delivery legislation.

In order to develop a cost-benefit relationship,
available models were suggested and evaluated for
blockchain  supplies of cloud computing
infrastructure and their respective operating costs.
We provide two case studies that consider
blockchain  implementation over a simple
framework and three other complementary
alternatives to demonstrate the feasibility of these
models [25].

E. Angelin Kanimozhi et. al. [26] Suggested
blockchain integration architecture and job model in
cloud storage. The suggested model has been tested
and proven efficient by comparison with the existing
protocols with respect to costs and times. This can
be applied in the future to obtain other data security
properties, too. In the upcoming study, data recovery
may also be discussed. The architecture proposed
would be suitable for all immutable documents, such
as the data of a government regarding its people. In
order to allow data modifications, this design can be
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[27] Blockchain, which facilitates the audits
between tenants and cloud providers, has
implemented clear integrity in the log transactions.
They also introduce the intelligent contract to
simulate the allocation process, policy management,
and other functions between cloud providers and
citizens, so that the cloud computing platform of
Blockchain can be easily integrated. Our expected
result is that cloud computing can be applied on
Blockchain along with other functional features of
cloud computing. Besides Blockchain, Smart
Contract is used to monitor data transactions and
also to help integrate Cloud computing into the
Blockchain network via a truffle framework. The
underlying mechanisms and efficiency in terms of
the average deployment time have been defined in
this paper.

2.4. Blockchain-based Security Solutions

The following taxonomy diagrams (Fig.5.1 &
Fig.5.2) show different blockchain-based security
solutions of cloud computing i.e., PoW, CEM,
Ethereum, PDP, Hashing, IPFS, hybrid encryption
techniques, and Remix-IDE. Furthermore, it shows
the contributions of different cloud-based solutions
i.e., CIA, reliability, wverification of data,
authenticity, cost-effectiveness, high performance,
trust enhancement, management of critical
deadlocks, functional solutions, enhancement of
data security, validity, and complexity.
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Figure 5: Blockchain-based security solutions
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2.5. Benefits of Blockchain technology in Cloud
computing [28]

One of the most troubling trends in the increasingly
emerging use of blockchain in cloud computing.
Most companies use cloud storage and use cloud
technology. The opportunities to disrupt whole
sectors as blockchain power is used for the mix.
Most media interest is collected by crypto-monetary,
rendered with blockchain technology.  But
blockchain technology is much more important in
practice in cloud computing because of the ability to
transform vast amounts of cost-efficient and stable
data processing as well as documentary power.
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Figure 7: Cloud computing benefits from the use of
Blockchain

3. FINDINGS

3.1. Comparison of Consensus Algorithms

Consensus is the cornerstone of a blockchain and
therefore, an optional method called mining
decentralizes power. The consensus algorithm is
also controlled by the form of blockchain used; that
is, not all consensus mechanisms are appropriate for
all  blockchains. For instance, in publicly
unauthorized blockchains, it would make sense to
use PoW instead of a simple agreement process that
could be based on evidence of authority [31].
Consequently, a suitable consensus algorithm for a
specific blockchain project is necessary.

Both consensus mechanisms are designed to resolve
flaws in a distributed system and help the distributed
systems achieve a final consensus [32]. These
groups address all sorts of defects (fail-stop type or
arbitrary).

A decision-making process based on consensus is an
attempt in which affected parties (stakeholders) aim
to find agreement on a course of action to tackle a
problem or collection of related issues. The
stakeholders work together in a consensus process to
find a solution that is mutually acceptable [33].

We have compared different most well-known
consensus algorithms based on the security
parameters in Table.2.



Table2. Comparison of different consensus algorithms w.r.t security parameters [31] [34] .

Adversary Tolerance model

ELASTICO

Faulty processes may have up
to 1/4 of the machine power

Implicit Consensus Defective process number <

process number/3

Leader-Free
Byzantine consensus

Defective process number <
process number/3

PoT (Proof of Trust) n>3b+1 where; n is the

number of nodes and b is the

number of Byzantine nodes

DBFT (Delegated -
Byzantine Fault
Tolerance)

PoPF (Proof of
Participation & Fees)

No node may possess over
50% of computational
capacity.

Ripple False processes! = (processes-
1)/5
PoW (Proof of Work) No node may possess over
50% of computational
capacity.

PoV (Proof of Vote) Incorrect processes! 50% of

processes

3.2. Growth of Cloud Computing

The percentage of global cloud-dedicated IT
spending continues to accelerate in 2021. Gartner,
the  research and  consultancy  company
headquartered in Stamford, Conn, focuses on
initiatives that bring end-users global public cloud
spending to $304.9 billion (18 percent next year), up
from $257.5 billion this year [35].
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3.3. Impact of COVID-19 on Cloud Computing
Market

The global cloud protection market is projected to
increase from USD 34.5 trillion in 2020 to USD 68.5
trillion in 2025 in the post-COVID-19 scenario, to a
CAGR of 14.7 percent over the projected period.
The numbers of security breaches have supported
the growth in the Business ecosystem Security
Cloud and cyber-attacks and requirements to respect
legislation and data protection [36].
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Figure 9: CC Market Worldwide due to COVID-19
4. FUTURE WORKS

4.1. Use Cases of Blockchain in Cybersecurity

Though not unbreakable, blockchain has grown into
one of the dumbest types of digital network
transactions. The technology has been credited as
designed and planned for its information integrity
assurance. Many industries will benefit from it if
well-used. Blockchain can be applied in many
applications with the ability to be functional for
many purposes. One of the strongest applications
will be the incorporation of cybersecurity solutions
with many other technologies. Below are several
cases of the potential use of blockchain to improve
cybersecurity

4.2. Private Messaging Security

More and more people enter social media with the
internet shrinking the planet into a virtual village.
There is also a growing number of social media sites.
More social applications are launched every
morning, as conversational business becomes more
popular. During these encounters, large quantities of
metadata are obtained. Most users on the social
media site protect services and their data with poor
passwords. Many messaging companies warm up to
blockchain to secure username data as a superior
alternative for their existing end-to-end encryption.

A basic security protocol can be built using
Blockchain. Blockchain can be used to create a
centralized API system to allow cross-messenger
communication capabilities.

Recent attacks on social media such as Twitter and
Facebook have been numerous. These attacks lead
to privacy violations with millions of accounts
broken and user details in the wrong hands.
Blockchain technology will deter potential cyber-
attacks if well applied in these messaging networks.

4.3. 10T Security

Hackers use edge devices, such as thermostats and
routers, increasingly to gain access to networks in
general. With the current fascination with artificial
intelligence (Al) hackers have been made easier to
access overall systems such as home automation
through edge devices such as "smart" switches.
Many of these 10T devices have sketchy security
features in most situations [51].

In this event, blockchain can be used by
decentralizing their administration to protect these
overall systems or devices. The method would allow
the system the opportunity to make safety decisions
on its own. By decentralizing such systems,
blockchain ensures that such attacks are more
difficult to execute (if even possible).

4.4. DNS & DDoS Security

Distributed Denial of Service (DDoS) is an attack if
a user is refused access to a destination resource or
service, such as a network resource, server, or
website. These attacks shut down resource networks
or slow them down.

On the other hand, a very centralized Domain Name
System (DNS) makes it a great target for hackers
who penetrate the connection between the IP address
and the website name. This attack makes a website
unavailable, inexpensive, and even redirected to
other scam websites.

Fortunately, blockchain can be used for the
decentralization of the DNS entries to reduce such
attacks. Blockchain would have replaced the
insecure single points abused by hackers with
decentralized solutions.

4.5. Storage of Decentralising Medium

The hacks and theft of business data are becoming a
significant cause of concern for organizations. Most
businesses do use the centralized storage method. A
hacker needs only one weak point to access the
entire data contained in these systems. Such an
assault leaves sensitive and confidential information
in the hands of a perpetrator, such as company
finances.

Blockchain can secure confidential data by ensuring
a decentralized data storage form. This mitigation
approach would make the penetration of data storage
systems harder and even difficult for hackers. Many



storage companies are evaluating ways that
blockchain can secure data from hackers. Apollo
Currency Team is a clear example of an enterprise
that is already using the blockchain framework (The
Apollo Data Cloud).

4.6. Data Transmission Protection

In the future, Blockchain can be used to avoid
unauthorized access to data during transit. Data
transmission can be ensured using the full
encryption function of the technology to prevent
malicious actors from getting access to it, whether
it's an entity or an organization. This approach
would lead to a general increase in the trust and
integrity of blockchain data. Malicious intent
hackers tap data in transit to either change or erase
its presence. This leaves a big difference in
unreliable channels of communication, such as
emails.

4.7. Reduce the protection of human beings due to
cyber-attacks

We have recently seen the deployment of unmanned
military vehicles and public transport due to ground-
breaking technical advances. Data transfers from
sensors to remote control databases are facilitated
via these automated vehicles and weapons via the
Internet. However, hackers were trying to disrupt
and gain access to networks, such as the Car Area
Network (CAN). When taped, these networks have
full control access to the hackers' critical automotive
functions. Such incidents will have a direct effect on
human protection. However, several adversities
would be prevented through data verification
performed on blockchain for any data which passes
through and into those systems.

4.8. Blockchain: The Future of Cloud Computing

Cloud computing based on Blockchain not only
decentralizes data storage. This technology is used
more than ever as part of data logistics platforms.
Many approved users can access the data at the same
time, communicating, interpreting, and modifying it
according to  their wishes. This type of cloud
computing solution enables workers to analyze and
manage knowledge virtually and safely [37].
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The use of blockchain also allows the virtualization
of contractual transactions and other exchanges,
resulting in a significant increase in consumption
across many industries.

Blockchain is going to take over cloud computing in
the future as Blockchain will certainly ensure
information security. The data stored in blockchain
are completely centralized since it is stored in
several nodes worldwide, rather than at just one
location. This addresses the problem of data security
in the event of a mistake in storing information.

The files uploaded on the blockchain are not
managed or accessible by any entity. Furthermore,
any party that holds the information has a key for
accessing the encrypted data.

And even though anyone can access your file, it is a
partial file that the person who can access it is
unhelpful. It is extremely likely that blockchain
technology will take over [38].

4.9. Attractive Blockchain business growth
opportunities

Blockchain's worldwide market size is estimated at
an astounding 67.3 percent annual growth rate of
Compound (CAGR) by 2020, from 3.0 billion US
dollars by 2020 to 39.7 billion US dollars by 2025.
The growing need to optimize business operations
and supply chain management applications with
Blockchain technology is driving the entire
Blockchain industry [29].

e It is projected that the global blockchain
market will hit USD 3.0 billion by 2020 and
that it will reach USD 39.7 trillion by 2025.
e The rising demand is due to the growing
number of wventure financing and
Blockchain technology investment and the
increased popularity of Blockchain
technologies in retail and supply chain

management.
Emerging market global expansion and
large-scale blockchain technology

deployment provide important market
opportunities.
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Figure 10: Attractive Blockchain business growth opportunities obtained from [30]



5. CONCLUSION

The key points addressed in this report are security
problems and privacy. In this report, the convenient
solutions available are also discussed. In addition, we
explored the comparative study of various consensus
algorithms for blockchain and suggested the best ones.
We may therefore conclude that the security
vulnerabilities must be minimized, and the blockchain
methods must be strengthened to boost the Cloud Storage
service. We have also discussed the growth rate of Cloud
Computing model wise and CAGR (Compound Annual
Growth Rate) of Cloud Computing and COVID-19
impact on annual growth of cloud computing till 2025,
and we have concluded that growth of Cloud Computing
will increase up to 14% till 2025. As blockchain is
decentralized technology and has many benefits, it is
possible that blockchain may take over cloud computing
in the future.
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