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Abstract

The medical field has benefited greatly from the technological revolution around our world, as
well as the introduction of artificial intelligence (Al) and the Internet of Things (1oT). loT aims to
make life easier and more convenient by bridging the various gaps in connecting various devices
that people employ. A wide range of applications and technologies, including wearable device
development, advanced care services, personalized care packages, and remote patient monitoring,
benefit healthcare professionals and patients. These technologies gave rise to new terms such as
the Internet of Medical Things (IoMT), the Internet of Health Things (IoHT), e-Health, and
telemedicine. With the advent of technology and the availability of various connected devices,
smart healthcare, which has grown in popularity in recent years, has been positively redefined.
Through the selection of literature reviews, we systematically investigate how the adoption (and
integration) of loT technologies in healthcare is changing the way traditional services and products
are delivered. This paper outlines (i) selected 10T technologies and paradigms related to health
care, as well as, (i) various implementation scenarios for loT-based models. It also discusses (iii)
the various advantages of these applications and finally, (iv) a summary of lessons learned and
recommendations for future applications.

Keywords: E-health; Internet of Things (loT); Internet of Health Things (IoHT); Internet of
Medical Things (IoMT); Telemedicine; Smart Healthcare

1. Introduction

With recent technological advances, various areas of life sciences, medicine, engineering, and
computer applications have grown rapidly over the last few decades. These advancements have
aided in the development of better, more efficient healthcare systems and facilities capable of
meeting the needs of people with disabilities. Healthcare systems are organizations or systems of
people and institutions dedicated to the prevention, maintenance, diagnosis, or recovery of physical
injuries, mental disorders, or mental well-being, particularly through trained and qualified
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professionals. The range of rural and urban facilities is broadening today, but there is still room
for improvement, particularly in the rural surroundings. Since the late 1990s, the Internet of Things
(10T) has been critical to revolutionizing the current understanding of the healthcare space, as well
as its efficiency in the development and improvement of healthcare services and applications used
to address a variety of challenges. Internet of Things (IoT) refers to physical devices that are
embedded with sensors, computing power, and other technologies that connect to and exchange
data with other devices via the internet and possibly other communication networks [1]. 0T can
be combined with rapidly emerging technologies such as deep learning techniques, blockchain,
5G, cloud computing, and data analytics to improve healthcare products and services. It has now
broadened global communication and interaction with our immediate surroundings. We see it used
in home appliances with connections around electronic devices [2], appliances, agriculture with
smart irrigation systems [3], healthcare [4, 5], business [6], environmental and waste management
[7], and other areas. We have seen enormous growth and progress, particularly in health care,
because in the past, all patients would have to visit hospitals when they had challenges, and this is
gradually being phased out with remote smart monitoring devices that still help physicians make
informed decisions, replacing traditional bedside devices. There has also been significant progress
in the implementation of robot assistance during complex surgical procedures, which helps with
cutting any body part with minimal impact and tends to help the patient recover quicker. This
revolution has also given birth to the concept of nanotechnology, which employs nanomaterials,
biological devices, and nanoelectronic biosensors to precisely deliver targeted treatments in the
human body [8]. Furthermore, data and intelligence collection have become much easier, as seen
in 2019 during the outbreak of the dangerous COVID19 virus. Doctors were able to closely
monitor patients and respond quickly. According to Statistica [9], the number of 10T devices is
forecast to increase between 2020 and 2030, from 9.7 billion to more than 29 billion. China is also
said to be using approximately 5 billion 10T consumer devices. Furthermore, more than 70% of
healthcare providers now use these devices for collecting data and curation, and the overall market
value is expected to exceed $ 534.3 billion [Figure 1]. At every level, 10T applications have
incredible scalability features, and many researchers are investigating improvements in current
systems and power management for many of these devices [10]. Therefore, the main goals and
contributions of this research work can be seen in the identification of telemedicine and e-health
loT applications.
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Figure 1: 10T in Healthcare 2015-2030

This research work is divided as follows: Section 2 reviews the study's literature, Section 3
provides a detailed description of the role and applications of 10T in health care, Section 4
discusses different implementation methodologies, and Section 5 breaks down the various
challenges. Section 6 summarizes the findings.

2. Literature Review

This section identifies and describes telemedicine and e-health 10T applications. We chose a
methodical approach to literature research that adhered to the methodology. The keywords chosen
for this article's purpose and scope are "e-health,” "telemedicine,” "Internet of Things,” "loT,"
"smart healthcare,” "loT methods,” and "big data." According to best practices, research journal
databases such as Scopus, Web of Science, Research Gate, and IEEE Explore were chosen to avoid
publisher bias.

Guadao Zhang et al. [11] carried out a systematic review of numerous loT-based healthcare
management solutions and the various implementations used by various researchers. The work
was classified into different categories that addressed how patient information and data are
collected, shared, and stored, as well as other security frameworks. Hamidreza et al. [12] examined
various Deep Learning (DL) applications with 10T integration and characterized their work as
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analyzing medical diagnosis and differentiation applications, personally tailored and home-based
applications, disease prediction algorithms, and human psychology recognition. Security is a
widely discussed issue in 10T, and Ismail [13] examines various security challenges as well as
major privacy issues such as cyberattacks, data confidentiality, and location privacy, amongst
many others. The author also discusses various threat types, their severity, and how Al can be
implemented in ways that protect users' data while maintaining confidentiality. Further on data
privacy and the benefits of blockchain technology, Noshina et al. [14] integrate blockchain
technology's potential as a promising security precaution against various cyber threats and attacks.
The authors discuss a variety of blockchain-based security mechanisms, emphasize potential
challenges it posesin the healthcare system, and provide an analysis of various
recommended blockchain-based security solutions. Fatima et al. [15] present an exploratory study
on the impact of 10T devices in E-Health, with a particular focus on the recent pandemic COVID-
19 and its variants. The authors illustrate the impact of using 10T devices such as the H2
tensiometer, medical refrigerators for storing medications, an adult home monitoring system, and
records for managing all personnel to mitigate COVID-19 and its variants transmissions.

3. Role of 10T in Healthcare system

loT in healthcare is based on the collection and storage of patient data, and there is a growing
global trend in healthcare that is prophylactic, predictive, and personalized, with the need for
digitization in the field underlying these trends. The Internet of Medical Things (IloMT) is a recent
concept that is increasingly being used to describe the connectivity of medical advanced
technologies. These products are used for data analysis, data transmissions such as medical
images, and physiological and living organism signatures. The loMT industry is broadly classified
into the following categories:

3.1 E-Health

The World Health Organization (WHO) defines eHealth as the provision of medical care
using cutting-edge electronic information and communication technology. Text messages,
Emails, websites, and mobile applications are used by healthcare providers and patients to
communicate and dialogue [16]. These services include but are not limited to, telemedicine,
cardiological monitoring, electronic prescription medication or health record keeping,
remote counseling, and physical and psychological diagnosis and treatment. This method
of providing healthcare, which places highly qualified medical professionals in a
centralized location, is becoming more popular in geographically large regions where
access to healthcare is severely constrained or nonexistent. Some of its popular solutions
include Telehealth, wearable technology, eHealth records, hospital information systems,
and mobile applications created specifically for health-related needs, such as patient
monitoring and maintenance. eHealth facilitators and executives are trying to maximize
0T equipment and technologies such as Wireless Body Sensor Network (WBSN), smart
clothing, motion detector sensors that transmit data via GSM or Zigbee protocol, GPS
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4.

Smartsoles, and perhaps even low-throughput secure connections including Near Field
Communication (NFC).

3.2 Telemedicine

In Greek, "tele” means "distance,” and in Latin, "mederi” means "healing.” The
combination of both terms results in "Telemedicine,” and it is defined as the use of
information and communication technology to provide medical services for the diagnostic
test, treatment, prevention, research, and assessment of ailments, as well as the exchange
of useful information for the training of healthcare providers. Telemedicine has many
applications, including patient care, professional training, research, government, and
environmental health [17]. Since the early 2000s, telemedicine has rapidly expanded,
utilizing technologies like enhanced internet access, connectivity, and video transmission,
particularly mobile phones and Voice over Internet Protocols, for the remote monitoring
of chronic patients (VolP system wherein the authors develop a rural-specific telemedicine
model that serves as an interface between clinicians and patients, having provided all of
the system's built-in technology and functioning both online and offline.

3.3 E-Health Equipment Management System

In hospitals or clinics, the E-health equipment management system effectively takes
information about medical staff and patients. The effective use of information systems
promotes management performance within the context of human, physical, structural,
organizational, and environmental factors. These systems are designed to assist hospitals
in developing, monitoring, and managing devices to facilitate safe, effective, and cost-
effective use and maintenance of their devices. All healthcare providers must manage their
resources, keep their spending under control, and guarantee the quality of their health care
[18].

Various Implemented 10T based methods

With the integration of numerous technological solutions like Al and blockchain, the healthcare
industry is one of the world's fastest adopters of l0T. The use of various IoMT devices enhances
the effectiveness and quality of the various medical services provided. This section summarizes
the various loT solutions implemented in the various studies analyzed in Table 1.

Table 1. loT-based solutions in Healthcare systems

Reference Proposed Solution Findings

[19] The authors show the benefits | Their proposed method demonstrates that this

of incorporating both cloud and | model will have several benefits, including
fog computing into loT | faster treatment delivery, sustained data backup,
architectures, resulting in faster | shorter wait times, and well-organized
healthcare services. The limitations stem from a
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data collection, analysis, and
evaluation.

lack of appropriate interoperability techniques in
real-world settings, particularly in larger
hospitals.

[20]

Description of an loT-enabled
autonomous smart  hospital
management  system  that
includes data mapping and
event-driven workflow
definition.

This model enables proper management of
patient records, doctor appointments, lab
management, and operational care, among other
things. Because power management may not be
feasible for an extended period, the limitations
emanate from having to manually replace the
batteries.

[21]

The COVID-19 pandemic had
also caused a shortage of
medical equipment, such as
ICU beds, ventilators, and
defibrillators. The authors have
implemented a management
system on an existing Total
Hospital Information Systems
to address this issue.

This model comprises hardware, software,
communication layer, data analysis, and humans
which improves medical services, management
of quality of information, and necessary data
required by medical personnel while scaling up
Intensive Care Unit (ICU) performance.

[22]

Implementation of the SADL
model for management of
patient records.

Based on the Fast Healthcare Interoperability
Resources (FHIR) format, the authors proposed
a scalable and accurate deep learning (SADL)
model with electronic patient health records. The
SADL model's deep learning method using
FHIR representation can predict multiple
medical events from multiple centers without
harmonizing site-specific data. Furthermore, the
proposed method was validated using
unconfirmed electronic health record (EHR)
data from two academic medical centers in the
United States, with 216,221 adult patients
hospitalized for at least 24 hours, improving
prediction accuracy.

[23]

A novel machine-learning-
based security model capable of
assessing the overall condition
of a smart healthcare system

This model monitors and correlates the vital
signs of various connected devices in a smart
healthcare system to understand changes in the
patient's physical function and distinguish
between benign and malicious activities. It
works by detecting malicious behavior in the
system using four different machine learning-
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based detection approaches (artificial neural
networks, decision trees, random forests, and k-
nearest neighbors).

5. Challenges

The healthcare sector is seeing extraordinary technological developments as well as their
application in attempting to solve health-related issues in recent years. IoHT has transmogrified
the healthcare industry through the use of embedded sensors, cloud services, and
telecommunication. This, however, like other technologies, still faces specific challenges and
opportunities for future research.

5.1  Security and Privacy

When designing security and privacy architectures for networks, security and privacy
services that use loT-cloud-based e-Health platforms must be fully aware of all inherent
risks and threats. All vulnerabilities and threat vectors must be taken into account for each
system layer, and security and privacy concerns must be recognized and addressed
proactively. Many doctors and healthcare professionals prefer to maintain patient records
on computer systems or local systems that are not networked due to security and privacy
concerns. Infrastructure development is necessary for medical record exchange so that
doctors can do so while protecting patient data security [25].

5.2  Power Consumption

To permit the long-term acquisition of bio-signals outside of a hospital environment,
Wireless Body Sensor Nodes (WBSNs) have become a practical/portable alternative.
Patients' real-time loT-based health is regularly monitored via WBSN outside of a hospital
setting. These WBSNSs use wireless transmitters and bio-sensors to collect signals from a
patient's body and communicate them in real-time to a server in a private or public cloud.
These WBSNs contain hardware for signal processing before signals are sent to the cloud.
All of these operations taking place simultaneously in energy-constrained WBSNSs result
in significant power consumption, which reduces their operating lifetime [26].

The development of a low-power loT-based e-health surveillance hardware prototype has
been made possible by optimizing the various design parameters by introducing the right
amount of approximations. This requires the development of a methodology to perform the
best trade-off between the quality of the signal, the consumption of energy, and the usage
of bandwidth.

International Journal of Smart Sensorsand Ad Hoc Networks (1JSSAN), I SSN No. 22489738, Vol.3, I SSUE.3
79



6.

5.3  Scalability

In the field of e-health, there are many different implements available, including mobile
devices and data collection applications. Combining these factors in one system may
modestly reduce health inequities and enable significant improvements in healthcare
quality. The Internet of Medical Things (IoMT) has recently been the foundation for
several smart healthcare systems that collect and analyze data on infectious diseases such
as body fever, the flu, COVID-19, difficulty breathing, etc. with the lowest possible
operating costs. However, storing health information on a secure cloud and improving the
energy efficiency of the illness diagnosis system are the two most significant research
hurdles in such applications. Additionally, a large number of cybercriminals have been
actively trying to hack medical equipment through data loss and the creation of phony
certificates as a result of the loMT technology's explosive growth. There is therefore a lot
of research interest in the growth of contemporary technologies for loMT-based healthcare
applications that secure health data and provide trusted communication to protect against
attackers [27]. Recent advancement in smart e-health includes the development of an
energy-efficient 10T e-health system that integrates the medical cloud with artificial
intelligence and homomorphic secret sharing seeks to improve the maintainability of illness
diagnosis systems and enable trustworthy communication.

5.4 Standardization

The process of standardization involves creating compatible technologies and enforcing
requirements for certain standards and characteristics to guarantee compatibility,
interoperability, and safety. The application of 10T services benefits the healthcare system
greatly, including providing solutions for standardization to the various healthcare
standards available. The goal of standardization is to achieve results though not
compromising laws, standards, or patient lives in a given environment. It is difficult to
enforce uniformity because the healthcare system is constantly changing, making it
difficult to meet the various constraints. 10T, on the other hand, helps in bridging the gaps
by providing a fundamental interoperability platform for diversified application scenarios,
as well as technical specifications that outline a basic fundamental structure, security,
bridging, and other requirements that enable devices to communicate with one another [28-
29].

Conclusion and Future Scope

In recent decades, astounding technological advancements have been made, and they have been
used to address health-related issues in the healthcare sector. Medical solutions are now available
at the click of a finger on our smartphones, tablets, and computers. Through the use of intelligent
sensors, cloud technology, and communication technologies, the Internet of Things (IoT) has
completely revolutionized the medical industry. This research aimed to prioritize 0T applications
in medical services, eHealth, and telemedicine. This study delves into some 10T applications in
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healthcare to gain a better understanding of the industry. We highlight some of its applications in
medical diagnostics and differentiation, home and personal health applications, and disease
prediction applications. The Internet of Things, like any other technology, presents unique
challenges and opportunities for future research. Overall, the findings of this study should be useful
to medical practitioners, students, and researchers involved in healthcare 10T.
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