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Chapter

Low-Power CMOS/FinFETs Circuit
Using Adiabatic Switching
Principle
Cancio Monteiro

Abstract

Power consumption has become a very serious concern with regard to the rapid
technology of Internet of Things (IoT) devices. The IoT devices, such as sensor nodes,
secure cryptographic devices, and medical implantable devices are general embedded
systems that require low power and operate at low-frequency speed. Countless efforts
have been done to reduce power consumption in complementary metal oxide semi-
conductors (CMOS) through supply voltage downscaling, reducing unnecessary clock
activity, avoiding long path circuit topology, etc. Another circuit technique for low-
power purpose is by employing adiabatic switching principle. The adiabatic switching
is commonly used in minimizing energy loss during charging/discharging period at all
nodes of the circuit. In this paper, a low-power adiabatic CMOS/FinFETs circuit for
low-power secure logic application is presented. The circuit speed, power consump-
tion, and other evaluation metrics indicating the circuit performances will be com-
pared among the proposed circuits and other circuit topologies that are available in the
literature.

Keywords: CMOS, adiabatic, low-power, FinFETs, dual-rail, PUF, secure logic, LSI
multiplier

1. Introduction

In recent years, the emerging Internet of Things (IoT) technology has introduced
challenges and opportunities for engineering-related fields. It is estimated that the
number of active IoT devices will surpass 25.4 billion in 2030 [1], including wired and
wireless sensor networks. Most researchers consider the security profile (authenticity,
integrity, and confidentiality) [2–8] and power-saving crypto-devices [9, 10] as chal-
lenging efforts in IoT network design for resilient and sustainable infrastructure of
Industry 4.0 [11]. With the rapid growth of portable and standalone IoT devices, the
energy availability has to be well-managed to assure the sustainability of IoT connec-
tivity. These IoT devices can be supplied either by utilizing abundant ambient energy
sources [12] or by powering with rechargeable battery technology. In this context, the
electronic circuit design technique that is able to consume low power has to be
addressed. To contribute to the secure communication among IoT devices, the circuit
designers are again demanded to produce secure cryptographic devices to withstand
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side-channel-analysis (SCA) attract techniques [13–16]. In tackling both the low-
power and high-security demand, numerous efforts have been done at the circuit
design level by employing the adiabatic switching principle [17]; such as secure
adiabatic logic (SAL) [18], symmetric adiabatic logic (SyAL) [19], 2N-2N2P [20, 21],
charge-sharing symmetric adiabatic logic (CSSAL) [22], 2-phase symmetric pass gate
adiabatic logic (2-SPGAL) [23], and the secure quasi-adiabatic logic (SQAL) [24].
Moreover, to confirm the authenticity of any crypto-device, a physically unclonable
function (PUF) circuit is utilized to verify the chip authenticity and for secure key
generation [25, 26]. Definition of a PUF in [27] states that a PUF is a hardware security
fundamental that translates an input challenge into an output response through a
physical system in a manner that is specific to the exact hardware instance (unique)
and cannot be replicated (unclonable). The PUF related SRAM-based circuit design in
adiabatic operation was first reported in Quasi-Adiabatic Logic PUF (QUAL-PUF)
[28]. Accordingly, the author of this paper then proposed the CMOS-based two-phase
clocking adiabatic PUF (TPCA-PUF) [29], and the PUF circuit stability is further
investigated under various temperature and process variations using FinFETS
technology [30].

In this paper, the author further describes the adiabatic circuit design technique
for low-power application, using single-rail and dual-rail circuit topologies. The pro-
posed circuits’ operation, the evaluation metrics utilized for secure logic verification,
the frequency spectrum of the proposed circuits, and the LSI circuit design using
proposed circuits in comparison with previous works to validate the effectiveness and
the performances of the proposed works are presented.

The rest of this paper is structured as follows: Section 2 describes the fundamental
low-power circuit design, which briefly describes the adiabatic switching principles in
comparison with the conventional CMOS logic circuit. Section 3 presents the proposed
CMOS logic circuit topologies in detail. Section 4 describes the proposed LSI circuits,
their respective simulation conditions, and the security evaluation metrics. Simulation
results and technical discussion of the proposed works in comparison with the
convention-related circuits are discussed in section 5. Finally, Section 6 concludes the
research findings of this work.

2. Low-power circuit design technique

To ensure the long battery life for battery-powered embedded cryptographic
devices, the CMOS power consumption needs to be highly considered. There have
been several circuit design techniques reported to reduce dynamic power consump-
tion, such as reducing supply voltage to near and subthreshold regions, reducing
circuit switching activities, and avoiding long critical paths to diminish unnecessary
glitch current, etc. From the circuit supply voltage point of view, adiabatic logic
principle is a promising technique that can guarantee the efficiency of power usage.
Therefore, in the following subsections, the author describes power consumption
comparison among conventional and adiabatic CMOS logic styles.

2.1 Power consumption of CMOS circuit

Total power in a CMOS circuit comes from dynamic power, short-circuit power,
and static (or leakage) power, as indicated in Figure 1. The dynamic power con-
sumption occurs when the output node's capacitor CL is switched (charging period).
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The short-circuit power happens when both PMOS (PM) and NMOS (NM) tran-
sistors operate simultaneously during a short period of time of different input
signal transitions (such as In(t) signal changes from 0 ➔ 1 and 1 ➔ 0). The other
contributing power is the static power, which is consumed at either PM or NM
transistor that operate in the cutoff region (or any electronic device is in standby
mode).

PTotal ¼ PDynamic þ PSC þ PStatic (1)

2.1.1 Dynamic power

Dynamic power consumption commonly depends on the switching frequency f,
amplitude of power supply Vdd, and the load capacitance CL of the output node. The
operation of CMOS inverter logic in Figure 1 is that when the state of input signal In
(t) changes from 1 ➔ 0, the PM transistor is switched ON, and the current supply
from Vdd is flowing down to charge the output node of CL from initial condition of Vy
(0_) = 0 ➔ Vy=Vdd. The internal equivalent RC model during this operation is called a
pull-up network (PUN), as shown in Figure 2a. On the other hand, when the state of
input signal In(t) charges from 0 ➔ 1, the NM transistor is switched ON and the
output node of Vy is discharged from initial condition of Vy(0_) = Vdd ➔ Vy=0 level
(grounded). The internal equivalent RC model during this operation is called a
pull-down network (PDN), as shown in Figure 2b.

From Figure 2, the total power dissipation can be calculated using each network
system. By considering the MOS resistance value of 1/gmn = 1/gmp = R, CL = C, we can
calculate the current source that flows into the circuit, as shown in Eq. (2):

ip tð Þ ¼ i tð Þ ¼
Vdd

R
e
�1
RCτ (2)

The power consumption is calculated as:

Figure 1.
Total power-on CMOS inverter: Dynamic Power, short-circuit power, and the leakage power.
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p tð Þ ¼ i tð ÞVR tð Þ ¼ i tð Þ2R ¼
Vdd

2

R
e�2 1

RCτ (3)

Hence, the energy dissipated over the period of t=0 to t=τ is calculated as follows:

Echarge ¼

ðτ

0
p tð Þdt ¼

ðτ

0

Vdd
2

R
e�2 1

RCτdt ¼ C
Vdd

2

2
e�2 1

RCτ þ 1
� �

, (4)

If, τ >> RC, then the energy charged in output load capacitance is:

Echarge ¼
1

2
CVdd

2 (5)

From Eq. (5), half of the energy is dissipated as heat by the resistance 1/gmp in
Figure 2a; therefore, the total energy dissipated from power supply during PUN
operation is Etotal = CVdd

2. Then, the average dynamic power Pdynamic=Etotal/T,which is
consumed during a certain period of time T can be formulated as

Pdynamic ¼ αfCVdd
2, (6)

where, the f denotes the clock frequency, and α is the switching activity factor,
which corresponds to the average number of 0 ➔ 1 transitions that occur at the output
cell in each clock cycle.

2.1.2 Short-circuit power

Short circuit power (PSC) usually occurs because there is no zero second exist
during different data transitions in CMOS logic circuit. The detailed discussion of
short-circuit power was reported in [31], with an expression shown in Eq. (7);

PSC ¼
1

12
βτf Vdd � 2VTð Þ3 (7)

Figure 2.
(a) A CMOS pull-up network (PUN) RC equivalent model for charging phase, (b) A CMOS pull-down network
(PDN) RC equivalent model for discharging phase.
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where β is a gain factor of a MOS transistor, τ represents the rise and fall time, f
denotes a clock frequency, and the VT is the MOS transistor threshold voltage.

2.1.3 Static power

Static power consumption is power loss when the transistor is not in the process of
switching (cut-off state). It occurs when a small leakage current (Ileak) is flowing
through the MOS transistor that is turned off. Static power is increasing significantly
proportional to the shrinking of CMOS process technology.

There are several components that trigger the occurrence of leakage power [32, 33]
as shown in Figure 3; such as (1) Reverse bias diode leakage current (Irbdl), which
occurs due to the reverse bias current of p-n junction between diffusion region of the
transistor and substrate; (2) Gate oxide tunneling current (Iox) is the leak current that
flows from oxide insulation to substrate; (3) Gate induced drain leakage (GIDL) is
another leakage current that increases exponentially due to the reduced gate oxide
thickness; and (4) Subthreshold leakage current (Isub). Thereby, the total summation
of all leakage current Ileak components aforementioned can be formulated as:

Pleak ¼ IleakVdd (8)

2.2 Adiabatic switching principle

The adiabatic switching technique enables the logic circuit to reuse energy stored
in output load capacitance during the recovery phase, known as energy recycling [17].
For better understanding of the adiabatic switching principle, the author uses the
same RC model circuit with a different power supply as depicted in Figure 4.
Figure 4a represents conventional logic with constant step Vdd voltage, whereas
Figure 4b explains the concept of adiabatic switching with ramped step voltage,
which is defined by the length of time.

Figure 3.
Components of leakage power in CMOS [34].
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Applying Kirchhoff Voltage Law (KVL) for the circuit in Figure 1a and b, the
equation for charging network of the conventional CMOS is expressed in Eq. (9)

Ri tð Þ þ
1

C

ðT

0
i tð Þdtþ v 0�ð Þ ¼ Vdd (9)

and the charging network for adiabatic switching is similarly expressed in Eq. (10)

Ri tð Þ þ
1

C

ðT

0
i tð Þdtþ v 0�ð Þ ¼

Vdd

τ
tð Þ (10)

where τ is the rising time of ramp voltage Vdd. Applying the Laplace transform
and inverse Laplace transform, we obtain the charging current as expressed in
equations (11, 12) for CMOS logic and adiabatic logic, respectively:

Figure 4.
Equivalent RC model of CMOS logic versus adiabatic logic; (a) CMOS logic with step voltage and (b) Adiabatic
logic with ramped step voltage. (c) The peak supply current of the adiabatic logic is significantly lower than that of
the conventional CMOS logic under the same simulation parameters and conditions.

6

Field-Effect Transistor



i tð Þ ¼
Vdd

R
e�

1
RCt (11)

i tð Þ ¼
VddC

τ
1� e�

1
RCt

� �

(12)

The peak current difference of (Eqs. 11, 12) shows a large area and sudden flow of
the current of the conventional CMOS, and gradual increase of supply current peak of
the adiabatic switching in accordance with slow rising τ, which can be observed in
Figure 1c.

Further analysis from an energy consumption perspective, the dissipated energy
over the period t = 0 to t = τ is expressed as in Eq. (13)

Ediss ¼

ðτ

0
Ri2 tð Þdtþ E 0�ð Þ (13)

Substituting current i(t) in Eqs. (11, 12) into Eq. (13), we have energy stored in
capacitance for each conventional CMOS and adiabatic switching as expressed in
Eqs. (14, 15), respectively.

ECMOS ¼
1

2
CV2

dd (14)

EAdiabatic ¼
RC

τ
CV2

dd (15)

Eq. (15) obviously shows that by increasing the time of τ, the energy dissipation of
adiabatic logic is significantly lower compared to the one of the conventional CMOS
logics in Eq. (14).

3. CMOS logic circuit topology

The logic circuit available in the literature has two kinds of circuit topologies; the
single-rail (SR) logic circuit composes of static CMOS (scCMOS: see Figure 1) and
dynamic CMOS logics [35], and the dual-rail CMOS logic (DR-CMOS or differential
logic) [20, 36], as depicted in Figures 5a and b. Regarding these circuits, uncountable
research have been done from the viewpoint of low-power dissipation [20, 36–41],
high speed, and further application into the secure cryptographic hardware design
[18–24, 42, 43]. From the logic’s security perspective, balancing supply current flows
into the circuit is the main constraint, since the side-channel cryptanalysis targeting
for the different peak current/power traces when crypto devices execute encryption
and decryption processes [14]. Hence, Figure 5 describes the supply current traces at
different input data transitions for conventional static CMOS, dual-rail CMOS
circuits (refers to Figure 5a and b, respectively), and our previously proposed
charge-sharing symmetric adiabatic logic (CSSAL [22]). Effective side-channel
analysis countermeasure is how the circuit is able to mask different input transitions
with the same supply peak current despite any input�output data flipping. This can
be solved by the charge-sharing technique of the proposed CSSAL circuit. In addition,
the CSSAL adopted the adiabatic switching principle, which lower peak current com-
pared with the conventional CMOS logic technique in scCMOS and DR-CMOS in
Figure 5.
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4. Proposed LSI circuit

The author of this paper has proposed three different circuit applications based on
SR and DR CMOS circuit topologies for low-power and high-security profile, such as
CSSAL [22], the source biased semi-adiabatic logic (SBSAL) [41], and the two-phase
clocking adiabatic physical unclonable function (TPCA-PUF) [29]. In these following
sub-sections, the author will present the fundamental circuit topology of each and
their respective LSI block diagram.

4.1 The CSSAL circuit

The fundamental inverter logic style of the CSSAL circuit is shown in Figure 5c.
The CSSAL is designed using DR circuit topology with four phases of adiabatic
switching operations (charge-sharing, evaluation, hold, and recovery phases) [22], in
which, the same internal equivalent RC model of each phase occurs for all possible
different input data transitions, which yielding the same peak current as depicted in
the right side of Figure 5c. It is obviously shown in Figure 5 that the CSSAL performs
balanced low peak current in comparison with the other logic circuits along the four

Figure 5.
Logic circuit topology and each of its supply current traces.
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different input transitions. This type of supply current trace is difficult to predict the
position of its true input data, hence it is secure and applicable for cryptographic LSI
design (Figure 6). To validate the security merit of the proposed CSSAL, the bit
parallel cellular multiplier over finite field GF(24) has been designed and implemented
using the 0.18 um CMOS process technology. Input-output signals of the bit parallel
cellular multiplier over GF (24) are depicted in Figure 7.

4.2 The SBSAL circuit

The proposed SBASL circuit is a type of SR static CMOS logic family in adiabatic
switching operation with sinusoidal power clock supply, as depicted in Figure 8d. The
SBSAL circuit is basically operated in charging and discharging periods, in which the
equivalent RC model of PUN and PDN are depicted in Figure 9a and b. This figure
illustrates the output voltages, the instantaneous power, and the energy dissipated
during charging and discharging phases. The total energy loss in SBSAL logic circuit is
formulated in Eq. (16) as follows:

ESBSAL ¼
RC

τ
CVPC

2 þ
1

2
CVbias

2 þ
RC

τ
C Vout � Vbiasð Þ2 (16)

This Eq. (16)means the energy stored in the load capacitanceCL is recycled toVbias

power supply. Although there is nonadiabatic energy loss of 12CVbias
2 in Eq. (8), theVbias is

set to 0.23 V, which has very low contribution to the total energy loss in the circuit. The
SBSAL circuit PDNnetwork is connected to 0.23Volt bias voltage instead of connecting to
ground or another sinusoidal supply voltage. This connection techniquewill only require
one circuit to produceVpc power supply. This means that the proposed SBSAL has low
complexity if compared to the other adiabatic logic family shown in Figure 8b and c.

To validate the effectiveness of the proposed logic as a low-power SBSAL circuit, we
implemented a 4x4-bit array SBSAL LSImultiplier as depicted in Figure 10. It is verified
that the SBSALmultiplier logic function is well operated as shown in Figure 11.

Figure 6.
The circuit block diagram of the bit parallel cellular multiplier over GF (24).

9

Low-Power CMOS/FinFETs Circuit Using Adiabatic Switching Principle
DOI: http://dx.doi.org/10.5772/intechopen.107151



4.3 The TCPA-PUF circuit

The proposed adiabatic FinFETs based PUF circuit topology is depicted in
Figures 12 and 13a. It was designed with cross-coupled latch circuit based on SRAM
circuit topology. The challenge signal of the proposed PUF circuit is controlled by the
static CMOS inverter aimed to conduct charging and discharging of the PUF cell semi-
adiabatically using a trapezoidal power clock signal of Vpc. Notable improvement
from QUAL-PUF circuit topology, the TCPA-PUF controls the current flow from
output nodes to slowly flow to the ground through N4 transistor by controlling its
operation speed with a ramped Vpc- signal. Notably, in the proposed adiabatic PUF
circuit, the author applies two phases of power clock signals Vpc and Vpc-, as depicted
in Figure 14b. The circuit operation of the TCPA-PUF cell is shown in Figure 15.
Detailed TCPA-PUF circuit operation in an adiabatic mode for CMOS-based design
has been clearly explained in [29], and the FinFETs-based TCPA-PUF design can be
accessed in [30].

To verify the effectiveness and the stability of the proposed SRAM based TCPA-
PUF, the author designs a 4-bit cascaded adiabatic PUF as depicted in Figure 14. Each
local PUF is supplied with four different power clocks with a phase difference of 90 ̊.

Figure 7.
Input-Output signals of the CSSAL bit parallel cellular multiplier over GF (24).
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Figure 8.
Inverter logic investigated; a) Conventional CMOS logic, b) Adiabatic 2PASCL logic [39], c) Adiabatic 2PC2AL
logic [40], and d) Proposed SBSAL [41].

Figure 9.
Proposed SBSAL logic operation; a) Discharging period and b) Charging Period.
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Figure 10.
Circuit diagram of a 4x4-bit array LSI multiplier.

Figure 11.
Input-output signals of SBSAL multiplier at 25 MHz.

12

Field-Effect Transistor



Figure 12.
SRAM-based FinFET PUF circuit; (a) QUAL-PUF circuit, (b) TCPA-PUF circuit.

Figure 13.
Input and output signals of the proposed CMOS TCPA-PUF cell with nominal 1.8 V of Vdd voltage.
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Moreover, each challenge bit signal has ¼ delay time of one power clock cycle. This
delay time allows the challenge bits to flip the response signals right at the middle
point of the idle/wait phase of the Vpc signals, and the challenge bits are perfectly
flipped adiabatically.

Monte-Carlo simulation results of the 4-bit TPCA-PUF and QUAL-PUF challenge-
response signals are depicted in Figure 16, where 100 times repetitions of the same
4-bit LSI PUF circuit are simulated. This result is performed with reference tempera-
ture of T = 27°C and CL = 10 fF, fCb = 10 MHz, and fVpc = 100 MHz with �10% of Vth
variation. Simulation results of response signals (Rb1–Rb4) with a given challenge bit
(Rb) performed correct and stable operations for both PUF circuit topologies.

Figure 14.
Proposed 4-bit CMOS/FinFET TPCA-PUF architecture.

Figure 15.
Monte-Carlo simulation result of proposed 4-bit FinFET based TPCA-PUF LSI circuit with nominal 1 V of Vdd
voltage.
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5. Simulation results and discussion

The simulation results presented in this section are all obtained from LTSpice
simulation of both CMOS and FinFETs technologies, while the simulation conditions
are described in Table 1.

The technical discussion in this paper will only focus on energy dissipation, which
reflects the title of low-power of this paper. Energy dissipated by each LSI circuits is
obtained from the following Eq. (17) formula:

ESBSAL ¼

ðT

0
Vpc tð ÞIpc tð Þ þ VbiasIbias tð Þ
� �

dt, (17)

and energy dissipation for both CSSAL and TCPA-PUF are formulated in Eq. (18):

Ediss: ¼

ðT

0
Σ Vpcs:Ipcsð Þdt: (18)

Figure 16.
Energy dissipation of the LSI multiplier circuits; (a) bit parallel cellular multiplier over GF (24) with secure
CSSAL circuit (refer to Figure 6), (b) 4x4-bit array multiplier (refer to Figure 10 with SBSAL circuit).

CSSAL and SBASL

TCPA-PUF circuits

• Vpc Max.: 1.8 V with fVpc: 125 KHz–50 MHz (CSSAL Multiplier GF (24) LSI)

• Vpc Max.: 1.8 V with fVpc: 10 KHz–100 MHz (SBSAL 4x4-bit Multiplier LSI)

• Vpc: swing from 0.9–1.8 V for CMOS trapezoidal clock (FinFETs: 0.5–1 V), fVpc

= 100 MHz

• Vpc-: swing from 0–0.9 V for CMOS trapezoidal power clock (FinFETs: 0–0.5

V), fVpc- = 100 MHz

• Cb voltage: 1.8 V CMOS pulse signal (FinFETs: 1 V), fCb = 10 MHz

Transistor parameter

and ratio

• CMOS Parameter: 0.18 μm ROHM standard CMOS process with ratio W/L= 0.6

μm/ 0.18 μm for all NMOS and PMOS Transistors

• FinFET Parameter: 45 nm with bulk, the ratio W/L = 60 nm/45 nm for all

PMOS and NMOS Transistor

Table 1.
Simulation conditions.
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1.In CSSAL design process, the author has employed several techniques, such as
(1) adopting the adiabatic switching principle for energy recycling to achieve low
power consumption and low peak current, (2) dual-rail logic circuit topology is
utilized to establish uniform transitional supply peak current, and (3) symmetric
pull-down network transistors with internal node charges are shared and
discharged to ground simultaneously, which construct a constant internal
equivalent RC model for all input condition to reduce current-to-data
dependency. The evaluation metric in our proposed CSSAL circuit has two
targets: the secure logic and low power. For secure logic verification, we evaluate
the logic ability to balance current traces by calculating the normalized standard
deviation as in following Eq. (19):

NSD ¼ σE=Ē, (19)

where the Ē is the average of energy dissipation of every respective input

transition, and the standard deviation of σE =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

PEn
i¼E1 Ei� �Eð Þ

2
=n

q

. The ideal

value of NSD has to be 0%. The post-layout comparison of secure logic circuits
in this paper is as labeled in Figure 16a, such as TDPL, SyAL, CSSAL, and the
2N-2N2P. The NSD result calculated at 1.25 MHz has shown that the CSSAL has
3.49%, SyAL: 4.69%, 2N-2N2P: 49.08%, and TDPL has 58.71%. Moreover, the
energy dissipation per cycle of post-layout simulation is shown in Figure 16a, in
which the proposed CSSAL consumes low energy at lower frequencies (1.25
MHz and below). Therefore, the proposed CSSAL cellular multiplier is suitable
for low-power and high-security devices at 1.25 MHz and/or below this speed.

2.The energy of SBSAL is checked and compared with other adiabatic static logic
families including conventional static CMOS logic as depicted in Figure 16b. It is
obviously shown in this figure, the proposed SBSAL multiplier has reduced energy
about 94% from conventional CMOS circuit, 84% from the 2PASCL circuit, and
58% from the 2PCAL circuit at 1�MHz operating frequency, and always consumes
lower energy along the frequency band investigated in this work.

3.The proposed TCPA-PUF circuit stability has been verified in the 180 nm CMOS
process and in 45 nm bulked FinFETS technology, where the proposed circuit has
performed its superiority in terms of evaluation metrics (Uniqueness and
Reliability) and low-power consumption than that of the QUAL-PUF one. The
Uniqueness is used to determine the ability of a PUF to uniquely distinguish a
chip among the other chips [28], as formulated in the following Eq. (20):

Uniquness U %ð Þð Þ ¼
2

k k� 1ð Þ

X

k�1

i¼1

X

k

j¼iþ1

HD Ri, Rj

� �

n
� 100: (20)

The Reliability measures how reproducibly the challenge-response pairs of a PUF
instance with the varying environmental conditions such as temperature and CMOS
process variations as shown in Eq. (21):

Reliability R %ð Þð Þ ¼ 100�
1

k

X

k

i¼1

HD Ri,Ri,j

� �

n
(21)
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The ideal values of uniqueness and reliability are 50% and 100%, respectively. The
TCPA-PUF evaluation results have always been close to the ideal values.

It has been revealed that the FinFET device has several advantages, such as higher
on-state current, lower off-state current (lower leakage current), faster-switching
speed [44], and its double gates enabling three possible connection modes (shorted
gate-SG, independent gate-IG, and low-power-LP) for low power and high-speed
applications. In this work, the author has thoroughly investigated the proposed TPCA-
PUF cell using bulked FinFET with a 45 nm process for all SG, IG, and LP modes. As a
result, the author has revealed that SG mode is suitable for the proposed TPCA-PUF
circuit topology. The gate connection type of LP and IG modes leads to higher energy
and produces wrong response bits for larger cascaded bit-length (4-bit in this work).
Therefore, the whole works of 4-bit LSI design and simulation, including the data
presented in this paper are performed by utilizing the SG mode connection type. The
TPCA-PUF cell was implemented using SRAM-based circuit topology, hence this
study is claimed to be the first work in the literature that employs FinFETs-based
SRAM type PUF. Numerical data in Table 2 compare the QUAL-PUF and proposed
TPCA-PUF for both CMOS and FinFETs process technologies. Overall data in Table 2
have shown that the proposed TPCA-PUF consumes lower energy/bit/cycle and
start-up power, which is suitable for low-power IoT application.

6. Conclusion

This paper has presented a comparative study on energy dissipation and secure
evaluation metrics of the proposed CSSAL, SBSAL, and QUAL-PUF with other con-
ventional related circuit topologies.

1.Secure CSSAL: the NSD result calculated at 1.25 MHz has shown that the CSSAL
has 3.49%, SyAL: 4.69%, 2N-2N2P: 49.08%, and TDPL has 58.71%. Moreover,
the energy dissipation per cycle of post-layout simulation has shown that the

PUF QUAL-PUF [28] Proposed TCPA-PUF

CMOS FinFET CMOS FinFET

Year 2020 2021 2021 [29] 2021 [30]

Tech. 180 nm 45 nm 45 nm 180 nm 45 nm

Topology Adiabatic SRAM Adiabatic SRAM

Transistor-number/bit 5 5 5 7 7

Process (nm) 180 45 45 180 45

Start-Up power 3.08 μW NA 65.69 nW 0.47 μW 18.32 nW

Energy (fJ/bit/cycle) 39.18 0.08 7.36 15.98 2.30

Uniqueness (%) 40.50 49.41 49.46 49.82 50.13

Reliability (%) 96.20 99.60 99.47 99.47 99.57

BER (%) 3.8 0.4 0.53 0.53 0.43

Table 2.
Comparison of conventional and proposed adiabatic PUFs (with T = 27°C and CL = 10 fF, fCb = 10 MHz, and
fVpc = 100 MHz).
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CSSAL consumes low energy at lower frequencies (1.25 MHz and below).
Therefore, the proposed CSSAL cellular multiplier is suitable for low-power and
high-security devices at 1.25 MHz and/or below this speed.

2.Low-Power SBSAL: Simulation results have shown that the proposed SBSAL
multiplier has reduced energy about 94% from conventional CMOS circuit, 84%
from the 2PASCL circuit, and 58% from the 2PCAL circuit at 1�MHz operating
frequency.

3.TCPA-PUF: the SRAM-based CMOS and FinFETs PUF using 180nm and 45 nm
technology process, respectively, has been further investigated into 4-bit
cascaded bitlength, where the proposed TPCA-PUF has reduced energy/bit/cycle
and start-up power, both about 70% from the QUAL-PUF cell at the same
reference temperature of 27°C.

The uniqueness, reliability, and the BER of the proposed FinFETs-based TPCA-
PUF are 50.13%, 99.57%, and 0.54%, which exhibits a superior security performance if
compared with the FinFETs-based QUAL-PUF cell. The remarkable performances
(ultra-low power and security profile) of the proposed FinFETs-based TPCA-PUF
makes it an appropriate candidate for low-power and secure IoT device applications.
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