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ABSTRACT

The introduction of Information and Communications Technology
(ICT) into conventional power grids has resulted in a digitalized
smart grid, enabling a more efficient and robust operation. However,
it can also lead to increased risk and new threats due to more
complex systems and longer supply chains. Recent events indicate
that the electrical power grid is an attractive target, promoting
the need for well-prepared incident management processes that
involve external vendors. This paper addresses this through the
development of scenarios for collaborative preparedness exercises
and an investigation into which factors may contribute to making
it easier to include vendors in preparedness exercises.

CCS CONCEPTS

« Security and privacy — Distributed systems security.
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1 INTRODUCTION

The electrical power grid is considered one of the most vital critical
infrastructures in modern society and almost all societal functions
rely on electric power for their operation. Smart grid makes the
operation of the power grid more efficient and robust due to moni-
toring, automation, and remote control of components. To achieve
this, the Distribution System Operator (DSO) has to make use of
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new equipment and systems delivered by vendors, leading to more
complex systems and longer supply chains. As a result, smart grid
also gives rise to new threats to the power supply, a widened attack
surface and new consequences of attacks [3].

The electrical energy sector is one of the most frequently tar-
geted sectors by cyber attackers [11]. According to the national
threat assessment Risiko 2021 [7], the Norwegian electrical energy
infrastructure is at risk from espionage and data breaches from both
state actors and criminals. The introduction of smart grid blurs the
line between OT and IT. Accordingly, attacks on the power grid can
cause more severe consequences since systems that initially were
not intended to exist outside closed networks are now connected
to the rest of the network and exposed to various threats.

As the risk of successful cyber attacks against the electrical
energy sector increases, the need for well-prepared incident man-
agement processes for cybersecurity incidents becomes evident.
The dynamic and complex threat landscape makes it challenging
to adopt security measures fast enough, making preparedness exer-
cises an important tool to detect, assess and respond to cybersecu-
rity incidents. The DSOs’ dependence upon an increasing number of
vendors creates a need for close collaboration between all involved
parties in the supply chain when an incident occurs, especially
the vendors of the affected systems. In a report on the customer
and vendor relationships in the electrical energy sector from the
NVE [5], they recommend that Norwegian DSOs conduct prepared-
ness exercises with their vendors. However, Eriksen and Gunabala
[4] investigated the collaboration of DSOs and their vendors in
the management of potential cybersecurity incidents in their PCS.
According to their findings, vendors are rarely involved in cyber-
security preparedness exercises, even though there is a need for it.
Few studies have investigated the challenges [1], as well as potential
improvements [2] of information security incident management
training. Other reports discussed preparedness exercises conducted
in the energy sector [8, 9] and their results. The literature lacks
dedicated work focusing on the involvement of vendors together
with DSOs, which is the motivation for this project [6].

In order to answer this question, this work aims at studying the
various factors that are important to consider when including ven-
dors in preparedness exercises. This has been done by conducting
interviews with Norwegian DSO together with their vendors. Then,
the results of these interviews were used to develop a set of incident
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preparedness scenarios covering seven of the most relevant attacks
on the energy sector. One of these scenarios was chosen and a dis-
cussion exercise was conducted with one of the interviewed DSO,
which involved the relevant vendors. The conducted discussion ex-
ercise was evaluated in two steps, (1) a first-impression evaluation
the same day of the exercise, and (2) written evaluation that was
conducted after the exercise. The results of the first interviews and
the evaluation of the conducted discussion exercise provide a We
summarise the main contributions of this work as follows:

e Qualitative analysis about the the involvement of vendors in
cybersecuirty preparedness exercises, togehter with DSOs

e Development of seven exercise scenarios related to the most
relevant cyber security attacks in the energy sector

o The results of conducting one exercise that involves both
DSO and its vendors

The remainder of this paper is structured as follows: In Section
2, we present results from interviews with DSOs and their vendors.
In Section 3 we present the scenarios developed, and in Section
4 the exercise that was carried out with a DSO and its vendors is
described. Finally, Section 6 concludes the paper.

2 INTERVIEWS

The findings from the interviews with the four DSOs and the two
vendors are grouped and presented in this section. The DSOs will
be referred to as DSO A, DSO B, DSO C, and DSO D. DSO A was
a small, regional DSO with a close relationship with its vendors.
DSO B was a medium sized DSO, with over 100 000 customers. Both
DSO C and D were large organizations with more than 150 000
customers. In all the interviews with the DSOs, the ICT security
coordinator participated.

The two interviewed vendors were large organizations who sup-
plied their product to many Norwegian DSOs and will be referred to
as vendor A and vendor B. The interview with vendor A was done
with the organization’s principal engineer and acting cybersecurity
manager, whereas the business development manager participated
from vendor B. The section presents the results from the interviews
with both DSOs and vendors.

2.1 Plans and Communication

It was necessary to gain insight into how the interviewed organiza-
tions respond to incidents and how the DSOs communicate with
their vendors and vice versa to make the scenarios and the corre-
sponding exercises as realistic as possible. All of the interviewed
organizations have a general contingency plan that describes how
they should handle unwanted incidents. There is, however, a vary-
ing degree of specificity in the plans.

DSO A said that they do not have a specific plan for cyber-
related incidents. DSO B has an incident response plan specific
for cyber incidents, which includes the process and the roles and
responsibilities. DSO D works closely with some of its vendors
when developing plans and procedures for incident management,
either by adopting routines from the vendors or by developing the
plans together. The vendor of the SCADA system has been involved
in the development of DSO C’s plans for incident response. Neither
vendor A nor vendor B had been involved in creating contingency
plans with any of their customer DSOs, but they have been asked to
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consult on occasions. Both of the vendors have contingency plans
for their own organization.

DSO A said that their contingency plan includes a prioritized
list of people to contact. It is not specified in any agreement with
the vendors, but the people on the list have been informed. DSO B
has an agreement with a group of people to contact that alternate
on being on call. DSO C has a specified point of contact for all of
their important vendors. Moreover, during an incident, a contact
person is often appointed from the vendor’s incident response
team. For DSO D, the communication is regulated in the contracts,
where both the DSO and vendors state their requirements for the
communication. In addition, they have regular meetings with the
vendors that provide operational and control systems.

Both vendors have agreements with their customers that state
what is expected of them. Vendor A has two types of agreements
with their customers, a contingency agreement and a service agree-
ment. Through these agreements, each customer has an appointed
contact person and a support team at the vendor. In addition, these
agreements set a requirement for how quickly the vendors must
be able to provide support in the event of an incident. Similarly,
vendor B also has two different types of agreements with its cus-
tomers; data processor agreement and support agreement. The data
processor agreement describes the supply chain, and the customers
are able to request an audit of it. The support agreement describes
the support the vendor will provide to its customers, and how the
dialogue concerning both the delivered systems and services and
requests for assistance during incidents should take place.

2.2 Preparedness Exercises

All DSOs and vendors were asked if they have conducted prepared-
ness exercises before and if they have conducted any collaborative
exercises with vendors. Since it is required in Kraftberedskaps-
forskriften [10] to conduct preparedness exercises annually, all of
the DSOs conduct exercises regularly. However, DSO A answered
that these exercises mainly focus on aspects like weather and evac-
uation. They have not conducted preparedness exercises that focus
specifically on cybersecurity incidents.

Neither DSO A nor DSO B has conducted preparedness exercises
with their vendors concerning cybersecurity incidents. DSO B had
involved vendors in exercises concerning other topics like organiz-
ing transportation during emergencies. DSO A stated that it would
be necessary to involve the vendors if a cybersecurity incident
should occur. DSO C said that it has happened that vendors have
been involved in preparedness exercises, but this is very rare. It
would provide value to involve the vendors in exercises related to
the critical systems since they are the most familiar with the system
design and its functions. DSO D, on the other hand, said that they
conduct exercises with their vendors and that this is something that
they are dependent upon since they have vendors in many areas of
their operation.

Both DSO C and D mentioned that time is an important aspect
when planning an exercise. In order to get the right people to
participate, it is necessary to start the planning process as early as
possible and make sure that the necessary participants set aside
time for it in their schedule.
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DSO D also said that they have experienced that very technical
exercises are not always the best since the exercise planners do
not always know all the details of the specific systems. Hence, the
scenarios might end up not being as relevant as first thought. In
their experience, it is more beneficial to have tabletop exercises
where the participants can make suggestions as to which systems,
risks or vulnerabilities they should discuss. Additionally, the focus
should be on how the organization handles incidents and not on
how the technical personnel are able to discover the error and
recover the targeted systems. In that way, one can ensure that the
topic being discussed is real and relevant, and the participants will
discover where they administratively are lacking a resource or a
routine.

Vendor A has not participated in any exercises with its customer
DSOs directly, although they work closely with them. The vendor
is under the impression that exercises are a suitable way for test-
ing plans and procedures for the individual DSOs. Since they are
responsible for the products they deliver throughout the whole
life-cycle, they view their role when it comes to exercises to be to
help with risk assessments in advance and help assess and evaluate
after the exercise. Vendor A does not run internal exercises that
focus specifically on cybersecurity within the company, but does
perform preparedness exercises for other incidents. The vendor has
thorough routines and plans regarding what to do if an incident
occurs, both internally and externally.

Similarly, vendor B does not conduct any training session or
exercises with DSOs at the moment. However, they train to be able
to resist attacks on their own and conduct training sessions on
cyber attacks with all employees, as this is a part of the agreements
they have with their customers.

2.3 General Thoughts on Collaboration

During the interviews, all of the interviewees were asked a general
question about what they think may help to improve the collabo-
ration between DSOs and their vendors in incident management.
DSO A highlighted the importance of trust in the DSO-vendor rela-
tionship to handle a situation effectively. As a consequence of this,
the interviewee stated that there is a significant advantage with
long-term relations. One of the vendors that participated at DSO A’s
interview said that it could be beneficial to ensure that the correct
routines for incident management are in place, especially regarding
alerting, before conducting a collaborative exercise. Moreover, the
vendor stated that there is a general agreement within the industry
that exercises are conducted too rarely.

The interviewees at DSO B focused on the importance of clear
agreements that describe the collaboration and the level of aid they
expect from the vendor. Beside the agreement, they think that it is
necessary to (1) have continuous contact with the vendors to ensure
that they are aware of the agreement’s content and ready when it
is suddenly needed, (2) be aware of changes in staff at both parties
and the adjustments this requires in terms of communication and
coordination, and (3) establish precise requirements about expected
response time and having a plan for communication if the regular
communication lines are down.

Similarly to the interviewees at DSO B, the interviewee at DSO
C believes that it is important to be explicit about what is important
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for them as a customer. DSO D stated that in order to make the
collaboration with the vendors better during incident management,
it is effective to have a different routine for ICT incidents, a sidetrack
with direct contact, as this creates awareness.

Vendor A stated that collaboration is key during cybersecurity
incidents, and it is necessary to establish structures and collaborate
since many stakeholders need to be involved. Similarly, vendor B
said that it is all about coordination and emphasized the importance
of having a common understanding of the issues they face.

2.4 Attack Scenarios

The interviews were also used to gain insight into relevant attack
scenarios that would require involvement from vendors to handle.
We asked both the DSOs and the vendors questions regarding this,
and their answers were used to create the attack scenarios described
in Section 3. For confidentiality reasons, the DSOs did not wish to
share risk assesments with us. However, we received an incident
response plan from DSO B, which gave us some insight into which
systems that they consider to be most significant and how they
would handle an incident in these systems.

DSO C said that attacks on both SCADA systems and IT systems
would require the involvement of the vendors of these systems. The
interviewees provided us with many examples of potential attacks,
which components were involved and the potential consequences
of the different attacks.

DSO D mentioned that vulnerabilities often are discovered in
both internal and external systems before any known attack. In
this event, the DSO has to investigate whether the vulnerability
has been exploited, and they have to work together to remove the
vulnerability. This is also an example of a valuable exercise scenario
to establish some routines on how to proceed.

3 SCENARIOS

This section presents the created scenarios for discussion exercises.
The scenarios have been created based on input from interviews
with DSOs and vendors and feedback from industry authorities. The
data collection results are presented in Section 2. The associated
exercise documents will be presented in Section 4.

Each of the scenarios consists of two or three phases represent-
ing the sequential development of a hypothetical incident. The
scenarios are designed to facilitate the involvement of vendors in
exercises. Together with the corresponding discussion questions,
the scenarios form a discussion exercise with the goal of improv-
ing the collaboration between DSOs and vendors during incident
management. We have created the scenarios in a way that should
make it easy for the users to adapt and customize them to their own
use. To achieve this, we have tried to have an appropriate level of
detail in the scenarios, making it easy for the users to add additional
information. In the places where it is necessary to include details
that may vary for DSOs, we have tried to make it clear to the users
that they can choose the alternative that best suits their situation.
This is done by adding instructions in italics, encapsulating the
different alternatives in square brackets or by using the discussion
questions to guide the users in how they should proceed. The sce-
narios may also be used in discussion exercises with different goals
by adjusting the discussion questions. Furthermore, they may be
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Table 1: Summary of findings from interviews.

Q1: Have you ever conducted preparedness exercises with a vendor/DSO?

Q2: Are vendors involved in the creation of the DSO’s incident management plans?

Q3: Do you have a specified contact person at the DSO/vendor?

01 Q2 Q3

DSO A No No Yes
DSOB Yes, but not with a focus on cyber related incidents No Yes
DSO C It has happened, but it is very rare vendors of the SCADA system have been involved Yes
DSOD Yes Yes Yes
vendor A No No Yes
vendor B No No Yes

used as a starting point for larger exercises like game exercises,
functional exercises and full-scale exercises.

The length of this paper does not permit including the full scenar-
ios here, but they are described in detail by Langés and Lefqvist [6].
The attacks that were covered in the seven scenarios created are
(1) ransomware, (2) attack on SCADA system, (3) attack on AMI,
(4) disclosure of sensitive power system information, (5) attack on
cloud services, (6) exposed vulnerable service, and (7) defacing of
website.

Feedback on the scenarios was gathered from DSO A and B.
The seven draft scenarios and some specific points that we wanted
feedback on were distributed in advance. We also gathered feedback
on the scenarios from relevant authorities, Kraft CERT and NVE,
to validate the value for the industry, not only individual DSOs.
The gathered feedback from the DSOs, NVE and KraftCERT was
reviewed, and we made adjustments to the scenarios. The discussion
questions were also updated based on the given feedback.

4 EXERCISE

The gathered feedback from the DSOs, NVE and KraftCERT was
reviewed, and we made adjustments to the scenarios. The discussion
questions were also updated based on the given feedback.

The preparedness exercise was conducted with DSO A to vali-
date the Ransomware scenario in the situation it is intended to be
used.The exercise was held in the form of a discussion exercise, and
due to the Covid-19 pandemic, it was held digitally using an online
tool. The participants in the exercise from DSO A were the CEO,
CFO, ICT security coordinator, quality and innovations manager
(also preparedness coordinator), division manager for utility cus-
tomers, and operations center manager. In addition, representatives
from two of the DSO’s vendors participated; the head of informa-
tion security from one vendor and the ICT security coordinator
from the other. Hence, there were eight participants in the exercise
in total. The goals of the exercise were to improve the collaboration
in incident management by:

e establishing relationships and points of contact

o testing all parties’ knowledge of plans and contact points,
and establishing a common understanding of plans, roles
and responsibilities during an incident

e identifying improvement for coordination and plans

In order to conduct the discussion exercise, we created the nec-
essary documentation and plans for the implementation, which are
described below.

4.1 Scenarios and Questions

For each scenario, a set of associated discussion questions that focus
on the collaboration between DSOs and vendors was created. The
scenario, together with the corresponding discussion questions,
forms a discussion exercise. The types of questions asked to the
participants during the course of the exercise were tailored both to
the exercise goals and the participants’ roles in the organization.
The separation of the documents of scenarios and the discussion
exercises was done to make the scenarios more generalizable so
scenarios can be used in other types of exercises.

4.2 Briefing

The briefing is the document that contains the general informa-
tion regarding the exercise to be conducted. It covers all aspects
of the exercise and includes information about time, place, partici-
pants, goals, exercise facilitators, necessary preparation and other
relevant information. The briefing is distributed to all the partici-
pants in advance to make sure that everyone receives the necessary
information about the exercise.

4.3 Participant Guide

This document is what the participants will use during the exercise
and contains the information necessary to conduct the exercise,
e.g. a slide deck or a document. It contains an introduction to the
exercise, including an agenda with time estimates, the exercise’s
goals and other relevant information regarding how the discussion
exercise will be carried out. In addition, the scenario is presented
sequentially, where the phases and the related discussion questions
are presented one by one in the correct order. The participant guide
also includes the questions to be discussed in the first-impression
evaluation.
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4.4 Facilitator Guide

This document contains extra information for the exercise facili-
tator and explains the role and responsibilities of the facilitator. It
contains in-depth information about the scenario and explanations
of terms and phrases used in it. In addition, the document contains
some topics that the participants should cover in their discussion
and a list of additional questions that the facilitator can use to drive
the exercise along in the right direction. If a specific plan or pro-
cedure is to be tested in the exercise, it can also be beneficial to
include a copy of the plan in the facilitator guide.

4.5 Evaluation Scheme

After the exercise, on the exercise day, we conducted a first-impression
evaluation with all the participants. The focus of this evaluation
was to uncover how the participants felt the exercise had gone,
if they had discovered any possible improvements and what they
thought was the most important thing they had learned from the
exercise. In addition, an individual questionnaire was sent out to
all of the participants the day after. This focused on both the im-
plementation, the content and the exercise’s outcome and gave a
more structured evaluation of the exercise.

5 EVALUATION OF PREPAREDNESS
EXERCISE

The participants evaluated the exercise orally immediately after the
exercise and in writing by answering an evaluation form during the
following days. This section presents the results from the written
evaluation. All of the eight participants in the exercise answered the
evaluation. Thus, all of the percentages given below are calculated
on the basis that 100 % is 8/8. In the following, we will discuss the
exercise evaluation divided into five categories. The results of the
DSO and vendor self-evaluation is out of scope of this paper.

5.1 Participants

The evaluation shows that the people and roles that were included
in the exercise were appropriate and correct. The participants were
also asked to what degree they felt it was useful to have a collabo-
rative exercise with employees from both the DSO and the vendors.
The results from the DSO showed that 5 out of 6 (83,3 %) felt it was
useful to a high degree or very high degree to have an exercise with
the vendors, while 1 out of 6 found it useful to some degree. From
the vendors, one answered that they found it useful to a high degree,
while the other to a very high degree.

5.2 Duration

The participants answered that the allocated time for the exercise
was sufficient and appropriate, and that the actual duration of the
exercise coincided with the allocated time. When asked whether
the distribution of the time on the different parts of the exercise
was appropriate, it was commented that the distribution was a bit
skewed, and that this might be because some of the questions that
were meant for later parts were discussed prematurely.
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5.3 The Digital Format

The participants were asked how they thought it was to have a
digital exercise. 7 of the participants answered that it worked well
or very well, and 6 felt that they were able to speak their opinions
whenever they wanted to. However, when asked if they felt that the
digital format influenced the outcome of the exercise, the answers
were more scattered. In addition, the participants were asked if
they could think of both advantages and disadvantages of having
a digital exercise compared to a physical exercise. The results are
given in Table 2.

Table 2: Advantages and disadvantages with the digital for-
mat in an preparedness exercise.

Advantages Disadvantages

Saved travel time for all partici- Less dynamical discussions

pants

among the participants

More flexible: Easier to find the
time for an exercise; Easier to
include the vendors

More difficult to build relation-
ships and familiarity with each
other

Gives a stricter structure: Eas-
ier to stick to the agenda; More
structure to the discussion and
less interruptions

Higher threshold for participat-
ing in the discussion with own
opinions and comments, espe-
cially in the beginning

5.4 Scenarios and Discussion Questions

The participants were also asked about the relevance of the scenario
and the discussion questions. All the participants answered that
the scenario was highly relevant for both the goals of the exercise
and relevant for them to practice.

The participants were also content with the discussion questions
as 50 % felt in a very high degree and 50 % in a high degree that the
discussion questions were relevant for the goals of the exercise.

5.5 General Feedback

The Organization of the Exercise. The participants were unfamil-
iar with discussion exercises and the format in which they are held.
Some of the participants were clearly prepared for a game exercise,
and this caused some friction and confusion in the beginning. To
avoid this, it should have been explained more clearly to all the
participants in advance what a discussion exercise entails.

Collaboration with vendors. The participants were also asked
some open questions about the collaboration with vendors, where
they were free to write whatever they wanted. The questions they
were asked were:

e What do you believe can make it easier to collaborate and
coordinate with vendors during incident management?
e What do you believe can make it easier to conduct exercises
with vendors?
Several of the participants mentioned regular meetings and exer-
cises as a success factor to ease collaboration with vendors during
incident management. This will contribute to good relationships
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and knowledge of each other’s routines. Some also highlighted the
importance of having a shared view of what is important and how
they should proceed to secure it. Furthermore, the significance of
having access to key personnel and clearly established points of
contacts outside of working hours was also mentioned.

It seems easier to focus on exercises with vendors if it is facil-
itated externally, e.g. by being handed an exercise program with
two exercises per year. In addition, having a clear division of re-
sponsibilities and shared procedures will also be helpful. Generally,
it requires openness and trust, and this must continuously be main-
tained as employees and vendors may come and go.

In summary, the participants seemed very happy with the exer-
cise. It was mentioned that it was useful, educational and exciting,
and that it will lead to more exercises and new plans in their com-
pany in the future.

6 CONCLUSION

We have examined how we can enable vendors’ involvement in
preparedness exercises with DSOs.

We have created seven attack scenarios that focus on cyber
attacks on systems delivered and operated by vendors for many
Norwegian DSOs. When creating scenarios for this purpose, it is
important to ensure that the main topic is closely related to a ser-
vice or system delivered by a vendor, the focus areas should be
important aspects regarding collaboration, and the type of exercise
the scenarios are designed for should be suitable for the chosen
focus areas. We discovered that important focus areas for the sce-
narios were procedures for good communication, understanding
of roles and responsibilities during incidents, and insight into the
contingency and incident response plans.

For all of the created scenarios, it is necessary to involve the
vendor of the affected system to recover from the described at-
tack. In that way, the scenarios can improve the collaboration and
cohesiveness during incident management by making the parties
aware of each other’s procedures, resources, and responsibilities.
The feedback on the scenarios and the results from the test of one
of the scenarios in the conducted discussion exercise shows that
the scenarios can be used in exercises and that they are likely to
provide value to the industry. Because of the limited number of
interviewed DSOs and vendors, the generalizability might not be as
high as desired. However, the validation from NVE and KraftCERT,
as authorities in the industry, increase the likelihood of them having
value to more than the interviewed DSOs and vendors.

A data analysis resulted in seven factors that could enable ven-
dors to participate in preparedness exercises with their customers.
These revolve around the involvement of vendors in the planning
of exercises and creation of incident management plans, ensuring
dedicated resources for incident management and exercise plan-
ning, making use of less resource-demanding exercises, external
facilitation, and specified requirements to vendors either in Kraft-
beredskapsforskriften or in the DSO’s contracts with vendors. Which
of these recommendations that can and should be implemented,
how they work together and can be combined, and how they affect
the collaboration is something that can be researched further.

Digital exercises can work well and provide value to the par-
ticipants. Thus, the use of digital video conferencing platforms
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can possibly be a factor that could make it easier for vendors to
participate in preparedness exercises with DSOs, making it less de-
manding to conduct exercises when remote vendors, and it would
also save the time used for traveling.
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