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coordination of a Search and Rescue (SAR) operation as an illustrating scenario,
identifies challenges for secure information exchange and outlines the way forward.
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Abbreviations

In this document, the following abbreviations have been used:

AIS IAutomatic Identification System
AtoN IAids to Navigation

BB Bulletin Board

CA Certificate Authority

CySiMS Cyber Security in Merchant Shipping
CySiMS-SE CySiMS Service Evolution

EU European Union

IMO International Maritime Organization
MRCC Maritime Rescue Coordination Centre
MRN Maritime Resource Name

PKI Public Key Infrastructure

SAR Search and Rescue

SART Search and Rescue Transceiver
\VDE \VHF Data Exchange

VDES \VHF Data Exchange System
VDES-SAT The satellite component of VDES
VDES-TER [The terrestrial component of VDES
\VHF \Very High Frequency

VTS \Vessel Traffic Service




1 Introduction

The maritime sector and infrastructure are critical to Norway, EU and the world economy. Digital
technology for ships is in continuous development, and cyber security is an important enabler to ensure safe
and reliable operations. Cyber Security in Merchant Shipping (CySiMS) (2015-2018) was a Research
Council of Norway funded project, which designed security solutions to protect digital communication in
the maritime domain. The results have been met with much interest in the maritime community, but there is
now an urgent need to develop the specifications from the CySiMS project into a complete system.

The underlying idea of CySiMS-SE is to demonstrate and operationalize a secure communication solution
for the maritime sector and integrating this with the onboard computer architecture. The solution will
include a Public Key Infrastructure (PKI) and necessary hardware and software for secure information
exchange across systems on the bridge, off-bridge and on shore. This will provide a world's first open,
integrated, and cost-effective protection against cyber-attacks on critical safety and operational information,
while contributing to preserving Norway's position as a seafarer nation leading the way in developing,
adopting and selling technological innovations.

The "CySiMS PKI" (described in [1], [2] and [3]) has been designed for application in the maritime domain,
where ship-and shore-side actors communicate over the upcoming VHF Data Exchange System (VDES).
However, challenges may arise when communication between stakeholder across sectors may be needed,
and/or where different communication channels are utilized. In this document we use coordination of search
and rescue operations as an example of such scenario, and we outline and discussed the challenges that need
to be solved.

2 Multimodal communication

By multimodal communication, we mean communication that uses several means of communication
technology, either in parallel at the same time or through a link of serial connections. This could be
communicating using different types of networks, and/or transmission technologies. For instance, a Vessel
Traffic Service (VTS) that monitors ships in its adjacent area using AlS received both from ordinary AIS
base stations and from the terrestrial component of VDES (VDES-TER) and the satellite components of
VDES (VDES-SAT).

Mixing communication technologies often requires actors from different sectors or domains to collaborate to
get the information to its destination, hence cross-domain communication is closely related to multimodal
communication. An example could be a maritime traffic tracking service that provides position data from
ships to a port logistics platform, which uses it to coordinate ground-based transport.

The CySiMS PKI has been designed to allow actors in the maritime domain to identify and authenticate
each other, to authenticate and check the integrity of the messages that they send to each other, and to
establish secure channels for communication. These actors can be any type of ship- or shore-side entities.
Examples are ships, VTS stations and future e-navigation services.

For the representation of the identities of these actors, the CySiMS PKI utilizes the Maritime Resource
Name (MRN) [4], which is a naming scheme that can uniquely identify any maritime resource on a global
scale. This naming scheme including all kinds of maritime resources that has an identity of some kind.
Resources from other sectors are hence not included here.



The CySiMS PKI has been designed for application layer communication over VDES. It may also be used
to authenticate the Bulletin Board (BB) messages of the VDES, provided that the allocated slot for digital
signature in the BB will be long enough?.

It is expected that AlS infrastructure both on the shore- and shipside will be upgraded with VDES
capabilities over the next 5 to 10 years, by replacing existing AlS ship equipment with combined AlS and
VDES terminals [5].

3 Example: Coordination of a Search and Rescue (SAR) operation

Figure 1 outlines a scenario where a man overboard, who is wearing a Search and Rescue Transceiver
(SART) device, is located by nearby ships, a Search and Rescue (SAR) aircraft, and a SAR helicopter. The
search and rescue operation is coordinated by a Maritime Resource Coordination Centre (MRCC), which
exchanges search coordination data and search patterns with the involved actors (ships, helicopter, and
aircraft) using the network connectivity provided by the VDES ground (VDES-TER) and VDES space
(VDES-SAT) segments. The MRCC also collects "ordinary" AIS data from ships in the nearby area and
metrology data about the current sea conditions from an AtoN beacon. In this scenario, the rescue process
can be streamlined by means such as, better and more efficient communication with the involved actors,
visualization of the search patterns on an electronic map, etc [5][6]. Depending on circumstances, the
MRCC may also need to exchange information with other stakeholders, such as the coastguard, the police,
the red-cross, the armed forces, medical communication centres and hospitals [7].
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Figure 1 Digital communication infrastructure used for future coordination of search and rescue
(SAR) operations. Actors/entities that can (or cannot) be enrolled in the CySiMS PKI are marked
with green (or red, respectively).

1'VDES is currently being standardized and, at the time of writing, the allocated length for the signature field of the BB
has not been decided upon.



4 Secure multi-modal communication

The CySiMS PKI can "enable" security in a scenario like the one outlined in Figure 1, by providing
authenticity and integrity protection of the information that is exchanged and by allowing the
communicating actors to establish a secure link for the exchange of information. Those actors are marked
with green in the figure. Enabling security means that the actors can make sure that no unauthorised persons
and/or organisations are interceptions and/or disturbing the communication?. However, one needs to make
sure that also:

Actors with outdated technology, for example a nearby leisure ship with "old fashioned" AIS
equipment (Class B, marked with red in the figure), must be able to send and receive relevant
information, but by using the existing AIS and VHF (voice) communication channels.

Actors without VDES connectivity, for example a nearby ship with a mobile Internet connection
(also marked with red in the figure), must be able to send and receive relevant information, but by
using their existing network connection.

Actors from other sectors, such as the coastguards, the police, the red-cross, etc (also marked by red
in the figure), must be able to collaborate and exchange relevant information.

Ideally, a security solution should be able to function properly also under such circumstances, thereby
providing a holistic way of securing communication in multi-modal and cross-domain scenarios. To achieve
this goal, we foresee the following possible way forward:

A.

All actors are enrolled in the same (maritime) PKI, managed by the same Certificate Authority
(CA). If there are several PKIs for each domain, entities can have multiple certificates (one for each
for PKI).

Establishing trust between the CAs of the different domains. Each CA manages its own “forest” of
entities. It is possible to use cross-forest enrolment to issue certificates to entities in one forest from
a CA in another forest (see [8], page 30). Cryptographic protocols, algorithms and key lengths must
be compatible.

Establishing trust between the CAs of the different domains using Blockchain [9]. A Blockchain, by
definition, can create trust where there is none, and could thus be used to allow secure cross domain
communication. This solution is less mature than the cross-forest enrolment (proposed in B), but
would allow the use of different cryptographic protocols, algorithms, and key lengths.

Fallback to an insecure channel for a short period of time. For example, in an emergency, actors can
choose to ignore signature and/or disable encryption. After such event, there should be a thorough
post-event analysis looking for possible misuse of the system.

When messages are relayed through different sectors, using different communication technologies,
use wrapping/tunnelling to protect the information where possible.

When messages are relayed through different sectors, using different communication technologies
and different message formatting (e.g., data - voice), rely on point-to-point security solutions.

Future research should hence:

Determine the requirements for a cross domain solution for secure communication. Different sectors
have different requirements, different standards, and different challenges. This should involve the
stakeholders/actors from the different sectors.

Review existing solutions and the possible new solutions and see whether/how they can fulfil the
requirements from the different sectors.

Design, implement, test, and evaluate potential solution(s) in a selected set of scenarios.

2 In Search and Rescue (SAR) operations, failure of the communication equipment can have severe consequences.
Researchers have raised concerns about the potential of cyber-attacks to cause physical disasters, or to maximize the
impact of existing ones by intentionally disturbing and/or interfering with the coordination of the operation [10].
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