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Abstract. The widespread use of computer technology, its rapid development and use in almost all areas of human activity requires constant updating 

of information security issues. The activities of many enterprises in the field of IT, construction, and other areas are of a project nature and therefore 
further research on information security management of projects is relevant. Appearance of changes and the current state of the project results at certain 

points of time describe the documents that accompany it. In this paper, the information structure of the project is considered as a set of specific documents. 

During the life cycle of each project document, which includes the creation, transfer, preservation and transformation, there are generally threats to its 
confidentiality, integrity, accessibility and authenticity. This paper develops a method for assessing the risks of violation of the availability of project 

documents in solving information security problems. A formal description of many project documents in the form of a generalized hierarchical structure 

is presented, the connection of documents with the operations performed on them and information systems used during these operations is formalized. 
Given the incompleteness and dimension of the data, the based on fuzzy logic model was developed to assess the risk of document accessibility. Approaches 

to the assessment of the damage from the violation of the availability of the project document and the method of calculating the overall assessment 

of the risk of violation of the documents availability are proposed. The results presented in this paper can be used in decision-making processes regarding 
information security of projects in organizations that have project activities. The approaches proposed in this paper can serve as a basis for the creation 

of specialized information technologies to automate the calculation of project risk assessments. 
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SYMULACJA ZAGROŻEŃ BEZPIECZEŃSTWA INFORMACJI W ZAKRESIE DOSTĘPNOŚCI 

DOKUMENTÓW PROJEKTOWYCH W OPARCIU O LOGIKĘ ROZMYTĄ 

Streszczenie. Powszechne stosowanie techniki komputerowej, jej szybki rozwój i wykorzystanie niemal we wszystkich dziedzinach działalności człowieka 

wymaga ciągłej aktualizacji zagadnień związanych z bezpieczeństwem informacji. Działalność wielu przedsiębiorstw w zakresie informatyki, budownictwa 
i innych dziedzin ma charakter projektowy, dlatego istotne są dalsze badania nad zarządzaniem bezpieczeństwem informacji w projektach. Pojawienie się 

zmian i aktualny stan wyników projektu w określonych momentach czasu opisują towarzyszące mu dokumenty. W niniejszej pracy struktura informacyjna 

projektu jest rozpatrywana jako zbiór określonych dokumentów. W cyklu życia każdego dokumentu projektu, który obejmuje tworzenie, przekazywanie, 
przechowywanie i przekształcanie, występują na ogół zagrożenia dla jego poufności, integralności, dostępności i autentyczności. W pracy opracowano 

metodę oceny ryzyka naruszenia dostępności dokumentów projektowych w rozwiązywaniu problemów bezpieczeństwa informacji. Przedstawiono formalny 

opis wielu dokumentów projektowych w postaci uogólnionej struktury hierarchicznej, sformalizowano związek dokumentów z wykonywanymi na nich 
operacjami oraz systemami informatycznymi wykorzystywanymi podczas tych operacji. Biorąc pod uwagę niekompletność i wymiar danych, opracowano 

oparty na logice rozmytej model oceny ryzyka dostępności dokumentów. Zaproponowano podejście do oceny szkody z tytułu naruszenia dostępności 

dokumentu projektu oraz metodę obliczania ogólnej oceny ryzyka naruszenia dostępności dokumentów. Wyniki przedstawione w pracy mogą być 
wykorzystane w procesach decyzyjnych dotyczących bezpieczeństwa informacyjnego projektów w organizacjach prowadzących działalność projektową. 

Zaproponowane w pracy podejścia mogą stanowić podstawę do tworzenia specjalistycznych technologii informatycznych automatyzujących obliczanie 

oceny ryzyka projektu. 

Słowa kluczowe: bezpieczeństwo informacji projektu, ocena ryzyka cyberbezpieczeństwa, logika rozmyta, ryzyko naruszenia dostępności 

Introduction 

The widespread use of computer technology, its rapid 

development and use in almost all areas of human activity requires 

constant updating of information security issues. The use 

of information technology vulnerabilities by both cybercriminals 

and certain organizations and states makes it necessary 

to systematically apply cybersecurity methods and tools both at 

the national level and at individual enterprises. This is especially 

important for critical infrastructure companies and their business 

partners, including construction companies. The introduction 

of info-communication technologies in the construction industry 

has raised the question of improving existing and developing new 

means of cybersecurity to take into account its specifics [1, 7, 

9, 21]. The issue of cybersecurity of information systems should 

be considered not only from the angle of protection of classified 

or important data, but also in terms of ensuring the functional 

stability of these systems [6]. 

Decisions regarding the management of information security 

of the enterprise should be based on the assessment of its risks, 

which requires sufficiently accurate quantitative methods and 

tools. However, in the current environment of increasing risks and 

costs in the field of information security, the measurement 

of cybersecurity still remains an underdeveloped topic that 

requires further research [11]. 

In the field of information technology for modeling 

uncertainty, the methods and means of fuzzy logic proposed by 

L. Zadeh [24] have become widespread. The use of this 

mathematical apparatus allows in many cases to obtain better 

results than other approaches, for example, in determining the 

state of a computer system [8]. The characteristics of information 

security components often contain incomplete and blur 

ed information, so fuzzy logic has been widely used in risk 

assessment models. In particular, fuzzy logic is involved in the 

system administrator warning system in cybersecurity 

management of critical infrastructure enterprises [4], in the risk 

mitigation model based on its effective assessment and human 

behavioral intervention [3], for generalized risk assessment based 

on vulnerability, threat, probability and impact [2], when 

modeling information security risks of enterprise management 

systems [15]. It is known that the most secure information 

networks are optical networks, and especially the passive optical 

networks (PON), the study and modeling of which is devoted 

many works [16–18]. And even their effective use does not 

completely solve the problem of information security. However, 

it should be noted that the activities of many enterprises are 

project-based and therefore information security management 

should also be implemented within each project, which requires 

further research in this area. 

In a general sense, a project is seen as a set of operations 

to achieve goals with limited time and resources. Appearance of 

changes and the current state of the project results at certain points 

in time describe the documents that accompany it. For example, 

for a construction company, the document accompanying 
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the project is the main information asset of the project. Consider 

the information structure of the project as a set of specific 

documents. During the life cycle of each project document, which 

includes the creation, transfer, preservation and transformation, 

there are threats to its confidentiality, integrity, accessibility 

and authenticity. 

1. Formulation of the problem 

The purpose of this work is to develop a model for assessing 

the risks of information security violations of the availability 

of project documents based on fuzzy logic. To achieve this goal 

in this paper formalized the information structure of the project 

as a set of certain documents, identified input and output linguistic 

variables, proposed a generalized structure of submodels 

for calculations. 

2. Theoretical research  

To formalize the information structure of the project, 

we denote in the general case the document as i

lkd D , where 

D – is the set of project documents; i – document number; 

l – document form, l{0, 1, 2, 3}: 0 – electronic copy, 1 – signed 

paper original, 2 – paper copy, 3 – electronic document with 

electronic-digital signature; k – the number of document copy. 

All replicas of the і-th document of l  document form will be 

denoted as i

ld , and determined by the formula: 

 i i

l lk

k

d d   (1) 

All replicas of the і-th document of all document form will be 

denoted as (generalized document), and determined by the 

formula: 

 i i

l

l

d d  (2) 

The set of documents D of the project will be divided into 

their types: 
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m
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where 
mD  – type of document. 

During the life cycle of a document, many different operations 

can be performed with it, including creation, editing, approval, 

use, disposal, archiving, and so on. Denote the set of operations on 

the document id  as 
iP . Each operation 

ij ip P  involves 

the use of certain software and hardware, the work of certain 

personnel with different levels of access, and so on. Denote 

as 
ijISP  the set of information systems used during the operation 

ij ip P  on the document. 

An employee of the enterprise and an employee of the 

contractor or customer (owner) may be involved in the operation 

ij ip P . The set of operations 
iP  on the document id can be 

represented in the form of a network graph showing the 

technological scheme of document processing. Thus different 

copies of documents in various forms i

lkd D  can be created, 

that is to each operation 
ij ip P  in the general case some set 

of copies of documents is matched. 

Violation of the accessibility of the document will be 

considered the creation of such conditions or the implementation 

of actions that make it impossible or difficult to access it. Access 

is blocked or, if possible, for a time that will not ensure 

the achievement of certain goals or business processes. The threat 

to the availability of a document is understood as its blocking 

or destruction, which is associated with user actions, internal 

failures of the information system, failures of the infrastructure

that supports the information system. For example, inability 

to work with the required document due to lack of appropriate 

training (lack of general computer education, inability to interpret 

incoming or outgoing messages, ignorance of the necessary 

techniques, inability to work with documentation). 

The level of risk of violation of the availability iRAv  

of the document will defined as: 

 i i iRAv PAv UAv   (4) 

where iPAv  – assessment of the possibility of endangering 

the availability of the document id ; iUAv  – assessment of damage 

from the threat of violation of the availability of the document id . 

The calculation of the assessment of the possibility of 

endangering the availability of the document id  is carried out as: 

 
,

min{max }
lk

ij i

i i

j
l k

p P

PAv PAv


  (5) 

where i

jPAv  – the possibility of the threat of violation 

of the availability of the document id  during the operation, where 

lk

iP  – the set of operations in which the document i

lkd D  

is used in l-form and k-replica. 

We apply a linguistic approach to the description of risk 

factors of information security of the project. This will ensure 

the creation of quantitative estimates for the elements of the model 

in terms of unclear information about the importance of the level 

of risk, damage from the threat, the possibility of certain threats, 

levels of vulnerability to vulnerabilities [15]. 

To calculate the possibility i

jPAv  of violation of the 

availability of the document id  during the operation lk

ij ip P , 

a fuzzy model is proposed, the generalized structure of which 

is shown in figure 1. 

 

Fig. 1. Fuzzy model for assessing the possibility of endangering the availability 

of the document 

As can be seen in figure 1, in the fuzzy model, the inputs are 

linguistic variables: 

 the level of reliability of the executor of the operation 

ijRealStaffP ; 

 assessment of the level of insecurity of information systems 

ijISP ; 

 assessment of the interest _ iIntAv d  of third-party actors 

in the impaired availability of the document id . 

 

For simplicity, we assume that there is only one executor 

in the operation 
ij ip P . This can be easily achieved, given 

this assumption when forming a set of operations on the 

document. An appropriate model based on fuzzy logic can be used 

to assess the level of reliability of the executor. In this case, 

a hierarchical fuzzy inference should be used to perform 

the calculations. 

To assess the reliability 
ijRealStaffP  of the executor 

of the operation 
ij ip P , a fuzzy model is proposed, the structure 

of which is shown in figure 2. 
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Fig. 2. Fuzzy model for assessing the reliability of the executor 

In the fuzzy model of estimating the reliability of the executor, 

the following linguistic variables with the corresponding 

characteristics are included: 

 experience of the executor ExpStaffP ; 

 assessment of the loyalty of the executor SatStaffP ; 

 level of motivation of the executor in success of the project 

MotStaffP . 

 

The description of the above linguistic variables is shown 

in tables 1–3 in accordance with the methodology of infographic 

modeling of fuzzy control problems [19]. 

Table1. Characteristics of the linguistic variable of the executor's work experience 

CatStaffP 

 

Table 2. Characteristics of the linguistic variable of the executor's work experience 

CatStaffP 

 

Table 3. Characteristics of the linguistic variable loyalty of the executor MotStaffP 

  
 

 

The description of the initial linguistic variable reliability of 

the executor StaffP is shown in table 4. 

Table 4. Characteristics of linguistic variable reliability of the executor StaffP 

 
 

To assess the level of insecurity of information systems, 

it is proposed to use the CVSS standard [10] and calculate 

the vulnerability of information systems of the operation. Based 

on this indicator, a linguistic variable is proposed, the description 

of which in accordance with the methodology of infographic 

modeling [19] is given in table 5. 

Table 5. Description of the linguistic variable of the level of insecurity of information 

systems 

 
 

To form the membership functions of the terms 

of the linguistic variable, the processing of expert estimates based 

on the method of analysis of Saaty hierarchies was used [5, 20]. 

In order to assess the level of interest in impaired accessibility 

of the document, it is proposed to use the method of hierarchy 

analysis, based on expert assessments according to the three-level 

hierarchy of threat actors and types of documents shown in 

figure 8. In other cases, when this assumption cannot be applied, 

this assessment is established by an expert [12–14].  

 

Fig. 8. Tree of criteria for assessing the level of interest in violating the availability 

of the document 
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The description of the linguistic variable of the possibility 

of violation of the accessibility of the document is shown 

in table 6. 

Table 6. Description of the linguistic variable possibility of violation of document 

accessibility 

 

 

On the basis of the offered linguistic variables and their terms 

the fuzzy production rules for performance of calculations 

on models are constructed [23, 24]. 

In a simplified form, the set of rules for fuzzy products 

is as follows: 

Rule R: <IF> 
N

i

i 1

A



 <ТHEN>

M

j

j 1

C



 

where N – the number of subconditions included in the rule R; 

M – the number of subconclusions included in the rule R; 

Ai – is a subcondition that is part of the R rule and is a fuzzy 

statement consisting of an input linguistic variable and 

a corresponding term; Cj – is a subconclusion that is part 

of the rule R and is a fuzzy statement consisting of the original 

linguistic variable and the corresponding term. 

Using one of the algorithms of fuzzy inference, for example, 

the Mamdani method, based on the rules of the fuzzy model 

to assess the possibility of violation of the availability 

of the document calculates the possibility iPAv  of violation 

of the availability of the document id  during the operation 

lk

ij ip P . Next, using formula (5), a general assessment iPAv  

of the possibility of a threat of violation of the availability 

of the document id  is calculated. 

To calculate the quantitative assessment of the risk 

of violation of the availability of the document in accordance with 

formula (4), it is necessary to calculate the assessment iUAv  

of the damage from the threat of violation of the availability 

of the document id . 

The calculation of the damage assessment iUAv  from the 

threat of violation of the availability of the document id  requires 

the creation of a set of partial indicators that form the damage 

or loss. A generalized list of these partial indicators is presented 

in table 1. The indicators are divided into three groups: external 

loss or damage to the enterprise, internal loss or damage 

to the enterprise, financial losses of the enterprise. It is proposed 

to calculate the value of iUAv  by using the method of hierarchy 

analysis, the tree of criteria which consists of the levels of partial 

indicators of damage, types of project documents and documents 

distributed by type. Damage from accessibility is assessed 

in monetary terms or in points that can be used to make decisions 

about information security. 

Table 7. List of partial damage/loss indicators 

No Title of the indicator 
Group of 

indicators 

1 Damage to the authority of the organization External 

damage/loss 2 Damage to the authority of the state in the international 

arena 

3 Legal costs 

4 Negative reaction at the government level 

5 Publication of negative materials in the press 

6 The possibility of committing terrorist acts 

7 The possibility of man-made disasters 

8 Dismissal of specialists of the organization Internal 

damage/loss 9 Reducing the level of information security 

10 Loss or destruction of the organization's assets 

11 Influence on the decisions made by the staff of the 

organization in business processes 

12 The need to verify and restore the integrity of the asset 

13 Deterioration of the emotional climate in the team 

14 Disorganization of activities 

15 The need for manual work 

16 Reducing the competitiveness of the organization Financial 

loss 17 Loss of benefits when concluding contracts 

18 Decrease in liquidity and share price 

19 Inability of the organization to fulfill its obligations to 

customers and suppliers 

20 The need for additional research 

21 Ability to steal assets and conduct unaccounted 

transactions 

22 Decrease in prices for products, sales 

23 Loss of patenting, sale of licenses 

24 Anticipation of competitors bringing similar products to 

market 

25 Abandonment of strategic decisions that have become 

ineffective 

26 Deterioration of credit conditions 

27 Falling profitability 

28 Reducing the level of cooperation with business partners 

29 Mass theft, fraud 

3. Conclusions 

1) The paper develops a method for assessing the risks 

of violation of the availability of project documents in solving 

information security problems. A formal description of many 

project documents in the form of a generalized hierarchical 

structure is presented, the connection of documents with 

the operations performed on them and information systems 

used during these operations is formalized. Given the 

incompleteness and dimension of the data, based on fuzzy 

logic, a model was developed to assess the risk of document 

accessibility. Approaches to the assessment of the damage 

from the violation of the availability of the project document 

and the method of calculating the overall assessment of the 

risk of violation of the availability of documents are proposed. 

2) These results can be used in decision-making processes 

regarding information security of projects in organizations that 

have project activities, including IT companies, construction 

companies, critical infrastructure companies and others. 

The approaches proposed in this paper can serve as a basis 

for the creation of specialized information technologies 

to automate the calculation of project risk assessments. 
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