
© 2012. Ms.G.S.Sravanthi, Mrs.B.Sunitha Devi, S.M.Riyazoddin & M.Janga Reddy. This is a research/review paper, distributed under 
the terms of the Creative Commons Attribution-Noncommercial 3.0 Unported License http://creativecommons.org/licenses/by-nc/3.0/), 
permitting all non-commercial use, distribution, and reproduction inany medium, provided the original work is properly cited. 
 

  
Global Journal of Computer Science and Technology 
Graphics & Vision 
Volume 12 Issue 15 Version 1.0 Year 2012 
Type: Double Blind Peer Reviewed International Research Journal 
Publisher: Global Journals Inc. (USA) 
Online ISSN: 0975-4172 & Print ISSN: 0975-4350 

 

A Spatial Domain Image Steganography Technique Based on 
Plane Bit Substitution Method 

                   By Ms.G.S.Sravanthi, Mrs.B.Sunitha Devi, S.M.Riyazoddin 
& M.Janga Reddy     

                                                      CMR Institute of Technology, Hyderabad, Andhra Pradesh 

Abstract - Steganography is the art and science of hiding information by embedding data into cover 
media. In this paper we propose a new method of information hiding in digital image in spatial 
domain. In this method we use Plane Bit Substitution Method (PBSM) technique in which message 
bits are embedded into the pixel value(s) of an image. We first, proposed a Steganography 
transformation machine (STM) for solving Binary operation for manipulation of original image with 
help to least significant bit (LSB) operator based matching. Second, we use pixel encryption and 
decryption techniques under theoretical and experimental evolution. Our experimental, techniques 
are sufficient to discriminate analysis of stego and cover image as each pixel based PBSM, and 
operand with LSB. 

Keywords : spatial domain, pbsm, stm, lsb. 

GJCST-F Classification:  I.5.4 

 

A Spatial Domain Image Steganography Technique Based on Plane Bit Substitution Method 
 
 

Strictly as per the compliance and regulations of:

 
 

 

 



 

 

A Spatial Domain Image Steganography 
Technique Based on Plane Bit Substitution 

Method 
Ms.G.S.Sravanthi α, Mrs.B.Sunitha Devi α, S.M.Riyazoddin α & M.Janga Reddy α

Abstract  Steganography is the art and science of hiding 
information by embedding data into cover media. In this paper 
we propose a new method of information hiding in digital 
image in spatial domain. In this method we use Plane Bit 
Substitution Method (PBSM) technique in which message bits 
are embedded into the pixel value(s) of an image. We first, 
proposed a Steganography transformation machine (STM) for 
solving Binary operation for manipulation of original image with 
help to least significant bit (LSB) operator based matching. 
Second, we use pixel encryption and decryption techniques 
under theoretical and experimental evolution. Our 
experimental, techniques are sufficient to discriminate analysis 
of stego and cover image as each pixel based PBSM, and 
operand with LSB. 
Keywords : spatial domain, pbsm, stm, lsb. 

I. Introduction 

he word Steganography is of Greek origin and 
means "concealed writing" from the Greek words 
steganos meaning "covered or protected", and 

graphein meaning "to write". The first recorded use of the 
term was in 1499 by Joharnnes Trithemius in his 
Steganographia, a treatise on cryptography and 
steganography disguised as a book on magic. 
Generally, messages will appear to be something else: 
images, articles, shopping lists, or some other cover text 
and, classically, the hidden message may be in invisible 
ink between the visible lines of a private letter.   
“Steganography niche in security is to supplement 
cryptography, not replace it. If a hidden message is 
encrypted, it must also be decrypted if discovered, which 
provides another layer of protection.” There are several 
approaches in classifying steganographic systems.  One 
could categorize them according to the type of covers 
used for secret communication. A classification 
according to the cover modifications applied in the 
embedding process is another possibility.  Although in 
some cases an exact classification is not possible, the 
group steganographic methods are of six categories: 

Substitution systems substitute redundant parts 
of a cover with a secret message; Transform domain 
techniques embed secret information in a transform 
space of the signal (e.g., in the frequency domain); 
Spread spectrum techniques adopt ideas from spread 
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But as we know steganography deals with 

hiding of information in some cover source. On the other 
hand, Steganalysis is the art and science of detecting 
messages hidden using steganography; this is 
analogous to cryptanalysis applied to cryptography. The 
goal of steganalysis is to identify suspected packages, 
determine whether or not they have a payload encoded 
into them, and, if possible, recover that payload. Hence, 
the major challenges of effective Steganography are:- 
1. Security of Hidden Communication: In order to avoid 

raising the suspicions of eavesdroppers, while 
evading the meticulous screening of algorithmic 
detection, the hidden contents must be invisible both 
perceptually and statistically. 

2. Size of Payload: Unlike watermarking, which needs 
to embed only a small amount of copyright 
information, steganography aims at hidden 
communication and therefore usually requires 
sufficient embedding capacity. Requirements for 
higher payload and secure communication are often 
contradictory. Depending on the specific application 
scenarios, a tradeoff has to be sought.  

One of the possible ways of categorizing the 
present steganalytic attacks is on the following two 
categories 
1. Visual Attacks: These methods try to detect the 

presence of information by visual inspection either 
by the naked eye or by a computer. The attack is 
based on guessing the embedding layer of an 
image (say a bit plane) and then visually inspecting 
that layer to look for any unusual modifications in 
that layer. 

2. Statistical Attacks: These methods use first or higher 
order statistics of the image to reveal tiny alterations 
in the statistical behavior caused by steganographic 
embedding and hence can successfully detect even 
small amounts of embedding with very high 
accuracy. 

T 
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spectrum communication; Statistical methods encode

information by checking several statistical properties of a 
cover and use hypothesis testing in the extraction 
process; Distortion techniques store information by 
signal distortion and measure the deviation from the 
original cover in the decoding step; Cover generation 
methods encode information in the ay a cover for secret 
communication is created.



 

 

These class of steganalytic attacks are further 
classified as ’Targeted Attacks’ or ’Blind Attacks’ as 
explained in detail in the next few sections. 

a) Steganography Mechansim 

Fig.1.1 :  Steganographic Mechanism 

This system can be explained using the 
’prisoners problem’ (Figure 1.1) where Alice and Bob are 
two inmates who wish to communicate in order to hatch 
an escape plan. However communication between them 
is examined by the warden, Wendy. To send the secret 
message to Bob, Alice embeds the secret message ’m’ 
into the cover object ’c’, to obtain the stego object ’s’. 
The stego object is then sent through the public channel. 
In a pure steganographic framework, the technique for 
embedding the message is unknown to Wendy and 
shared as a secret between Alice and Bob. In private key 
steganography Alice and Bob share a secret key which 
is used to embed the message. The secret key, for 
example, can be a password used to seed a pseudo-
random number generator to select pixel locations in an 
image cover-object for embedding the secret message. 
Wendy has no knowledge about the secret key that Alice 
and Bob share, although she is aware of the algorithm 
that they could be employing for embedding messages. 
In public key steganography, Alice and Bob have private-
public key pairs and know each other’s public key. In this 
thesis we confine ourselves to private key steganography 
only. 

b) Different Kinds of Steganography  
Almost all digital file formats can be used for 

steganography, but the formats that are more suitable 
are those with a high degree of redundancy. 
Redundancy can be defined as the bits of an object that 
provide accuracy far greater than necessary for the 
object’s use and display. The redundant bits of an object 
are those bits that can be altered without the alteration 
being detected easily. Image and audio files especially 
comply with this requirement, while research has also 
uncovered other file formats that can be used for 
information hiding. 

 

Fig.1.2

 

:

 

Categories of Steganography

 

Hiding information in text is historically the most 
important method of steganography. An obvious method 
was to hide a secret message in every nth letter of every 
word of a text message. It is only since the beginning of 
the internet and all the different digital file formats that is 
has decreased in importance.

 

This Paper is organized

 

as follows:

 

In section II, 
“Literature Survey”, we give a background of the existing 
state of the steganographic research. We cover briefly 
the main categories of steganographic algorithms 
covered till date although the survey is not exhaustive 
and we may have missed out some of the algorithms. In 
section III we discuss the method how the 
stagenography transformation takes place, in

 

section IV 
we discuss the proposed PBSM an adaptive method for 
secured image steganography is discussed and in last 
section we tried to show the experimental results. 

 

II.

 

Literature survey

 

Here we discuss the necessary background 
required for this work. In section 2.1 we discuss briefly 
some of the existing steganographic techniques. In 
section 2.2 we present some of the steganalytic attacks 
proposed till date as a counter measure to the 
steganographic algorithms.

 

a)

 

Existing Steganographic Techniques

 

The steganographic algorithms proposed in 
literature can broadly be classified into two categories.

 

1.

 

Spatial Domain Techniques

 

2.

 

Transform Domain Techniques

 

Each of these techniques is covered in detail in 
the next two subsections.

 

i.

 

Spatial Domain

 

These techniques use the pixel gray levels and 
their color values directly for

 

encoding the message bits. 
These techniques are some of the simplest schemes in 
terms of embedding and extraction complexity. The 
major drawback of these methods is amount of additive 
noise that creeps in the image which directly affects the

 

Peak Signal to Noise Ratio and the statistical properties 
of the image. Moreover

 

these embedding algorithms are 
applicable mainly to lossless image-compression 
schemes like TIFF images. For lossy compression 
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schemes like JPEG, some of the message bits get lost 
during the compression step. 

The most common algorithm belonging to this 
class of techniques is the Least Significant Bit (LSB) 
replacement technique in which the least significant bit of 
the binary representation of the pixel gray levels is used 
to represent the message bit. This kind of embedding 
leads to an addition of a noise of 0:5p on average in the 
pixels of the image where p is the embedding rate in 
bits/pixel. This kind of embedding also leads to an 
asymmetry and a grouping in the pixel gray values 
(0,1);(2,3);. . . (254,255). this asymmetry is exploited in 
the attacks developed for this technique as explained 
further in section 2.2. To overcome this undesirable 
asymmetry, the decision of changing the least significant 
bit is randomized i.e. if the message bit does not match 
the pixel bit, then pixel bit is either increased or 
decreased by 1. This technique is popularly known as 
LSB Matching. It can be observed that even this kind of 
embedding adds a noise of 0:5p on average. To further 
reduce the noise, [19] have suggested the use of a 
binary function of two cover pixels to embed the data 
bits. The embedding is performed using a pair of pixels 
as a unit, where the LSB of the first pixel carries one bit of 
information, and a function of the two pixel values carries 
another bit of information. It has been shown that 
embedding in this fashion reduces the embedding noise 
introduced in the cover signal. In [21], a multiple base 
number system has been employed for embedding data 
bits. While embedding, the human vision sensitivity has 
been taken care of. The variance value for a block of 
pixels is used to compute the number base to be used 
for embedding. A similar kind of algorithm based on 
human vision sensitivity has been proposed by [22] by 
the name of Pixel Value Differencing. This approach is 
based on adding more amounts of data bits in the high 
variance regions of the image for example near “the 
edges” by considering the difference values of two 
neighboring pixels. This approach has been improved 
further by clubbing it with least significant bit embedding 
in [17].According to [17], “For a given medium, the 
steganographic algorithm which makes fewer 
embedding changes or adds less additive noise will be 
less detectable as compared to an algorithm which 
makes relatively more changes or adds higher additive 
noise.” Following the same line of thought Crandall [17] 
have introduced the use of an Error Control Coding 
technique called “Matrix Encoding”. In Matrix Encoding, 

q message bits are embedded in a group of 2 1q − cover 

pixels while adding a noise of 1 2 q−−  per group on 
average. The maximum embedding capacity that can be 

achieved is / 2 1qq − . For example, 2 bits of secret 
message can be embedded in a group of 3 pixels while 
adding a noise of 0:75 per group on average. The 
maximum embedding capacity achievable is 2=3 = 

0:67 bits/pixel. F5 algorithm [17] is probably the most 
popular implementation of Matrix Encoding. LSB 
replacement technique has been extended to multiple bit 
planes as well. Recently [20] has claimed that LSB 
replacement involving more than one least significant bit 
planes is less detectable than single bit plane LSB 
replacement. Hence the use of multiple bit planes for 
embedding has been encouraged. But the direct use of 
3 or more bit planes leads to addition of considerable 
amount of noise in the cover image. [17] Have given a 
detailed analysis of the noise added by the LSB 
embedding in 3 bit planes. Also, a new algorithm which 
uses a combination of Single Digit Sum Function and 
Matrix Encoding has been proposed. It has been shown 
analytically that the noise added by the proposed 
algorithm in a pixel of the image is 0:75p as compared to 
0:875p added by 3 plane LSB embedding where p is the 
embedding rate. 

One point to be observed here is that most of 
the approaches proposed so far are based on 
minimization of the noise embedded in the cover by the 
algorithm. Another direction of steganographic algorithm 
is preserving the statistics of the image which get 
changed due to embedding. Chapter 2 of this thesis 
proposes two algorithms based on this approach itself. 
In the next section we cover some of the transform 
domain steganographic algorithms. 

ii. Transform Domain 
These techniques try to encode message bits in 

the transform domain coefficients of the image. Data 
embedding performed in the transform domain is widely 
used for robust watermarking.  

Similar techniques can also realize large-
capacity embedding for steganography. Candidate 
transforms include discrete cosine Transform (DCT), 
discrete wavelet transform (DWT), and discrete Fourier 
transform (DFT). By being embedded in the transform 
domain, the hidden data resides in more robust areas, 
spread across the entire image, and provides better 
resistance against signal processing. For example, we 
can perform a block DCT and, depending on payload 
and robustness requirements, choose one or more 
components in each block to form a new data group 
that, in turn, is pseudo randomly scrambled and 
undergoes a second-layer transformation. 

Modification is then carried out on the double 
transform domain coefficients using various schemes. 
These techniques have high embedding and extraction 
complexity. Because of the robustness properties of 
transform domain embedding, these techniques are 
generally more applicable to the “Watermarking” aspect 
of data hiding. Many steganographic techniques in these 
domain have been inspired from their watermarking 
counterparts.F5 [17] uses the Discrete Cosine Transform 
coefficients of an image for embedding data bits. F5 
embeds data in the DCT coefficients by rounding the 
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quantized coefficients to the nearest data bit. It also uses 
Matrix Encoding for reducing the embedded noise in the 
signal. F5 is one the most popular embedding schemes 
in DCT domain steganography, though it has been 
successfully broken in [17]. 

The transform domain embedding does not 
necessarily mean generating the transform coefficients 
on blocks of size 8 8×  as done in JPEG compression 
techniques. It is possible to design techniques which 
take the transforms on the whole image [17]. Other block 
based JPEG domain and wavelet based embedding 
algorithms have been proposed in [17] with respectively. 

b) Existing Attacks 
The steganalytic attacks developed till date can 

be classified into visual and statistical attacks. 

The statistical attacks can further be classified as 
1. Targeted Attacks 
2. Blind Attacks 

Each of these classes of attack is covered in 
detail in the next two subsections along with several 
examples of each category. 

i. Targeted Attacks 
These attacks are designed keeping a particular 

steganographic algorithm in mind. These attacks are 
based on the image features which get modified by a 
particular kind of steganographic embedding. A 
particular steganographic algorithm imposes a specific 
kind of behavior on the image features. This specific kind 
of behavior of the image statistics is exploited by the 
targeted attacks. Some of the targeted attacks are as 
follows: 
1. Histogram Analysis: The histogram analysis method 

exploits the asymmetry introduced by LSB 
replacement. The main idea is to look for statistical 
artifacts of embedding in the histogram of a given 
image. It has been observed statistically that in 
natural images (cover images), the number of odd 
pixels and the number of even pixels are not equal. 
For higher embedding rates of LSB Replacement 
these quantities tend to become equal. So, based 
on this artifact a statistical attack based on the Chi-
Square Hypothesis Testing is developed to 
probabilistically suggest one of the following two 
hypothesis:  

Null Hypothesis H0: The given image contains 
steganographic embedding Alternative  

Hypothesis H1: The given image does not 
contain steganographic embedding the decision to 
accept or reject the Null Hypothesis H0 is made on basis 
of the observed confidence value p. A more detailed 
discussion on Histogram Analysis can be found in [24]. 

 

Figure 2.1 : Flipping of set cardinalities during 
embedding 

2. Sample Pair Analysis: Sample Pair Analysis is 
another LSB steganalysis technique that can detect 
the existence of hidden messages that are randomly 
embedded in the least significant bits of natural 
continuous-tone images. It can precisely measure 
the length of the embedded message, even when 
the hidden message is very short relative to the 
image size. The key to this methods success is the 
formation of 4 subsets of pixels (X, Y, U, and V ) 
whose cardinalities change with LSB embedding (as 
shown in Figure 2.1), and such changes can be 
precisely quantified under the assumption that the 
embedded bits are randomly scattered. A detailed 
analysis on Sample Pair technique can be found in 
[23]. 

Another attack called RS Steganalysis based on 
the same concept has been independently proposed by 
[25]. 

ii. Blind Attacks 
The blind approach to steganalysis is similar to 

the pattern classification problem. The pattern classifier, 
in our case a Binary Classifier, is trained on a set of 
training data. The training data comprises of some high 
order statistics of the transform domain of a set of cover 
and stego images and on the basis of this trained 
dataset the classifier is presented with images for 
classification as a non-embedded or an embedded 
image. Many of the blind steganalytic techniques often 
try to estimate the cover image statistics from stego 
image by trying to minimize the effect of embedding in 
the stego image. This estimation is sometimes referred 
to as “Cover Image Prediction”. Some of the most 
popular blind attacks are defined next. 
1. Wavelet Moment Analysis: Wavelet Moment Analyzer 

(WAM) is the most popular Blind Steganalyzer for 
Spatial Domain Embedding. It has been proposed 
by [40].WAM uses a denoising filter to remove 
Gaussian noise from images under the assumption 
that the stego image is an additive mixture of a non-
stationary Gaussian signal (the cover image) and a 
stationary Gaussian signal with a known variance 
(the noise). As the filtering is performed in the 
wavelet domain, all the features (statistical moments) 
are calculated as higher order moments of the noise 
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residual in the wavelet domain. The detailed 
procedure for calculating the WAM features in a gray 
scale image can be found in [17]. WAM is based on 
a 27 dimension feature space. It then uses a Fisher 
Linear Discriminant (FLD) as a classifier. It must be 
noted that WAM is a state of the art steganalyzer for 
Spatial Domain Embedding and no other blind 
attack has been reported which performs better than 
WAM. 

 

Fig. 2.2 :  4-pixels 

2. Calibration Based Attacks: The calibration based 
attacks estimate the cover image statistics by 
nullifying the impact of embedding in the cover 
image. These attacks were first proposed by [17] 
and are designed for JPEG domain steganographic 
schemes. They estimate the cover image statistics 
by a process termed as Self Calibration. The 
steganalysis algorithms based on this self calibration 
process can detect the presence of steganographic 
noise with almost 100% accuracy even for very low 
embedding rates [26, 27]. This calibration is done by 
decompressing the stego JPEG image to spatial 
domain and cropping 4 rows from the top and 4 
columns from the left and recompressing the 
cropped image as shown in Figure 2.2. The 
cropping and subsequent recompression produce a 
“calibrated” image with most macroscopic features 
similar to the original cover image. The process of 
cropping by 4 pixels is an important step because 
the 8 8×  grid of recompression “does not see” the 
previous JPEG compression and thus the obtained 
DCT coefficients are not influenced by previous 
quantization (and embedding) in the DCT domain. 
Farid’s Wavelet Based Attack: This attack was one of 
the first blind attacks to be proposed in 
steganographic research [17] for JPEG domain 
steganography. It is based on the features drawn 
from the wavelet coefficients of an image. This attack 
first makes an n level wavelet decomposition of an 
image and computes four statistics namely Mean, 
Variance, Skewness and Kurtosis for each set of 
coefficients yielding a total of 12 ( 1)n× −
coefficients. The second set of statistics is based on 
the errors in an optimal linear predictor of coefficient 
magnitude. It is from this error that additional 
statistics i.e. the mean, variance, skew-ness, and 
kurtosis are extracted thus forming a 24 ( 1)n× −  
dimensional feature vector. For implementation 
purposes, n is set to 4 i.e. four level decomposition 
on the image is performed for extraction of features. 

The source code of this attack is available at [17]. 
After extraction of features, a Support Vector 
Machine (SVM) is used for classification. We would 
like to mention that although in [17] a SVM has been 
used for classification we have used the Linear 
Discriminant Analysis for classification. Some other 
blind attacks have also been proposed in literature. 
[17] Have modeled the difference between absolute 
value of neighboring DCT coefficients as a Markov 
process to extract 324 features for classifying 
images as cover or stego. [27] Have extended the 
features of [26] to 193 and clubbed them with 72 
features derived by reducing the 324 extracted by 
[17]. 

III. Steganography transformation 

a) LSB Replacement 
LSB replacement is a well-known 

steganographic method. In this embedding scheme, 
only the LSB plane of the cover image is overwritten with 
the secret bit stream according to a pseudorandom 
number generator (PRNG). As a result, and thus it is very 
easy to detect the existence of hidden message even at 
a low embedding rate using some reported steganalytic 
algorithms 

 

b)

 

LSB Matching

 

LSB matching (LSBM) employs a minor 
modification to LSB replacement. If the secret bit does 
not match the LSB of the cover image, then+1 or –

 

1 is 
randomly added to the corresponding pixel value. 
Statistically, the probability of increasing or decreasing 
for each modified pixel value is the same and so the 
obvious

 

asymmetry artifacts introduced by LSB 
replacement can be easily avoided.
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IV. Adaptive Method for 
Steganography 

To increase the security and the size of stored 
data, a new adaptive LSB technique is used. Instead of 
storing the data in every least significant bit of the pixels, 
this technique tries to use more than one bit in a pixel in 
such a way that this change will not affect the visual 
appearance of the host image. It uses the side 
information of neighboring pixels to estimate the number 
of bit which can be carried in the pixels of the host-image 
to hide the secret data called PBSM. 

a) Sending Algorithm  
1. Convert the carrier image to binary.  
2. Divide the secret message into blocks, each   block 

consisting of 16 characters (128 bits).  
3. Apply encryption process to convert each plain text 

block into a cipher text block.  
4. Keep all the cipher text blocks together to form the 

complete cipher text.  
5. Transform these cipher text to binary.  
6. Embed the cipher text into binary image as per the 

embedding process discussed, and then we get 
the stego binary image. Now convert this stego 
binary image to stego image and then send to 
receiver.  
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b)
 

Embedding Algorithm
 

Input:
 

l-
 

bit secret message M, an 
uncompressed image IPe, Ps the cryptographic and 
steganographic keys.

 

Output:
 
stego-image I′or failure

 



 

 

 
  

 
  

 
 

   
   
  
  
  

 
 

 

 
 

 
   
  

   
  

 
  

 
 

   
   
  
  

 
 

  
 

  
 

 

 

 
 

 
   
  

V.

 

Experimental results
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ix 1ix  im 1im  iy 1iy 

1 1 0 0 2 1

1 1 0 1 0 1
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Parameters: the higher bit plane imax, the 
threshold the size m × n of the sliding window                                                                            
1. Transform I into I′ from PBC to CGC according to 1
2. Decompose I′ into N-bit planes
3. Compress and encrypt M with Ke
4. Init the Pseudo-Random Generator with Ks
5. For i from imax to 1
− Find all m × n flat areas in bit plane Bi with 

threshold t according to 4
− Randomly embed the message in the bits of Bit of 

the non-flat areas using the pseudo-random 
sequence

6. If some bits of the message has not been      
embedded return failure

7. Transform I′ from CGC to PBC according to (2)
8. Return I′

c) Receiving Algorithm
Input: a stego image I′ Pe, Ps the cryptographic 

and steganographic keys

Output: the l-bit secret message M
Parameters: the higher bit plane imax, the 

threshold the size m × n of the sliding window.

1. Transform I′ from PBC to CGC according to (1)
2. Decompose I′ into N-bit planes
3. Init the Pseudo-Random Generator with Ks
4. for i from imax to 1
− Find all m × n flat areas in bit plane Bi with          

threshold t according to (4)
− Extract the message M in the non-flat areas of Bi 

using the pseudo-        random sequence
5. Decrypt M with Ke and decompress it 6. Return M
− Find all m × n flat areas in bit plane Bi with 

threshold t according to 4
− Randomly embed the message in the bits of Bit of 

the non-flat areas using the pseudo-random 
sequence

6. If some bits of the message has not been      
embedded return failure

7. Transform I′ from CGC to PBC according to (2)
8. Return I′
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