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ABSTRACT

The dissertation demonstrates subwavelength engineering of silicon photonic waveguides
in the form of two different structures or avenues: (i) a novel ultra-low mode area v-groove
waveguide to enhance light-matter interaction; and (ii) a nanoscale sidewall crystalline grating

performed as physical unclonable function to achieve hardware and information security.

With the advancement of modern technology and modern supply chain throughout the
globe, silicon photonics is set to lead the global semiconductor foundries, thanks to its
abundance in nature and a mature and well-established industry. Since, the silicon waveguide
is the heart of silicon photonics, it can be considered as the core building block of modern
integrated photonic systems. Subwavelength structuring of silicon waveguides shows immense
promise in a variety of field of study, such as, tailoring electromagnetic near fields, enhancing
light-matter interactions, engineering anisotropy and effective medium effects, modal and
dispersion engineering, nanoscale sensitivity etc. In this work, we are going to exploit the
boundary conditions of modern silicon photonics through subwavelength engineering by
means of novel ultra-low mode area v-groove waveguide to answer long-lasting challenges,
such as, fabrication of such sophisticated structure while ensuring efficient coupling of light
between dissimilar modes. Moreover, physical unclonable function derived from our nanoscale
sidewall crystalline gratings should give us a fast and reliable optical security solution with
improved information density. This research should enable new avenues of subwavelength
engineered silicon photonic waveguide and answer to many unsolved questions of silicon

photonics foundries.
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CHAPTER 1

INTRODUCTION

In recent times, silicon photonics has emerged as a revolutionary technology for producing
opto-electronic devices and systems [1]. Silicon photonic waveguides are much smaller in size
compared to traditional optical fibers and can easily be co-integrated with microelectronics using
standard CMOS fabrication process on a single chip or chip stack. This results in cost effectiveness
in transferring data both on-chip and through fiber under very broad bandwidth region. Silicon
allows us to achieve countless photonic operations at a reasonably competitive performance level.
Several practical approaches are ongoing to making cheap light sources and career at various levels
of integration with the silicon platform. The silicon waveguide is a core building block in the
modern integrated photonic systems thanks to its relatively high refractive index and lower direct
bandgap. Among the wide range of applications of silicon waveguides, some of the highlighted
sectors are resonant and non-resonant devices, data communications, sensing, nanomanipulation,
non-linear quantum optics and much more [2]. To cope with the ever-increasing requirement of
high data transfer rate and expanding bandwidth, subwavelength engineering of silicon photonic
waveguides has shown extreme promise. Recent advancements in nanofabrication techniques have
made it possible to implement subwavelength structures and hence, opened new doors to

groundbreaking innovations in silicon photonics arena.



1.1 Introduction to Silicon Photonic Waveguides

An optical waveguide has the general property that there is always a material
with high refractive index (n.q,e) surrounded by a material with lower refractive index (n¢;qq)-
Various types of waveguides are used in on-chip circuitry. A few of the basic ones are strip
waveguides, rib waveguides, slot waveguides, subwavelength grating (SWG) waveguides, hybrid

plasmonic-photonic waveguides, and plasmonic nanowires.

The geometrical features of these waveguides are generally sub-micron and as such they need
to be fabricated with high spatial resolution and critical dimension (CD) accuracy typically <10
nm. The applications of nanophotonic waveguide not only fall as active components in integrated
opto-electronic circuits such as: phase shifters for modulators, as sensors for optical trapping or
manipulation, but also as simple passive components including multiplexers, demultiplexers, filters

and optical interconnects like bends, couplers and splitters [1,2].

Nelad Nelad Netad
L 4
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, 1 |
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Figure 1.1: Schematic of slab (left), strip (middle), and rib (right) waveguides

While evaluating the performance of any kind of waveguide, it is imperative to consider both
its size and propagation loss. There are two fundamental types of propagation loss, intrinsic loss
and extrinsic loss. For example, we can consider loss due to free carrier absorption as intrinsic loss,

and scattering loss from side-wall roughness, or radiation leakage into the substrate, as extrinsic



loss. For doped waveguides used in active phase shifters for example, intrinsic loss often dominates.
However, extrinsic loss is significant especially for nanophotonic silicon-on-insulator waveguides,
owing to the high index contrast of Si/SiO., the high field intensity at the waveguide sidewalls, and

the non-negligible sidewall roughness introduced by dry etching.
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Fig. 1.2: TE mode in rib waveguide (left) and strip waveguide (right) [1,2]

Nowadays, applications for silicon photonics such as high bandwidth parallel, multiplexed, and
coherent communications are becoming widespread and silicon photonic waveguides are the heart
of it. But the prospects of silicon photonic waveguides are not limited only to data communications.
Both commercial and research institutions involved in photonic technology are exploring numerous
emerging applications. Areas of particular promise include: biosensing [3], imaging [4], LIDAR
systems [5], inertial sensing [6], integrated photonics and opto-electronics [7][8], coherent
communication [9], laser noise reduction [10], hybrid photonic-RFICs [11], and signal processing

including quantum and all optical information processing [12].

1.2 Introduction to Subwavelength Engineering

Subwavelength engineering is an effective way to vary the refractive index of a waveguide. It
was first proposed to realize light coupling and mode conversion in one-dimensional (1D)

subwavelength grating (SWG) waveguides [13]. In general, “subwavelength” refers to a structural



period with which the Bragg reflection and diffraction effects are suppressed in the structure. By
changing the period and duty cycle of an SWG, the effective index, dispersion, and optical field
confinement can be flexibly adjusted over a wide range. Subwavelength structures such as
subwavelength gratings (SWGs) and subwavelength metamaterials are capable of tailoring the
optical properties of materials and controlling the flow of light at the nanoscale. The effective
indices of the subwavelength structured strip and slab waveguides can be changed in a wide range
by choosing an appropriate duty cycle or a filling factor of silicon, which provides an effective

method to manipulate the optical field and achieve effective index matching for functional devices.

(a) (b) (c)
l-l IJ I.l of

Fig. 1.3: Schematic diagrams of various subwavelength structured strip and slab waveguides. (a) SWG waveguide, (b) 90° waveguide
bend, and (c) multimode crossing based on the subwavelength metamaterial. The red, pink, and gray colors represent silicon, partially
etched silicon, and silica, respectively. ‘b’ is reprinted from Wu et al. [13]. The structure in ‘c’ was reported in Xu and Shi [14].

Silicon photonics has recently witnessed significant growth in academic research and industrial
applications, mainly due to its compatibility with the complementary metal oxide semiconductor
(CMOS) fabrication process. The high refractive index of silicon (~3.45) enables a high contrast
relative to the surrounding cladding of a silicon waveguide and thus high confinement of the optical
field. These properties are desirable for achieving densely integrated photonic circuits. A number
of well-known silicon waveguides based on different structures have been demonstrated, including
strip waveguide, slab waveguide, slot waveguide, and photonic crystal waveguide [15]. However,

unlike other I11-V materials whose refractive indices can be flexibly varied by using different



constituent proportions, the refractive index of silicon is usually fixed, thus limiting the design
freedom. Modal effective index matching and engineering are often needed in many devices, for
example, couplers, polarization handling devices, and mode multiplexers. Therefore, it is highly
desirable to find a methodology to change the effective refractive indices of silicon waveguides
over a wide range through proper structural designs. In the subwavelength regime where the pitch
is short enough, light propagates through subwavelength structured waveguides without radiation
and Bragg reflection losses despite multiple discontinuities along the propagation direction. The
subwavelength segments behave like an equivalent waveguide made of an artificial material, which
can be fully described by the effective medium theory (EMT) [16]. A variety of devices with
unprecedented performance have been demonstrated based on different design principles of
subwavelength engineering. Among them, polarization handling devices (such as, polarizers,
polarization rotators, beam splitters), mode manipulators, couplers and splitters, waveguide
crossing and bend etc are some of the highly motivated research avenues. Therefore, it works as
building blocks for optical as well as fiber-chip interconnects [17]. More details about the optical

properties of subwavelength structured waveguides and example devices can be found here [18].

It is important to note that, the fabrication of such waveguides should be considered carefully
as the resolution and fabrication errors may greatly affect the device performance. With the
improvement of high-resolution lithography techniques, structures with feature sizes of ~100 nm
can be routinely fabricated on the SOI platform. In Figure 2, we illustrate the fabrication process
of the subwavelength structured silicon devices, which is widely used in the silicon photonics field.
It starts with an SOI wafer, which has a 220-nm-thick silicon layer on top, a 3-um-thick buried
oxide layer in the middle, and a silicon substrate. Then EBL can be used to define the

subwavelength structures and grating couplers on the photoresist, followed by the inductively



coupled plasma (ICP) dry etching to
transfer the pattern onto the silicon wafer.
After obtaining the partially etched
subwavelength structures and grating
couplers, the EBL and ICP etching
procedures are repeated to form the fully
etched silicon waveguides. Finally,
plasma  enhanced chemical vapor
deposition (PECVD) is used to deposit a
2-um thick layer of silica on the whole
wafer. The silica fills in the gap between
the silicon segments. In this way, one can
fabricate a silicon  subwavelength
structured waveguide embedded in the
silica cladding material with CMOS-

compatible processing.
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Fig. 1.4: Schematic diagram of the fabrication process of subwavelength
structured silicon photonic device [19]

Subwavelength engineered waveguides exhibit exotic optical properties that cannot be realized

with conventional waveguides. Therefore, several new areas of research are being conducted on

the basis of this. Tailoring electromagnetic near fields, enhancing light-matter interactions,

engineering anisotropy and effective medium effects, modal and and dispersion engineering,

nanoscale sensitivity etc are some of the highlighted topics that are being studied through

subwavelength structuring of silicon photonic waveguides.



1.3 Motivation and Scope of Work

Modern fabrication technologies are getting advanced rapidly and hence recent years have seen
a massive boom in subwavelength research not only in 1D SWG devices but also extending to two-
dimensional (2D) index control in waveguides. This provides more freedom in optical field
manipulation in the space domain, enabling new functional devices (e.g. mode converters) or
improving the performances of integrated devices. Inspiring from this, in this research, we are going

to introduce two new variants of silicon photonic waveguides as shown in Fig. 1.5.

1. Ultra-small mode area novel silicon V-groove waveguides

2. Moiré quasicrystals, i.e., nanoscale sidewall quasicrystalline gratings

Recently, we have theoretically demonstrated the novel nanoscale v-groove waveguide which
can achieve ultra-small mode area and prove to be an excellent platform for enhancing light matter
interactions [20]. On the other hand, quasicrystals oriented photonic architectures have been found
to be promising primitive to achieve hardware and information security. The theory of these
structures is based on optical interference. The two crucial phenomena addressed above can be
optically solved by exploiting silicon photonics. Attractively, both structures are amenable through
subwavelength engineering on standard CMOS platform. With the immense potential in the near-
infrared wavelength regime, subwavelength engineered silicon photonic waveguides or nanowires

can perform critically to overcome these challenges.

1.3.1 Subwavelength Engineered Silicon Photonic Waveguide for Enhancing Light-Matter

Interactions

We reported a novel silicon V-groove waveguide structure with deeply sub-wavelength field

confinement. It is a special strip waveguide with a “V”’ shape groove in it. Our waveguide exploits



boundary conditions of Maxwell’s equations to locally enhance the electric field while preserving
confinement in the high index medium. It obtains ultra-low mode areas, Aett ~ 0.003 um? [2] on par
with plasmonic nanowires, in an all-dielectric platform. However, fabrication process of this
structure hasn’t been developed. Moreover, coupling light from a significantly bigger mode area
(fiber, strip waveguide) to this ultra-low mode area waveguide is a challenge which hasn’t yet been
solved, especially, within a broadband regime. Accessing light efficiently to this ultra-small mode
area V-groove should enable new avenues of subwavelength engineered silicon photonic

waveguide and answer to the unsolved questions of silicon photonics foundries.

° In Chapter 2, we discuss detailed fabrication process of ultra-low mode area V-groove
waveguide followed by demonstrating an efficient and broadband coupling technique to access

light into it.
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Fig. 1.5. Avenues of this research: two different versions of subwavelength structuring of silicon photonic waveguides; (1)
enabling novel ultra-low mode area v-groove waveguide, (2) developing physical unclonable function from silicon
photonic quasicrystal interferometer



1.3.2 Subwavelength Engineered Silicon Photonic Waveguide for Hardware and Information

Security

The worldwide modern supply chain exposes our devices to potential adversaries. Ensuring the
authenticity of a device or chip has been a matter of concern in real world. The current technology
utilizes digital fingerprint technique, where the chip information is stored and then compared later
to other chips decide if they are authentic or fake. However, this technique is not always accurate
and these fingerprints can be easily cloned. Evidently, complexity does not guarantee security,
therefore, demanding to the necessity of unclonability. On this note, physical unclonable functions
or so-called PUFs have emerged as promising security primitive. In this work, we intend to
establish a silicon photonic architecture, specifically, a PUF architecture and verify its secure

authentication.

° In Chapter 3, we introduced a proof-of-concept silicon photonic physical unclonable
function (PUF) realized from moiré quasicrystals and establish proper authentication.

° In Chapter 4, we expand the above-mentioned research to 56 identically designed distinct
PUFs and verify their uniqueness and unclonability. To our knowledge, this is the largest sample

size of physically distinct optical PUFs till date.

. In Chapter 5, we demonstrate an active as well as reconfigurable PUF architecture.
o Chapter 6 states the concluding remarks and directs towards the emerging and future
applications.
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CHAPTER 2

ENABLING NOVEL SUBDIFFRACTION
V-GROOVE WAVEGUIDE

2.1 Introduction

The optical waveguide is an important building block which is heavily relied upon to enable
photonic applications in data communications [1], biosensing [2], 3D imaging and light detection
and ranging systems [3,4], inertial sensing [5], nanoparticle manipulation [6], hardware security
[7,8], photonic circuits for classical or quantum information processing [9,10] and more.
Attractively, silicon offers a high refractive index alongside its infrared transparency, which
promotes small mode dimensions, compact device size, and the opportunity to enhance light-matter
interactions. However, the mode dimensions and field enhancement of conventional waveguides,
such as the silicon strip waveguide depicted in Fig. 2.1a, are generally restricted by the diffraction
limit. This limit can be broken by exploiting subdiffraction phenomena that locally enhance the
near-field, on the subwavelength scale, through mechanisms that are distinct from interference
phenomena, as exemplified in slot waveguides [11], hybrid dielectric-plasmonic waveguides [12],

and anisotropy-engineered waveguides [13] excited under the appropriate polarization.

Recently, we have designed and introduced novel silicon based subdiffraction waveguides [14],
such as the silicon V-groove waveguide depicted in Fig. 2.1b. This waveguide design exploits two

boundary conditions of Maxwell’s equations to constrain the eigenmode solution, enhance the
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electric field within silicon, and achieve ultra-small mode areas, An ~ 10‘3/13, on par with plasmonic

nanowires but in an all-dielectric platform. Reductions in mode area correspond to enhancements
in the maximum electric field energy density, u, = %elElZ, as observed in Fig. 2.1d for the silicon

V-groove waveguide when compared to the silicon strip waveguide depicted in Fig. 2.1c. The
silicon V-groove waveguide is amenable to fabrication by wet etching of crystalline (100) silicon,
an approach which fosters low surface roughness and precisely controlled critical dimensions [15].
However, to harness the prospective benefits of this ultra-small mode area waveguide in enhancing
light-matter interactions, it is necessary to first identify a solution for efficient input/output
coupling. While prior works have studied and developed optical couplers for interfacing with slot
waveguides [16,17] and plasmonic waveguides [18,19], no such coupler has been introduced for
all-dielectric subdiffraction waveguides such as the silicon VV-groove or diabolo type waveguides
as described in Ref. [14]. The motivation of this work is to develop and investigate an efficient,
broadband, and fabrication tolerant optical coupling solution for interfacing with subdiffraction all-
dielectric waveguides with ultra-low mode area, using the silicon V-groove waveguide as a

prototypical example.
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The ultra-small mode area of the silicon V-groove waveguide coincides with a significant mode
and phase mismatch relative to conventional silicon strip waveguides. Moreover, the propagation
constant of the silicon V-groove waveguide exhibits amplified sensitivity to certain geometric
parameters, such as the bridge height, h, of silicon remaining below the groove, where the electric

field energy density is strongly enhanced, as visualized in Fig. 2.1d,e [14]. To overcome these

Wout

Wgroove

Wgroove

Fig. 2.1. (a) Electric field mode profile of a silicon strip waveguide (350 nm x 220 nm) and (b)
silicon V-groove waveguide with h = 14 nm cladded by SiO, (fundamental quasi-TE modes). (c)

electric field energy density, u, = %elElZ, for the strip waveguide and (d) silicon V-groove

waveguide normalized to the same color scale. Values above 1/6" the max value, g mqy, are
saturated to show detail. (€) Schematic of the evanescent coupling architecture and two prospective
approaches: (f) non-adiabatic directional coupling, and (g) adiabatic mode evolution.

issues and facilitate efficient coupling, we consider two prospective coupling strategies: (1) non-
adiabatic directional coupling as illustrated in Fig. 2.1f, and (2) adiabatic mode evolution as
illustrated in Fig. 2.1g. We then perform a rigorous theoretical comparison between these

techniques to identify their respective benefits and/or limitations.
2.2 Design Methodology
2.2.1 Non-adiabatic directional coupling

As detailed by Yariv [20] and later refined by Hardy and Streifer [21], the directional coupler

allows for complete power transfer between any two waveguides, regardless of their cross-sectional
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design, so long as they can be phase-matched and placed in proximity to one another. Here, we
employ coupled mode theory to design and predict the properties of a directional coupler formed
by the evanescent interaction between a conventional strip waveguide and an ultra-low mode area
V-groove waveguide (Fig. 2.1f). Although the appropriate choice of gap and coupler length
naturally leads to a prospective design solution, the overall coupling performance must then be

evaluated by also considering both fabrication tolerances and optical bandwidth.

0/0 Adiabatic (taper start/end) © DC (phase matching)

a) b) c)
% % 5
o 2f = < 2
15 15
0.2 0.4 0.6 0.4 0.6 0.8 1 0.4 0.6 0.8 1
W, (km) W (1m) W, (m)

Fig. 2.2. Effective indices as a function of waveguide width for: (a) the strip waveguide, (b) centered
V-groove waveguide, and (c) off-centered V-groove waveguide (centered only at wo, = 600 nm).
Purple markers indicate phase matching design points, while green/red markers indicate taper
start/end points. Dashed lines indicate higher order modes.

Fig. 2.2 presents the effective index vs. waveguide width for isolated silicon strip and V-groove
waveguides, evaluated at Ao = 1550 nm. The design is targeted for fundamental mode quasi-
transverse-electric (TEo) coupling into a nominal silicon V-groove waveguide in 220 nm silicon-
on-insulator (SOI), e.g. Fig. 2.1b, where Wo, =500 nm and h =14 nm. The value of Wgroove iS
parametrically defined alongside our choice of h according to Wgroove = 2(220 nm — h)/tan(54.7°)
since we consider a fixed 220 nm silicon thickness and a 54.7° groove angle consistent with wet
etching of (100) silicon. For this V-groove waveguide, phase matching is achieved with a strip

width wi, = 283 nm as indicated by the purple marker in Fig. 2.2a and 2.2b.

For a given choice of gap, g, the coupling coefficient x and required coupler length L. can be
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derived from the effective indices n; and n; of the coupled waveguide system’s first two
eigenmodes — i.e., the symmetric and anti-symmetric supermodes of the directional coupler. Where
An is the difference ni - n; between the effective indices, at an operating wavelength Lo, the
fractional power coupling is described according to k? = sin?(z(An)/Ao). Complete power transfer
and localization in one waveguide requires accumulating a m phase difference between the
supermodes, which occurs at the cross-over length, z = L. = 1o/2An. Choosing g = 300 nm alongside

our nominal waveguide designs as an example, yields x? > 0.99 for a coupler length L. = 9.5 um.
2.2.2 Adiabatic mode evolution

Operation of our adiabatic coupler based on mode evolution is distinct from phase matched
directional coupling, in that it does not excite multiple supermodes but rather preserves light in the
lowest order (highest effective index) supermode. Unlike adiabatic 2x2 couplers which rely on the
same general concept [22], our device functions as a mode convertor which localizes light in one
input (strip waveguide) and one output (V-groove waveguide). The design problem is then two-
fold: (1) modulate the waveguide cross-sectional design along the optical axis to control where the
lowest order eigenmode resides, e.g., employing tapering to localize the fundamental mode in either
the strip or VV-groove waveguide; and (2) ensure the tapering is sufficiently gradual such that high
order modes and/or radiation modes are not excited. In our designs, we employ linear tapers on
both the strip and VV-groove waveguides. We further assume the dimensions of the V-groove to be
constrained by wet etching and constant vs. length, so that we only taper the outer width of the V-
groove waveguide. In principle, adiabatic mode evolution can be achieved by tapering solely the
strip waveguide. Here, we prefer to employ dual tapering of both waveguides since it leads to
reasonably compact design solution with a modest strip waveguide tip size, wyp = 200 nm. The

widths of the waveguide taper start and end points are illustrated in Fig. 2.2(a,c) via the green and
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red markers respectively. Our nominal adiabatic design utilizes: wi, = 350 nm, wgp = 200 nm, ws =
500 nm, and Wout = 600 nm.

Figure 2.3 depicts the effective indices and mode profiles of the three lowest order supermodes
in the adiabatic taper design. At the start of the taper the fundamental supermode confines light to
the strip waveguide, whereas at the end of the taper light is localized in the ultra-small mode area
V-groove waveguide. For a sufficiently long or adiabatic taper, light will be preserved in the
fundamental supermode and higher order supermodes should not be excited to any significant

degree. Interestingly, the higher order supermodes exhibit polarization rotation, an effect which is

Taper Start Taper End

I /
/ / . .
/] anticrossing

4

0.2 0.4 0.6 0.8
Fractional Taper Position

Fig. 2.3. Visualization of the supermodes’ electric field intensity and effective indices in the
adiabatic mode evolution design, where: wi, =350 nm, wg = 200 nm, ws = 500 nm,
Wout =600 nm, and g = 200 nm. The strip waveguide supermode evolves into a V-groove
waveguide supermode as the taper passes through an anticrossing. Higher order supermodes
exhibit polarization rotation effects.

aided by the broken vertical symmetry of the V-groove structure. This suggests the V-groove
geometry could prove useful in polarization diverse applications, such as in the design of on-chip
polarization rotators [23,24]. This is however not the focus of the present study, as we are focused
on efficiently coupling light into the fundamental quasi-TE mode of the V-groove waveguide from

the fundamental quasi-TE mode of a strip waveguide.
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The coupling efficiency was evaluated vs. taper length for various gaps, using a commercially
available 3D eigenmode expansion (EME) solver (Lumerical Inc.) with results depicted in Fig. 2.4.
The coupling efficiency is defined as Pou/Pin x 100% which describes the ratio of power in the
desired output V-groove mode, Poys, normalized to the input power launched into the strip
waveguide, Pin. For gaps g = 200 nm or 300 nm, >99% efficiency is observed for L. > 100 um and
200 um respectively. To provide manufacturing margin and ensure broadband operation, we select
lengths Lc = 124 um and 250 um for our respective g =200 nm and 300 nm adiabatic coupler
designs. We’ve also independently quantified the worst case substrate leakage loss [25] for two
buried oxide (BOX) thicknesses. For a BOX thickness of 1 um the substrate leakage is ~5.5 dB/cm
at the mid-point of the taper; whereas a BOX thickness of 2 um is adequate to suppress this value

to <0.001 dB/cm, making it is negligible compared to typical propagation losses.
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Fig. 2.4. Evaluation of the adiabatic mode evolution based design: coupling

efficiency vs. coupler length for varying gaps.

2.3 Performance Evaluation

Fig. 2.5 presents a visualization of the simulated electric field |E| profile for both the directional

coupler and adiabatic mode evolution based designs, where light is injected into the strip waveguide
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before the coupling region. Both structures successfully achieve high >99% coupling efficiency
from a silicon strip waveguide into an ultra-small mode area V-groove waveguide. At a glance, it
might appear as though both devices perform equivalently, except for the more compact footprint
of the directional coupler. These results, however, are for the nominally ideal case which assumes
zero fabrication errors and operation at exactly 1550 nm. In practice, these devices must achieve
high coupling efficiency amidst non-zero errors in critical dimensions (CD), and ideally over a

broad wavelength window.

a) 1

0 50 100 150 200 250
z (pm)

Fig. 2.5. Simulated electric field |E| for: (a) directional coupler and (b) adiabatic mode evolution
based example designs. The field profiles are taken at the plane y = 15 nm above the SiO/Si
interface.

Next, we investigate the fabrication tolerance of both designs by skewing three critical
dimensions: (1) silicon device layer thickness (nominal = 220 nm), (2) global variations in
waveguide width Aw, and (3) variations in the V-groove dimension. Here we assume the V-groove
angle is held constant at 54.7° and consider nanoscale errors in the silicon bridge height Ah

remaining beneath the groove (see Fig. 2.1(c)). Given the strong field concentration near the tip of
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the VV-groove, the effective index is especially sensitive to both the silicon device layer thickness
and the V-groove etch depth which control h [14]. As observed in Fig. 2.6(a), the directional coupler
design is very sensitive to device layer thickness, falling to ~50% efficiency for a 10 nm thickness
deviation. Meanwhile the adiabatic design shows negligible impact from silicon thickness

variations.

Fig. 2.6(b) reports the coupling efficiency as a function of the CD error in waveguide width,
Aw. Here the nominal designs are biased according t0 Wacwal = Waesign = AW to mimic the effect of
CD bias errors that may occur after lithography and/or etching. We observe the directional coupler
based design to suffer a strong coupling loss penalty as a function of Aw, whereas the adiabatic
design shows no measurable impact to coupling efficiency. The observed penalty in the directional
coupler case arises due to two closely related effects. First, the perfectly phase matched condition
of the ideal structure breaks in the presence of width bias because, unlike a conventional directional
coupler formed from an equivalent waveguide pair, the strip waveguide and V-groove waveguide
are not symmetric structures. As visible in curves of Fig. 2.2(a,b), the strip waveguide and V-groove
waveguide exhibit different effective index sensitivities to waveguide width, dner/dw, resulting in
a phase mismatch which grows with CD error. Secondly, for non-zero Aw the beat length deviates
from the nominal design value, as in a traditional directional coupler, and therefore the maximum
coupling occurs at a different design point. Neither of these two challenges exist in the adiabatic
coupler design and thus it can perform equally well for any CD error Aw considered in the range

from -30 nm to +30 nm.
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Fig. 2.6. Simulated coupling efficiencies of adiabatic and directional coupler (DC) type devices
vs. three key parameters: (a) silicon device layer thickness, (b) error in waveguide width Aw and
(b) error in V-groove bridge height Ah (as depicted in Fig. 2.1(c)).

Fig. 2.6(c) reports the coupling efficiency as a function of the CD error Ah, where we assume
hactial = haesign + 44 and evaluate device performance for the case hgesign = 14 nm. As was found for
CD errors in waveguide width, we observe that the directional coupler based design suffers a
significant coupling loss penalty with increasing CD error Ah. We further explore how this penalty
is affected by the choice of coupler gap. Notably, we observe that larger gap designs suffer a
stronger penalty vs. CD error, with the coupling efficiency falling to ~40% for the g = 400 nm
design and ~82% for the g = 200 nm design for a CD error Ah = +10 nm. The adiabatic design
again shows robust tolerance to CD errors. In this case, the adiabatic design benefits from the fact
that the strip waveguide taper spans a large range of nes from ~1.5 to ~2.1, while the corner case

effective indices of the VV-groove waveguide are always contained well within this range. Hence,
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the CD errors considered here are not large enough to impact the localization of the lowest order

eigenmode or to substantially alter the device efficiency.

Lastly, we evaluated the wavelength dependence of both coupler types over the range Ao = 1550
nm + 100 nm. Consistent with expectations, we find the adiabatic mode evolution based design
exhibits superior bandwidth as compared to the directional coupler based design as illustrated in
Fig. 2.7. Specifically, these two design types are found to exhibit >95% coupling efficiency over
wavelength ranges of >200 nm and ~50 nm respectively. To provide additional insight into the CD
error penalties associated with the directional coupler in particular, we also illustrate wavelength
dependence of devices where hactuar is set to 10 nm or 19 nm, equivalent to Ah=-4 nmand +5nm
respectively. A clear shift in wavelength is seen for changing heights. Here, these small nanoscale
variations in bridge height shift the peak coupling wavelength of the directional coupler based
design by + 50 nm. This highlights the difficult task of operating with a directional coupler,
especially when the coupled waveguides are dissimilar in nature and asymmetrically sensitive to

fabrication variations.
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Fig. 2.7. Simulated wavelength dependence of nominal adiabatic and directional coupler (DC) type
devices, and two illustrative examples of DCs with CD errors.
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2.4 Fabrication of VV-groove Waveguide

The V-groove geometry is amenable to fabrication by wet etching of crystalline (100) silicon,
an approach which fosters low surface roughness and highly controlled critical dimensions. The
outer dimensions of the original V-groove structure is 500 nm x 220 nm. We utilize a 200 nm
nominal gap between the V-groove waveguide and strip waveguide. We assume a Si core cladded
on all sides by SiO,. The V-groove geometry is constrained to a 54.7 deg facet angle, owing to the
use of wet etching. To achieve this nanoscale feature size with adequate precision, we employ
electron-beam lithography (EBL) technique. The fabrication process is done inside the cleanroom
of Center for Nanophase Materials Sciences (CNMS) at Oak Ridge National Laboratories, TN. The

fabrication process flow of V-groove waveguide is stated in the following subsection.
2.4.1 V-groove Waveguide Fabrication Process Flow

Overview of two primary ‘self-aligned’ processes under investigation for the realization of
deeply subwavelength all-dielectric silicon waveguides are shown in Fig. 2.8. The first type of
process utilizes dry etching through hardmask and silicon device layer followed by lateral wet
etching v-grooves into silicon sidewalls, we can call this “Diabolo” structure. In the second
process, dry etching through hardmask is followed by vertical wet etching of v-grooves into a
silicon device layer. Reference waveguides (without grooves) can be prepared as shown in the
bottom panels by using the appropriate process and/or mask design. Note that, two different SOI
substrates are used while achieving the processes: 340 nm SOI for “Diabolo” and 220 nm SOI for

“V-groove” architecture.
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Fig. 2.8: Single layer process flow of “Diabolo” (left) and “V-groove” (right) structures

The fabrication recipe of both “Diabolo” and “V-groove” structures are developed through
rigorous trial and error process in the cleanroom environment. Sample recipe for both structures

are listed below.

A. Diabolo Sample Recipe (340 nm SOI)

=

. Design: diabolo_structure_v22

2. Clean: Oxide cleaning, duration 1 minute

w

. Nitride Deposition: Si Rich Low Stress, Duration: 15 min, Thickness: ~ 200 nm
4. Annealing: Anneal N2 350C, duration 1 min

5. Coat: Zep 520A at 6000rpm, program 6

6. Bake: 180C for 2 min

7. EBL: DSv1final.v30, DSv1Nov7.sdf, DSv1Nov7.jdf - around 6 hours

oo

. Develop: Xylene 35 sec and rinse with IPA

©

. Nitride Etch (RIE): Recipe- Ivan SiN, duration 30 sec
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10. Dry Etch (RIE): Recipe- Opt Si waveguide, duration 3min

11. Wet Etch: 30% KOH at 40C, duration 90 sec

12. Clean: NMP

B. V-groove Sample Recipe (220 nm SOI)

1. Clean: Oxide clean

N

. Nitride Deposition: PECVD, Duration: 15 min, Thickness: ~ 200 nm

3. Descum

I

. Coat: Zep 520A, 3000 rpm, duration 45 sec

5. Bake: 180C for 2 min

(o3}

. Patterning: EBL

~

. Develop: Xylene, duration 45 sec and rinse with IPA

8. Descum

9. RIE Etch: Recipe- lvan SiN, duration 30 sec

10. Wet Etch: 30% KOH at 40C, duration 45 sec

11. Clean: NMP

2.4.2 SEM Images of V-groove Waveguides

Scanning Electron Microscopy (SEM) images show the formation of the v-groove waveguides.
On the mask design, there were an array of multiple waveguides with different groove widths and

heights. Among those, the top three waveguides are presented in Fig. 2.9.
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(2) ®) ©

Fig. 2.9: SEM Images of all-dielectric VV-groove waveguides with different groove widths and heights attained from single layer
fabrication process

Fig. 2.10: SEM image of the waveguide in Fig. 2.9(c) from the other side
2.5 Experimental Verification of V-groove Waveguides

The v-groove waveguides shown have been tested at 1560 nm wavelength. Using generic
waveguide setup we achieved waveguiding for each of the waveguides shown in Fig. 2.9. The

results in terms of top view and side view for the corresponding waveguides are shown in Fig. 2.11.
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Top View

Side View

Fig. 2.11: Experimental verification of waveguiding (top view and side view) for the v-groove waveguides shown in Fig. 2.9

2.6 Summary

In this chapter, we theoretically investigated the coupling performance of a strip to V-groove
waveguide coupler in both adiabatic and non-adiabatic regimes. We showed that both design types
are theoretically capable of achieving low loss coupling into ultra-small mode area silicon V-groove
waveguides. However, the adiabatic mode evolution based design provides better overall
performance amidst realistic fabrication non-idealities alongside a wider operating bandwidth in
comparison to the non-adiabatic design. Despite requiring a longer device length in general, the
adiabatic coupler is favored since it is more robust yet remains simple to design. We expect many
of the design principles utilized here can equally apply to other types of waveguide systems,
particularly those which interface between conventional modes and dissimilar modes or those

exhibiting strong sub-diffraction character.
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We also developed a single layer fabrication technique of all-dielectric subdiffraction ultra-low
mode area waveguides in the shape of v-groove and diabolo. Moreover, we experimentally
demonstrated the waveguiding phenomena with the fabricated v-groove waveguides. We presented
the directional coupler version of this work in IEEE Photonics Conference in the year 2019 [26]
and later published a journal in Optics Continuum [27] on both the coupling techniques. These
results illustrate a clear path to efficiently interfacing with novel types of all-dielectric
subdiffraction waveguides, thus making them accessible in future experimental works that seek to

harness their strong subwavelength field enhancement.
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CHAPTER 3

REALIZING ROBUST OPTICAL PHYSICAL
UNCLONABLE FUNCTION FROM
QUASICRYSTAL INTERFEROMETER

3.1 Introduction

Physical unclonable function (PUF) has emerged as a promising and important security
primitive for use in modern systems and devices, due to their increasingly embedded, distributed,
unsupervised, and physically exposed nature. Disorder and entropy are pervasive characteristics
of nature and can be harnessed by physical unclonable functions (PUFs)** or random number
generators®S, to achieve significantly higher levels of hardware and/or information security than
conventional methods. Manufacturing process variations are among the most technologically
relevant forms of such randomness and are the primary means by which PUFs extract their chip-

unique signatures*=>7-°,
3.1.1 Physical Unclonable Function (PUF)

Physical unclonable function (PUF), sometimes also called physically unclonable function, is
a physical entity that is embodied in a physical structure and is easy to evaluate but hard to
predict. A physical unclonable function (sometimes also called physically unclonable function,
which refers to a weaker security metric than a physical unclonable function), or PUF, refers to a
physical object that for a given input and conditions (challenge), provides a physically defined
"digital fingerprint" output (response) that serves as a unique identifier, most often for a

semiconductor device such as a microprocessor. PUFs are most often based on unique physical
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variations which occur naturally during semiconductor manufacturing. A PUF is a physical entity
embodied in a physical structure. Today, PUFs are usually implemented in integrated circuits and
are typically used in applications with high security requirements, more specifically
cryptography. Recently, classical time-varying PUFs have been applied in secure
communications®® and in schemes obtaining perfect secrecy cryptography!. In another highly
demanded application, PUFs have emerged as promising security primitives for authentication

and identification throughout the untrusted supply chain.
3.1.2 Optical Physical Unclonable Function

Optical speckle patterns are famous for their complexity and uniqueness. Here, entropy is
harvested and fabrication variations create a random, unclonable device fingerprint, popularly
known as physical unclonable function or in short, PUF. It is important to realize that a PUF
should be close to truly random in nature across different devices, known as ‘inter-chip’
variation; while operating in a robust manner over a wide range of environmental conditions
called ‘intra-chip’ variation. Earlier, optical PUFs were proposed using light scattering off diffuse
surfaces. At present, random and disordered photonic systems, or speckle patterns from multiple

fibers are the more conventional physical unclonable functions as illustrated in Fig. 3.1.
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Fig. 3.1: Conventional optical PUF structures: realized from random multiple-scattering and multimode fiber speckle

Much of the technological progress in PUFs over the last fifteen plus years has come in
complementary metal oxide semiconductor (CMOS) micro- and nanoelectronics?16. However,
interest in developing PUFs for hardware and information security applications has recently
rapidly expanded to almost all areas of physical science including investigations based on
chemical methods'’, quantum tunneling®®, disordered nanomaterials*®2!, magnetic media??, and
even biological species?. Attractively, the immense information capacity and rich physics of
photonic systems offer the prospect of both passive or active security devices operating in
classical and quantum regimes'?#?5, Moreover, highly complex and distributed multiple-
scattering optical systems with high fabrication sensitivities can be very difficult to model or trim.
Thus, the question remains open as to whether emerging technology could enable successful
physical or machine learning attacks on emerging optical PUFs %, as has been demonstrated in

specific types of non-optical silicon PUFs 272,
3.2 Approach Towards Robust Optical PUF

In general, a PUF should be close to truly random in nature across different devices (so-called

‘inter-chip’ variation), while operating in a robust manner over a wide range of environmental
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conditions (so-called ‘intra-chip’ variation). In the optical domain, speckle patterns are famous
for their high complexity and uniqueness which arise from underlying photonic disorder, making
them well suited for generating strong ‘inter-chip’ variation. However, as illustrated in Fig.
3.2(b), speckle phenomena from conventionally disordered photonic devices is notoriously
sensitive to probing and environmental variations. Thus optical PUFs realized from laser speckle
patterns suffer from high ‘intra-chip’ variation and are generally not robust nor widely considered
to be a scalable technology, as they require precisely controlled optical alignment, tilt,
polarization, temperature, and stable 2D spatially resolved optical imaging to measure and
verify3%, To realize a robust and scalable PUF technology, it remains imperative to enhance
‘inter-chip’ variation while simultaneously minimizing ‘intra-chip’ variation. Hence, emphasis
must be placed on obtaining signatures which are highly visible, easy to measure in scale,
computationally efficient to analyze, and robust over a range of measurement and/or

environmental conditions.
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Fig. 3.2. High level overview. (A) A typical PUF authentication scheme, and overview of: (B) a conventional optical PUF,
and (C) a robust optical PUF (the type introduced and demonstrated in this work). Here robustness refers to achieving
immunity against probing and environmental variations

Confining light in a waveguide on the surface of a chip is an alternative method of probing spatial
randomness, and could be performed in a highly integrated fashion without imaging or discrete
sampling of arrayed devices, while storing an enormous amount of information in the frequency

or impulse response. Along this vein, on-chip photonic PUFs have recently been investigated
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using chaotic optical micro-resonators®-32, The optical chaos effect relies on extreme sensitivity
to initial conditions, which dramatically alters the near field speckle patterns formed from a large
number of spatial modes with varying Q/V. However, these modes also generally exhibit

variable modal confinement factors % (matter-light interaction) with the constituent optical

media, where the confinement factor may be defined as:

_ factive G(F) lEn (77)|2dV
I T e, M dv (30)

Hence, the various modes may be variably perturbed in frequency according to Awn/@, = -
(An/ng)yn, where An is the index perturbation and ng is the group index of the medium subject to
perturbation. This renders such devices inherently very sensitive to all conditions, including both
fabrication and environmental fluctuations such as temperature variations or non-linear effects®-
3, 0On the other hand, Rayleigh backscatter from single-mode fiber or single-mode waveguide
roughness naturally provides very stable and reliable random signatures. By supporting only a

single-transverse mode with uniform confinement factor Jy,,, the random frequency response of

such devices does not ‘evolve’ but rather is shifted deterministically in response to environmental
stimuli such as temperature, strain, or aging®*®. Such backscatter signatures are however
inherently very weak (poor visibility), requiring time domain or frequency domain backscatter
interferometry to detect, and cannot be applied in transmission. Addressing all of these issues is
critical to unlocking the promise of PUF technology and advancing both classical and quantum
hardware security. Moreover, as integrated photonics continues to scale and become more
intimately intertwined with both CMOS?®¢ and high volume datacom applications®’, powerful new
opportunities arise, such as the prospect for photonic security systems-on-a-chip or optical

hardware enabled encryption of communication links.
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Here we introduce and demonstrate a robust optical PUF constructed from silicon photonic
circuitry which can readily be interrogated from industry standard wafer-scale fiber-optic probing
and yields random, highly visible, and unclonable signatures with distinct features that are
immune to probing and environmental variations. The robustness of our high level approach,
illustrated in Fig. 3.2C, is realized through the combination of several unique aspects. First, co-
integration of a mode-filter and disordered photonic structure is employed to suppress the effect
of probing variations. Secondly, we developed a photonic design which achieves very high
sensitivity toward ‘weak’ perturbations (see Approach); and in the photonic design all modes

exhibit approximately the same confinement factor in silicon (,, = ;). This preserves the

PUF’s complex and non-deterministic signature in response to environmental thermo-optic
variations as all spectral features shift together according to Aww/®n = -(An/ng)yn, Where An is
the thermo-optic index change and ng is the group index of silicon (see Supplementary
Information for additional detail). Lastly we demonstrate application of feature extraction using
wavelet analysis®®3°, to enable efficient and robust device authentication and identification. We
also carry out conventional Hamming distance authentication of our PUFs in different settings
and contrast our device with the random signatures of clonable (insecure) device designs

manufactured in the same process.
3.2.1 Transfer matrix approach to disorder in a 1D multiple-scattering system

To describe 1D multiple scattering in a method which can include simulated randomness, we

developed a modified form of the transfer matrix method®. The forward and backward
propagating electric fields at the start (s = 0) and end (s = [,,,) of a given waveguide segment,

m, of length [,,, are related to each other by the expression:
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[?f‘-“] — P, [E%-fm], 3.1)

m.0 -

where P, denotes the propagation matrix accounting for the accumulation of phase in the

forward and backward directions:

[emi¥m@ 0

P‘H'r, - 0 gi\bm(ﬂ) ' (32)

The phasor argument, 1,,,(4), which describes propagation in the layer is importantly: (1) a
complex quantity, (2) wavelength dependent, and (3) calculable from an integration of the local

complex wave vector along the segment path as:

YD) = Z [0, s + 5 [ (A, ) ds. (3.3)

Here nrr,, (4, 5) is the waveguide’s local effective index along the segment path and

a,, (4,s) is the local attenuation coefficient (i.e. arising from sidewall roughness and Rayleigh

scattering). The effective index is a function of waveguide width and is sensitive to fabrication

variations on the nanometer scale, d:% ~1.5x 1073 [RIU /nm] @ 1550 nm (note: in the

slow light regime, this sensitivity is further enhanced). Fabrication variations, distributed along
the waveguide path, distort the local effective index away from the expected value for the

segment (note: the expected value is assumed to account for the global, or average, critical

dimension (CD) bias of a given process). The real part of 1/,,,, which describes the local phase,

can be re-expressed in terms of the expected value and the random deviation of effective index as:

Re[Yn (D] = Ly = ((egym@) + 6nyy -Randy,,) — (3.4)
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where 6n,, is the maximum possible effective index deviation for the segment and

Rand, ,, is a random number over the interval [-1, 1] with probability distribution which is
assumed to be uniform. This approach allows waveguide and material dispersion to be embedded

within the model, rather than ignored as in alternative methods®*. Similarly, the imaginary part of

Y., Which describes the local attenuation coefficient, can be re-expressed as:

I (D] = Ly = (@ (D) + 80, - Rand,,) (3.5)

where da,,, is the maximum possible change in attenuation coefficient for the segment and

Rand, is a randomly generated number over the interval [0, 1] independent from Rand;. Since

the waveguide is theoretically losses and losses are introduced by random backscatter, we choose

to set {a,,,(4)) = 0 and then define «,, such that an average attenuation coefficient d«,,, /2

corresponds to the experimentally measured average propagation loss.

In addition to affecting the characteristics of wave propagation, local fabrication variations
also distort the Fresnel reflection and transmission coefficients at the interface between
waveguide segments. The transmission and reflection of forward and backward propagating

waves can be described by the expression:

Epi] _ En
[E;,_J - I'.'n—l.'.'n [En_'t y (36)
where I, 4 ., is the interface matrix defined as
1 1 m—1,m
fm—l.m - tretm I:-rm—l.m. 1 (37)
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Here we define the Fresnel coefficients using the same random effective index variation

embedded into Eq. (3.4):

- (}l) _ {ngfflm_l[A]Hé‘nm_l -Randllm_l—{ngfflm[A])—é‘nm ‘Randy m (3 8)
m-1.m Ngffam—1 (AN+8Mm—y Randy m—1 Hng g f i () 481y, -Rand, n' ’

_ z{ngfflm_l[i{]Hzé‘nm_l ‘Randy m—1
Em-1m (}1) - <ngff,m_1(/.{)>+anm—1 'Rand:[,m—l+{ngff.m(ﬂ))+3nm ‘Randy g, (39)

With these propagation and interface matrices so defined, a standard transfer-matrix method®:
can be used to model transmission and reflection for a multiple-scattering device of any nominal
design. The complex s-parameters describing the reflection/transmission amplitude and phase are
then extracted for both forward and reverse excitation of randomized spiral quasicrystals and fed
into a scattering matrix simulator (Lumerical Interconnect) to simulate the entire quasicrystal

interferometer (QCI).
3.2.2 The role of confinement factor in spectral signature stability over temperature

The frequency shift of the n™ optical mode in a given system, can be expressed using

variational methods as®?:

Aw,  [{du,)dV

Wy B _[(“’n yav

(3.10)

where {(u,) is the time averaged electromagnetic energy density, wu,, and {4u,) is the time
averaged perturbation in electromagnetic energy density. The electromagnetic energy density can

be written as:
Up = Ugp + Uyn = %[D -E+ H- B] (3.11)

For non-magnetic devices, environmental variations (matter-light interactions) perturb only

the electric field energy density w;,,, owing to the perturbations being isolated to the permittivity.
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When integrated over all space and averaged in time we can replace the denominator of 3.1 with

[(u,)dV = 2 [{ug,)dV. The numerator meanwhile may be re-expressed as:
[{Aw,)dV = [(Aug,)dV (3.12)

For a uniform refractive index perturbation applied only to some ‘active’ volume (e.g. a

thermo-optic index change applied to the high index material) we may write:

20N 4,045
J.<AHE,1‘L)dV = ﬂf (ug n)dV
Ng.active Jactive (313)
Eqg. 3.1 can thus be rewritten as:
Awy __ Angetive f(“ﬁ,n)dv _ &nactive}/ _
Wy Ng.active f('“-g,n)dv Ng.active actvem (314)

The fractional frequency shift of the n™ mode is therefore proportional to the change in

refractive index and a “confinement factor” y . tive.n, Which may be expressed as:

_ _ jact:‘ve e(|E, () |?dV
Yactiven [ E(F)|En (F)|2 dv (315)

It should be emphasized that thermo-optic stimuli can easily perturb a resonant frequency by
a magnitude much larger than its full-width half maximum and much larger than the nearest mode
to mode frequency spacing, i.e. in general it is likely that in practice |Awy| > wrynmn, and
|Aw,| > |w,e; — wy|. If an optical device has many resonant modes contributing features to its
spectrum, then the optical spectrum will ‘evolve’ or be reconfigured (i.e. to generate a new
signature) if yqceiven 1S NOt a stable or very slowly varying function of the mode frequency. To
ensure a stable spectrum pattern (which is allowed only to shift or stretch, but not to evolve), and
therefore a stable PUF signature, it is therefore necessary to ensure yqcriven 1S approximately

constant or slowly and weakly varying across all modes.
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For a 3D waveguide based device, the confinement factor could further be separated into
longitudinal and transverse confinement factors. Therefore both the longitudinal and transverse
confinement factors must be approximately constant or slowly and weakly varying to obtain a
PUF signature which is stable over temperature. To ensure these requirements are met, we select
a single transverse mode waveguide which is then very weakly modulated in its width along the
longitudinal coordinate. A multi-mode waveguide would naturally have highly variable
transverse confinement factors and could not satisfy the above requirement. Similarly, a strongly
modulated index profile along the longitudinal coordinate (as in high index contrast photonic
crystals) would result in large variations in the longitudinal confinement factor from mode to
mode. Similarly, highly multimode microdisks and other types of on-chip resonators often
naturally support many modes with a wide variation in their confinement factors. Such platforms

are inherently unable to guarantee stable optical signatures in response to thermo-optic stimuli.
3.3 Modeling, Fabrication and Measurement
3.3.1 Device Modelling

To model the potential characteristics of random silicon photonic PUFs, we developed a
transfer matrix model incorporating random parameter variations to derive the complex s-
parameters of randomized SBRs with varying degrees of disorder. These s-parameters (i.e.
amplitude and phase spectra for forward and reverse excitation) are then embedded into a
scattering matrix simulator (Lumerical Interconnect) which also accounts for the y-branches,

routing waveguides, and loop mirrors.
3.3.2 Fabrication and Measurement

Device fabrication and testing was carried out through the SiEPIC program®. Structures were

fabricated using standard 220 nm SOI via 100keV electron beam lithography and reactive ion
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etching at the University of Washington, while automated grating coupled device measurements
were performed at The University of British Columbia. A tunable laser (Agilent 81600B) and
optical power meter (Agilent 81635A) were used to capture device spectra over the range 1500-

1600 nm in 10 pm steps.
3.4 The QCI PUF
3.4.1 Device Architecture and Characteristics

Our integrated silicon photonic PUF is depicted in Fig. 3.3. Unlike free-space or multimode
waveguide/fiber optical PUFs!*3, our PUFs interface with disorder in a stable fashion (i.e. Fig.
3.2C) through a co-integrated mode filter consisting of TE polarization grating couplers® and
single-mode waveguides*. This design guarantees robust modal selectivity*? and immunizes the
devices against variations in polarization and spatial/angular alignment. The rest of the design is
motivated to amplify the device’s sensitivity to ‘weak’ disorder, while simultaneously
suppressing the effect of environmental variations on device unique features. Here, we
accomplish this through the introduction of a quasicrystal interferometer (QCI) with a weakly
modulated index profile in a Michelson type configuration. Our QCI importantly breaks the
translational symmetries exhibited in standard silicon photonic circuitry by using a multi-periodic
grating with a slowly varying and non-uniform radius of curvature. This offers access to the
unique physics and analyticity breaking offered by quasicrystals and 1D Aubry-André systems,
including their distinct characteristics in response to disorder**#¢. The weak index modulation
meanwhile, ensures approximately constant or slowly varying confinement factor in silicon for all

modes.

In our devices, fabrication variations are assumed to primarily stem from local nanoscale

variations in waveguide width and surface roughness. To capture the effect of these variations
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with high sensitivity and visibility, and to not allow them to average out into very few parameters
(as in a simple interferometer) or manifest as an ultimately very weak signal (as in waveguide
Rayleigh backscatter), it is desirable to create a structure which supports multiple-scattering
through the use of many discrete waveguide segments. However, the arrangement of the
segments should not have perfect translational symmetry as in a crystal or distributed Bragg
reflector (DBR). The properties of a DBR are generally very robust against weak perturbations
such as nanoscale disorder owing to destructive interference, with only two narrow windows of
enhanced sensitivity near the band edges. The use of linear DBRs instead of our spiral QCs would
effectively make the device function like a symmetric single etalon Michaelson Gires-Tournois
interferometer (MGTI)#'. Further, locally breaking the translational symmetry of a DBR in a
limited number of locations would effectively yield photonic crystal cavities which only probe
disorder in those discrete locations, thus severely limiting the device complexity. Thus, we
observe that the use of a QC which entirely lacks translational symmetry (aside from allowed
rotational symmetries), naturally arises as a powerful solution to sensitively probing spatially

distributed fabrication variations while fostering enhanced complexity.
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Fig. 3.3. Overview of photonic circuitry and quasicrystal interferometry. (A) Optical microscope image of the integrated silicon
photonic QCI PUF architecture. Input/output grating couplers (GC1/GC2), single mode waveguides, and a 50:50 directional coupler
(DC) enable pure mode filtering and stable QCI device measurement in transmission. A compact y-branch (YB) splits light into two
symmetric arms, (1) and (2), routed to the spiral quasicrystal (QC) arms and loop mirrors (LM1/LM2). (B) Zoomed view of design and
(C) SEM image of the curved QC and illustration of the mth segment considered in device modelling (scale bar = 1 um). (D) Nominal
QC effective index profile @ 1550 nm. (E) Example effective index profiles with random errors introduced, and (F) corresponding
phase differences between the two arms. (G) Simulated QCI spectra (YB port reflectance) for nominal and random QCls with varying
disorder parameters, and (H) zoomed view of the same [66].

The arms our QCI PUF consist of width modulated (500 nm +/- 20 nm) single mode Si
waveguides with nominal device thickness 220 nm cladded by SiO,. The QCs each utilize a
slowly varying radius of curvature spiral (R ~50-25 um), containing 500 um long multiperiod
gratings formed by the superposition of gratings with periods A1 = 316 nm and A, = 317 nm.
Grating teeth (i.e. width equal to 520 nm) are placed at the intersection of A; and A, gratings by
performing a Boolean AND function. When considered as a standalone component without
disorder, the 1D QC forms longitudinal modes as a result of several effects, which are all related
to breaking translational symmetry: (i) the low frequency band edge of the A: grating forms a
defect region within the overlapped band gap of the A, grating, (ii) the high frequency band edge
of the A, grating forms a defect region within the overlapped band gap of the A; grating, and (iii)
additional defect modes are introduced owing to the weak gradual reduction of waveguide

effective index with reducing radius of curvature*®. The output of the QCs are routed to loop

47



mirrors which offer broadband reflectivity and supports the formation of higher order resonances
owing to multi-pass effects. The initial onset of disorder is expected to introduce unique extended
states fostering slow-light and resonantly enhanced transmission through the QC in the vicinity of
the overlapping fundamental band gaps, while increasing disorder strength should foster the
introduction of random localized states and optical resonances exhibiting unique spatial and
spectral characteristics. In principle, the exact device design that is used can be flexible, but
should ideally provide the following traits: (i) offer high complexity and require numerical
methods to model even qualitatively, (ii) support the presence and formation of many spectrally
and spatially isolated resonances, (iii) support regions of slow-light effects or high dispersion, (iv)
be realized in a regime where fabrication variations constitute a non-negligible fraction of the
critical dimensions, and (v) be comprised entirely of weakly modulated single transverse mode

waveguides with approximately uniform confinement factors.
The predicted characteristics for QCls with varying disorder, én = 0, are shown in

Fig. 3.3D-H. The designed width and radius of curvature modulation of the spiral quasicrystal
arms Yyields a nominal effective index profile vs. propagation length (Fig. 3.3D) which is then
locally and randomly distorted owing to spatially distributed fabrication variations (i.e. Fig.
3.3E). To model the potential effect of such fabrication variations, we apply a uniformly

distributed random error of no more than +/- 5 nm in waveguide width, corresponding to a

maximum effective index error in any segment of dn = 8 x 103, These random fabrication

variations are usually interpreted as ‘weak’ perturbations in the context of waveguide or photonic
crystal backscatter*®, and are indeed weak in the sense that they do not significantly perturb the

transverse optical confinement factor in silicon. However, in our device where the effective index

modulation is intentionally small, An ~ 6.5 X 1072, and where there is a lack of perfect
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translational symmetry, these ‘weak’ perturbations contribute significant disorder (i.e. >10% the
effective index modulation of the unperturbed grating), both randomly perturbing existing states
and introducing random extended and localized states into the spiral quasicrystal. This yields a
highly complex and spectrally randomized phase difference between the arms (Fig. 3.3F) which
can be converted into highly visible spectral fingerprints (Figs. 3.3G,H) using the Michelson

configuration.
3.4.2 Approach towards Uniform Confinement

In a balanced and lossless interferometer with no phase errors, the reflection spectrum
detected from the y-branch should theoretically measure as 100% across the entire spectrum. In
our devices however, the waveguides have a finite propagation loss (~2.4 dB/cm) owing to
sidewall roughness and bend loss, as well as passive insertion loss at the interfaces to/from the
quasicrystals and loop-mirror y-branches. This loss is significantly enhanced in regions of optical
resonance or band edges, becoming a form of coherent perfect loss when critically coupled to

quasicrystal or higher order etalon modes %%, and provides distinct features in the spectrum even

for a perfectly symmetric and balanced QCI with no disorder, 6n = 0. In effect, our QCI

exploits randomization in both the amplitude and phase degrees of freedom to generate its unique
signatures, while our photonic circuitry specifically constrains the transverse spatial-mode and

polarization degrees of freedom to foster robustness.

Regarding environmental stability, it should be emphasized that thermo-optic stimuli can

easily perturb a mode frequency w, by a magnitude ‘|Awn| much larger than its full-width half
| |

maximum and much larger than the nearest mode to mode frequency spacing — i.e. in general it’s

likely that in practice |Awy,| > @rypmp and [Awy| > |y 41 — @yl If an optical device has
| | -
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many resonant modes contributing features to its spectrum, then the optical spectrum will

‘evolve’ or be reconfigured to generate a different spectral fingerprint if the modal confinement

factor in the thermo-optic medium, ‘yn, is not a uniform or very slowly varying function of the
i
mode frequency La)r. This can lead to extreme sensitivities to temperature, for example in certain

multi-mode speckle devices where 50% decorrelation in the output speckle pattern has been
observed in response to temperature variations of 0.16°C®2, Unlike chaotic microcavity PUFs31:32,
multi-mode speckle devices®®%?, or strongly disordered photonic systems considered in other
applications**%354 all of the modes in the QCI are engineered to exhibit nearly the exact same
confinement factor in silicon via the single transverse mode that is supported and narrow +/- 20
nm waveguide width modulation that is utilized. This unique design ensures that thermo-optic
effects fractionally perturb the frequency of all modes equally, thereby suppressing the effect of

intra-chip variations and preserving the output device signature across temperature.
3.5 Results and Discussion
3.5.1 Verification of Unclonability and Temperature Immunity

To experimentally demonstrate our devices, both QCI PUFs and single etalon DBR integrated
MGT!I reference devices were fabricated in a standard 220 nm device layer SOI platform (see
Methods). Devices were then measured with a tunable laser under TE polarization using the fiber-
to-chip grating couplers as illustrated in Fig. 3.3A. The double pass insertion loss of the
directional coupler used to probe the QCI sets the minimum on-chip insertion loss to ~6 dB,
rendering the devices easy to measure and align to in an automated testing environment, while the
single mode waveguides and single polarization grating couplers render the devices immune to
errors in spatial or angular alignment and polarization. To assess the impact of

thermal/environmental variation, devices were measured at two temperature settings: setting
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1) 23°C, and setting 2) 30°C (settings were measured ~48 hrs apart from one another). The +7°C
temperature variation mimics the effect of a significant temperature drift which is expected to
shift the wavelength for most of the PUF's spectral features by significantly more than their 3 dB

linewidth.

Figs. 3.4A and 3.4C show the measured spectra of three triplicated integrated QCI PUFs (e.g.
Fig. 3.3), fabricated in the same process and located next to each other on the same die. The
designs of the triplicate structures are all exactly the same with no modifications. However, their
optical spectra are entirely unique, effectively serving as a fingerprint for each device. The
devices exhibit excellent visibility in grating-coupled transmission, with extinction ratios well in

the ~5-30 dB range.
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Fig. 3.4 Experimental transmission spectra for triplicated silicon photonic (A) QCI PUFs, and (B) single etalon DBR integrated
MGTIs. Black curve corresponds to single pass directional coupler (DC) transmission. Probing of QCls and MGTIs adds ~3 dB
insertion loss owing to double pass loss through the DC. Device 2/3 spectra are shifted on the y-axis for clarity. (C) Zoomed view
of QCI PUF spectra showing device uniqueness. (D) Zoomed view of QCI1 spectra at both temperature settings, revealing a
deterministic spectral shift [66].

In the same fabrication run, we also included triplicated single etalon MGTI designs wherein
the spiral quasicrystals were replaced with a waveguide delay and simple DBR structure. The
DBR length was ~23 um with a sidewall grating width modulation of 500 +/- 80 nm. The
waveguide path length from the y-branch (YB) to the DBR was ~280 um and from the DBR to
the loop mirror (LM) was ~340 um. Although the MGTI spectra are ‘randomized’ by fabrication

induced phase errors, as visible by the difference in device-to-device spectrum variations from
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Fig. 3.4B, the device spectra are not unclonable. In the single etalon MGT]I devices, an analytical
description and exact parameter fit of the device properties could be achieved since the
distributed fabrication variations are simply averaged into very few device parameters (i.e. 2
values of DBR kappa-L, and 4 values of optical path lengths, effective/group indices, and optical
losses). Over many process runs or iterations, the likelihood of repeating the same MGTI device
signature twice (i.e. cloning) becomes very significant despite the randomness imparted into each
device. In the QCI PUF device however, the distributed fabrication variations are locally captured
in each unique segment of the 1D multiple-scattering waveguide which exponentially increases
the device complexity and exponentially suppresses the probability of cloning.

Assuming fabrication errors in a given segment could be simply discretized to five values

(i.e. width deviation of +/- 5 nm in increments of 2.5 nm), the number of device permutations in

an MGTI structure with 4 segments is only on the order of 54~ 1028, whereas our finite length

QCI device has >6,000 multiple-scattering segments resulting in more than 5%°%° =~ 104 possible

unique physical device permutations. Hence, despite being qualitatively similar types of devices

at an architectural level, the MGTI and QCI are exponentially different in terms of complexity.

Fig. 3.4D shows the transmission spectrum for an integrated QCl PUF measured at both

temperature settings. All features in the spectral fingerprint of the device near 1550 nm are

shifted in wavelength by A4 = +0.49 nm, in excellent agreement with the predicted thermo-

optic sensitivity of the single-transverse mode silicon waveguides. This provides an experimental
measurement of the confinement factor in silicon, determined to be ~0.884, and confirms that all
modes of the QCI exhibit approximately the same confinement factor. Crucially, this provides
evidence that the non-deterministic inter-chip characteristics are preserved and deterministically

perturbed by temperature, as desired. Simulations suggest this deterministic spectral response to
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temperature can be sustained for even larger temperature variations AT = +30°C. However, if

the modal confinement factors were not uniform, then randomized features corresponding to
different modes would shift with different thermo-optic sensitivities and the spectrum would

dynamically evolve in an unpredictable fashion, rather than simply shifting in response to

temperature.
3.5.2 Waveguide loss data

An important parameter to consider in any silicon photonic structure is the waveguide loss.
The loss can be classified as scattering loss (due to sidewall roughness), absorption loss (not
present here), and radiative loss (in a bent waveguide). Both spiral and straight waveguide loss
has been measured in our study. Fig. 3.5 shows a schematic representation of waveguide loss. As
expected, the slope of power loss for spiral waveguide is steeper than that of straight waveguide
owing to a combination of radiative and scattering loss. The spiral waveguide loss is therefore

approximately ~2.4 dB/cm.
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Fig.3.5 (a) Spiral and (b) straight waveguide loss determination via the cutback method
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3.5.3 Hamming Distance Authentication Analysis

Over the years, Hamming analysis has been a state-of-the-art to verify secure authentication.
As shown in Fig. 3.6, we first performed Hamming distance authentication analysis on the three
QCI PUFs. In this computation, each raw spectrum is normalized to the directional coupler
reference spectra and then converted to a binary sequence with >10,000 bits. A central subset of
8,000 bits is then enrolled and computationally shifted relative to various test keys, at both
temperature settings, to search for a match (i.e., Hamming distance < 0.3), which is a strong
indication of the authenticity. The results confirm the uniqueness of each PUF and validate

authentication of each device at both temperature settings.

In general, directly using the raw output signals of the PUFs for authentication or
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identification is neither efficient nor robust. To this end, an entropy-harvesting method that can
extract chip-unique features will significantly improve the overall performance and functionality
of the proposed PUFs and enable scalable identification with large device libraries. The entropy
of the spectra of the PUFs generally comes from two sources: inter-chip and intra-chip variations.
Inter-chip variations are the intrinsic variations introduced during the fabrication, while intra-chip
variations are caused by environmental changes or device aging®%®%¢. Thus, in order to enhance
both the uniqueness and reliability of the PUF signature, an ideal entropy-harvesting method
should be able to leverage manufacturing process variations, while mitigating intra-chip
variations®°5-%8, This includes mitigating any residual probing and/or environmental variations in
the grating coupler’s low frequency spectral envelope (Fig. 3.4A) or the PUF’s spectral
fingerprint. In our experiments, we applied two types of techniques, i.e., feature extraction and

correlation analysis, to illustrate the effectiveness of our integrated photonic PUFs.

3.5.4 Device ldentification through Feature Extraction and Wavelet Decomposition

For the feature extraction method, we use wavelets to decompose the signal. Fig. 3.7 shows
an example of the wavelet decomposition of the raw output signal, s, for QCI1 along with part of
the first level of decomposition for all three devices. The best results are observed when we use
five-level decompositions (e.g. ds, ds, ds, dp, di) with Fejer-Korovkin, Symlet, Reverse
Biorthogonal wavelets®®. The standard deviation and variance of corresponding sub-bands are
then chosen as features. It can be clearly seen from both Fig. 3.7 and Table 3.1, which illustrates
the Fejer-Korovkin derived features, that different devices yield distinct features. As indicated in
Table 1, it is observed that the features of the QCI PUFs are stable, since the intra-chip variation

is significantly less than the inter-chip variation.
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Fig. 3.7. Five-level decomposition of an output signal analyzed by Fejer-Korovkin wavelets. After decomposition, the devices
can be distinguished effectively

Wavelets are special functions that have localized property with respect to both frequency

and space variables. Wavelet transform basically decomposes the input signal in time and
frequency plane. Equation below is the discrete wavelet transform (DWT) of input x ()36
vin) =X _x(k) x (2™ n—k), for0<i<=m —2, (3.16)

V1) =Yg _ox(k) X by ;2™ In—k), fori=m—1, (3.17)
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The shifted and scaled version of “mother wavelet”
h(n), {hi(2""'n—k) for 0 =i = m — 1,—o < k < oo} are the basis functions, and y; (n)
are the wavelet coefficients®364,

DWT nperiodically processes M input samples and generates M output samples at various

frequency bands where M = 2™ and m is the number of wavelet levels. DWT is normally
implemented in a tree structure. Each step contains two digital filters g(n) and h(n), and two

down-samplers with a factor of 2. The input sequence of sj_l(n) is fed to both the high pass

filter g(n) and the low pass filter h(n). Let n and j be the sample index and the level index, the
output signals can be computed as follows:

s;(n) = Tes;—1 () g2n — k) = T g(k)s;—1 (2n — k), (3.18)

wi(n) = Ty s;-1()h(2n — k) = Ty h(k)s;_; (2n — k). (3.19)

Device identification can be performed by enrolling the device under test’s features and
carrying out an error analysis to identify the device features which yield the lowest mean squared
error. ldentification can be further strengthened by verifying agreement across different
decompositions or complementary techniques such as a power spectral density derived signal
correlation. Results for device identification are displayed in Table 3.2. Correct identification of
our QCI PUFs are achieved in all cases, regardless of temperature setting, allowing us to
conclude that each PUF will be distinguishable across temperature. For the clonable MGTI
devices however, the features are not sufficiently unique and hence different wavelet

decompositions mis-identify the enrolled device.
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Device Setting Levell Level2 Level3 Level4 Level5
1 (23°C) 0.21 1.66 7.79 30.17 119.92
QCI1
2 (30°C) 0.25 1.53 7.98 30.07 106.47
1(23°C) 0.14 0.73 3.98 14.26 26.16
QCI2
2 (30°C) 0.10 0.84 3.57 13.30 32.24
1 (23°C) 0.23 1.33 6.34 24.81 68.93
QCI3
2 (30°C) 0.24 1.36 6.20 24.00 54.79
Table 3.1. Example PUF features extracted from a five-level Fejer-Korovkin wavelet decomposition.
. Unclonable Clonable
Device ) )
QCI1 QCI2 QCI3 MGTI 1 MGTI 2 MGTI 3
Setting 1 2 1 2 1 2 1 2 | 2 1 2
Variance fk {XIDl) 1.6 1.16 0.01 0.3 0.1 241 1.8 001 ~000 02
Variance rbio (*1 0%y 0.8 1.59 0 0.1 02 041 04 | 0.76 0.5
] 5 Enrolled Enrolled
Variance sym (=107} 1.5 2.04 0.01 0.2 03 0.96 2.1 11 0.63 04
Correlation 0.8 076 0.96 0.7 0.7 065 07 078  0.84 08

Table 3.2. Results of feature extraction and correlation analysis applied to device identification. The “unclonable” QCI PUFs achieve substantial
inter-chip variations and are stable across different environmental conditions, while the inter-chip variations of the “clonable” design are not
sufficient to identify the enrolled device.

3.6 Simulation / Analysis of a QCI PUF Over Temperature

To realize optical PUF authentication over temperature it’s imperative for a particular optical
PUF to retain its inter-chip variation dominated signature over temperature. This requires
achieving uniformity in the confinement factor of all modes. Here, we present numerical
simulation of a random QCI PUF, herein called “sim1”, which is designed to achieve uniformity

in both the longitudinal and transverse confinement factors, similar to the nominal experimental
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design discussed in the previous section. In this simulation, we assume that the disordered

waveguide effective index is thermo-optically perturbed according to the expression:

n
&Tleff — ﬂ.?’lsi"}"o n_i ]/Sl (851)

Ing; . . - . .
where Ang; 7o = AT% is the thermo-optic index change of silicon, occurring with a

thermo-optic coefficient ~1.84 x 10 RIU/K; ng is the nominal group index of a single-transverse

mode 500 nm wide, 220 nm tall waveguide (i.e. ~4.2), and ng; the material refractive index (i.e.
~3.5); and ys; is the confinement factor of the mode (i.e. ~0.9 in our designs). The integrated
optical PUF is simulated in three temperature settings, first at a reference temperature AT = 0°C,

then over a wide AT = +30°C temperature variation. Thus, an extensive 60°C temperature range

is considered. To our knowledge this is the first time such a wide temperature range has been

considered in an optical PUF.

Fig. 3.8 shows the spectra of our simulated PUF (“sim1”) for different temperature settings.

This example is well into the regime of a ‘large’ response, i.e. where |Aw,, | > @ fwhmn and

|[Aw, | > |w, 11 — w,|. However, the spectral features of all modes are clearly observed to shift

together, which is attributed to the approximately uniform confinement factor exhibited by all
modes. In principle the spectra are not perfectly shifted along the x-axis but stretched (scaled)
according to the relationship of Eq. 3.5. Thus a simple Hamming analysis which performs a
binary key shift, is able to achieve authentication as shown in Fig. 3.8(c) — but is not nearly as
robust as the wavelet based feature extraction method we demonstrate in Table 3.2 and highlight

in Table 3.1.
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Simulation: Stable random signature deterministically shifted/stretched
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Fig. 3.8. (a) Simulated PUF spectra over +/- 30 °C temperature variation, (b) zoomed view which clearly shows all
spectral features in wavelength shift together thereby retaining the overall PUF signature. Spectra are off-set on y-axis by
40 dB for clarity. (c) Simple Hamming analysis of binarized PUF spectra as a function of binary key shift. While not as
robust as our signature analysis (Table 3.1), this Hamming analysis is able support device authentication

As noted in the main text and above, directly using the raw about signals for authentication or
identification is not efficient nor robust. Here we apply our five level wavelet decomposition
feature extraction method to the simulated PUF “sim1” spectra over temperature. Table 3.3
shows the resulting features and five level wavelet analysis. We also present the identification
analysis in terms of mean squared error between the enrolled and test signals in Table 3.4. This
shows the reliability of the device since the intra-chip variations are less than the inter-chip

variations.
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Device Setting Levell | Level2 | Level3 | Level4 | Level5
0C 0.20 0.94 3.64 14.88 34.35

“sim1” 30C 0.16 0.74 2.88 15.88 21.48
-30C 0.20 0.75 4.64 8.040 42.89

3.7 Summary

In this work, we introduced and demonstrated photonic circuitry employing single mode TE
polarization mode filtering alongside a weakly modulated quasicrystal interferometer (QCI) as a
means for realizing a robust physical unclonable function (PUF). Similar to the original vision of
the first optical scattering PUFs, our device probes spatially distributed randomness but realizes it
in a highly integrated fashion which is designed to be inherently stable against probing and
environmental variations. By comparing our QCI to less complex interferometers, we also

experimentally highlighted how randomness is a necessary but not sufficient criteria to achieve

Table 3.3. The variance of “sim1” PUF’s output signals for each decomposition level.

Device “sim1”
Setting -30 0 +30
Variance_fk
0.1 0.03
(x10%)
Variance_rbio Enrolled
0.02 0.00
(x10%)
Variance_sym
0.05 0.00
(x10%)
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Table 3.4. Mean squared error between enrolled signals and the other signals.




unclonable device signatures. We further demonstrated feature extraction as a viable means for
optical PUF identification. Since the main source of inter-chip variations are in waveguide width
and surface roughness, by precisely analyzing each signal segment within a specific ‘frequency’
domain, and confined ‘time’ domain, it is ensured that these variations are captured during feature
extraction and that the most unique features are chosen for the proposed PUFs. Unlike highly
multi-mode devices based on chaos, which are extremely sensitive to all conditions, or single-
mode optical backscatter which is environmentally stable but extremely weak, the signatures of
our device are highly visible, random, and environmentally stable. As a result, our PUF
architecture is fully compatible with automated wafer-scale measurement techniques and fosters
scalable implementation within silicon photonic transceivers or photonic systems on a chip as an

optical hardware security layer.

We first introduced the proof-of-concept architecture65 in Conference on Lasers and Electro-
Optics (CLEO) and later published an article® in “Nanophotonics™ journal in the year 2020. This
work also unveils a new means for amplifying and harnessing the effects of ‘weak’ disorder in
photonics — while simultaneously harnessing or constraining specific degrees of freedom — and
highlights a viable technological application of quasicrystals and Anderson localized and
extended states. Applying the principles of degree of freedom constraints, modal selectivity, and
confinement factor control principles, could support the realization of a new generation of
disordered photonic systems. In the future, we envision opportunities to further enhance and
utilize the functionality of integrated photonic PUFs by leveraging active devices,
reconfigurability, multiplexing, far-field signaling, or quantum optics to realize entirely new

levels of hardware and information security.
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CHAPTER 4

SCALABLE AND CMOS COMPATIBLE
HARDWARE AUTHENTICATION OF 56
QCI PUFs

4.1 Introduction

As discussed in chapter 3, physical unclonable functions (PUFs) have garnered significant
attention within the micro-electronics and hardware security communities due to their ability to
provide chip-unique signatures which provide a foundation for performing many cryptographic
applications’=3. As electronic-PUFs have continued to mature?, their prospective limitations and
vulnerabilities have become increasingly important factors to address and/or circumnavigate.
Along this vein, photonic-PUFs have witnessed renewed and increasing interests in recent years as
they attractively offer an inherently non-electronic platform with rich underlying physics and large

information capacity.

A variety of photonic-PUFs have now been demonstrated across both classical > and quantum
regimes 19, ranging from purely passive devices 68 to active non-linear devices'**?. Photonic-
PUFs are also uniquely compatible with non-contact optical probing as well as optical
communication links!*® allowing them to provide increasingly distinct functionalities. These and
future iterations of photonic-PUFs are expected to facilitate cryptographic applications such as
secure authentication, identification, and communication through a variety of device formats, i.e.,
passive/active, all-optical, electronic-photonic, and quantum-optical. Moreover, with the recent

maturation and successful commercialization of integrated silicon photonics, a variety of photonic-
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PUFs can now be scalably realized in modern complementary metal-oxide—semiconductor
(CMOS) fabrication processes. However, most photonic-PUFs reported to date have been realized
and studied in very limited quantities, i.e., ranging from only a few devices®® up to roughly one
dozen??. As photonic-PUFs push from proof-of-concept devices toward practical and scalable
security solutions, it is increasingly important to examine and validate their characteristics on larger

scales.
4.2 Foreground

In the previous chapter, we have demonstrated a proof-of-concept photonic-PUF based on a
silicon photonic moiré quasicrystal interferometer (QCI) which was instantiated N = 3 times . This
replication allowed for N = 3 unique device authentications and M = N(N - 1) = 6 inter-device
comparisons or false authentication attempts. In this report, we further extend our research to a
substantial N = 56 device instantiations realized in batches of 28 devices across two different
fabrication facilities, with each instantiation and fab utilizing an exact copy of the same underlying
QCI design. Semi-automated PUF measurements followed by digital key extraction enable N = 56
unique authentications and M = N(N-1) = 3,080 inter-device comparisons or false authentication
attempts to be performed. These photonic-PUF characterizations enable estimation of the
authentication error rate (AER), false authentication rate (FAR), and probability of cloning (POC)
as a function of the analysis parameters and/or authentication technique (e.g. Hamming vs.
correlation based). Our results provide strong evidence of device uniqueness and unclonability and
highlight disordered integrated photonics as a promising and scalable paradigm for realizing

hardware security solutions.
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4.3 Approach

Fig. 4.1 illustrates our QCI based PUF and secure authentication framework. The QCI design
is described in detail in Ref. 8. Briefly, within each arm of the interferometer are waveguide spirals
that contain identically designed silicon photonic quasicrystals which lack translational symmetry
and support Aubry-André analyticity breaking'* and a 1D localization/delocalization transition®®.
The randomized nature of each photonic-PUF’s transmission spectrum is derived the QCI design
being highly sensitized to distributed fabrication induced imperfections, such as nanoscale errors
in waveguide width, which modulate the effective index profile of each quasicrystal and can induce
transitions from delocalized waveguiding to localized resonant behavior. By designing our
structures to include regions with narrow grating teeth and a small sidewall modulation depth of
+/- 20nm, we intentionally maximize the relative impact that nanoscale imperfections and natural
spatially distributed fabrication disorder impart onto the realized devices'¢. Meanwhile, the grating
couplers and single-mode waveguides act as polarization and mode filters which ensure the PUF
response is insensitive to drifts or variations in probing conditions (e.g. polarization, angular or
spatial alignment). In addition to enabling compact footprint and CMOS compatibility, the
integrated nature of the device provides inherent robustness or reliability advantages over free-
space or fiber based optical PUFs which may be highly sensitized to probing or environmental

conditions®.
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Fig. 4.1. QCI PUF architecture and authentication framework: post-processing technique is shown involving conversion
of spectral response to binary sequence, followed by binary cross correlation analysis to achieve proper authentication

In this work, half, or N//2 = 28, of the identically designed PUF devices, were co-fabricated in
two separate fabrication runs at (1) University of Washington Nanofabrication Facility and (2)
Applied Nanotools fabrication facility, referred to here as “Fab 1” and “Fab 2” respectively (see
Methods). As illustrated in Fig. 4.1, a digital key is extracted from each photonic-PUF through a
series of steps. First, the device transmission spectra are collected with a tunable laser (Agilent
81600B) with a 10 pm resolution. The slowly varying spectral envelope associated with the grating
couplers is then removed using a polynomial baseline correction. Note: spectra for all 56 devices
are available in Fig 4.3. The spectral features remaining after baseline correction are then purely
associated with the photonic-PUF under test. The spectra are then binarized in gray code by
rescaling the log scale transmission loss into a range between 0 and 2%-1, where k is the number of

bits for binarization. We then remove the most significant bit (MSB) so that the bit length per
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sample is k - 1. The total bit length L of each photonic-PUF derived key is then L = K(k - 1) where
K is the number of wavelength samples. In our case, a 35 nm spectral wavelength window (1540
nm — 1575 nm) with a resolution of 10 pm results in K = 3500 and choosing k = 3 produces a key

length of L = 7000 bits for each PUF.

4.4 Methods

4.4.1 Device fabrication and testing

For this work, device fabrication and measurement was performed through the edX UBCx
Photlx Silicon Photonics Design, Fabrication and Data Analysis course (organized by L.
Chrostowski)19. Half, or N/2 = 28, of the identically designed PUF devices were co-fabricated in
two separate fabrication runs at the University of Washington nanofabrication facility (WNF or

‘Fab 1”) and Applied Nanotools (ANT or ‘Fab 2”) fabrication facility.

A. Applied Nanotools, Inc. NanoSOI process

The NanoSOlI MPW  fabrication process by  Applied Nanotools Inc.
(http://www.appliednt.com/nanosoi; Edmonton, Canada) is based on direct-write 100 keV electron
beam lithography technology. Silicon-on-insulator wafers of 200 mm diameter, 220 nm device
thickness and 2 um buffer oxide thickness are used as the base material for the fabrication. After
an initial wafer clean using piranha solution (3:1 H2SO4:H202) for 15 minutes and water/IPA
rinse, hydrogen silsesquioxane (HSQ) resist was spin-coated onto the substrate and heated to
evaporate the solvent. The photonic devices were patterned using a Raith EBPG 5000+ electron
beam instrument using a raster step size of 5 nm. The exposure dosage of the design was corrected
for proximity effects that result from the backscatter of electrons from exposure of nearby features.
Shape writing order was optimized for efficient patterning and minimal beam drift. After the e-

beam exposure and subsequent development with a tetramethylammonium sulfate (TMAH)
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solution, the devices were inspected optically for residues and/or defects. The chips were then
mounted on a 4” handle wafer and underwent an anisotropic ICP-RIE etch process using chlorine
after qualification of the etch rate. The resist was removed from the surface of the devices using a
10:1 buffer oxide wet etch, and the devices were inspected using a scanning electron microscope
(SEM) to verify patterning and etch quality. A 2.2 um oxide cladding was deposited using a plasma-
enhanced chemical vapour deposition (PECVD) process based on tetraethyl orthosilicate (TEOS)
at 300°C. Reflectometry measurements were performed throughout the process to verify the device

layer, buffer oxide and cladding thicknesses before delivery.
B. Washington Nanofabrication Facility (WNF) silicon photonics process

The devices were fabricated using 100 keV Electron Beam Lithography20. The fabrication
used silicon-on-insulator wafer with 220 nm thick silicon on 3 pm thick silicon dioxide. After a
solvent rinse and hot-plate dehydration bake, hydrogen silsesquioxane resist (HSQ, Dow-Corning
XP-1541-006) was spin-coated at 4000 rpm, then hotplate baked at 80 °C for 4 minutes. Electron
beam lithography was performed using a JEOL JBX-6300FS system operated at 100 keV energy,
8 nA beam current, and 500 um exposure field size. The machine grid used for shape placement
was 1 nm, while the beam stepping grid, the spacing between dwell points during the shape writing,
was 6 nm. An exposure dose of 2800 uC/cm2 was used. The resist was developed by immersion in
25% tetramethylammonium hydroxide for 4 minutes, followed by a flowing deionized water rinse
for 60 s, an isopropanol rinse for 10 s, and then blown dry with nitrogen. The silicon was removed
from unexposed areas using inductively coupled plasma etching in an Oxford Plasmalab System
100, with a chlorine gas flow of 20 sccm, pressure of 12 mT, ICP power of 800 W, bias power of
40 W, and a platen temperature of 20 °C, resulting in a bias voltage of 185 V. During etching, chips
were mounted on a 100 mm silicon carrier wafer using perfluoropolyether vacuum oil. Cladding

oxide was deposited using plasma enhanced chemical vapor deposition (PECVD) in an Oxford
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Plasmalab System 100 with a silane (SiH4) flow of 13.0 sccm, nitrous oxide (N20) flow of 1000.0
scem, high-purity nitrogen (N2) flow of 500.0 sccm, pressure at 1400mT, high-frequency RF power
of 120W, and a platen temperature of 350C. During deposition, chips rest directly on a silicon

carrier wafer and are buffered by silicon pieces on all sides to aid uniformity.
4.4.2 Device measurement

Semi-automated grating coupled device measurements were performed at The University of
British Columbia. A tunable laser (Agilent 81600B) and optical power meter (Agilent 81635A)

were used to capture device spectra over the range 1500-1600 nm in 10 pm steps.
4.5 Results and Analysis

To investigate device authentication all devices were remeasured approximately two days after
their initial room temperature measurement at a secondary temperature (30°C). A subset of the
binary keys extracted for all 56 PUFs for k = 3 at 25°C and 30°C are visualized in Fig. 4.2a & 4.2b
respectively. It is imperative to mention that extensive analysis have been performed to realize the
best %’ value. The results of these analysis are discussed in the following portions of the chapter.
Due to silicon’s thermo-optic effect shifting the spectral response of each device in the wavelength
domain over temperature, a corresponding shift in the bit sequence of each key is also observed.
Experimentally we observe a shift of 70 bits (Fig. 4.2) indicating a thermo-optic wavelength shift
of ~35 pm, which is in close agreement with prediction based on silicon’s thermo-optic coefficient

of 1.86 x 10* RIU/K'" and a waveguide transverse confinement factor in silicon near ~0.88.
4.5.1 Correlation Analysis

To evaluate authenticity or uniqueness between an enrolled key x(n) from the database and a
new test key y(n), we measure the similarity between the two keys while simultaneously mitigating

the influence of thermo-optic effects. Previously we have reported one analysis approach based on
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Fig. 4.2. Digital keys and cross-correlation analysis. Visualization of a 150 bit subset of the binary keys generated
from all 56 PUFs extracted from measurements at (a) 25°C and (b) 30°C; the red arrow indicates the 70 bit lag
observed due to the spectral shift over temperature. (c) Cross-correlation analysis depicting the normalized
correlation coefficient between the enrolled PUF at 30°C and test PUF at 25°C vs. lag for selected PUFs 1-3. (d)
Example cross-correlation analysis of enrolled PUF 14 vs. all 56 test PUFs verifying the uniqueness and
authenticity of the enrolled device

a “sliding key” Hamming distance (HD) computation, wherein the fractional HD is computed while
shifting the test key relative to the enrolled key, with the output HD reported as the minimum
fractional HD value obtained across all key lags®. A second and more standardized approach,
evaluated here, would be to simply compute the normalized cross-correlation between the enrolled
key, x(n), and the test key, y(n), and to record the maximum normalized cross-correlation value

Cyy according to'®:
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C

iy = max{ Ryy(m) }
VRxx (0)Ryy (0)

where the unnormalized cross-correlation R,,,(m) as a function of lag m is defined according

to:

L-m
fz x(n+m)y(n), mz=0

Ryy(m) = Lom

Z y(n—m)x(n), m<0
n=1

Unlike a single HD or correlation computation, this cross-correlation based analysis naturally

mitigates for any bit shifts that arise from the thermo-optic drift of the PUF’s spectral signature.

Fig. 4.2c & 4.2d illustrate the cross-correlation results for selected PUFs and confirm that
distinct PUF keys are both uncorrelated and aperiodic. To facilitate arithmetic computation of the
cross-correlation from a logical bit sequence, we assign logical ‘1’ to a positive variable a and
logical ‘0’ to its negative, -a. For an ideally unbiased sequence with equiprobability of ‘0’ or ‘1°,
this approach naturally removes the DC component of the signals. Note: a resulting correlation
value Cyy near 1 or -1 indicates strong correlation or anti-correlation respectively, while Cyy near 0
indicates signals that are uncorrelated. The aperiodic vs. periodic nature of a given key is evaluated
by identifying either only one spike or multiple spikes respectively from the cross-correlation or

cross-autocorrelation.
4.5.2 Hamming Distance Authentication Method

Next, we expand our analysis to all 56 PUFs and test for device authenticity by enrolling each
key measured at 25°C and comparing against all 56 test keys measured at 30°C, allowing us to

examine N = 56 ‘intra-chip’ authentication attempts and N(N-1) = 3080 ‘inter-chip’ false
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authentication attempts. The measured spectra for all 56 PUFs at two temperatures are shown in
Fig. 4.3. To explore potential trade-offs between PUF key size and the reliability of each analysis
technique (e.g. HD or correlation), we examined results for k values from 2 to 5 resulting in key
sizes ranging from L = 1750 to 14,000 (Fig. 4.6). A summary of the correlation and HD based
authentication results for k = 3 and 5 are reported in Fig. 4.4. As shown in Fig. 4.4a & 4.4b, the
cross-correlation technique effectively distinguishes between fake and authentic devices for both
key lengths as the inter-chip and intra-chip distributions are well isolated. For example, a
correlation decision threshold near ~0.25 could be used to confidently distinguish between
authentic vs. fake devices with an experimentally observed false authentication rate (FAR) of 0%
and authentication error rate (AER) of 0%. The HD technique also works effectively for k = 3, but
exhibits a degradation in AER performance for k =5 as indicated in Fig. 4.4c & 4.4d. These results
suggest the HD method is more sensitive than the cross-correlation to bit errors which increase as

the PUF spectra are digitized with higher resolution.
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Fig. 4.3. Measured spectra shown after baseline correction for all 56 PUFs. (PUFL in top left corner and PUF 56 in bottom right comer)

From the measured inter-chip and intra-chip probability density functions (pdfs), we then
estimate the probabilities of false authentication (FA) and authentication error (AE) as a function
of the decision threshold by computing the corresponding cumulative distribution functions (cdf)
as reported in Fig. 4.4e & 4.4f. The probability of false authentication effectively provides an
estimate of the PUF cloning probability. In the case where our PUF keys are authenticated using
cross-correlation with k =3 and 5, a decision threshold of 0.25 corresponds to estimated POC values
below 103° and 10“° respectively. The HD based analysis indicates a similar degree of

unclonability, which suggests the primary benefits of the cross-correlation technique are its
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straightforward implementation, computational efficiency®, and improved intra-chip reliability,

particularly for larger k.
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Fig. 4.4. (a) Correlation-based authentication with k = 5, (b) HD based authentication with k = 5, (c) correlation-based authentication
with k = 3, (d) HD based authentication with k = 3. Cumulative distribution functions indicating the probabilities of false authentication
(FA) or authentication error (AE) as a function of decision threshold for (e) correlation based and (f) HD based authentication

4.5.3 Cross-fab Analysis and Comprehension on Correlation and HD Methods

Lastly, we summarize and breakdown our results according to the originating fabrication
facility, with PUFs 1-28 corresponding to ‘Fab 1’ and PUFs 29-56 corresponding to ‘Fab 2°. As
indicated by inspecting QCI PUF spectra from each fab (Fig. 4.5a & 4.5b and Fig. 4.3), all QCls
provide randomized spectral features in the same working spectral window with similar extinction
ratios. This indicates the processes are approximately matched in terms of propagation loss and the
nominal waveguide dimensions which affect the nominal effective index and Bragg wavelengths
of the constituent moiré sub-lattices used to construct the QCI. The results also qualitatively
suggest a similar degree of nanoscale fabrication induced disorder is naturally present in each
process. Despite these similarities, we found all 56 PUFs to be unique and uncorrelated to one-

another as noted in results from Fig. 4.4 and summarized in Fig. 4.5c. Moreover, the uncorrelated
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nature of each distinct PUF is not found to exhibit any dependence on the fabrication facility, as
the mean inter-chip correlation coefficient (maximum cross-correlation) is unchanged when
comparing devices from the same fab (u = 0.07) vs. comparing devices across fabs (u = 0.07) as
shown in Fig. 4.5c. In other words, devices from both fabs were measured to be equally unclonable.
The mean intra-chip correlation coefficient, however, does exhibit a small dependence on the
fabrication facility, with devices originating from Fab 1 being authenticated with a higher mean
correlation coefficient (u = 0.78) than devices originating from Fab 2 (n = 0.74). This however
does not impact the empirically measured AER, which is observed to be 0% for devices from each

fabrication facility.

The comprehensive analysis of correlation and HD approaches have been reported in Fig. 4.6
with varying ‘&’ values. The figure also contains a summary table of measured mean and standard

deviations from the methods.
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PUF keys across or within each Fab
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4.6 Conclusion

We can conclude the chapter by stating that QCI based silicon photonic-PUFs are a scalable
solution for secure authentication in the untrusted supply chain and our study supports the statement
quite well. Compared to prior works typically comparing on the order of 10 inter-chip PUF
signatures, this work compares >10° inter-chip PUF signatures. We observe zero authentication
errors (out of N = 56 attempts) and zero false authentications (out of M = 3,088 attempts). These
results are achieved from devices replicated from the exact same PUF photonic circuit design across
two different fabrication facilities. The size of this dataset allows us to empirically test the
unclonability of our photonic-PUFs and to estimate the probability of cloning at less than 10, As
such, this work provides an important step toward scalable implementation of photonic-PUFs in
practical hardware authentication applications. These photonic-PUFs are also attractive for chip
identification applications since they provide chip-unique signatures which could be used to
identify and track parts from front-end wafer processing through to packaging and/or deployment
within the untrusted supply chain, effectively serving as unforgeable and tamper-proof lot, wafer,
and/or die identifiers. Furthermore, we anticipate related types of photonic-PUF structures, based
on integrated photonics, can be scalably employed in active optoelectronic, all-optical, or quantum

readout schemes to facilitate applications such as remote authentication and secure communication.
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CHAPTER 5

ELECTRICALLY RECONFIGURABLE PUF
BASED ON MOIRE QCI

5.1 Introduction

In the earlier chapters, we introduced a passive version of a silicon photonic PUF, realized
through the development of a quasicrystal interferometer (QCI) [1]. This structure is motivated to
simultaneously harvest entropy by enhancing sensitivity to nanoscale fabrication disorder and to
suppress adverse environmental and/or probing effects which may impact robustness or reliability
in confirming the cryptographic signature. We later reported the extension of this research in terms
of secure authentication of 56 moiré QCI PUFs. In this report, we demonstrate an active version of
the same type PUF by integrating micro-heaters heaters above each arm of the QCI. The addition
of the micro-heaters provides an electrical stimulus which can be used to reconfigure the device’s
unclonable optical response, thus fostering enhanced reliability or security to be derived from the

same device footprint.
5.2 Approach

Enhancing complexity of both the device itself and/or its output response characteristics is
crucial to assuring unclonability and security. In our QCIs, this is achieved by employing within
each arm of the Michelson type interferometer identically designed moiré quasicrystals which

superimpose two sub-lattices with periodicities of 324.5 nm and 325.5 nm, for a Bragg wavelength
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near ~1610 nm. Traditionally, such a moiré lattice would be considered super-periodic, however
in our structures the periodic translational symmetry of the waveguide effective index is broken by
the variable radius of curvature in each waveguide spiral. This yields a quasi-crystalline structure
which exhibits Aubry-André analyticity breaking and supports a 1D localization-delocalization
transition [2]. This aids the formation of localized states and resonant modes in response to weak
nanoscaled fabrication disorder, whereas a conventional disordered system with finite length would
require a longer device structure and/or a larger critical disorder strength to achieve Anderson

localization!*?,

5.3 Device Fabrication

Our devices were fabricated in a multi-project wafer (MPW) 220 nm device layer silicon
photonics process at Applied Nanotools Inc. Fig. 5.1(a) shows a microscope image of a QCI PUF

with two integrated micro-heaters. The heaters are created via tri-layer metallization with titanium-

0I2=0mA (c)|2=°mA

I

25 mA 25 mA
1615 1620 1625 1615 1620 1625
Wavelength (nm) Wavelength (nm)

Fig. 5.1. (a) Microscope image of a silicon photonic moiré quasicrystal interferometer (QCI) with two grating couplers
(GC1/GC2) and two integrated Ti/W micro-heaters. [Right] Experimentally measured QCI spectra in response to tuning
micro-heater 1, from 0 to 25 mA (5mA steps shown) while: (b) I; =10 mA, and (c) I, = 20 mA
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tungsten (Ti/W) as the heating element; an established technique that allows the construction of
active thermo-optic devices such as phase shifters and active filters/switches [3]. These devices
contain two layers of metal, titanium-tungsten (Ti/W) and Aluminum. The final layer is an oxide

passivation layer that is used to protect the heaters from damage due to oxidation effects.

In the device depicted in Fig. 5.1(a) we intentionally offset the micro-heaters from the center
of each quasicrystal waveguide spiral. This offset produces a thermal gradient and non-uniform
heating of each arm of the QCI, which is expected to aid in preserving the complexity and

uniqueness of the output spectral signature.

5.4 Instrumentation and Measurement Technique

We employed reflection mode grating coupler measurement to characterize the active PUFs.
Fig. 5.1(a) shows a microscopic image of a QCI PUF with two integrated micro-heaters. Devices
were characterized by measuring the reflectance spectra, or [S11|?, for TE polarized light coupled to
GC1 depicted in Fig. 5.1(a). Fig. 5.2 portrays complete instrumentation diagram with microscopic
image of electrical connections. A tunable laser source (Santec TSL-510) is used to provide steady
wavelength sweeps from a fixed range: 1560nm to 1680nm across the grating coupler. Light is
transmitted from the source through a single mode optical fiber to the polarization controller which
is connected to an optical circulator. The grating couplers here are designed for TE polarization.
The circulator consists of a single input fiber and two output fibers. The first output fiber is directly
connected to the fiber focuser which shines the infrared light into the grating couplers of the PUF
while simultaneously accepting the reflection power. The reflection power captured from the fiber
focuser transmits back into the circulator and exits the second output fiber. The second output fiber
is attached to a power detector which digitizes the reflection signal received from the PUF.

Electrical probes attached to the dual channel current source (Keithley 2602B) were delicately
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placed on aluminum electrical contacts connected to the heaters to facilitate electrothermal tuning

of the QCI.

Laser

--
i .
l,s,(—

Reflection

&)
=

Power
Detector

Circulater

=

PUF

Focuser

Fig. 5.2. Instrumentation diagram. (Left) Tunable semiconductor laser connected to a polarization controller, optical
circulator, fiber focuser, and power meter. (Right) Image of electrical probes contacting electrical pads to the PUF

Precise focuser alignment on the PUF is a critical component of the measuring process. The
focuser tip was placed at a 27° angle, determined by the following phase matching condition for
grating coupling from free-space to on-chip where the waveguide is characterized to have an

effective index, neff, and the grating couplers have a grating period, P.
A = P(sinf + neff)

To test the PUFs, a series of wavelength sweeps were performed with the source meter
conducting 0 to 30 mA current. A visible periodicity is observed from the output plots of both arms
of each PUF which is shown in Fig. 5.1(b) and 1(c). As we increase the current, the resistive heater

increases the temperature of the neighboring waveguides. Silicon's refractive index increases at a
rate Z—'Tl of approximately 1.8x10 refractive index units (RIU) per °C. The average phase variation

acquired in the arm (due to resonance) is equal to:
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where, A® is average phase variation of one arm and L is the length of the arm.
5.5 Results and Analysis

As temperature and thermo-optic index change increases, 4®; will eventually approximate to
n (destructive interference with the opposite arm where 4@, = 0). However, with continuous
heating, A9, being 27, it becomes constructive with the opposite arm since 2 = 0 and this repeats
through 3w, 4m, 57, ... yielding to the cyclical nature of the periodicity of the output structure. For
example, in Fig. 5.1(b) and 5.1(c), the 10mA plot retained the general spectrum of the passive PUF
output, particularly in the range: 1610-1630nm. However, once 20mA is applied, the curve is
almost completely consolidated. A linear trend would expect similar results for the 30mA plot but

instead, the original curvature in the spectrum is beginning to reappear.

Device measurements confirmed the presence of a unique, fingerprint like, and reconfigurable
optical spectrum for each device tested. Experimental results corresponding to the device depicted
in Fig. 5.1(a) are reported Fig. 5.1(b,c). Here we show reconfiguration of the device spectra using
the micro-heater current delivered via either 11 and/or 12. For the 5 mA steps depicted in Fig.
5.1(b,c), each spectrum is visibly uncorrelated. Using the above-mentioned two-channel current
source, current is swept from 0 mA to 30 mA with 1 mA step size at one channel while the other is
fixed at a certain value. Sample measured spectra are displayed in Fig. 5.3. Note that, the similar
technique used in Chapter 4 is also used to analyze the data in this section. Here, feature for every
current value works as a distinct PUF similar to the 56 PUFs we studied in the previous chapter.

Better correlation results for 0.2 mA finer sweeps at 15 mA to 20 mA currents, and way more

94



significant correlation data for 0.1 mA step size at 9 mA to 11 mA currents. The correlation results

are illustrated in Fig. 5.4.
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Fig. 5.3. Measured device spectra. (Top) Channel B is fixed at 10 mA, Channel A is swept from 0 mA to 30
mA. (Bottom) Channel B is fixed at 20 mA, Channel A is swept from 0 mA to 30 mA
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Fig. 5.4. Correlation analysis results of the electrically reconfigurable PUFs for 1 mA (left), 0.2 mA (top right)
and 0.1 mA (bottom right) sweeps

Moreover, as stated above, a visible periodicity is observed in the optical spectra at both arms
of each PUF (Fig. 5.5), thus confirming the electrically reconfigurable nature of the device.
Whereas the optical signature of our prior passive PUF may provide a cryptographic key roughly
ten thousand bits in length, active reconfiguration of the device demonstrably enhances the key
length. Conservatively estimating the number of reconfigurable states to 100, results in a more than
two order of magnitude enhancement to the size of the PUF’s unique key, corresponding to an

information density on the order of ~5 GB/in?.
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Fig. 5.5. Optical spectra at both arms of each PUF: confirms visible periodicity, yielding to electrically
reconfigurable nature of QCI PUF

5.6 Outlook

The active version of the QCI PUF has already shown promising nature as demonstrated in this
chapter. However, there are a plenty of scopes to explore other parameters that can be used to
strengthen the active PUF’s overall effectiveness. The benefit of QCI PUF is its robustness against
external factors such as optical angular/spatial alignment and polarization. However, these factors
remain a large influence on the output of the current PUF. Additional future work revolves around
improving the QCI structure and expanding its ability to probe disorder. The standard QCI design
has a signature spiral structure and adding additional loops or perhaps additional spirals beyond the
two already present could alter the output significantly. Replacing the fiber focuser with a fiber
array will allow for multiple fibers to be pointed at the PUF simultaneously. Thus, the fiber that
transmits the laser can now be separate from the one that absorbs the reflection power. Lastly, upon
improving the PUF and increasing robustness against external factors, power loss is a persistent
limitation to which these devices can function properly. Disorder due to fabrication errors are
proportional to the amount of loss experienced and devising methods of minimizing loss while

increasing disorder is a critical component of impending work in the field.
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We presented the preliminary version of this work at Conference on Laser and Electro-Optics
in 2022 [4]. In the future, we anticipate compact photonic PUF structures exploiting additional
stimuli and/or degrees of freedom (e.g. polarization, mode, nonlinear effects) can increase this

information density to >10 TB/in?, thus fostering even greater security and reliability.
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CHAPTER 6

SUMMARY AND OUTLOOK

Silicon offers us immense possibilities and allows us to perform all of the key optical functions
at a reasonably competitive performance level. Electronic-photonic circuits will play a ubiquitous
role globally and silicon photonics is going to the heart of it. As they keep on impacting such areas
as high-speed communications for mobile devices (smartphones, tablets), optical communications
within computers and within data centers, sensor systems, medical applications etc, attaining
hardware and information security will always remain as a major concern. At the same time,
coupling light between the chip and optical fibers, and achieving this is in a packaging method that
is cost effective, is still one of the long-lasting hindrances of silicon photonics. This work addresses
two of the big issues of this foundries and provides feasible solutions through subwavelength

engineering of silicon photonic waveguides.

In this dissertation, we demonstrated evanescent coupling technique to access the ultra-low
mode area of a novel VV-groove waveguide in both non-adiabatic directional coupling and adiabatic
mode evolution configurations. We achieved >99% coupling efficiency through adiabatic mode
evolution that too within a broadband region. We developed fabrication recipe for all-dielectric
subwavelength novel structures in terms of v-groove and diabolo and experimentally verified
waveguiding phenomenon of v-groove waveguide. This could turn out to be a breakthrough
innovation as it will open so many new directions and dimensions of enhancing light matter

interactions.
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We expect many of the design principles utilized here can equally apply to other types of
waveguide systems, particularly those which interface between conventional modes and dissimilar
modes or those exhibiting strong sub-diffraction character. One such concept is optical anapoles
due to its rich physics in a diabolo type shape. Beyond our primary objective, we have fabricated
and characterized anapole supporting sub-wavelength engineered all-dielectric silicon nanodisk
structures. Measurements were taken in both visible and near infrared region using reflection

spectroscopy.

Optical anapole has become a subject of growing interest due to its intriguing physics and
prospective applications. The anapole state emerges at a certain frequency where the fields radiated
by the co-located electric and toroidal dipoles cancel each other in the far-field through destructive
interference in a special type of Fano resonance [1]. It has been reported that the field enhancement
is maximized not necessarily at the anapole frequency, but rather in its vicinity at the frequency
corresponding to the higher quality factor mode contributing to the Fano resonance [2]. Previously,
anapole states have been implemented in low-aspect ratio nanodisks where the disk height might
be on the order of ~50-100 nm. Slotted nanodisks supporting anapole modes have also been
proposed as a means to locally enhance the electric field in the slotted region by a factor eh/el,
where ek and el are the permittivity values for the high and low index materials respectively. There
it was predicted that the incident electric field EO could be enhanced by a factor on the order of

~103 within the slot region of a single high index nanodisk [3].

We theoretically and experimentally characterize our anapole supporting sub-wavelength
engineered all-dielectric silicon nanodisk structure. Devices are fabricated using electron beam
lithography in a 220 nm silicon on insulator (SOI) wafer — a platform common to silicon photonics
technology. For this device thickness, a nanodisk radius on the order of ~200-300 nm alongside

etched square dimensions on the order of ~100 nm x100 nm are predicted to place the anapole
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mode in the near infra-red region. For this geometry, simulations predict the presence of a resonant

anapole like mode with perfect extinction (zero reflectance) and very large field enhancement,

~104, near ~1070 nm as depicted in Fig. 6.1(c & d).
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Fig. 6.1. (a) SEM image of a typical fabricated sub-wavelength engineered silicon nanodisk (top view). (b)
Electrical field profile of the resonant nanodisk. (c) Simulated and measured reflection spectra by the nanodisk
arrays at normal incidence. The resonance is visible at ~1074 nm wavelength. (d) Corresponding enhancement
of the incident electric field Eo as measured in silicon at the center of the nanodisk with different disk heights

To characterize our structure and verify the presence of the resonant mode, we performed
polarization resolved reflectance measurements in an optical microscope (NA = 0.4) using visible
and near-infrared spectrometers (OceanOptics). The experimental spectra obtained for a 450
polarizer angle show good overall agreement with the device simulation. We also performed
experiments on devices where specific design parameters such as d, the square dimensions, and P
are systematically skewed (not shown), to further map the characteristics of this geometry. The

placement of the resonant frequency makes this structure especially attractive for probing the
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strongly enhanced light-matter interactions via Raman scattering at ~1064 nm. Alternative designs

can also achieve high order anapole states with similar properties in the visible region.

Our results suggest this structure is an excellent platform for tailoring light-matter interactions
in silicon or other high index media, and for harnessing anapole physics in the visible and infrared
regions. Primary work on this topic was presented in Conference on Laser and Electro-Optics in

2021 [4]. More progress on this topic is currently being made by the members of Ryckman group.

We also established a proof-of-concept physical unclonable function from silicon photonic
moiré quasicrystal interferometers. We verified its unclonability and immunity towards
environmental variations. We characterized 56 identically designed QCI PUFs and proved their
scalability, CMOS compatibility and suitability for secure hardware authentication. This work
represents, to our knowledge, the largest experimental sample size of physically distinct photonic-
PUFs reported to date. Moreover, we took one step further from the passive PUF structures towards
electrically reconfigurable active QCI PUFs. Motivated by cryptographic applications seeking
enhanced reliability and/or security, we experimentally validated physically unclonable photonic

circuits based on active moiré quasicrystal interferometers with integrated micro-heaters.

We addressed the issues related to conventional digital fingerprint techniques and provided our
solution by means of QCI PUF with significant verification of authentication. The architecture is
wafer scale compatible and can be characterized with automated probing equipment, which is now
a mature technique in silicon photonics and packaging industry. The unique traits of these devices
originate from their lack of translational symmetry and an optical design which ensures high
sensitivity toward natural nanoscale fabrication imperfections. This could enable chip IDs that
inherently tag the lot, wafer, die information with unclonable fingerprint. Envisioning related types

of active or passive silicon photonic structures, can be scalably employed in active or quantum
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readout schemes to facilitate applications such as anti-counterfitting tag, remote authentication and
secure communication. Future direction of this work can be exploring various interferometric
configurations, such as, Mach-Zehnder interferometer configuration, to achieve silicon photonic
physical unclonable function. Moreover, adding more reconfigurable states should reduce the size
of the device while increasing information density to a large extent. More complex and multiplexed
challenge-response system can be added and analyzed while transforming the QCI PUF to a silicon

photonic quantum PUF.

Silicon photonics is set to be the next big thing in the realm of science and innovation. And
silicon waveguide is the core building block of modern integrated photonic system. Subwavelength
engineering of silicon photonic waveguides opens new doors of research and development.
Therefore, prospects of this sector cannot be valued any less at the moment. In this dissertation, we
tried to focus on two crucial avenues of this spectacular field of study to improve human lives. With
the ever-accelerating technological advancement, we expect our research will give mankind speed,
security and reliability. These results illustrate a clear path to efficiently interfacing with novel
types of all-dielectric sub-diffraction waveguides, thus making them accessible in future

experimental works that seek to harness their strong subwavelength field enhancement.
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APPENDIX A: V-GROOVE DESIGN AND MODELLING

Al  Mask Design of V-groove Waveguide in K-Layout
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A.2  Sample Lumerical Design of VV-groove Adiabatic Coupler

XY view & x Perspective view

XZ view & %X YZ view
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APPENDIX B: QCI PUF DESIGN

B.1 Design Overview of Silicon Photonic QCI PUF

RB* devices RC* devices
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B.2  Tri-Layer Metallization Process to Fabrication Micro-Heaters on Silicon Platform

Layer 13: Oxide window
Layer 12: TiW/Al routing bilayer, 200 nm + 500 nm

Layer 11: TiW alloy heater; 200 nm

Layer 1: Silicon device layer,
220 nm
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The End
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