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Abstract

In this paper we carry out a systematic analysis of the state of the HTTPS deployment
of the most popular Italian university websites. Our analysis focuses on three different
key aspects: HTTPS adoption and activation, HTTPS certificates, and cryptographic TLS
implementations. Our investigation shows that the current state of the HT TPS deployment
is unsatisfactory, yet it is possible to significantly improve the level of security by working
exclusively at the web application layer. We hope this observation will encourage site
operators to take actions to improve the current state of protection.

1 Introduction

HTTP is the workhorse protocol of the Web, yet it does not provide any confidentiality, integrity
or authenticity guarantee by default. Standard HTTP traffic is just unauthenticated plaintext,
which can be read, modified and forged by attackers who are in control of the network, e.g.,
rogue access points and malicious Internet service providers. Luckily, this shortcoming of HT'TP
can be overcome by the adoption of its secure counterpart HTTPS, which runs HTTP on top
of cryptographic protocols like TLS. HTTPS is phenomenally popular nowadays, to the point
that the amount of HT'TPS traffic has finally surpassed the amount of HTTP traffic [12]. Yet,
previous research showed that the correct deployment of HTTPS is particularly tricky and
things can go wrong at many different levels [3, 4, 14, 16, 18]. This means that the adoption of
HTTPS is not just a binary checkbox, but rather multiple factors must be taken into account
for a realistic security assessment.

In this paper we carry out a systematic analysis of the state of the HT'TPS deployment of
the most popular Italian university websites. In particular, we study:

o the adoption and activation of HTTPS at the (web) application layer (Section 3). The lack
of HTTPS support and the use of unsafe practices in the HTTPS activation can entirely
void security against network attackers, since communication might run unencrypted;

e the use of best practices in HTTPS certificates (Section 4). The incorrect management of
HTTPS certificates might unduly expose users to phishing attempts or even lead to the
disclosure of the cryptographic keys used to protect communication;

e the correct cryptographic implementation of the TLS protocol (Section 5). Cryptographic
flaws in the TLS deployment can reveal cryptographic keys to network attackers, leading
to various confidentiality and integrity breaches.
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In our security assessment we use numeric scores to measure the compliance with respect
to security best practices, where higher scores stand for better security. At the end of our
study, we assign a final numeric score to all sites and show that the current state of the HTTPS
deployment is unsatisfactory, yet it is possible to significantly improve the level of security by
working exclusively at the web application layer (Section 6). We hope this observation will
encourage site operators to take actions to improve the current state of protection.

2 Preliminaries

2.1 HTTPS and TLS

HTTPS is an encrypted variant of HT'TP based on the TLS cryptographic protocol. At a high
level, TLS can be described as follows:

1. The client initiates a handshake with the server by proposing a TLS version and a list of
supported ciphersuites;

2. The server chooses the lower between its highest supported TLS version and the TLS
version proposed by the client. It then picks a supported ciphersuite from the proposed
list and sends to the client an X.509 certificate, which contains information about the
server’s identity, the server’s public key and the issuing certification authority;

3. The client confirms the validity of the X.509 certificate by checking that it was issued by
a trusted certification authority to the hostname to which it is trying to connect, thus
getting a proof of authenticity;

4. The client and the server take appropriate actions to generate a fresh session key, which
is used to protect the communication by means of symmetric encryption, thus ensuring
its confidentiality and integrity.

The session key establishment can be implemented in different ways and takes advantage of
the server’s public key.

2.2 Domains and Sub-Domains

On the Web, servers are typically identified by a fully qualified domain name (FQDN), i.e., a
dot-separated sequence of labels terminated by a top-level domain (TLD) from a fixed list. For
example, www.unive.it is a FQDN under the TLD .it. Domain registration typically operates
at the granularity of TLD+1: this means that an organization can register a domain name like
unive.it and then create arbitrary sub-domains like www.unive.it and idp.unive.it. It is
common practice to create different sub-domains for different services, e.g., www.unive.it to
serve the university website and idp.unive.it for authentication.

The security of sub-domains plays an important role on web application security, most
notably because sub-domains can share cookies. For example, www.unive.it and idp.unive.it
can both set cookies with the Domain attribute set to .unive.it: such cookies, called domain
cookies, are sent to both services. Though this practice is useful and popular, e.g., to implement
authentication across different sub-domains, it also means that attacking www.unive.it might
break the confidentiality and integrity of cookies at idp.unive.it and vice-versa [8].
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2.3 Threat Model

We assume an active network attacker who is able to add, remove or modify messages sent
between a client and a server. The attacker also controls a malicious website, which is navigated
by the attacked client. By means of the website, the attacker can inject scripts in the client
from an attacker-controlled origin, which is relevant for a subset of the considered attacks.
However, the attacker can neither break the Same Origin Policy (SOP), nor exploit any bug in
the browser. We assume the attacker cannot exploit timing side-channels, since the feasibility
of such attacks is generally hard to assess.

In our security analysis, we also occasionally make considerations about passive network
attackers, who just sniff the network traffic and do not take actions to avoid detection. These
attackers are particularly interesting because they only require very limited skill.

2.4 Analysed Websites

We focus on the HTTPS deployment of the Italian universities which are included in the QS
World University Ranking 2020." We identified 34 universities overall, then extracted their
official names from QS and searched for them on Google: the first website in the results page
is the one we used as the entry point of our security analysis. The rationale of this choice is
that we want to analyse the website which is most likely accessed when users look for a specific
university via a search engine. We provide the full list of the analysed websites online [6].

3 HTTPS Adoption and Activation

3.1 Security Practices

When users access a website like www.unive.it without specifying any protocol, browsers
normally contact the site using the HTTP protocol. A common practice is then to upgrade the
communication to HTTPS through a redirection, e.g., by using the Location header, to send
the browser to https://www.unive.it. Though this practice definitely improves security over
the plain adoption of HT'TP, it is still vulnerable to attacks like SSL stripping [17]. Specifically,
since the first communication still happens over HTTP, the attacker can block the redirection
to HT'TPS and forcefully prevent the security upgrade to encrypted communication. To avoid
this pitfall, websites can deploy HTTP Strict Transport Security (HSTS). HSTS instructs the
browser to never contact the website over HTTP, so that every communication attempt on
HTTP is automatically upgraded to HTTPS [13].

There are several deployment options for HSTS. Specifically, HSTS can be activated using
the Strict-Transport-Security header, using the max-age attribute to specify the lifetime
of protection. The includeSubDomains option can be used to extend the HTTPS upgrade to
all the sub-domains of the protected website, which is particularly useful to protect other web
applications and ensure the confidentiality and integrity of cookies shared among them [8]. To
further reduce the attack surface of the “trust upon first use” model of HSTS, browsers include
a preload list of HSTS-protected websites: communication with such websites is automatically
upgraded to HTTPS, even before getting the HSTS header from them.

Finally, once a website is accessed over HTTPS, it is important that it does not include sub-
resources over HTTP, otherwise the confidentiality and integrity guarantees of HT'TPS can be
undermined. Modern browsers mitigate this severe threat by implementing the Mixed Content

Ihttps://www.topuniversities.com/university-rankings/world-university-rankings/2020
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policy.? Roughly, this policy mandates that active contents like scripts must be blocked when
they are included in HTTPS pages over HT'TP connections, while browser vendors are left at
liberty of being more tolerant towards passive content like images. It is a good practice to avoid
the use of mixed content in high-security sites to ensure appropriate protection also to users of
browsers which do not implement the Mixed Content policy, e.g., legacy browsers. It is worth
noticing that, starting from 2020, Google Chrome will automatically block all forms of mixed
content.? It is thus even more important to avoid the use of mixed content to prevent breakage.

3.2 Security Measurement

To analyse the practices used to activate HT'TPS, we have to check for the presence of redirects.
Since redirects can be performed using JavaScript, we cannot just check for the use of Location
headers and we rather use Puppeteer* to access the websites over HTTP using Chrome. We
then check the protocol used in the final landing page to see whether HT'TPS was activated in
some way since the original HTTP request. Since Puppeteer has access to the response headers
of the landing page, we can also use it to log the presence of HSTS headers. However, this
is not entirely sufficient, because HSTS activation can (and should) be forced on the TLD+1
using the includeSubDomains option; we then also check for the presence of such headers there
using the curl command line tool. Finally, we assign each website a score as follows:

e 0 points: no redirection to HTTPS took place. This means that the navigation is per-
formed over HTTP by default, which makes network attacks trivial to carry out;

e 3 points: redirection from HTTP to HTTPS, but lack of HSTS adoption. The website
is vulnerable to SSL stripping, yet it is normally served over HTTPS and careful users
might notice when the site is unexpectedly served over HTTP;

e 5 points: redirection from HTTP to HTTPS + HSTS. The website is protected against
SSL stripping, but other applications served on sub-domains might be vulnerable to this
attack and domain cookies might be leaked or set over HTTP;

e 7 points: redirection from HTTP to HTTPS + HSTS with the includeSubDomains option
on TLD+1. This ensures that all the applications on the domain are always accessed over
HTTPS, as well as granting the confidentiality and integrity of domain cookies.

As for mixed content checking, we still rely on Puppeteer to track all the outgoing HTTP
requests of the accessed web pages, including their type. We then assign the following scores:

e 0 points: presence of active mixed content in the homepage. The integrity of the page is
seriously at harm on legacy clients not implementing the Mixed Content specification;

e 1 point: presence of passive mixed content in the homepage. Website defacement is
potentially possible and there is a significant risk of privacy breaches due to the presence
of outgoing HTTP requests, even on modern clients which are tolerant on such content;

e 2 points: there is no presence of mixed content in the homepage. This ensures that the full
page content is served over encrypted connections, which is necessary to provide optimal
confidentiality and integrity guarantees.

2https://wuw.w3.org/TR/mixed-content/
3https://blog.chromium.org/2019/10/no-more-mixed-messages-about-https.html
4https://github.com/puppeteer/puppeteer
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Based on this scoring system, websites with a score lower than 5 are not secure even against
passive network attackers, since they either do not redirect to HTTPS or include some HTTP
content in the homepage. A minimal score for protection against active network attackers is 7:
this ensures that SSL stripping is not possible and that the confidentiality and integrity of the
homepage cannot be trivially harmed by the use of mixed content.

3.3 Experimental Results

The first observation we make is that the majority of the websites is eventually accessed over
HTTPS: this is the case for 28 out of 34 websites (82%). As to the remaining 6 websites, we
observed that web.uniroma2.it, poliba.it, www.unina.it and www.unipa.it do not perform
any redirection to HT'TPS, but can still be accessed over HTTPS when the protocol is explicitly
typed in the browser address bar. This means that users can access these sites securely, but the
very large majority of users is normally left unprotected; in particular, even passive network
attackers have full visibility of the exchanged HTTP traffic. The other two websites are even
more problematic from a security perspective, because www.uniroma3.it cannot be accessed
over HT'TPS and www.unife.it forces an explicit downgrade from HTTPS to HTTP using
JavaScript. We manually verified that both websites have a private area, which is accessible
over HTTPS. However, this is clearly not sufficient for security, because an active network
attacker can break the integrity of the homepage and force the adoption of the HT'TP protocol
also on the private area. Given that it is not possible to navigate these two sites over HT'TPS,
we excluded them from all further analyses.

As to the 28 websites which force the activation of HTTPS in some way, they mostly do it by
means of redirects: we observed that this is the case for 25 websites. The security implication
is that the majority of the Italian university websites are vulnerable to SSL stripping. Only 3
websites make use of HSTS: www.unibo.it, www.unifi.it and www.polimi.it, with the latter
two even activating the includeSubDomains option. Unfortunately, in both cases, this is not
done on the TLD+1, but on the wuw sub-domain, which essentially voids protection.

As for the presence of mixed content, the picture is largely positive, yet we also observed
two insecure practices due to the use of passive mixed content. First, www.unina.it includes
an image over HTTP, which is sufficient to leak the website cookies even against a passive
network attacker who just sniffs the HTTP traffic. A second problem affects www.unipa.it,
where the form of the internal search engine is sent over HT'TP: this might not only expose the
website cookies, but also reveal all the search keywords typed by the website users, including
the corresponding results.

The complete picture of this part of our analysis is summarized by the scores in the “Activa-
tion” column at [6]. It turns out that 6 out of 34 websites do not comply with minimal security
practices, hence are completely at harm even against passive network attackers: in particular,
4 sites got a score lesser than 5 and 2 sites were excluded from our analysis because they could
not be accessed over HT'TPS in the first place. The other 28 websites offer a minimal degree of
protection against passive network attackers by ensuring that communication is encrypted and
by ruling out mixed content from their homepages, yet only 3 of them implement safeguards
against active tampering attempts like SSL stripping.
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4 HTTPS Certificates

4.1 Security Practices

It is well-known that certificates should only be signed by a trusted certification authority and
should only be considered valid up to a given expiration date. What is likely less known is that
certificates come in different forms. In particular, by increasing level of security guarantees:

1. Domain Validated (DV) certificates are issued after proving some form of control over a
given domain name, but do not provide any form of binding between the domain name
and the organization which claims ownership of the domain;

2. Organization Validated (OV) certificates are only issued after proving that a domain name
is actually controlled by a given physical organization. This requires the presentation of
appropriate documentation about the organization asking for the certificate;

3. Eustended Validated (EV) certificates are similar to OV certificates, but are subject to
even stricter security checks. Browsers often rely on custom security indicators for EV
certificates and show the name of the owning organization directly in the address bar.

Major organizations like universities should only use OV or EV certificates, since DV cer-
tificates provide no protection against phishing attempts. For example, an attacker could get a
valid DV certificate for www.unvie.it and host a website which pretends to be the legitimate
website of Universita Ca’ Foscari Venezia (www.unive.it).’

Moreover, security-conscious administrators should avoid the use of wildcard certificates.
Wildcard certificates apply to arbitrary sub-domains like *.unive.it, hence are typically reused
on a multitude of different hosts. This simplifies the HTTPS deployment, but also implies that
all such hosts have access to the same cryptographic keys, hence the compromise of any host
would suffice to get read and write access to all the HT'TPS traffic exchanged with any sub-
domain of unive.it. Wildcards cannot be used in EV certificates, but it is worth noticing that
even certificates which do not make use of wildcards might be unduly issued for a large number
of domains by specifying multiple Subject Alternative Names (SANs) in them.

4.2 Security Measurement

We check the use of certificates at the analysed websites by using the openssl tool from the
command line. In particular, we rely on the following scoring system:

e ( points: the certificate is not signed by a trusted certification authority or has expired.
In the former case a network attacker can just replace the server’s certificate with a fake
one while going unnoticed, while in the latter case it is plausible that keys might have
been compromised over time, e.g., by brute-forcing;

e 2 points: the website uses a valid DV certificate signed by a trusted certification authority.
This provides both confidentiality and integrity, but not necessarily authenticity;

e 4 points: the website uses a valid OV certificate signed by a trusted certification authority.
This gives attentive and technically educated users a way to check the identity of the
server’s organization when in doubt;

5We actually registered www.unvie.it after realizing that this is one of our most common typos...
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e 5 points: the website uses a valid EV certificate signed by a trusted certification authority.
This provides immediate visual feedback about the identity of the server’s organization
or at least easy access to this information.

Finally, we award 2 extra points to certificates which are only valid for a “small” number of
domain names. Such certificates do not make use of wildcards and keep the number of SANs
under a given threshold ¢. To choose t, we rely on the distribution of the number of SANs in
the collected certificates as reported below.

Based on this scoring system, certificates should be awarded at least 6 points to be considered
compliant with security best practices: this requirement is satisfied by OV and EV certificates
with only limited reuse on multiple domains.

4.3 Experimental Results

We start by discussing a positive result: all the analysed websites have valid certificates and
none of them relies on DV certificates. This means that minimal security practices to ensure
communication security and complicate phishing attempts are put in place, and all websites
were awarded at least 4 points. Only 5 websites, however, use EV certificates: www.unimore.it,
Www.unipg.it, www.unitn.it, www.uniud.it and www.unive.it. An interesting fact is that
all the collected certificates were issued by the same certification authority (TERENA).

We also noticed that only two websites make use of wildcard certificates, i.e., www.unibo.it
and www.unicatt.it. This means that most certificates cannot be arbitrarily reused on sub-
domains, which is important to minimize the risk of leaking private keys and reduce the attack
surface. There are however a few interesting observations about the use of SANs, since their
distribution is highly skewed. In particular, the mode of the distribution is 2, the mean is 21.7
and the variance is 47.4. We show the full frequency table of the number of SANs in Table 1.
Observe that there are a few cases where the certificate is valid for so many domains that it
is essentially equivalent to having a wildcard: for example, the certificate of www.unifi.it is
valid on 247 different domains. Based on the collected numbers, we empirically set the threshold
t = 10: indeed, 24 out of 32 certificates use a number of SANs which is lower than this threshold,
hence it is common practice to avoid a more widespread certificate reuse.

The complete picture of this part of our analysis is summarized by the scores in the “Certifi-
cate” column at [6]. The numbers confirm the good state of the certificate ecosystem of Italian
university websites. Though EV certificates are still underrepresented, DV certificates are not
used on website homepages and 22 out of 32 certificates (69%) were awarded the extra points
granted by the limited amount of reuse on multiple domains.

5 Cryptographic Implementations

5.1 Security Practices

Even when HTTPS is up and running, cryptographic flaws in the implementation of TLS may
break its intended security guarantees. Researchers identified several attacks against TLS in
the past, which may even lead to the disclosure of the cryptographic keys used to protect the
HTTP traffic [3, 4, 18]. In recent work, our research group developed a tool which automates
the detection of TLS vulnerabilities exploitable on modern clients and estimates their impact
on web application security [5]. Part of the tool has been recently integrated in the Discovery
service of Cryptosense and is publicly available online.®

Shttps://discovery.cryptosense.com/
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Number of SANs ‘ Number of Websites ‘ Frequency

1 6 18.8%
2 9 28.1%
3 2 6.3%
4 3 9.4%
6 1 3.1%
7 3 9.4%
19 1 3.1%
29 1 3.1%
31 1 3.1%
49 1 3.1%
71 1 3.1%
85 1 3.1%
95 1 3.1%
247 1 3.1%

Table 1: Frequency table for the observed number of SANs

Given a domain name like www.unive. it, the tool performs a cryptographic assessment of all
the hosts to which www.unive. it might resolve. Moreover, the tool also analyzes all the hosts to
which any other sub-domain of unive.it might resolve, since other web applications might be
hosted there. Finally, the security analysis is done on all the hosts from which the web page at
www.unive.it is including content, e.g., scripts and stylesheets. Cryptographic vulnerabilities
on such hosts might seriously undermine page integrity and introduce confidentiality breaches,
despite the adoption of the HT'TPS protocol.

The output of the tool builds on the following taxonomy of insecure channels:

1. Leaky channels: established with servers vulnerable to confidentiality attacks, which give
the attacker the ability to decrypt the network traffic;

2. Tainted channels: susceptible to man-in-the-middle attacks, which give the attacker the
ability to decrypt and arbitrarily modify the network traffic. Observe that tainted chan-
nels are also leaky by definition;

3. Partially leaky channels: suffering from side-channels, which give the attacker the ability
to disclose selected “small” secrets (like cookies) over time. Observe that leaky and tainted
channels also qualify as partially leaky.

5.2 Security Measurement

We assign to each website a score from 0 to 4 based on the following system:

e 1 point: no (partially) leaky channel on the main domain or domains from which resources
are loaded from the homepage. This ensures that network attackers cannot leverage
cryptographic flaws to disclose information on the homepage;

e 1 point: no tainted channel on the main domain or domains from which resources are
loaded from the homepage. This ensures that network attackers cannot exploit crypto-
graphic flaws to undermine the integrity of the homepage;
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e 1 point: no (partially) leaky channel on sub-domains. This is important at the very least
to ensure the confidentiality of domain cookies;

e 1 point: no tainted channel on sub-domains. This is important at the very least to ensure
the confidentiality and integrity of domain cookies.

Notice that, since tainted channels are also (partially) leaky, integrity violations effectively
weigh twice as much as confidentiality violations in our scoring system.

5.3 Experimental Results

At the end of our measurement, we analysed 2,654 domains. In particular, we scanned 2,601
sub-domains of Italian universities and 53 external domains from which resources are loaded on
the homepage of the analysed websites, the large majority of these being well-known analytics
or library providers. This is already an interesting observation, because it shows that the attack
surface is mostly under the control of the universities and does not significantly depend upon
the security settings of external entities. This is in stark contrast with what we observed in
general websites from the Alexa list [5]. On the other hand, the average number of sub-domains
analysed on each website is 83: this is in line with our previous study, where we emphasized
the growing importance of sub-domains on web application security.

A positive result of our analysis is that, as long as we focus on the main domain and the
homepage of the analysed websites, the quality of the cryptographic deployment is very high.
We were not able to find any cryptographic flaw which could affect the confidentiality and the
integrity guarantees of the homepages. Unfortunately, the picture is way less positive when
we turn our attention to sub-domains, given the size of the attack surface. In particular, we
found tainted channels on at least one sub-domain on 15 out of 32 analyzed main domains. The
key culprits of this are vulnerabilities enabling attacks like DROWN [3] and ROBOT [4]. The
summary of our findings is given by the scores in the “Cryptography” column at [6].

6 Closing Remarks

We draw the key conclusions of our study, discussing ethical considerations and limitations.

6.1 Italian University Websites: Secure or Not?

To understand the state of the HTTPS deployment on the Italian university websites, we take
a final look at the collected data [6] and assign a final score to each website as follows:

1. Insecure (6 sites): these websites got a score lower than 5 in the “Activation” column or
could not be accessed over HT'TPS. The implication is that these sites do not satisfy even
minimal security requirements, because they suffer from confidentiality flaws even against
passive network attackers;

2. At risk (25 sites): these websites got a score of 5 in the “Activation” column. They do
provide a minimal level of protection, in particular against passive network attackers, but
they are vulnerable to active tampering which can bypass HTTPS (SSL stripping);

3. Acceptable (2 sites): these websites got a score of at least 7 in the “Activation” column,
but got a score lower than 6 in the “Certificate” column or a score lower than 4 in the
“Cryptography” column. Though these sites implement some safeguards against active

9
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network attackers, they also take unnecessary risks in their certificate management, e.g.,
by abusing of certificate reuse, or suffer from crytographic flaws which can be exploited
by sophisticated attacks;

4. Close to secure (1 site): we put in this category all the other websites. We do not call
this category “secure”, because none of the analysed websites implement state-of-the-art
protection mechanisms against all the considered threats.

In the end, our analysis shows that the current state of the HT'TPS deployment of Italian
university websites is unsatisfactory, because active network attackers have easy life on the
very large majority of the analysed sites. However, our analysis also has positive implications,
because it shows a reasonable state of health of the certificate and cryptographic ecosystems.
This means that many websites can improve their security with limited effort by exclusively
working at the web application layer. In particular, we observe that activating HSTS on the
25 websites marked as at risk would lead to the following improvement: 16 websites would be
deemed acceptable and 9 websites would be considered close to secure (or even better). We
hope this observation will encourage site operators to take actions to improve the current state
of protection.

6.2 Ethics and Limitations

Due to both legal and ethical reasons, our analysis of TLS vulnerabilities in the wild was limited
to an unintrusive scan based on the use of publicly available tools. The exploitability of the
discovered vulnerabilities was exclusively judged through a systematic analysis of the output of
those tools, as discussed in previous work [5]. The analyses of HTTPS activation and HTTPS
certificates do not pose legal or ethical implications.

A limitation of our analysis is that it considers the homepage of the website as the key entry
point. Though this makes sense from the perspective of a navigation session, it is possible that
security-sensitive services are deployed on external domains which we did not analyse. Notice,
however, that we provided a reasonable coverage of the security guarantees of sub-domains. A
second limitation of our study is that we did not authenticate to the analysed websites, because
we do not own valid access credentials for them. Finally, it is worth mentioning that our analysis
is entirely focused on network attackers: we leave the study of security mechanisms designed
to prevent web attacks to future work.

We are making plans to responsibly disclose all our results with the technical staff of the
universities involved in our study. For now, we contacted our own IT office at Ca’ Foscari and
convinced them to activate HSTS on www.unive.it. We hope we will be just as successful with
further disclosures.

7 Related Work

Many papers presented attacks exploiting cryptographic vulnerabilities in TLS, like DROWN [3],
ROBOT [4] and TLS-POODLE [18]. The presence of such flaws in the wild is well-known and
constantly measured by organizations like Qualys.” In this paper, we focused on the analysis
of cryptographic vulnerabilities in the Italian university websites, which is an important and
interesting aspect for our country and the ITASEC community. Most importantly, our analysis

"https://www.ssllabs.com/ssl-pulse/
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leverages a research tool which only captures ezploitable vulnerabilities still working on modern
clients and are thus particularly relevant from a security perspective [5].

Besides cryptographic vulnerabilities, there might be several other reasons why HTTPS
deployments turn out to be susceptible to attacks [14]. SSL stripping is a prominent example of
an application layer attack against HT'TPS [17]. To prevent it, browsers had to implement a new
security mechanism in the form of HSTS. Kranch and Bonneau measured the HSTS adoption
in the wild in 2015 and found it very limited; also, they observed that many configurations turn
out to be insecure [13]. Luckily, anecdotal evidence shows that HSTS has been gaining traction
over the years: for example, a recent small-scale session security study on 20 popular sites found
that more than a half of the analyzed sites made use of HSTS [8]. Other studies on HTTPS

f

security focused on the certificate ecosystem [11, 1, 15] and certificate errors in particular [2].

The present paper positions itself in the popular research line of security measurements of
the Web. For example, previous work analyzed the security of European sites [20] and Chinese
sites [10]. Other papers, instead, focused on the adoption of selected web security mechanisms
like Content Security Policy [7], Cross Origin Resource Sharing [9] and postMessage [19]. We
would like to expand our security analysis to also cover these important aspects.
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