MASTER'S THESIS

Extending TESTAR’s capabilities by integrating OCR for detecting textual presentation
failures

Menting, T.

Award date:
2022

Link to publication

General rights
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

» Users may download and print one copy of any publication from the public portal for the purpose of private study or research.
* You may not further distribute the material or use it for any profit-making activity or commercial gain.
* You may freely distribute the URL identifying the publication in the public portal.

Take down policy
If you believe that this document breaches copyright please contact us at:

pure-support@ou.nl
providing details and we will investigate your claim.

Downloaded from https://research.ou.nl/ on date: 19. Nov. 2022

Open Universiteit

www.ou.nl


https://research.ou.nl/en/studentTheses/8c8ad725-e8bc-45ed-9aea-33e6a8ea3b20

Extending TESTAR’s capabilities by
integrating OCR for detecting textual
presentation failures

by

Tycho MENTING

Presentation date:
25-05-2022

Open
Universiteit

3






Student name:
Student number:
Title:

Presentation date:

Program degree :

Course code:

Thesis committee:

Tycho Menting

Extending TESTAR’s capabilities by integrating OCR

for detecting textual presentation failures

25-05-2022

Open University of the Netherlands,

Faculty of Science,

Master’s Programme in Software Engineering

IM9906

prof. dr. Tanja VOS (chairwoman), Open University
dr. Pekka AHO (supervisor), Open University



Contents

|List of Figures|

(1 __Introduction|

[1.1 Optical Character Recognition (OCR)| . . . . . . ... ... .. ... ... ...

1.2 esting. . . . . . . e e e e

[1.2.1 Automated testing| . . . . . . . . ...

[1.2.2  Introduction to GUl testing| . . . . . . . . . .. ... .. ... .. ...,

2.1 OCR requirements| . . . . . . . . . . . . . .. ... ...
2.2 OCR. scorecardl . . . . . . . . . . . .
2.3  OCR engine grading| . . . . . . . . . . . . . .

13 Refining the research questions|

[3.1  Problems encountered during the proot of concept|. . . . . . . . ... ... ...

13.2  Findings of the proot of concept|. . . . . . . . ... ... L L

3.3 Research questions| . . . . . . . . . ..

[3.3.1  Main research question|. . . . . . .. ... oo oL

[3.3.2  Sub research questions| . . . . . . ... ..o

ii



4 Design and implementation of a visual validation module|

4.1 Design overview|. . . . . . . . . ...
[4.1.1 Current state of TESTARI . . . . . . .. o000 o000 0L
[4.1.2 New design| . . . . . . . . . .

4.2 Settings framework| . . . . . ... L

4.3 OCRI. . . . o

4.4 Expected text| . . . . . . . ...

4.5 Matching results| . . . . . .. . .

4.6 Reporting] . . . . . . . . . e
4.6.1 HTMLreport| . . . . . . . . . .
M62 Verdicl . . . . . . . . .

[ Exploratory experiment]

.1 Introducing the hypothesis|. . . . . . . . . ... ... ... .. ..
0.2 Controlled environment experiment| . . . . . . . . . ... ... ... ... ....
5.2.1  Procedure for executing the validation| . . . . . . .. .. ... ... ...
022 Metrics . . . . oL
[9.2.3  Defining and setting-up the controlled experiment|. . . . . . . . . .. ..
[9.2.4  Composing the configuration| . . . . . . . . ... ... ... ... ....
5.3 Results of the evaluation with the controlled experiment| . . . . . . . . ... ..
[5.4  Research question answers| . . . . . . . . .. ... ... L

|6 Validating the implementation|

6.1  Experiment with six different target applications| . . . . . . . ... .. ... ..
6.2 Paintl. . . . . . ..
6.2.1 Composing the configuration.| . . . . . . . .. ... ... ... ......
16.2.2  Inspecting the results.| . . . . . . .. ... ... 0L
6.3 Microsoft Wordl . . . . . . . . ...
6.3.1 Composing the configuration.| . . . . . . . . . .. ... ... ... ....
6.3.2  Inspecting the results.| . . . . . . ... ... . oL

iii

56

62



6.4 Windows Media player| . . . . . . . . . . o 69

6.4.1 Composing the configuration.| . . . . . . . . . . . .. ... ... ..... 69
16.4.2 Inspecting theresults.| . . . . . . . . .. ... ... 71

6.5 wwwounll . . . ..o 7
16.5.1 Composing the configuration.| . . . . . . . .. ... ... ... ...... 77
16.5.2 Inspecting theresults.| . . . . . . . . .. . ... 77

6.6 www.nytimes.com|. . . . . . ... 82
6.6.1 Composing the configuration.| . . . . . . . .. ... ... ... ...... 82
16.6.2 Inspecting the results.| . . . . . . .. ... ... . oL 82

6.7 www.apple.com| . . . ... 87
16.7.1 Composing the configuration.| . . . . . . . .. ... ... ... ...... 87
16.7.2  Inspecting the results.| . . . . . . .. ... ... Lo 87

6.8 Discussionl . . . . . . ..o 90
6.9 Threats to validity| . . . . . . . ... 92
(7__Conclusionl 94
[r.1 Conclusionl. . . . . . . .« e 94
[[2 Futureworkl . . . . . . . . . . 96
A ppend 97
|A.1 ExtendedSettings.xml Notepad| . . . . . . . . .. ... .. ... ... ...... 97
A2 ExtendedSettings.xml reference application] . . . . . . . ... ... ... 98
|A.3 Results of the controlled experiment| . . . . . .. ... ... ... ... ... .. 100
|A.4 Unfiltered expected text elements webdriver implementation result.| . . . . . . . 111
bliograp 117

v



Summary

Nowadays, most of the software applications which are being used by people contain a Graphical
User Interface (GUI). A GUI simplifies the interaction with the application and makes it easier
to present relevant information in a more structured way to the user. Testing software before
releasing it is essential. By testing new versions, we can detect potential issues in advance. This
gives the developers the opportunity to solve issues before releasing a new version and prevent
a negative user experience. When a GUI contains a Presentation Failure (PF) the user expe-
rience is negatively affected. Depending on the severity of the PF, it is possible that the user
misses important information. A type of PF is that text is not shown entirely. We refer to this
type as Textual Presentation Failure (TPF). Testing GUI applications can be challenging and
time-consuming because GUIs often change overtime. TESTAR is a test tool that can test GUI
applications without having knowledge about the GUI. Optical Character Recognition (OCR)
technologies have reached a mature state over the last decades. Nowadays, OCR is capable
of identifying text located in images with a high accuracy. This thesis will integrate an OCR
engine into TESTAR, to automatically validate that the text on GUI components is entirely
visible for the user while testing the application. Based on the requirements, we have selected
Tesseract as our OCR engine. After performing a proof of concept, we have successfully created
an implementation of the OCR engine. The OCR engine returns the identified text from the
captured screenshots, while TESTAR queries the expected text when testing the application.
By comparing the expected text against the visualized text, our implementation can determine
whether the text was visualized entirely or that we have detected a TPF. A controlled environ-
ment experiment has been executed to prove that the implementation is capable of detecting
TPFs. Followed by validating the text visibility of three desktop applications and three websites
with our new implementation. We have successfully enriched TESTAR with an OCR engine
which we have used to validate that the expected text is visualized entirely.
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Chapter 1

Introduction

With the introduction of Graphical User Interface (GUI) applications in computer environments,
the possibilities to visualize content and the way how a computer program could inform the
user, have increased tremendously. Complex information structures can be presented in a more
convenient way, since there is more space available compared to a single command line. Also,
the possibilities to interact with the computer have increased with this introduction. Concepts
such as buttons, checkboxes and radio buttons extended the application input capabilities.

One of the problems that a GUI application could encounter is a layout anomaly, also known
as a Presentation Failure (PF) [1]. PFs can result in different visual failures. The following list
is not exhaustive. It provides an overview of common PFs.

e Cropped text.

e Missing GUI widget.

e Overlapping GUI widgets.

e Overflowing GUI widgets. In this case, the widget is partially off screen.
e Misalignment of GUI widgets.

e GUI widgets scale maladaptation. In this case, the widget does not follow the minimum
and maximum dimensions specified by the GUI guidelines.

e Text scale maladaptation.

Introduced PFs can have different causes. A common cause is that the application runs on
different screen configurations. If the developer did not properly implement the GUI by ig-
noring the scaling capabilities of the used framework, it could result in having PFs within the
application. Another potential cause could be by having a mismatch in the required dimensions
to visualize the text and the actual size for a particular text element in combination with a
different presentation language. This is known as an Internationalization Presentation Failure
(IPF). Translations of presented text elements do not necessarily need to have the same length
as the original text. In case that the translation is longer than the original text and if the GUI
element that is responsible for visualizing the text is not adjusting to the required dimensions
of the translated text, an IPF can be expected. Translations of websites and applications do
not necessarily have to be created during the development phase. It is very common to place



the translations into resource files that can be loaded dynamically. This makes it possible the
IPFs can be introduced after an application has been released. Websites can even be translated
directly by using an external service, such as Googleﬂ

The user experience is negatively affected when a website or application contains PFs. Espe-
cially when the PF involves text which is not presented entirely. The impact of such a PF can
range from a minor visualization error, like a truncated last letter, to a text from which the
intention is not understandable. For all PFs which contain text, we introduce a new category
called Textual Presentation Failure (TPF). TPFs are not related to the cause. This means that
both an IPF and an overlapping widget can result in introducing a TPF. Figure shows an
overview of the PFs are linked to TPFs.

Presentation failure classifications Specialisation

if caused by langu L ; ron
ynguege Internationalization

presentation failure

h

Cropped text — ——

h 4

Missing GUI widgets® — |
- dge o TExtual presentation
i failure

* Only applicable when
the widget contains text.

h

Overlapping GUI —
widgets®

Presentation failures

o  Overflowing GUI —

widgets®
.| Misaligned GUI
i widgets
@ Text scale
"l maladaption Presentation failure causes
Different screen
dimensions
- GUI scale
s maladaption
Different language

Figure 1.1: Overview of PFs.

Testing applications has become more challenging now that applications can contain a GUI.
Traditional unit tests will only cover the logic of an application, but now that applications can
visualize information, we need to make sure that the content we want to show is presented
correctly. One way of accomplishing this is by comparing a correct screenshot with the actual
composed view of the application |2|. This is however subject to change, every change in the
GUI results in updating the reference images. When the comparison test is also responsible

"https://cloud.google.com/translate/
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for validating that the GUI is presented correctly among the different supported languages,
updating the reference images is labor intensive.

To prevent PFs from happening, the first line of defense is guidelines [1|. The problem with
guidelines is that they only make the developer aware of the problem, but they can not detect
them. Awareness is created by providing a set of best practices. Apple offers a development
too]E], but this requires a manual inspection for each view and only applies to Apple specific
applications. For website development there are two related techniques that can detect PFs.
The first solution uses reference images to detect PFs [3]. The downside of this approach is
that reference images need to be kept up-to-date when the GUI changes. The second approach
is based on a reference version of the same website |1|. This solution requires the test to be
updated when the GUI changes.

TESTAR is a software testing tool that is capable of executing actions on a System Under Test
(SUT) and validating whether the outcome contains unexpected results. In this work we will
use TESTAR for testing the SUT. When we refer to concepts or code of TESTAR, we will
use the following style; “Hello world” . TESTAR can test without having knowledge about
the structure of the application. Based on the type of application, TESTAR can obtain the
actionable elements via an interface called “protocol” . For a desktop application the protocol

is hooked up to the Windows Accessibility Application Programming Interface (API)EI and
for a website the protocol makes use of the Selenium Webdrivelﬁ Validating the outcome
is accomplished by comparing whether the outcome matches one of the predefined oracles.
During a test run, TESTAR automatically creates screenshots of the SUT before the execution
of an action and an isolated screenshot containing only the executed action. TESTAR is also
capable, based on the type of SUT, to obtain the expected text from the protocol. These two
functionalities contribute in detecting TPFs in an automated way. The automated capture of
screenshots eliminates the need to manually create new screenshots when the GUI has changed
and shows the text that the application has visualized. Depending on the SUT, TESTAR uses
the protocol that is capable of extracting the expected text.

To automate the validation process, we can extract the text from the captured screenshots using
Optical Character Recognition (OCR) and compare that with the expected text. The goal of
this research is to investigate:

How can we implement OCR into TESTAR for extracting the text from the screenshots and
create an automatic validation algorithm for detecting TPFs.

With this research we aim to reduce the required test effort for detecting incorrectly visualized
text elements for both websites and desktop applications. By integrating OCR we can close the
loop and try to automatically validate whether the text is presented correctly. TESTAR, gives
us the advantage that we do not need to update the tests once the GUI changes. When we
succeed in developing the automated validation mechanism, detecting TPFs in GUI applications
can be automated. This makes it possible for the developers to focus even more on the actual
development of the application.

In chapter [2, we introduce a proof of concept and select an OCR engine for our implementation.
The outcome of the proof of concept and an overview of the research questions will be covered
in chapter For the technical design and the implementation of the OCR engine and the

*nttps://help.apple.com/xcode/mac/current/#/deva99a9529e
3https://docs.microsoft.com/en-us/windows/win32/winauto/windows-automation-api-portal
“https://github.com/SeleniumHQ/seleniumhq.github.io
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validation mechanism, we refer to chapter[dl In chapter[5, we perform a exploratory experiment
to validate the implementation and discuss the results. Chapter [6] covers the validation of our
implementation where we will test six applications and discuss the threats to validity. We
dedicate the final chapter [7] to the conclusion and we will discuss the future work.

1.1 Optical Character Recognition (OCR)

OCR makes it possible to extract characters from handwritten or printed documents. With
the extracted characters it becomes possible for a computer to process the information further.
We could use it, for example, to create an index of all the discovered words, which can be used
in a search function to lookup a particular word. OCR engines are tasked with a challenging
problem. It can be difficult to distinguish between the characters, because they all look similar,
for example ‘I, ‘1’, ‘T" and ‘|’. This is especially troublesome for handwritten documents, since
these often contain inconsistencies when it comes to letter size and spacing. In the beginning,
OCR engines had problems with detecting the text correctly, the error margin was high and the
detection rate was low. Nowadays, the performance has increased significantly and the error
margin has dropped [4]. While OCR engines used to be local systems, it is now also possible
to use an online OCR engine for obtaining characters from an image or document. Powerful
servers run the OCR engine and will report the outcome, for example via the web browser.
The input flows through three stages while it is being processed by an OCR engine. First stage
is the pre-processing stage. In this stage the input is prepared for examination by the engine.
Operations like normalizing the scale and aspect ratio of the input and rotating the input so
that is properly aligned are part of the first stage. In the second stage, the character recognition
takes place. Here the individual characters are being detected based on their outline. The last
stage is the post-processing stage. Detected characters are grouped and examined in this stage
to compose words. Some examples of areas where OCR is being applied are:

e Automatic License Plate Recognition (ANPR) H

e Accessibility tools for blind and visually disabled peopleﬁ

e Information extraction on official documents, like passport inspection performed by border
patrolm

1.2 Testing

1.2.1 Automated testing

From the first line of code until the end-of-life phase of a project, validation of the code is
important. We can accomplish this by testing that the code does what it is supposed to do.
Over time, it can become too complex to validate the codebase manually. It could be the
case that testing the codebase manually consumes a lot of time, but also manually testing the
codebase is error prone. When manually executing the test multiple times, the chance to execute

Shttps://www.beltech.nl/portfolio /automatic-number-plate-recognition-anpr/

Shttps://www.afb.org/blindness-and-low-vision /using-technology /assistive-technology-videos /scanning-and-
specialized-ocr

"https: //nanonets.com /case-study /ocr-passport



the test in a slightly different way than the previous run increases . Repeatedly performing
the same actions affects the testers concentration.

Automating the testing activities comes with several benefits. First, it saves a lot of time,
executing the test does not require the presence of the tester, this saves a lot of manual labor.
Only when the environment in which the software is running has changed, or when changes to
the code have been made affecting the behavior of the program, a test should be updated. But
as long as the code and its environment stay consistent, we just need to write the test once.
We can repeat the execution of the test as many times as we need on different versions of the
software |]§ﬂ Second, we execute the test in a consistent way. Each execution shall follow the
exact same steps as in the previous runs, except when we explicitly use randomness.

We can apply automated testing in different areas of the software development. We can use it
on the lowest level with a narrow scope, like unit testing, automating testing of a small piece
of code in isolation. But we can also use it on the highest level, like for example on acceptance
testing where we test the final product.

1.2.2 Introduction to GUI testing

In the early days of the computer, the user could only interact with the application via the
command line. In 1973 Douglas Engelbart was working for PARC and created the Alto
computer. This was the first computer that had a screen on which the pixels could be controlled
individual. With this new screen it became possible to create GUI applications. One of the first
GUI applications was visualizing the file architecture on the Alto computer. With introducing
this new groundbreaking technique more and more computer applications have a GUI nowadays.
Figure [I.2] shows the Alto file manager.

Eeady: Quiit
Eelect flle names with the mouse L‘""“""""'l
Red-Copy, Yel-Copy /Rename, Blue-Delete Eﬂ
Click ‘Suart' o ezecute file nams commands
I Type I

== BEGINNING ~~
1012-AswroRoids Boot.
.1

othello.run.
Pinball-sazy run.
POLTCONSREUN.

Figure 1.2: Screenshot of the Alto file manager.



With this new way of interacting with an application, another level of complexity has been
added in order to create a stable application. The GUI adds a lot of new states, for example,
when additional input fields or input options are used in a normal operation flow when they
should not be used. With all these new interaction options, the states of the application have
increased exponentially. This makes it harder to test whether an application is still working as
expected.

Computer programs keep evolving during their lifecycle because of new requirements, bugs that
need to be solved or changing environments [§]. All these reasons involve modifications on
the source code. When these changes are not being applied carefully, introducing new bugs is
almost unavoidable. Maintaining computer programs do require additional test effort in order
to make sure that regression has not been introduced and the the computer program behaves
as expected [9).

Reducing the test effort can be achieved by implementing test automation. Instead of manually
clicking through the GUI of the application and verifying that application works properly, a lot
of time can be saved by executing the tests automatically. With the help of test automation,
the user needs to create a test once and can execute the test multiple times on each new version
of the application automatically. There are multiple techniques that can be used to automate
GUTI testing.

A technique that is being used by a large amount of GUI testing tools is Capture and Replay
(C/R) [10]. The test is being composed by recording the user’s input while running the applica-
tion. Testing for regressions on a newer version of the application can be done by replaying the
test. One disadvantage of the C/R technique is that once the GUI has changed, the test needs
to be repaired by recording the scenario again with the new GUI version of the application.

Other tools are using a technique called Visual Testing |11]. This is a combination of scripting
and image processing. The test case is composed out of screenshots of the different actions and
the script holds the required action information. For example, a screenshot of a button with
a desired user interaction click. When the test is executed, the tool uses image processing to
search for a match with the screenshot of the button. Once found, the action shall be applied.
The downside of this technique is that it is not accurate in identifying the right elements which
results in false positives, and it is slow because of the image processing.

Another technique is Model-Based Testing [10]. By creating formal models of the application
and determining the different input and output scenarios, test cases can be generated automat-
ically with this technique.

A problem with GUI applications is that when the GUI has changed, depending on the used
technique, the tests also need to be updated. This leads to additional work that increases the
test effort. There are tools that can handle GUI changes in a proper manner, for example

TESTAR.

1.2.3 Introduction to TESTAR

The development of TESTAR tool has started with the funding of the European Union

FITTEST project [12]. Automatically testing for crashes is one of the capabilities of TESTAR.
Test cases that are being executed by TESTAR are not immediately affected when the GUI
has changed, because TESTAR is scanning the GUI state while running the test. Depending
on the selected protocol, the tool is scanning the GUI for components via the Accessibility API



or the webdriver, in this way the tool can execute test cases for native applications as well as
testing web pages.

When TESTAR is using the Accessibility API from the operating system, information is being
collected about the GUI components that are currently displayed on the screen. This could
be for example: size, text, position, parent component. With this information, TESTAR is
composing a “widget tree” containing the GUI component information of the application for
that particular state. All these states are stored inside a state model, and based on this model,
follow-up actions are being generated by the tool. When the test case is executed, an action
is selected based on the action selection strategy and executed. For example, provide input or
click on a button. Based on the triggered action, the result of the execution can be validated
with an oracle for its correctness [13]. And finally TESTAR can decide to proceed with the test
if there are more actions that can be executed or to stop the test.

1.3 Textual presentation failure

Since there is not a common language that everybody around the world understands, chances
are higher that a user understands the intention of an application when it comes with built-in
support of the native language of the user. Before the introduction of the Internet, sharing an
application with someone else across the world was difficult. Therefore, most of the applications
were presented in the native language of the user, so they could be understood by the user. But
after the introduction of the Internet, sharing an application became relatively simple and people
started to use applications from all around the world. So, with this new possibility, the question
for multi-language applications has arisen. Also, with the introduction of smartphones, mobile
applications need to support a large variety of different screen sizes. When an application with
a fixed layout size for screen 1 is shown on a smaller screen 2, the content may not be presented
entirely. As explained in section [T} changing the presentation language of the application or
website could introduce a TPF. Figure shows a screenshot of a TPF caused by switching
the presentation languageﬂ

‘ Reéinitialiser le mot de—pa

Figure 1.3: Example of a TPF.

Multi language applications and the need to run an application on different hardware devices
make it very difficult to test the GUI for the presence of TPFs. Automating the validation
of the expected content with the content that is actually presented on the screen can prevent
releasing a new version of the application which contains TPFs.

®https://github.com/nextcloud/server/pull/7167
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1.4 Related work

Applications can run in various environments these days. Android is one of the major operating
systems for mobile devices. The different screen sizes and densities are one of the challenges
when it comes to visualizing the application correctly. Because of a large variety of mobile
devices, it becomes very difficult for a developer to validate that the application is shown
correctly on each device. We found three tools that can test Android applications for multiple
PFs that we will discuss next. Figure shows an overview of the multiple PFs.

The PATS |14] tool has a validation process that consists of detecting missing widgets and
cropped text. This is accomplished by using a reference screen size and density. For the text
validation, PATS uses OCR to extract the visualized text while the expected text is obtained
via the XML layout data which is extracted from the SUT via a GUI ripping module. This
approach is similar compared to our research. The main difference is that for PATS only supports
Android applications and no desktop applications or websites. In addition, the three android
applications which are used to validate the implementation have a very simple layout. Only one
application has been downloaded from the Google Play Store, while the other two applications
are custom developments without a large install base. In our research, we will use more complex
applications.

A similar tool is the LAD tool [15]. The major difference compared with PATS is that this
tool has extended functionality and can detect four more PFs. This includes text scale issues,
overlapping widgets, misaligned widgets and widget overflow. For detecting TPFs, the tool uses
the same approach as PATS. The LAD tool does also only support android applications, where
our research will focus on desktop applications and websites.

Another framework for detecting text visualization failures in Android applications is Textout
[16]. This framework uses a convolutional neural network (CNN) to detect incorrectly visualized
text elements. The CNN has been trained to recognize text layout failures when it analyzes the
screenshot snippet if that contains the text element. The major difference with this approach is
that it can only identify if text is not visualized correctly. It does not know what the expected
text should be, so comparing the visualized text against the expected text is not possible.

When it comes to testing websites for PFs we found existing tools described next.

ReDeCheck |17] is a tool which can test responsive websites for their consistency and the presence
of five different types of PFs. This is accomplished by creating a model from the HTML after
querying the Document Object Model (DOM) of the website. However, none of the PF types
covers the validation of the visualized text. In our research, we focus only on validating whether
the expected text is visualized entirely.

Another tool called GWALI [1] can also validate websites. GWALI creates a model containing the
relative position and visual relation between HTML tags and text elements. It uses a reference
version which has already been manually inspected and considered being correct. The extracted
model of the reference version is then compared to a model of the same website with a different
presentation language. By comparing the two models, the tool is capable of identifying IPFs.
While GWALT is capable of detecting IPFs, it is not capable of validating whether the expected
text is visualized correctly.

A prototype tool [3] has been created to identify PFs based on image comparison. This tool
creates two screenshots, one from a reference version of the website and another one screenshot is
taken from the version under test. Based on a pixel comparison, the visual difference between



the two screenshots is being calculated. When a visual difference has been identified, the
location of this difference is used to locate the corresponding HTML tag which is responsible
for the visualization. The downside of this approach is that the reference images need to be
updated when the layout of the website has changed. Because TESTAR composes a widget
tree dynamically, it is not affected by layout changes. Also, this prototype tool only validates
the website by using a reference image which needs to be inspected manually and does not
automatically validate if the expected text is shown correctly.

Up next we describe the tools found for testing whether PF's are present in desktop applications.

A prototype tool [18] validates whether graphical objects used in windows applications are
presented properly. This is accomplished by intercepting the API draw commands when the
screen is composed. With the intercepted draw commands, the object can be regenerated and
used as a reference to compare the graphical object across different versions. This prototype
tools only validates the visualization of graphical objects while our research will focus on whether
the text is visualized correctly.

Ramler has performed multiple researches which are related to PF detection for desktop appli-
cations. For these researches, the SUT was a private software suite from OMICRON electronics
ﬂ Dedicated scripts were created to navigate through the SUT. While navigating through the
SUT, screenshots are captured and relevant widget information is stored by querying the API
of the GUI test automation tool. One research [19] is dedicated to detection of multiple PF
types across different pixel densities. However, validating whether the expected text is shown
correctly is not included. The PF detection is accomplished by scaling the captured screenshot
so that pixel comparison becomes possible. Together with a comparison of the relevant widget
information, PFs can be detected. In another research [20], the SUT is tested for both PFs and
IPFs. This is done by checking the size and position of the bounding box of the widget. Also,
in this research, the OCR engine is not used to inspect the visualized text.

1.5 Research methodology

In this thesis, we will focus on the problem described in the previous section. We will implement
a solution for automatically testing whether the presented text of GUI applications is shown
correctly on the screen. We will do this by implementing a new visual validation module into
TESTAR. This new module will make use of an OCR engine to help with the validation process.
OCR makes it possible to detect characters in images. The new module shall take screenshots of
the application under test while navigating through the GUI. With the help of the accessibility
API or the webdriver, TESTAR knows the text that should be presented and by comparing the
results of the OCR, we can validate if the text is presented correctly.

We will start by selecting an OCR engine based on the requirements we have defined. The
chosen OCR, engine will then be integrated into TESTAR. This integration is mainly to be
able to perform a proof of concept. Therefore, the OCR integration is subjected to change.
The proof of concept contributes to our design of the new visual validation module. Problems
encountered during the proof of concept will be taken into account during the design phase. The
outcome of the proof of concept will also be used to refine our research questions. Up next, we
will, based on the created design, implement the new visual validation module into TESTAR.
We will elaborate for each component within the new design on how it contributes to our
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implementation. The new module will be first tested by performing an exploratory experiment.
For this experiment, we will manipulate an application in such a way that it contains TPFs.
After refining and testing the visual validation module, we will validate the implementation
with different applications and websites. We will create a metrics which will be used during the
validation process. The outcome of each application will be discussed, and the defined metrics
will be applied. The implementation of the visual validation module, the configurations used
for testing the different applications and websites and the outcome of the validation, will be
stored in a publicly accessible location.
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Chapter 2

Selecting an OCR . engine

In this chapter, we will introduce the requirements for the OCR engine. Based on the require-
ments, we will create a scoring card. The scoring card will then be used to select the OCR
engine which we will implement into TESTAR.

2.1 OCR requirements

Before we could start with the integration of an OCR engine, we needed to make a decision
on which OCR engine we would be using for this research. There are a lot of OCR engines
on the market. In order to select an engine, we defined a set of requirements. In addition we
also defined a scoring table, we distributed weight factors on the topics that were important for
our implementation. And after rating the OCR engines, we selected the OCR engine with the
highest score. We took the following requirements into account during the selection process.

License

TESTAR is an open source project which is free to use. Development and maintenance is
being done by the university of Valencia and the Open University in the Netherlands. Neither
universities are planning to sell TESTAR for commercial purpose nor do they plan to make a
profit out of it. It is therefor mandatory that the OCR engine is free from any form of license
cost, so that the development cost stay as low as possible.

Availability

Regarding the availability, there are several options; The first option is that the OCR engine
runs completely offline (without Internet connection). The second option is on the other side
of the spectrum, the OCR is only available as an online service. Or the last option, a hybrid
solution in which we use offline as a fallback scenario when the connection with the online
service is not available. TESTAR does not currently depend on any online service whatsoever.
Therefor it is desirable to keep it as is, this requires that the OCR engine must be available
offline.

Implementation

This research is focusing on the question whether or not having OCR can be beneficial for
TESTAR. To prevent taking a side road, the integration with TESTAR must not become a
bottleneck. Therefor it is required that we can easily implement the OCR engine in the current
codebase of TESTAR. We can achieve this by using an OCR engine which has been written in
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the same language, or comes with a wrapper which makes it possible to access the OCR engine
in the native language of TESTAR. An alternative could be that we append the OCR engine
as a standalone implementation to the installation package.

Accuracy

To contribute to a thorough test run of the SUT, it is required that the OCR engine is accurate.
Having an OCR engine with a low accuracy will inevitable result in failures. By feeding the
different OCR . engines the same test set, we can determine the accuracy relative to each other.

Language support

The number of supported languages that the OCR engine supports is also an important point
of distinction. For this thesis we only require that the OCR engine can parse English and one
other language, but the more languages the OCR engine supports the better. In addition, it
is even better if the OCR engine contains the feature which makes it possible to extend the
supported languages. In this way, the users can add the language they need if it is not included
by default. This could also potentially allow the user to improve a specific language by providing
an improved version of the language recognizing dataset.

Support

A minor topic is support. In the scenario where we can not integrate the OCR engine out of
the box, or when we need to fine tune the configuration of the OCR engine, we need to be able
to consult a source of help. We have defined three indicators that contribute to the support
topic. The first one is the current phase in the software lifecycle of the OCR engine. An OCR
engine that is still actively maintained scores better compared to an engine that has stopped
the development. Secondly, we rate whether the engine has a large community. Having such
a community increases the change that they have solved a problem before. The last indicator
is documentation, having documentation about how to use the OCR engine is beneficial for
working with the OCR engine. A rich set of examples is also valuable to have.

2.2 OCR scorecard

Based on the requirements, we selected an OCR engine that satisfied the criteria. We graded
each OCR engine per category and selected the OCR engine with the highest score for this
research. Table shows an overview of the grades per category. In the next section, we will
explain how we decided upon the different grades.

The license and availability are the two most important requirements, followed by the ease of
implementation effort. We do not want to introduce new constraints for using TESTAR. So
introducing a license fee for the OCR functionality is not desired. Therefore, the free versions are
scoring higher compared to the paid options. Also, we do not want to introduce the requirement
of having an active internet connection while running TESTAR. However, it can be beneficial to
have an OCR engine that can switch to an online engine when needed. So the hybrid solution
has the highest score, followed by the offline only option. OCR, engines that require an active
internet connection do not get any points at all on this topic. An OCR engine that provides
a Java based SDK scores the highest. This is because TESTAR is also written in Java. The
required effort for integrating the OCR into the codebase of TESTAR will be reduced to a
minimal since we do not need to write a wrapper in order to interact with the engine. A minor
requirement is language support. An OCR engine that has language support is better capable of
detecting the right words instead of detecting individual characters. Having language support
provides context to the OCR engine. The discovered characters can be grouped and matched to
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Category Option Grade
License Paid 0
Free 15
Availability Online 0
Offline 10
Hybrid 15
SDK language Java 10
Other 5
None 0
Language support 0 0
1-15 5
15+ 10
Accuracy 95+ 5
80 - 95 2
< 80 0
Support:
Development End of life 0
Maintenance 2
Active development 5
Community Small 0
Large 2
Documentation Poor 0
Good 2

Table 2.1: OCR Scorecard

known words of the selected language. The more languages are supported by the OCR engine,
the more beneficial it is for TESTAR. Having a wider range of supported languages, the broader
TESTAR can validate applications that use a different language. We have selected the following
categories for the first grading round, license, availability, SDK language and language support.
The highest score is 50 points. These categories are the most important topics for selecting an
OCR engine. For OCR engines that differ 5 or less points, we will investigate how the engines

grade on the topics of accuracy and support.
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2.3 OCR engine grading

Engine License | Availability | Implementation| Language | Score
support
Adobe Acrobat|21] Paid (0) | Hybrid (15) | No SDK (0) 13 (5) 20
g}?}?lﬁi Cloud OCR |l p.id (0) | Ouline (0) | REST API (5) | 200+ (10) | 15
gr?g?r?lg& FineReader || 'p 54 (0) | Offtine (10) | Java (10) 210 (10) | 30
Amazon Textract|24] Paid (0) | Online (0) Java (10) 1(5) 15
Asprise OCRJ25| Paid (0) | Offline (10) Java (10) 23 (10) 30
Calamari|26] Free (15) | Offline (10) Python (5) 6 (5) 35
CuneiForm|27] Free (15) | Offline (10) C++ () 24 (10) 40
Dynamsoft|28| Paid (0) | Offline (10) C# (5) 40-+2(10) 25
GOCRJ29] Free (15) | Offline (10) C (5) 03(0) 30
Google Cloud|30] Paid (0) | Online (0) Java (10) 60 (10) 20
Kraken|31] Free (15) | Offline (10) Python (5) 10 (5) 35
;‘i‘jfz;l%;?pmer Vil paid (0) | Online (0) | REST API (5) 7 (5) 10
OCRvision|33| Paid (0) | Offline (10) | No SDK (0) 99 (10) 20
OmniPage|34] Paid (0) | Offline (10) Java (10) 125 (10) 30
OpenText|35| Paid (0) | Offline (10) | C++, C# (5) 6+ (5) 20
Ocrad|36] Free (15) | Offline (10) C++ (5) 03(0) 30
Ocropy|37] Free (15) | Offline (10) Python (5) 13 (5) 35
Ocular|38] Free (15) | Offline (10) Java (10) 0%(0) 35
Readiris|39| Paid (0) | Offline (10) | C++, C# (5) 138 (10) 25
Rossum|[40)] Paid (0) | Ounline (0) | REST API (5) 5 (5) 10
SimpleOCR|41] Paid (0) | Offline (10) | C++, C# (5) 4 (5) 20
Transym|42] Paid (0) | Offline (10) C, C# (5) 11 (5) 20
gggﬁ%flt uwpb Free (15) | Offline (10) C# (5) 15(5) 35
Tegakil44] Free (15) | Offline (10) Python (5) 12 (5) 35
Tesseract|45] Free (15) | Offline (10) Java (10) 100+ (10) 45

Table 2.2: OCR engines

I Currently only English.

2 Additional languages come from tesseract.
3 Detects character only.

4 Need to train self.

5 Based on installed language pack.

Table shows scoring overview of each OCR engine. Based on the ranking, we looked at
CuneiForm and Tesseract since they were the most interesting engines. When we took the sup-
port requirement into account, we noticed that Tesseract is actively being maintained while the
last changes to the codebase of CuneiForm date from 2011. Also, the community of Tesseract
is bigger and looking at the codebase the documentation scores better compared to CuneiForm.
The gap between Tesseract and the other candidates was too big in order to make a difference
in selecting the OCR engine. Based on the test resultsﬂ we decided to not perform any addi-

"https://github. com/tesseract-ocr/docs/blob/master/das_tutorial2016/7Building%20a%
20Multi-Lingual’200CR%20Engine . pdf
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tional accuracy test. In addition, Tesseract engine supports configuration and can therefor be
optimised when needed. Based on the grading, we concluded that Tesseract is the best match
for our research and will therefor be used as OCR engine for our research.
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Chapter 3

Refining the research questions

This chapter is devoted to the proof of concept and the outcome of it. Based on the results we
will refine the research questions.

To explore the area of interest for the main research question, we started with a proof of
concept. The goal was to implement an OCR engine into TESTAR. This gave us insights
into the architecture of TESTAR and an overview of the components with which we needed to
interact with to integrate the OCR engine. Also, it allowed us to identify potential problems
in an early stage of the project. The sooner we identify the problems the easier it is to create a
proper solution that is inline with the final implementation of the OCR, engine. We identified
the following topics that we will investigate in more detail while working on the proof of concept.

Integration of an OCR engine.

Creating a screenshot of the SUT.

Obtaining the text that is expected to be presented from TESTAR.

e Comparison of the OCR results with the expected text from TESTAR.

3.1 Problems encountered during the proof of concept

At the start of the proof of concept, TESTAR could already take screenshots from the SUT.
To be even more precise, we can configure TESTAR to take an overall screenshot of the SUT
before or after an action is being performed and it can also take a screenshot of the action
itself in isolation. After performing a test run, we discovered that the screenshots were not well
aligned with the area of interest, see figure To solve this, we started an investigation to
find the root cause of this problem. We noticed that the test run was executed on a monitor
that used display scaling to show the content. Display scaling increases the readability on high
resolution displays, creating larger virtual pixels by combining physical pixels, also known as
the effective pixel. The screenshot functionality of TESTAR did not take the display scale into
account while creating the screenshots. This resulted in the use of the raw pixel dimensions
instead of the effective pixel dimensions. Looking up the display scale for the monitor that
presents the SUT from the operating system solved the problem, see figure While fixing
this problem we gained knowledge about how TESTAR stores the widget information, like text
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and ancestors and how the accessibility API is being used to get the actual position for specific
widgets.

Figure 3.1: Misaligned screenshot. Figure 3.2: Aligned screenshot.

3.2 Findings of the proof of concept

Based on the outcome of the OCR selection in|2.3] we have integrated Tesseract as OCR engine.
By creating a dedicated abstract interface for all the OCR functionality, we make it possible,
at a later stage, to perform comparison experiments with other OCR implementations. For the
proof of concept, we have chosen the solution that would require minimal effort to achieve a
result. This was the solution where we reuse the stored screenshots on disk and feed them to
the OCR engine. In the final implementation, we should process the captured screenshots while
they are loaded in memory. This eliminates the time we need to wait until the screenshots are
saved to disk. The first result of the OCR engine is promising. We have tested two SUT’s,
the Notepad desktop application, by using the desktop generic protocol. The other SUT was
the www.ou.nl website for which we used the default webdriver protocol. We noticed that the
OCR results for the default webdriver protocol returned way more detected words than that the
webpage www . ou.nl was showing. Figure|3.4] contains a part of the OCR results which includes
text elements which are not visible on the webpage. Figure [3.3] shows a selection of the OCR
results and figure shows the actual website that was used during the test.

Figure 3.3: OCR result contains single words Figure 3.4: False positives webdriver
only. protocol.

A quick investigation showed that the OCR engine detected characters that did not make valid
words, as we can see in figure Also, the OCR results for the “desktop generic protocol”
contained false positives. For example, the OCR engine identified the maximize window button
in the upper right corner as an ‘O’ character, while this is actually the shape of a rectangle, as
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Figure 3.5: Website www.ou.nl

shown in figure 3.6 We need to take these incorrect results into account when we try to match
the OCR result with the text retrieved via the accessibility API that we want to present to the
user. We also noticed that the OCR results are individual words, as you can see in figure [3.3
All these words belong the the text at the bottom of figure 3.5 To match these results against
the result from the webdriver protocol, we need to investigate how we can combine individual
results into a sentence or even a paragraph. This will be investigated in research question
How to combine the OCR results when the expected text comsists out of multiple words?

Untitled - Notepad == O x

Fle Edit Format View Help UIAEdit

Ln 1, Cal 1 100%  Windows (CRLF) UTF-8

Figure 3.6: Widgets.

The next step was to retrieve the expected text from the accessibility API. To accomplish
this, we used the default “desktop generic protocol” in combination with Notepad as SUT. By

writing the “Title” property for all the widgets to the debug log, we expected to obtain all
the visible text. We noticed that for some widgets the title was set but not visualized. We
have highlighted two widgets in figure for which the title was set, however not expected.
For example, the “UIAScrollbar” , based on the debug log we expected to see the text Vertical,
but looking at figure we can conclude that it did not visualize any text at all for the
“UIAScrollbar” . Also, for the “UIAEdit” we noticed that Text Editor was expected but as
shown in the screenshot, there is no text at all for the “ UIAEdit” widget. This, combined with
the false positives of the OCR webdriver results, leads us to the following question.
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How can we filter out the false positives of widgets that do not have a text that needs to be
visualized?

The last step, to complete the proof of concept, is to compare the text retrieved from the
accessibility API with the results from the OCR engine. The comparison results should be
added to the report and affect the outcome of the test once we have detected a mismatch. We
consider reporting the results to be part of the final implementation, but it is not in scope
of the proof of concept. Matching the two results can not be achieved by performing a cross
comparison look up. Both outcomes contain false positives and the OCR engine result contains
single words. To solve this problem, we defined the following research question.

How to match the results from the OCR engine with the information that is extracted from the
accessibility API?

3.3 Research questions

To come to a solution that will solve the problem stated in the project assignment and
with the findings gained by carrying out the proof of concept, we have identified the following
research questions.

3.3.1 Main research question

How can OCR contribute to automatic validation that the text on GUI components, of an
application under test by TESTAR, are entirely visible for the user?

3.3.2 Sub research questions

1. How can OCR help to automatically validate whether the text is entirely visible?

2. How can OCR be integrated into TESTAR in order to validate the visibility of the text
for the application under test?

2.1 How to combine the OCR results when the expected text consists out of multiple
words?

2.2 How can we filter out the false positives of widgets that do not have a text that
needs to be visualized?

2.3 How to match the results from the OCR engine with the information that is extracted
from the accessibility API?

3. How can the implemented solution, for detecting automatically whether the text of GUI
components is entirely visible, be validated?

19



Chapter 4

Design and implementation of a visual
validation module

In this chapter, we will introduce our design for the visual validation module. Before we will
explain each component within the new module in detail, we will first highlight the steps that
TESTAR is taking while running a test. Based on this overview, we will introduce the new
visual validation module and we explain how we have integrated the module in the current
architecture. After this overview, we introduce a new settings framework. This new framework
can run in parallel with the current settings framework. The primary reason to introduce
this new framework is to make the introduction of the new components simpler. The new
components will require a lot of configuration settings compared to the existing code. Because of
the lack of flexibility, the current settings framework is not suitable for storing the configurations
for the visual validation module.

4.1 Design overview

4.1.1 Current state of TESTAR

As we have mentioned in section [I.2.3] TESTAR can identify and execute actions on a SUT
autonomously. In combination with the validation step afterwards, TESTAR is capable of
testing an application without any user interaction required. In this subsection, we will elaborate
on the high-level steps that TESTAR is taking while testing an application. There are multiple
parameters that we can adjust when we want to test an application with TESTAR. We will
highlight two of them:

1. The “number of sequences” .

2. The “number of actions” a sequence is made up of.

By changing the “number of sequences” , we specify how many times TESTAR should repeat
testing the application before ending the test session. This does not mean that the performed
actions are the same across different sequences.
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With the “number of actions” , the user can specify how many actions will be executed within
a single sequence. An action can be for example clicking on a button, or providing text input.

The two concepts of “sequences” and “actions” are related to the “outer loop” and “inner loop”
inside the codebase of TESTAR. When we start testing a SUT, we first enter the “outer loop” ,
which will be executed for each sequence. The “inner loop” deals with all the action re-
lated code. In other words, the “number of actions” parameter specifies how many times the
“inner loop” is being executed. The same relation is applicable for the “outer loop” and the

“number of sequences” parameter.

Algorithm [T] shows an overview of the steps that are being taken by TESTAR when it is testing
an application. We start each sequence by obtaining the initial state of the GUI. This takes
place in the “outer loop” . During this process, TESTAR creates a screenshot of the initial state
of the application. From this point forward, the steps are related to the action. This means
that we move to the “inner loop” . It starts with deriving the available actions in the state.
By inspecting all the elements, TESTAR can automatically determine which potential actions
it can execute. From this list, TESTAR will select an action and execute it. Which action will
be selected depends on the configured algorithm. Once TESTAR, executes the action, it makes
a screenshot of the element on which it has executed the action in isolation and obtains the
new state. A “wverdict” is being composed based upon the new state of the SUT. A “werdict”
is the outcome of a test oracle. It determines whether the new state is erroneous. The severity
of the “werdict” shall be used to determine whether TESTAR needs to abort the sequence or
that it can proceed. Finally, another screenshot is being taken to capture the new state of the
SUT. Once the number of specified actions has been executed by TESTAR and all the state
verdicts are not marked as critical, the final sequence verdict shall be calculated. With this
final verdict, the sequence has come to an end and a new sequence may be started depending
on the number of defined sequences for this test.

Algorithm 1 Current TESTAR inner and outer loop

: while numberO f Sequences! = 0 do > Outer loop
getState()
takeScreenshot()
while numberO f Actions! = 0 do > Inner loop
deriveAction()
executeAction()
takeActionScreenshot()
getState()
takeScreenshot()
getVerdict()
numberO f Actions — —
end while
getFinalVerdict()
14: numberO f Sequences — —
15: end while

e
w2

4.1.2 New design

For this research, we are going to investigate how we can extend the current capabilities of TES-
TAR with a module for visual validation. We introduce a new module named “wvisual validation”
that contains all the code for this new feature. Figure[d.I|shows an architectural overview of the
integration of the new module. When we enable the visual validation, every time that TESTAR
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takes a screenshot from the SUT, we pause the normal flow and execute the visual validation
(by means of calling “analyzeScreenshot” ). On completion of the validation, the normal flow
as described in Algorithm [I] will continue.

DesktopProtocol WebdriverProtocol
Exfends Extends
- SUT
Reporting - DefaultProtocol [ -Use~" >
) Use’ - Use \
Use Action
State .
R N
Exde nds‘{\'-,
:‘7 Verdict
hSE 0
Widget /T
Tase Yse Legend
e,y w
VisualValidation
Mew components
v l l
Existing components
QcrEngine TexiExtractor Matcher

Figure 4.1: Architectural overview of the integration of the visual validation module.

Algorithm [2| shows the pseudo-code of “analyzeScreenshot” that is responsible for the visual
validation. Algorithm [3] shows pseudo-code for integrating this. The new module comprises
four components that are called from “analyzeScreenshot” :

1. Extracting the text from the screenshot.
2. Gathering the expected text.
3. Matching the discovered text from the screenshot with the expected text.

4. Composing a verdict based on the matching results.

Algorithm 2 Pseudocode for analyzing the captured screenshot.

identi fiedText = extractT ext(screenshot)
expectedtText = obtain ExpectedT ext(state)

result = matchText(identifiedText, expectedT ext)
updateVerdict(result, state);
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Algorithm 3 Visual validation module integration pseudocode.

1: while numberO f Sequences! = 0 do

2 getState()

3 takeScreenshot()

4: analyzeScreenshot() > New code
5: while numberO f Actions! = 0 do

6: derive Action()

7 execute Action()

8 takeActionScreenshot()

9: analyzeScreenshot() > New code
10: getState()

11: takeScreenshot()

12: analyzeScreenshot() > New code
13: getVerdict()

14: numberO f Actions — —

15: end while

16: getFinalVerdict()

17: numberO f Sequences — —

18: end while

Figure [£.2]shows a high-level class diagram of the new visual validation module. We will explain
the OCR in section Everything related to the OCR engine is coloured in medium shade
of grey. The OCR engine is responsible for extracting the text from the screenshot. We will
discuss the expected text in section [4.4] Expected text related components are coloured in the
darkest grey colour. Expected text will be queried from the SUT and used as a reference. In
section 4.5 we will elaborate on the matcher. The matcher components are coloured in the
lightest shade of grey. The matcher will validate whether the expected text is visualised entirely
by comparing the text with the OCR results.
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Figure 4.2: Class diagram of the visual validation module.

4.2 Settings framework

We have learned from the proof of concept in section [3.2] that extracting the text from a
screenshot and matching the expected text requires support for exceptional cases. For example,
while testing the Notepad application, the scrollbar, according to the accessibility API, the
text Vertical was expected, while looking at the screenshot it became clear that the scrollbar
had no text at all. Also, we have learned that the OCR engine returned most of the time
individual words where the expected text was a sentence. Supporting these exceptional cases
and optimizing the OCR engine requires an extendable settings framework.

The existing settings framework is based upon a text file with a custom key value structure. In
general, the values consist out of a single element, extending this to support multiple elements
would require additional development effort. If we would add the necessary settings to support
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the visual validation module to the existing settings framework, it would affect the maintain-
ability and usability in a negative way. All the exceptional cases that we need to include for
the OCR engine would introduce a lot of clutter. However, the biggest downside of the existing
implementation is that, when there is no settings file available, it creates a default file that
contains all the available settings with their default values. This is one big monolith inside
the codebase. Therefore, we have decided to design and implement a more flexible settings
framework which can be used in parallel with the existing settings framework.

The new settings framework is an enabler for creating the visual validation module. It will make
it possible to implement the solution that provides an answer to RQ2} We based the new settings
framework upon XML and use the J AXBE| package for interacting with the XML file. Figure
shows the class diagram of the new settings framework. The class “ExtendedSettingsFile” con-

trols the read and write operations on the file. It only knows a single type, called “RootSetting” .

This class contains a list of “Object” s. When we want to read or write a particular setting,
we try to match the given class with an entry from the list based on the class type. By doing
so, we separate the specific settings structure from the generic interaction with the XML file.
For reading from the XML file we use the “UnMarshaller” operation provided by JAXB, this
does all the heavy lifting and provides a class with filled members when the read operation has
succeeded. We annotated each specific setting class with “@XmlRootElement” , this makes it
possible for the “UnMarshaller” to map the XML tags on the attributes of the class and vice
versa when using the “Marshaller” . The settings framework can be used by first calling the
“Initialize” function of the “FxtendedSettingsFactory” . Second, a new settings class needs to

be created. This new settings class needs to extend the “FExtendedSettingBase” and use the
previously described annotations, and have a static constructor which initializes the members
with a default value. Once this is implemented and “Initialize” is called, the “createSettings”
from the factory class can be used to create the setting. If the setting already exists in the file,
the new class will be filled with the stored data, otherwise the default values will be written to
the file. The factory will create a dedicated “FEzxtendedSettingContainer” for the new setting.

This container provides the link between the “FExtendSettingsFile” and the new setting class.
If the factory receives the instruction to save all the data, it will instruct all the containers to
write the data to the file.

"https://www.oracle.com /technical-resources/articles /javase/jaxb.html
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Figure 4.3: Class diagram of the new settings framework.

4.3 OCR

In our solution to answer the research questions, we have created an abstraction layer for the
OCR engine integration. By doing so, it contributes to flexibility, and it becomes relatively easy
to replace the integration. This can be achieved by implementing a new dedicated OCR engine
class which implements the “OcrEnginelnterface” , which is listed in ﬁgure The abstraction
layer contributes in a positive way to experiment with other OCR, engines when needed. By
executing the proof of concept, we have gained a lot of experience with OCR engines. Based on
the outcome of the selection process we have integrated Tesseract for our implementation.
With the output from the OCR engine, we obtain the actual visualization of the text. This will
be used as input to determine if the SUT contains a TPF. We have identified that the OCR
engine sometimes finds characters where the SUT actually has images or icons positioned. For
example, during the experiment with the Notepad application, the OCR engine identified the
close button as the character ’X’. For this integration, we have chosen to configure the OCR
engine to return single words. This allows us to process small chunks when we need to match
them with the expected text. The downside is that the OCR result does not include whitespaces
like tab and space. We have also learned from the proof of concept that the OCR engine needs a
significant amount of time to inspect the image before it returns all the identified text elements.
Therefor, we have implemented a dedicated thread for analyzing the image. This enables us
to analyze the screenshot in the background while TESTAR has time to execute other tasks.
This is, however, somewhat limited. The outcome of the visual validation affects the verdict
of the executed action. In our implementation, we start collecting the expected text while the
OCR engine analyzes the screenshot. Once the OCR engine is finished with processing the
screenshot, we will convert the specific OCR results into a list of “RecognizedElement” . This
class holds the identified text, the location of the identified text relative to the screenshot, and
the confidence level of the OCR engine.
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For the first test with the integrated OCR engine, we have used the “desktop protocol” in
combination with the Notepad application. We have changed the implementation compared to
the proof of concept [3.2] For the proof of concept, we used the screenshot which is stored on
disk. Instead of writing the screenshot first to disk before we read it back and feed it to the
OCR engine, we create a copy of the raw buffer and feed the copy directly to the OCR, engine.
This saves a significant amount of time because we do not need to wait for the image to be
written to disk. Figure [I.4] shows the screenshot of the SUT which has been analyzed by the
OCR engine. Table shows the outcome of the OCR engine. After performing a manual
inspection, we concluded that we need to filter out the results 01, 02, 14 and the toolbar icons;
06, 07, 08. The remaining OCR results are identified correctly.

Untitled - Notepad - [} b

Fil Edit Format View Help

in1, Col 100%  Windows (CRLF) UTF-8

Figure 4.4: Screenshot of the desktop application used for the first OCR result analysis.
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Result no. Text Confidence level Location

01 7 95.0 x—11,y—1,width—1,height—841
02 ik 9.904564 x=41,y=12,width=6,height—23
03 "Untitled’ 93.04931 x=53,y=17,width=60,height=14
04 -’ 92.701096 x=120,y=25,width=>5 height=1
05 "Notepad’ 96.42946 x=132,y=17,width=68 height=18
06 -’ 10.836578 x=1238,y=23,width=15 height=1
07 ‘o’ 76.49873 x=1307,y=16,width=15,height=15
08 X’ 92.79747 x=1378,y=16,width=15,height=15
09 TFile’ 96.02964 x=20,y=54,width=25,height=14
10 "Edit’ 96.02964 x=60,y=>54,width=29 height=14
11 "Format’ 96.18999 x=104,y=55,width=>56 height=13
12 "View’ 95.592995 x=174,y=55 width=37height=13
13 Help’ 96.32465 x=226,y=54, width=35,height—18
14 K 95.0 x=1416,y=0,width=13,height=850
15 'Ln’ 75.38964 x=790,y=818,width=16,height=13
16 1) 75.38964 x=814,y=818 width=11,height=15
17 "Col’ 79.91156 x=831,y=817,width=25 height=14
18 1 79.91156 x=864,y=818,width=>5height=13
19 "100%° 95.61263 x=996,y=818,width=43,height=13
20 "Windows’ 46.88897 x=1069,y=817,width="74 height=14
21 "(CRLF)’ 96.78083 x=1149,y=818,width=47 height=16
22 "UTF-& 14.203491 x=1250,y=818,width=46,height—=13

However, when we selected the “webdriver protocol” , the OCR results did not meet the ex-
pectations. Figure shows the screenshot of the website that we have used to verify the
OCR implementation for a website. We listed the results of the OCR engine in table The
majority of OCR results consisted out of garbage characters and none of the results could be
found in the screenshot. During the investigation of why the results between the two different
protocols differ, we noticed that TESTAR uses different techniques to acquire a screenshot:

Table 4.1: First OCR results of the Notepad application.

8 Open Universitait

opteldingen -

Wetenschapsgebied -

Sruderen b de OU - onderzoek -

Figure 4.5: Screenshot of the www.ou.nl website.
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www.ou.nl

e For the “desktop protocol” , TESTAR uses the screenshot capabilities of the “Robot”
class inside the AWT package. The function call “createScreenCapture” returns a
“BufferImage” in the “TYPE INT ARGB” format.

e For the “webdriver protocol” , TESTAR instructs the Selenium webdriver to take screen-
shot. Once completed, a “BufferImage” is returned in the “TYPE 4BYTE ABGR”

format.

Result no. Text Confidence level Location
01 Be<VO™ 0.8526306 x=0,y=1,width=2854 height=110
02 ‘a’ 0.0 x=0,y=111,width=1481 height=111
03 ‘e’ 27.88868 x=0,y=222,width=2854 height=111
04 'SSS|’ 30.875565 x=0,y=333,width=2854 height=111
05 10.487862 x=0,y=444,width=2854 height=110
06 'Se’ 35.42514 x=0,y=554,width=2854 height=111
07 ’ ’ 0.0 x=0,y=591,width=410,height=189
08 'SEE’ 45.13797 x=0,y=665,width=2854,height=111
09 'SS’ 45.492805 x=0,y=702,width=394,height=189
10 ’ 0.0 x=0,y=887,width=2854,height=110
11 ’ ’ 0.0 x=0,y=924,width=486,height—=188
12 ‘a’ 15.075256 x=2315,y=1108,width=536,height=111
13 VS’ 7.975235 x=299,y=1145,width=142 height=189
14 ’ ’ 7.975235 x=0,y=1219,width=2854 height=111
15 ‘RN’ 26.295235 x=0,y=1330,width=2854 height=110
16 ne’ 9.02877 x=0,y=1437,width=308,height=132
17 'SEE’ 54.873844 x=0,y=1441,width=2854 height=128

Table 4.2: OCR results webdriver protocol from raw image buffer.

When we feed the “TYPE 4BYTE ABGR” format directly to the OCR engine, garbage is
being returned. To solve this, we have introduced a workaround and made a small adjustment
to the configuration of the OCR engine. By first saving the buffer to disk and using the recom-
mended “pizRead” function from the leptonica library, we can feed the image in such a way
that the engine can process the given image. Also, by explicitly setting the page segmenta-
tion mode of the Tesseract engine to “PSM_AUTO_0OSD” , the outcome of the OCR, engine
does not contain any garbage results anymore. Table shows the results of the OCR engine,
including the adjustments, after analyzing the same input image

Result Text Confidence Location

no. level

001 ” 95.0 x=2058,y=14,width=104 height=27
002 7 95.0 x=2812,y=0,width=40,height=>58
003 "Open’ 96.325 x=614,y=115,width=60,height=33
004 "Universiteit’ 96.16965 x=673,y=115,width=161,height=33
005 ’Onderwijs’ 90.38119 | x=1453,y=120,width=111,height=24
006 Ay’ 72.17652 | x—1595,y—126,width—13.height—7
007 ’Onderzoek’ 63.30056 | x=1656,y=120,width=120,height=18
008 Ay 27.155235 x=1807,y=126,width=13 height=7
009 "Overons’ 73.06729 x=1868,y=121,width=97 height=17
010 Ay Ay 0.0 x=1997,y=126,width=12 height=7
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x=433,y=1515,width=14 height=12
x=453,y=1512,width=>56,height=11
x=515,y=1515,width=19,height=8
x=5b41,y=1515,width=48 height=8
x=594,y=1515,width=12 height=8
x=612,y=1514,width=72 height=12
x=690,y=1515,width=15height=8
x=T711,y=1512,width=37 height=11
x=753,y=1512,width=24 height=11
x=788,y=1515,width=12 height=8
x=805,y=1515,width=31,height=12
x=843,y=1515,width=>5 height=2




113 "igen.’ 89.20632 | x=1332,y=1515,width=23 height=12
114 "Bekijk’ 96.39179 | x=1365,y=1512,width=37 height=11
115 ‘onze’ 95.28555 | x=1408,y=1502,width=30,height=30
116 3’ 40.41153 | x=1438,y=1502,width=17 height=30
117 'privacyverklaring’ 86.60008 | x=1465,y=1512,width=112 height=14
018 'voor’ 96.282135 | x=1583,y=1515,width=28 height=8

119 ‘meer’ 92.99922 x=1619,y=1515,width=25,height=8

120 "informatie.’ 82.87619 | x=1656,y=1512,width=68 height=11

Table 4.3: OCR results webdriver protocol with saved image.

4.4 Expected text

For the implementation of the expected text extraction class, we have first tested with the
desktop application Notepad. We have started by querying the expected text via the selected
“desktop protocol” . We accomplish this by iterating over the “widget tree” . The “widget tree”

is composed for each “State” of the SUT. Depending on the selected protocol, a dedicated
“StateBuilder” will generate the “widget tree” . This “StateBuilder” can request detailed

information about the SUT from the system. The “widget tree” is a tree hierarchy, starting
with the root widget of the SUT. The “widget tree” stores relevant information for each widget,
e.g.

Unique identifier.

The ancestor path.

The role, this contains the type of widget, e.g. a button.

The dimensions

The location.

This information can be queried by using the dedicated “Tags” . Testar uses common “Tags”

for information which is independent of the selected protocol, e.g. “Role” . Depending on the
selected protocol, custom “Tags” are used, e.g.:

e For the “desktop protocol” , there is a “Tag” “UIAlIsEnabled” . If the value for this
“Tag” is true, the widget is enabled.

e For the “webdriver protocol” , there is a “Tag” “WebHasKeyboardFocus” . If the value
for this “Tag” is true, the widget has the focus.

While iterating over all the available widgets after a screenshot has been taken, we obtained
their value by requesting the tag “Title” . Table shows an overview of the expected text for
the Notepad application as shown in figure [f.4] Based on the proof of concept, we already knew
that this was not enough, and that for special cases we need to use a different tag instead of
the “Title” tag. So we have created a dedicated setting for this inside the newly implemented
settings framework [£.2]
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Result no.

Text

Location

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21

"Untitled - Notepad’
"Text Editor’
"Status Bar’
"Application’

"Vertical’
"Ln 1, Col I
7 100%’

’ Windows (CRLF)’
" UTF-8’
"System’

"Minimize’
"Maximize’
"Close’
"File’
"Edit’
"Format’
"View’
"Help’
"Line up’
"Line down’
"System’

x=0,y=0,width=1429 height=850
x=12,y=75,width=1408 height=729
x=12,y=804,width=1408, height=36
x=12,y=45,width=1408 height=28
x=1393,y=75,width=16,height=729
x=T77,y=807,width=208,height=34
x=987,y=807,width="73,height=34
x=1062,y=807,width=178 height=34
x=1242,y=807,width=154, height=34
x=12,y=12,width=33,height=33
x=1209,y=1,width=70,height=43
x=1279,y=1,width=70,height=43
x=1350,y=1,width=70,height=43
x=12,y=45,width=40,height=28
x=51,y=45,width=43 height=28
x=96,y=45,width=70,height=28
x=166,y=45,width=>51,height=28
x=217,y=45,width=>51height=28
x=1393,y=75,width=16,height=25
x=1393,y=778,width=16,height=25
x=12,y=12,width=33,height=33

We have identified four scenarios for obtaining the expected text for a desktop application.

Each scenario is supported by the new settings framework and can be adjusted by modifying
the settings XML file.

The first scenario that we identify as the default scenario uses the “Title” tag to obtain the

expected text as described above.

The second scenario applies to cases where we need to use a different tag based on the role
of the widget. Each widget has a role that can be obtained from the “widget tree” . This
role states the type of widget, e.g. TextEdit, Button widget. For this second scenario we
use the settings framework to specify, for a particular role which tag must be queried in
order to obtain the right expected text. For example, for the TextEdit widget we need to
query the “UIAValueValue” tag. Figure shows the XML snippet, used by the settings

framework, for this scenario.

Figure 4.6: XML snippet of using a different tag to obtain the expected text for a widget.

The third scenario covers the widgets that we want to ignore based on their role. We have
noticed during the proof of concept that, for example, for the scrollbar widget the text
Scrollbar was expected when the “Title” tag is queried. However, from visual inspection

>

Table 4.4: Expected text desktop protocol unfiltered

>UIAEdit</ >
>UIAValueValue</ >

>false</ >
></ >

we know that there is no text shown at all for the scrollbar widget.
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The fourth scenario is a more advanced exclusion compared to the third scenario. In this
case, we want to ignore a particular widget based on its role in a specific place. We
can locate a widget by inspecting their ancestors. The application icon in the menu
bar is identified by the role of Menultem, in most cases this returns the actual expected
text. For example, File, Setting or Help, but when the Menultem contained the specific
ancestor path of ::UIAMenuBar:: UIATitleBar:: UIAWindow:: Process, it was showing the
application icon in the upper left corner of the SUT instead of a text. Figure [4.7] shows
the XML snippet for this scenario.

>UTAMenuItem</

»<ftag>

>truec¢/ >
»::UIAMenuBar: :UIATitleBar: :UIAWindow: : Process</

Figure 4.7: XML snippet of ignoring a widget based on its ancestor path.

As mentioned in the previous section, retrieving the expected text is done in parallel with
the OCR operation, despite of the fact that extracting the text is relatively fast compared
to the OCR procedure. By placing this in a thread, we created the possibility to run these
two procedures in parallel and reduced the required amount of time to test the application.
Retrieving the expected text is accomplished by examining the current “State” of the SUT.
The “State” reflects the current state of the SUT and contains all the widgets stored as a tree.
While iterating over all the widgets in the “State” , we consult the configuration to determine
the right approach to process the widget. The expected text will serve as the reference input
for identifying TPFs in the SUT.

Besides the expected text, we also obtain the position of the widget. We do this by querying
the “Shape” of each widget. This returns the absolute location of the widget on the screen.
By obtaining the absolute location of the root window of the SUT, we can calculate the relative
position of the widget. This is needed because the screenshot is aligned to only capture the
SUT, so the OCR results consist of relative positions.

Table shows an overview of the expected text for the Notepad application. We have com-
posed this overview by applying the filters based on the four different scenarios. Listing
contains the entire XML, used by our new settings framework to define the filters. These ex-
pected text elements are obtained while the application was in the state as shown in figure

44
Result no. Text Location

01 "Untitled - Notepad’ x=0,y=0,width=1429 height=850
02 "Ln 1, Col 1’ x=T77,y=807,width=208,height=34
03 7 100%’ x=987,y=807,width="73,height=34
04 > Windows (CRLF)’ | x=1062,y=807,width=178 height=34
05 " UTF-8’ x=1242,y=807,width=154,height=34
06 "File’ x=12,y=45,width=40,height=28
07 "Edit’ x=51,y=45,width=43, height=28
08 "Format’ x=96,y=45,width="70,height=28
09 "View’ x=166,y=45,width=>51,height=28
10 "Help’ x=217,y=45 width=>51,height=28

Table 4.5: Expected text desktop protocol filtered
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Now that we have obtained the correct expected text and we are able to make changes via the
settings framework, for our implementation for a desktop application, we shift the focus towards
the “webdriver protocol” . With the “webdriver protocol” selected, TESTAR can analyze and

test websites. The first difference we noticed while using a “webdriver protocol” , was that the
“Tags” are not the same compared to the “desktop protocol” . To obtain the correct text for

elements shown on the website, we needed to use the tag “WebTextContent” instead. Table
[4.4] shows the expected text when using the appropriate tag to obtain the expected text. After
comparing the expected text elements with the screenshot in image [4.5] we noticed that the
expected text results contained entries that are not visible on the screenshot. After investigating
this discrepancy, we concluded that the expected text result contained the text elements of the
entire website. In order to solve this, we had to distinguish between the visible elements and
the elements that are located off screen, when extracting the expected text. By incorporating
the check whether the tag “ WeblsFullOnScreen” is true, we filter out the elements that are not
visible. However, result 001 from table in the appendix, is still included in the expected
text results. The widget is positioned in the upper left corner of the website and therefore it
is correctly marked “WeblsFullOnScreen” . However, looking at the screenshot, we can not
find the expected text Naar content. After inspecting the source code, we noticed that the
text element was clipped entirely. This means that the rectangle which contains the text was
completely reduced. In other words, there were no pixels available which could visualize the
text. In order to ignore this text element, we have added a dedicated filter to the settings file
to ignore this widget based on its ancestors. This filter, together with the additional check if
the widget is visible on the screen, we have filtered out all the false positives for the expected
text. Table shows the filtered result of the expected text elements for image 4.5
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Result no. | Text Location

01 ‘mijnOU’ x=2047,y=0,width=126,height=>55
02 'Deze website gebruikt cookies (en | x=364,y—1438,width=1714 height=103

daarmee vergelijkbare technieken)

om het bezoek voor u nog makkeli-

jker en persoonlijker te maken. Met

deze cookies kunnen wij en derde

partijen uw internetgedrag binnen

en buiten onze website volgen en

verzamelen. Hiermee kunnen wij

en derde partijen advertenties aan-

passen aan uw interesses en kunt

u informatie delen via social media.

Klik op Ik ga akkoord’ om cook-

ies te accepteren en direct door te

gaan naar de website of klik opom

uw voorkeuren voor cookies te wijzi-

gen. Bekijk onze voor meer infor-

matie.’
03 'privacyverklaring’ x=1441,y=1506,width=133 height=18
04 'Tk ga akkoord’ x=2158,y=1474,width=157 height=27
05 "Onderwijs’ x=1428,y=>54,width=201,height=150
06 ’Onderzoek’ x=1630,y=54,width=211,height=150
07 "Over ons’ x=1842,y=>54,width=189,height=150
08 "Contact’ x=2032,y=54,width=174,height=150
09 ‘en’ x=2191,y=10,width=48 height=27
10 nl’ x=2248,y=10,width=34 height=27
11 "Opleidingen’ x=549,y=1239,width=438 height=126
12 "Wetenschapsgebied’ x=988,y=1239,width=438 height=126
13 "Studeren bij de OU’ x=1426,y=1239,width=438,height=126
14 ’Onderzoek’ x=1866,y=1239,width=438 height=126
15 "Groei. Durf. Studeer. | x=549,y=840,width=1228 height=100

#DenkOpen’
16 "Nu is jouw moment’ x=549,y=940,width=1228 height=67
17 "Ga ervoor’ x=549,y=1032,width=199,height=93

Table 4.6: Expected text webdriver protocol filtered

4.5 Matching results

Matching the expected text with the OCR results is not as straightforward as it may sound.
Because of the detection errors made by the OCR engine, it is not possible to match the detected
text by the OCR engine directly with the expected text. These detection errors can vary from
a minor mistake like, for example, an incorrect letter case, till a major mistake like a ghost
character that the OCR engine should not detect in the first place. We use the location of
the expected text, and the discovered text for the matcher algorithm. The base principal of
our matching logic is that we determine whether the discovered text intersects with the surface
area of the expected text. We calculate the surface area based on the dimension and location
of the text element. If the surface area of the discovered text intersects with an expected text
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element, we create a relation between the two text components so that in a later stage we can
compare the content of the text elements. Figure [£.8 shows the bounding box of the expected
text. The bounding box is visualized in red based on the location and the dimensions of the
widget. The widget is located at coordinate (208,47) and is 52 pixels width and has a height of
25 pixels. Figure [£.9)shows the bounding box of the detected text by the OCR engine in blue.
The OCR result is detected at coordinate (217,51) and has a width of 34 pixels and a height
of 19 pixels. Figure [£.10] shows the two bounding boxes combined. Here we can see that the
surface area of the expected text and the discovered text intersect. Therefore, these two are
linked together by our matching algorithm.

| Untitled - Notepad | Untitled - Notepad
File Edit Format View File Edit Format View
Figure 4.8: Bounding box of expected Figure 4.9: Bounding box of the ocr
text. result.

| Untitled - Notepad

File Edit Format View

Figure 4.10: Intersecting elements.

The location property contains the relative X and Y position on the screen, as well as the width
and height. We used the expected text as our baseline and try to link potential OCR, results
based on their location. To obtain the location for the expected text, we queried the selected
protocol. However, we could not use the obtained location straight away. The problem was
that the returned location reflects the dimension and location of the widget itself and not the
location of the actual text. In most cases, this was just an offset of a couple of pixels, except
for the title bar. We have chosen not to modify the returned location of the widget containing
the expected text. In fact, we even benefit from a slightly larger surface area. This increases
the change that we can find a match with the OCR results.

When we requested the location for the title bar, the result reflected the entire surface of the
application window. If we did not anticipate on this, the algorithm would mark all the OCR
results as potential matches. This was not a problem on its own. However, we decided to
optimize the implementation of the matcher to speed up the process. We have done this by
only matching the text elements which have not been matched before. Algorithm [4] shows the
pseudocode for the optimization. By doing this, the list with unmatched text elements will
shrink with every match. We have chosen for the most simplistic approach, where we iterated
over all the OCR results every time we tried to find matches for an entry of the expected text
result. By removing the OCR entry from the OCR results list when it lays inside the location,
we improved the performance of the matching algorithm. However, if we did not resolve the
title bar problem, it resulted in a scenario where the algorithm had linked all the OCR results
to the title bar and that all the other expected text elements remained unlinked.
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Algorithm 4 Optimization of the matcher algorithm

1: getRecognizedText()

2: getExpectedText()

3: while index! = expextedText Elements.size() do

expextedText = expextedText Elements|index]

intersectedText = getIntersectedT ext(expectedText, recognizedT ext Elements)

if intersectedT'ext! = null then
result.addLocation M atch(expextedText)
result.matchContent(expecetdT ext, intersectedT ext)
recognizedT ext Elements.remove(intersectedT ext)

10: else

11: result.addNoLocation Match(expextedT ext)

12: end if

13: index + +

14: end while

We have solved this problem by sorting the expected elements based on their surface area.
Algorithm [5] shows the matcher algorithm, including the sorting step. The matching algorithm
starts with matching the expected text elements with the smallest surface area first and removed
them from the remaining list. We eventually ended up with the largest surface areas. Because
we had already matched the smaller surface areas, we have discovered text elements by the
OCR engine which are not matched yet, and therefore actually belong to the expected text
elements with a larger surface area.

Algorithm 5 Optimization and of the matcher algorithm

: getRecognizedT ext()
. getExpectedText()
. sortExpectedT ext(expextedText Elements) > Sorted based on the size of the surface area
: while index! = expextedText Elements.size() do
expextedText = expextedT ext Elements[index]
intersectedText = getIntersectedT ext(expectedText, recognizedT ext Elements)
if intersectedT'ext! = null then
result.addLocationM atch(expextedT ext)
result.matchContent(expecetdT ext, intersectedT ext)
recognizedT ext Elements.remove(intersectedT ext)
else
result.addNoLocation Match(expextedT ext)
end if
14: index + +
15: end while

© X AT W
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Now that we have created the relations between discovered text elements and the expected text
elements, it was time to try to match the individual content of the text elements. Here, we used
the expected text again as our baseline. The algorithm tried to match each individual character
from the expected text, with a character from the linked OCR result. We started by sorting
the linked OCR results based on their location. We accomplished this by creating a virtual grid
for the OCR result by starting with the coordinates (0,0). Algorithm [6] shows the pseudocode,
which creates this sorted grid of OCR results. The grid is created by first calculating the average
line height and then grouping the OCR results based on their Y coordinate. Next, we sorted the
groups on their X coordinate. This grid enabled us to iterate consistently over the OCR results.
We needed this for content that consisted out of multiple OCR results. This was typically the
case for content that consisted out of multiple words, E.g. "Save as". With this grid in place,
we had installed a safety barrier that prevented us from making incorrect matches. Figure
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shows the about dialog of the Notepad application. For the text element at the bottom of this
figure, we queried the location and size of the widget. The widget was located at coordinate
(147,411) with a width of 540 pixels and a height of 94 pixels. The expected text was The
Windows 10 Pro operating system and its user interface are protected by trademark and other
pending or existing intellectual property rights in the United States and other countries/regions.
The list below contains the outcome of our sorting algorithm for OCR results, which have
been linked in the previous step to the expected text element. As we can see, the algorithm
has calculated that three lines were required. Once the OCR results were grouped per line, we
sorted them based on their X-coordinate so that we could match the individual characters.

Algorithm 6 Sorting the OCR results

1: calculateLineH eight() > Based on average height of OCR results.
2: groupOCRResultsOnY _Awis() > Each group represents a line.
3: while index! = groupedOcrResults.size() do > For each line:
4: line = groupedOcr Results[index)
5: sortOC RResultsOnX _Axis(line) > Sorted by the X-axis location of the OCR result.
6: index + +
7: end while

About Notepad X

am Windows10

~  Microsoft Windows
- 1 Version 21H2 (0S Build 15044.1620)
© Microsoft Corporation. All rights reserved.

The Windows 10 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions.

Figure 4.11: The about screen of Notepad.

e OCR results for calculate line at Y-coordinate 421.

— text="The’ at coordinate (146,413) width:27 and height:13

— text="Windows’ at coordinate (178,413) width:64 and height:13
— text="10" at coordinate (248,414) width:17 and height:12

— text="Pro’ at coordinate (271,414) width:23 and height:12

— text="operating’ at coordinate (299,414) width:67 and height:15
— text="system’ at coordinate (371,414) width:48 and height:15

— text="and’ at coordinate (425,413) width:26 and height:13

— text="'its’ at coordinate (457,414) width:15 and height:12

— text="user’ at coordinate (478,417) width:29 and height:9

— text='interface’” at coordinate (513,413) width:59 and height:13
— text="are’ at coordinate (577,417) width:22 and height:9

— text="protected’ at coordinate (605,413) width:65 and height:16
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e OCR results for calculate line at Y-coordinate 439.

— text="by’ at coordinate (147,432) width:16 and height:16

— text="trademark’ at coordinate (168,432) width:73 and height:13
— text="and’ at coordinate (245,432) width:26 and height:13

— text="other’ at coordinate (276,432) width:37 and height:13

— text="pending’ at coordinate (319,432) width:56 and height:16

— text="or’ at coordinate (380,436) width:15 and height:9

— text='existing’ at coordinate (400,433) width:54 and height:15

— text='intellectual’” at coordinate (460,432) width:73 and height:13
— text="property’ at coordinate (540,433) width:59 and height:15
— text="rights’ at coordinate (605,432) width:39 and height:16

— text="in" at coordinate (650,433) width:11 and height:12

e OCR results for calculate line at Y-coordinate 459.

text="the’ at coordinate (146,451) width:22 and height:13

— text="United’ at coordinate (174,451) width:45 and height:13

— text="States’ at coordinate (224,452) width:42 and height:12

— text="and’ at coordinate (271,451) width:26 and height:13

— text="other’ at coordinate (302,451) width:37 and height:13

— text="countries/regions.” at coordinate (344,451) width:126 and height:16

List 4.1: The sorted OCR results.

We started with the first character from the expected text. We iterated over the grid and tried
to find a match. Once found, we marked the character from the expected text as matched
and stored the index of the matching character from the grid. We used this index as our new
starting point for the next character. This prevented us from making incorrect matches with
characters located earlier in the grid. In case that the expected character and the discovered
character in the grid were not matching, we extended the comparison by checking if there could
be a potential casing mismatch. If this was indeed the case, we marked the expected character
as matched with the note that it had a case mismatch. This could be caused by an OCR
detection error.

During the implementation, we noticed that the expected text sometimes contained whitespace
characters. Whitespace characters are by definition not detectable by our setup because we
configured the OCR engine to detect words instead of sentences. In order to solve this problem,
we mark all white space characters as whitespace corrected.

Once we have processed all the expected characters, we have our final matching result. For
each expected character, we have set one of the following matching results.

e Matched.
o Case mismatch.

e Whitespace corrected.
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e Not matched.

The sum of the results for all the individual characters will contribute to whether this could be
a potential TPF. In case that all the characters are matched correctly, a TPF is obviously not
detected. However, if there are “Not matched” results included, it could potentially be a TPF.
Further manual inspection is required to determine whether our implementation has discovered
a TPF. It is up to the reporting component to make a judgement and set the verdict based on
the matcher results.

4.6 Reporting

Now that we have collected the outcome of the matcher, we had to present the result towards
the user. We have accomplished this by incorporating the result into the reporting mechanism of
TESTAR. For each sequence, TESTAR creates a dedicated HTML report. This report contains
an overview of the executed test run. It starts with the initial state, followed by this sequence
for the number of specified actions:

e An overview of all the available actions.
e The execution of the selected action.

e The new state of the SUT after completing the execution of the selected action.

And as last, the final state of the SUT together with the overall verdict of the test run is added
to the report.

4.6.1 HTML report

Because of the fine grained outcome of the matching algorithm, we extended the current HTML
report by adding the matching result from two different perspectives. The first one provides
a global overview of the matching result by showing an annotated screenshot of the analyzed
input. Figure [4.12] shows the annotated screenshot. And the second one provides a detailed
overview of the matching result for each expected text element. For the global overview, we
annotate the screenshot that we have fed to the OCR engine with rectangles around the expected
text. Because we do not want to change the original screenshot, we create a copy of the original
screenshot. We will decorate each expected text element. Depending on the number of matched
characters, we select a color;

For 100% matched we use a green-coloured border.

For a match result between the configured threshold and 100% we use a yellow-coloured
border.

For a match result below the configured threshold, we use an orange-coloured border.

e For the expected text elements that do not have a corresponding location match, we use
a red-coloured border.
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| Untitled - Notepad e O it
 File | Edit| Format | View| Help

[Ln1, Col 1 | 100% | Windows (cRL) | UTE-8

Figure 4.12: Overview of matched result.

In case that the matching algorithm could not find an OCR result that intersects with expected
text location, we create a list that contains the expected text and the location of the element.

For the detailed view, we create for each expected text element an overview of the matched OCR
results based on the location and a table with the matched result. The header row contains the
result of the match. The next row contains the expected text, and each column represents a
single character. The last row holds the matched character detected by the OCR engine. When
applicable, we list the unmatched OCR characters below the table which were found within the
location of the expected text. Figure [£.13] shows the detailed view of a match result.

"Untitled - Notepad” [18/18]

[ Resun][V[V[V[FVVIVFW I IVIVIMMV
Expected: ]_'=||| et I_|-.- d Milo]t]e]p|ald
Found: TI||1 L[]l - Njlo|t|e|p|ald

No match for OCR items:

= a

Figure 4.13: Detailed report view of matched result.

4.6.2 Verdict

When the visual validation module is enabled during a test run, we also create a verdict based
on the outcome of the visual validation result. We will incorporate the verdict of the visual
validation in the final verdict of the test run. For our visual validation verdict, we define four
different severity levels that are related to the expected text elements. The overall verdict sever-
ity levels are ordered from 0, indicating everything is all right till 1, indicating that TESTAR
has encountered a serious problem while executing the test run.

For the visual validation module, we have defined the following severity levels:
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1. 0.0 when the expected text has been matched for 100%, in this case we use “ Verdict. OK” .
2. 0.1 for a match result between the configured threshold and %100.
3. 0.15 for a match result below the configured threshold.

4. 0.16 for expected text elements without an OCR, result.

In case that the verdict is not “Verdict. OK” , we include the expected text in the message of
the verdict to identify which element is responsible for the severity level. The visual validation
verdict will be calculated based on the matched percentage. We store the verdict with the
highest severity level while processing the outcome of the matcher algorithm. In case that we
have multiple results that have a matched percentage below the threshold, we store the result
with the lowest percentage of matched characters.
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Chapter 5

Exploratory experiment

In this chapter, we will perform an exploratory experiment to validate that our implementation
is able to detect TPFs. We will do this by testing the implementation against a modified SUT
and defining a metrics for measuring the performance of our implementation. Modifications will
be made to an example application which we will use as SUT. We will introduce TPFs which
need to be identified by our implementation before we can conclude that our implementation
works according to the design. The outcome of the exploratory experiment allows us to answer
some research questions as well in this chapter.

5.1 Introducing the hypothesis

In chapter [} we have designed and implemented a solution which is devoted to detect the
presence of TPFs within the SUT. We will now focus on validating the implemented solution.
The outcome of the validation allows us to answer research question [3}

How can the implemented solution, for detecting automatically whether the text of GUI compo-
nents is entirely visible, be validated?

In order to validate the implementation, we define the following hypothesis:

TESTAR is capable of detecting TPFs by validating whether the expected text is visualised
entirely.

With the following exploratory experiment, we will verify our hypothesis. The validation process
needs to look into whether our approach is valuable for the tester and being capable of detecting
TPFs. To this end, we will run experiments where we use our implementation. We will start
with a controlled environment experiment.
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5.2 Controlled environment experiment

5.2.1 Procedure for executing the validation

During the validation process, we will start with composing a dedicated TESTAR configuration
for each new SUT. This TESTAR configuration is tailormade for the SUT so that our imple-
mentation only processes expected text elements which are actually visible. The configuration
consists of the following files:

e The test.settings file.
e The ExtendedSettings.xml file.
e Depending on the type of SUT:

— Protocol_desktop_generic. java file

— Protocol_webdriver_generic. java

Once created, we will run TESTAR with our implementation enabled. When TESTAR has fin-
ished, we will manually inspect every processed screenshot by our implementation and compare
that with the expected text and the calculated matching result. During this process, we will
perform the measurements as described in section

For our controlled environment experiment we will run TESTAR with our visual validation
module enabled while we use a SUT with existing TPFs. The purpose of the controlled exper-
iment is to create a baseline and validate that the implementation can detect TPFs. We will
start with an exploration phase by running TESTAR in combination with the SUT. During
this phase, we will identify the widgets that our implementation should not process. Once we
have composed the configuration for the controlled experiment, our implementation will only
process the right expected elements. With this configuration, we will do a final test run. We will
inspect and discuss the outcome of this test run and perform the measurements as described in
section For each executed action, we will validate whether our implementation composed
the right result.

5.2.2 Metrics

To measure the capability of finding TPFs, we will look into the following metrics:

e Measure how many expected text elements our implementation receives for each particular
state. This number will contribute to creating the context when we examine our filtering
mechanism and the successfully matched text elements.

e Measure how many expected text elements our implementation expects, for each state,
how many expected elements are left after the filter mechanism has been applied. This
number will contribute to creating the context when we examine our filtering mechanism
and the successfully matched text elements.

e Measure the number of expected widgets which we need to exclude despite that they have
visible text. This will tell us how good the filtering mechanism is. The less valid widgets
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we need to filter out, the better our implementation can check whether all expected text
elements are visible.

e Measure the number of widgets which were not detected by the OCR engine because
another widget covered them because of an executed action. This tells us how good the
input is when querying the expected text. A higher number shows we can not properly
identify when a widget is blocked on purpose. We will measure this by manually inspecting
the matching result and identify whether the expected text element is blocked.

e Measure the number of widgets which have not been identified by the OCR engine while
they are not excluded and visible. This will tell us how good the OCR engine can recognize
expected text elements. A high number indicates that the OCR engine has detected more
text elements. The more text elements have been detected, the more expected elements we
can try to match. A low number shows that the OCR engine cannot detect the expected
text elements with the used configuration.

e Measure the number of actual TPFs. This comprises expected widgets, which have been
partially matched by the detected OCR results, while the expected text element is not en-
tirely visible. The OCR engine identified the visible text correctly and our implementation
has detected a TPF.

e Measure the number of widgets which have been detected by the OCR engine and have
entirely been matched with the expected text. A high number indicates that our imple-
mentation was capable of identifying and matching the expected text. These expected
text elements have been identified and are marked as completely visible. We will do this
by manually inspecting the expected text element and verify what the OCR engine has
identified.

e Measure the number of expected widgets which have been partially matched because of
the detected OCR result. The expected text element is entirely visible. However, the
OCR engine did not recognise the entire text correctly. A high number indicates that the
OCR engine is not capable of detecting everything using the current configuration.

e Measure the number of expected widgets which have been partially matched because of
our matching algorithm. The expected text element is entirely visible and the OCR engine
did recognise the entire text correctly. However our matching algorithm was not able to
match all the characters correctly. A high number indicates that our matching algorithm
needs to be improved.

5.2.3 Defining and setting-up the controlled experiment

For the controlled experiment, we need a SUT which we can modify so we can inject TPFs.
Therefore, we have identified the following requirements:

e The application needs to be cross platform compatible, so that test can be reproduced on
different systems.

e The application needs to contain a GUI, so that we can inject and identify TPFs.

e For the controlled experiment, we need a SUT which we can modify so we can inject
TPFs. This SUT will be developed by the researcher for the sake of this experiment and
hence will be in C++ because that is the language he is most familiar with.
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As the starting point of the SUT, we have selected the Application example from Qtﬂ
Application example is a simple notepad application. This application meets our require-
ments and is suitable to be used as a starting point for the SUT in our controlled experiment.
The primary goal is to validate that TPFs can be detected. Therefore we need to inject them
into the selected application. We have chosen to inject IPFs.

A short overview of the changes we have made to the applicatiorﬂ

e We have added multi language support to the application. This makes it possible to inject
an IPF for a specific language.

e We have added the possibility to start the application with a specified language. This
makes it possible for TESTAR to run the SUT with a specific language and try to identify
the injected IPF.

e We have adjusted the dimensions for a couple of components. With these adjustments we
introduce the IPFs. In the next paragraph we will elaborate on the adjustments we have
made.

As mentioned in the introduction [I, TPFs do not visualize the expected text entirely. We can
categorize incorrect visualized text into three groups. Starting with a missing punctuation.
This could be a missing dot, for example. In this case, the sentence would still be readable.
However, it is not grammatically correct. The second group covers a missing character. In most
cases, the text would still be understandable. However, it could become more difficult for the
user to interpret the sentence. We devote the last group to missing one or more words. When
a user needs to read this, it will be hard to understand what the sentence is about. During
the proof of concept [3:2] we have seen that we can obtain the expected text and that we can
validate the expected text with the help of the OCR engine. However, we have not validated
that our implementation can identify TPFs. In order to prove that our implementation can
detect TPFs, we need to prove that the implementation is capable of detecting them. Since the
initial version of the Application example did not contain any TPFs, we have added them. We
have embedded three TPFs within our reference application. Each implemented TPF reflects
a group. We start with a missing punctuation and will end with an entire sentence.

1. A TPF containing a punctuation which is not visible, see figure [5.1]
2. A TPF containing cutoff characters, see figure 5.2

3. A TPF containing a sentence which is not visible, see figure [5.3]

For the first TPF, we set a fixed size. The size is obtained by consulting the font metrics with
the original text minus the last character. The original text is Active. .., the presented text
will only show 2 dots.

We created the second TPF by forcing a fixed width for the Help menu. The original text is
About Qt. Depending on the selected language, the second entry shows a small part of the
second word, see figure [5.2] or only the first word About.

The third TPF is realized by setting a fixed height for the dialog. The original text is The Appli-
cation example demonstrates how to write modern GUI applications using Qt, with a

"https://doc.qt.io/qt-5 /qtwidgets-mainwindows-application-example.html
Zhttps://github.com/TMenting,/testar-vv-reference/releases /tag/v1.1
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Figure 5.1: A punctuation presenta- Figure 5.2: A cutoff character presen-
tion failure. tation failure.

.| About Application X

The Application example demonstrates how to write
maodern GUI applications using Qt, with a menu bar,

Figure 5.3: A missing sentence presentation failure.

menu bar, toolbars, and a status bar. This fixed height limits the visible part of the orig-
inal text to two lines, see figure [5.3

5.2.4 Composing the configuration

Now that the reference application for the controlled experiment is ready to be used, we needed
to update the TESTAR configuration used by our implementation. The default TESTAR
configuration has been composed to filter out the widgets which we do not want to be processed
by our implementation. In general this is because these widgets do not contain any visual text
while the querying the widgets returns a text. This is often a description of the widgets function,
e.g. scrollbar. To create this new configuration for our reference application we have chosen for
an iterative approach which started with an empty configuration file:

e Running our reference application as SUT with our implementation enabled while TES-
TAR used the configuration file.

e Once the run was completed we inspected the outcome and identified which widgets
needed to be excluded from our analysis. Identifying which widgets need to be excluded
was accomplished by inspecting the annotated screenshots. Widgets which did not contain
any visible text were identified as false positives.

e The identified widgets were added to the configuration file.

This process was repeated four times until the outcome of our implementation only contained
widgets, which actually contained visible text. Listing shows partially the composed con-
figuration file containing the excluded widgets and which criteria is used to exclude the widget.
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The entire configuration can be found in the appendix [A’2] The enumeration overview below
corresponds with the comments in listing [5.1] For example the first item in the enumeration is
related to line 3 in the listing. All the widgets listed in listing [5.1] did not contain any visible
text, except for the last item. This was added because of a problem with the screenshot. At
the end of this section will elaborate more on this problem.

1. All the buttons in the title bar section. E.g. Maximize.

2. All the toolbar buttons. E.g. New.

3. The toolbar sections. E.g. Edit. (Only visible in Spy mode.)
4. The upper left icon in the title of the dialog screens.

5. The upper left icon in the title of main application.

6. The close button of the dialogs.

7. The title bar of the main application.

Listing 5.1: Configuration settings

<widgetTextConfiguration>
<loggingEnabled>false</loggingEnabled>

<widget> <!-- #1 -->
<role>UIAButton</role>
<tag/>

<ignore>true</ignore>
<ancestor>::UIATitleBar::UIAWindow: :Process</ancestor>

</widget>

<widget> <!-- #2 -->
<role>UIAButton</role>
<tag/>

<ignore>true</ignore>
<ancestor>::UIAToolBar::UIAWindow: :Process</ancestor>

</widget>

<widget> <!-- #3 -->
<role>UIAToolBar</role>
<tag/>

<ignore>true</ignore>
<ancestor/>

</widget>

<widget> <!-- #4 -->
<role>UIAMenultem</role>
<tag/>

<ignore>true</ignore>
<ancestor>::UIAMenuBar::UIATitleBar::UIAWindow: :UIAWindow: :Process</
ancestor>
</widget>

<widget> <!-- #5 -->
<role>UIAMenultem</role>
<tag/>

<ignore>true</ignore>
<ancestor>::UIAMenuBar::UIATitleBar::UIAWindow: :Process</ancestor>
</widget>

<widget> <!-- #6 -->
<role>UIAButton</role>
<tag/>

<ignore>true</ignore>
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<ancestor>::UIATitleBar::UIAWindow: :UIAWindow: :Process</ancestor>

</widget>

<widget> <! -- #7 -->
<role>UIAWindow</role>
<tag/>

<ignore>true</ignore>

<ancestor>::Process</ancestor>
</widget>
</widgetTextConfiguration>

During this iterative process, we noticed that TESTAR entered dialogs that were steering away
from the main functionality of the reference application. We identified the save and open action
as triggers for these flows. Once these dialogs were opened, the chances were small that we
would return to the main screen of the reference application. Therefore, we decided to extend
the action exclude filter mechanism. We extended the filter with the following expression to
prevent TESTAR from selecting these actions: Open.*|Opslaan.*| Afsluiten

While composing the final TESTAR configuration for the reference application as SUT, we
made the following observations.

e The screenshots of the reference application were cut off. The title bar and the related
buttons, minimize, maximize and close, of the main window were not included in the
captured surface, as we can see in figure Because of this, it was not possible for the
OCR engine to detect the filename which is presented in the title bar. We have decided to
mark this as a bug within TESTAR when using Qt applications as test targets. We have
added the title bar to our ignore filter in the configuration file of the visual validation as
a workaround for this bug. This prevents that our implementation attempts to validate
the filename shown in the title bar.

e We can prevent having duplicates in the exclude configuration by supporting a wildcard
pattern for the ancestors tag in the configuration file. For example, listing [5.1] contains
three entries to ignore a “UIAButton” , entry one, two and six. The only difference is
their ancestor path. With a wildcard pattern we could reduce the ancestor path to for
example: UIAT.*Bar.*:UIAWindow: :Process. This would make it obsolete to exclude
the close button for each “UIAWindow” .

e While analyzing the generated reports by TESTAR, we noticed that there was no dis-
tinction between expected text elements that did not have a location match with OCR
results and OCR results that were not expected. Therefore, we have introduced purple
as additional border color. We use this color for OCR elements that were not expected.
Figure reflects this scenario, the icons of toolbar buttons are recognized by the OCR
engine but were not expected.

5.3 Results of the evaluation with the controlled experiment

We will now examine the report from TESTAR with the Application example as the SUT.
Because of the limited amount of available actions within the SUT, we have chosen to run a
single sequence with ten actions. As stated previously, we have excluded the actions that will
trigger the open and save dialogs. A detailed review for each step of the obtained results has
been added to the appendix [A.3]
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A short summary of our findings while using the visual validation implementation with the

reference application:

e The three TPFs have been identified correctly by our implementation. This shows that

our implementation is capable of detecting TPFs.

e The expected text element Actief..

100%. This is because of an incorrect OCR detection.

e Optimizing the OCR engine is required to eliminate incorrect outcomes from our imple-
mentation. E.g. the OCR engine did not detect properly the expected text OK of the

button in the dialog.

e Some potential improvements:

— The implementation might benefit from taking the confidence levels into account.

has multiple times incorrectly been marked as a

However, we have also seen that sometimes, even with a low confidence level, the

recognized text was correct.

character has to be done carefully to prevent incorrect results.

Embedding the confidence level while matching the

— The visual validation implementation can be extended by incorporating a spellchecker.

Excluded
Screenshot|| Expected Expected despite Covered Not Entire .
No clements elements visible by detected | TPH matches Partially matched
filtered text action by OCR
OCR| Algorithm
1 27 6 11 0 0 1 5 0 0
2 1 1 0 0 0 0 1 0 0
3 33 7 1t 0 0 1 62 0 0
4 1 1 0 0 0 0 1 0 0
5 34 8 1 0 1t 1 52 1 0
6 1 1 0 0 1 0 0 0 0
7 27 5 1 0 0 0 52 0 0
8 1 0 0 0 0 0 0 0 0
9 27 6 1! 0 0 1 5 0 0
10 1 1 0 0 0 0 1 0 0
11 33 7 1! 0 0 1 62 0 0
12 1 1 0 0 0 0 1 0 0
13 34 8 1! 0 1! 1 52 1 0
14 1 1 0 0 1 0 0 0 0
15 27 5 1! 0 0 0 52 0 0
16 1 1 0 0 0 0 1 0 0
17 35 11 1! 0 0 0 8 0 0
18 1 1 0 0 0 0 1 0 0
19 27 6 1! 0 0 0 62 0 0
20 1 1 0 0 0 0 1 0 0
21 35 9 1 1 0 0 82 0 0

Table 5.1: Measurements reference application

I The window title is excluded due to screenshot problems.

2 The OCR engine detected three dots while only two were visible.
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The result as shown in table shows that our implementation is capable of matching the
expected text with the detected text elements. For most of the screenshots, the number listed
in the Expected elements filtered column are matched by summing up the columns; TPF,
Entire matches and Partially matches. In addition, our implementation also detected the in-
jected TPFs. The OCR engine detected most of the expected elements correctly. This high
detection rate contributed to a high number of Entire matches text elements. Overall, there
are no major concerns when we look at the outcome of the matching result for the reference
application. These results confirm our hypothesis, defined in section TESTAR can indeed
detect TPF's with our implemented solution by validating whether the expected test is visualised
entirely.

Now that we have validated that our implementation is capable of detecting TPFs, we will test
the implementation against six different target applications to check whether we can find real
TPFs. The collection will comprise three desktop applications and three websites. For these
test runs, we will not discuss each individual step, but only the results that are not as expected
and perform the measurements as defined in section [5.2.2l Once we have examined all the
results, we will provide recommendations for improving the implementation.

5.4 Research question answers

Now that we have implemented our design of our visual validation module, we can answer some
of the research questions. We start by providing an answer to our first research question [I}

How can OCR help to automatically validate whether the text is entirely visible?

We have seen from the first test results in figure [£.4] during the implementation phase that the
OCR engine is capable of recognizing a high percentage of the expected text. This enables us
to create an algorithm that can determine which text elements are presented correctly based on
the recognized text elements by the OCR engine. By providing the captured screenshot from
the SUT, the OCR engine can return the recognized text and the corresponding location. By
providing a screenshot to the OCR engine, we have a validation system that is decoupled from
the part that contains the knowledge about the SUT and the expected text. The screenshot
does not contain any other information than the captured screen of the SUT. Therefore, we can
consider the obtained results from the OCR engine to be objective and independent. We have
confirmed this by the first results of the webdriver and desktop protocol test runs. The OCR
engine returned more results than expected. For example, the recognized toolbar buttons and
the Open Universiteit, which was located inside an image.

We will now answer research question
How to combine the OCR results when the expected text consists out of multiple words?

In order to solve the problem that the output of the OCR engine consists of individual words,
we have designed and implemented a solution based on the location of text. By using the
location of the expected text as reference location, we iterate over the OCR results and match
the results that intersect with the reference location. To prevent that we match OCR results
with the incorrect expected text location, we sort the expected text results. By sorting the
surface area of the expected text from small to large, and processing them in the same order,
we prevent that an OCR result is being assigned to a larger surface area, when it should be
linked to a smaller one. In the scenario of the expected text > Ln 1, Col 17 in [£.5] which has a
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location of [x=777,y=807,width—=208 height=34|, we will link the OCR results that are located
within the range of the X axis 777 - 985 and Y axis: 807 - 841. Looking at the OCR result
we successfully link result:

e 15: 'Ln’ [x=790,y=818,width=16 height=13]
e 16: '1, [x—814,y—818,width—11 height—15]
o 17: 'Col’ [x=831,y=817,width=25 height—14]
o 18: '1’ [x=864,y=818,width=5,height—13]

An additional benefit that we have gained by using the expected text as a starting point, is
that after the location matching is finished, the remaining OCR results can be classified as not
expected and can therefor be left out of scope for the remaining part of the matcher algorithm.
As an example, these can be the toolbar buttons from the first OCR test result of the desktop
protocol or the Open Universiteit text located inside an image.

Another problem that we have addressed and solved allows us to answer 25|

How can we filter out the false positives of widgets that do mot have a text that needs to be
visualized?

To be able to filter out the false positives, we first need to complete an initial run of the SUT
while our implementation is enabled. Once this run has completed, we need to examine the
results and look for the items that have not been matched successfully. Now that we have
identified these results, we need to start the SUT again, but this time we need to run TESTAR
in the “SPY” mode instead. In this mode we can lookup the widgets of interest and validate
whether we need to filter them out. If this is the case, we have two options. Either we exclude
the widget based on its type, in this case we will exclude all widgets of this type. Or we
exclude this particular widget based on its location. We accomplish this by looking up the
ancestor path. Once we have collected the required information about the false positives, we
can compose a dedicated entry (see section in our new settings framework. There is one
special scenario in which we automatically filter out false positives. This only applies for when
the SUT is being used in combination with the “webdriver protocol” . When the expected text
is positioned off screen, e.g. the page is too long and contains a scrollbar. We check for each
widget if the property “ WeblsFullOnScreen” is enabled. If this is not the case we filter out
that particular widget.

With the implementation finalized we can also now give an answer to

How to match the results from the OCR engine with the information that is extracted from the
accessibility API?

For matching the OCR results with the expected text, we start each round with 2 sources
of input: the expected text and the matched OCR results based on their matched location.
Because the expected text can consist of multiple sentences, we had to structure the OCR
results. We have accomplished this by creating a grid for the OCR results based on their
location. We first group the OCR results based on their Y location, this is done by calculating
the average text height and then grouping them based on each calculated line. Next, we sort
each group based on their X location. This gives us a grid that is sorted in the left to right
and top to bottom reading order. We now start the comparison by iterating over the expected
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text, and for each reference character, we try to find a matching character in the grid. Once
found, we mark the location and use that as our new starting point for the next character. This
prevents us from creating matches with characters matched earlier in the matching process. We
mark whitespace characters as matched by default. This is because of our configuration of the
OCR engine. By returning individual words, whitespaces are not included. In addition, the
OCR engine can not detect leading and trailing whitespaces. If the reference character can not
be matched with the current index of the grid, we lower the bar by dropping the case sensitivity.
If this results in a match, we consider the reference character to be matched and make a note
that we dropped case sensitivity. All reference characters that could not be matched with a
character from the grid will remain marked as unmatched.

At last, we can answer the final research question 2] related to the implementation of the visual
validation module:

How can OCR be integrated into TESTAR in order to validate the visibility of the text for the
application under test?

To be able to validate the visibility of the text for an application under test, it is mandatory
to know what the expected text and the presented text are. In section [4.1.2) we present an
overview of how the visual validation module should be incorporated into the current codebase.
We have identified four steps that the visual validation module consists of;

1. Extracting presented text.
2. Collecting the expected text.
3. Matching the expected text with the presented text.

4. Composing a verdict based on the outcome of matching.

By using an OCR engine, we are able to detect and collect the presented text from the appli-
cation under test. In order to obtain the presented text, we need to feed the OCR engine with
the screenshots that are captured by TESTAR. The created design shows us at which points
we had to intercept the process flow of TESTAR and start the visual validation module. By
starting the visual validation module, we feed the screenshot to the OCR engine. By querying
TESTAR, we can collect the expected text for the visual Ul components, and with the output
of the OCR engine, we have our counterpart for the validation process. We have implemented
a matching algorithm that takes care of the validation process. The algorithm can determine
whether the expected text is visible. We accomplish this by identifying if there is a mismatch
between the OCR detected text and the expected text. We embedded the outcome of the vali-
dation process into the reporting mechanism of TESTAR. The reporting mechanism composes
an HTML report that presents the result of the visual validation in a user friendly overview.
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Chapter 6

Validating the implementation

In this chapter, we will test our implementation with six SUTs. We will compose for each SUT
a dedicated configuration and elaborate on the decision we have made. Once the configuration
has been created, we will use the configuration combined with our implemented visual validation

module to test the SUT. The outcome will be discussed and we will apply the metrics, as have
defined in section [£.2.2

6.1 Experiment with six different target applications

For selecting the desktop applications we used the following criteria.

e The desktop applications need to support the Windows environment. This because TES-
TAR has good support for Windows environments. Using a proven environment reduces
the changes of spending resources on getting the test up and running.

e The applications need to be easily accessible so that someone else can repeat the test.
e The applications need to be familiar by the majority of people. This makes it easier to
interpret the results without the need to get familiar with the SUT.

We have selected the following desktop application:

1. Paint
2. Microsoft Word

3. Windows Media Player

All three applications support the Windows environment. Paint and Windows Media Player
are pre-installed in a windows environment and therefore well known. Microsoft Word is one of
the major players when it comes to word processing software. Therefore, it is assumable that
majority of the people are familiar with this software package and that it is most likely that it
is available in the environment.

We have selected the following websites:
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1. www.ou.nl. Because TESTAR uses the website of the university as a showcase, we wanted
to include this website to test our implementation.

2. www.nytimes.com. We have selected this website based on the content. The website
consists mostly out of text and has a plain layout.

3. www.apple.com. We have selected this website because it supports a lot of different
languages.

6.2 Paint

6.2.1 Composing the configuration.

While composing the configuration we encountered the following two problems:

The first problem we encountered was that depending on the available space the visualization
for certain buttons changes. E.g. Cut and Copy show this behavior when resizing the window.
In figure only the icon is shown, while in figure both the icon and text are shown of
the button. We have tried to find a difference in the tag values while using the “Spy mode” .
Unfortunately the values were all identical between the two visualizations. This means that our
implementation will mark these buttons as failures when the text is not visible. In addition,
ﬁgureshows “UIAButtons” , e.g. Pencil, which will never show its expected text. However,
if we decide to ignore the buttons based on their ancestor path we would also ignore the Color
buttons as shown in figure [6.4l Therefore, we have decided to make the window width enough,
so that the text for buttons like Cut are visible. And ignore the result for the six buttons in
the Tools section. Based on this problem we conclude that with the current exclude pattern
for ancestors it is not possible to ignore individual elements. The ancestor path is composed
out of the elements types of the ancestors, by replacing this with the actual “Path” tag we can
improve the filter mechanism.

——
H__'__| u Copy H__'__| Resize
Paste Select Paste Select
= - ah = »  UhRotate ¥
Clipboard Image Clipboard Image

Figure 6.1: Toolbar buttons with only
an icon.

Figure 6.3: Toolbar buttons without
text.

Figure 6.2: Toolbar buttons with both
icon and text.

Color | Color
1 2

Figure 6.4: Toolbar buttons Color 1
and Color 2.

The second problem was that we noticed that the expected text contained duplicates for
the “UIASplitButton” elements. The problem with the *“UIASplitButton” is that visually
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it may seems like one button, composed out of text and image. Figure contains two
“UIASplitButtons” , Paste and Select. However the “Spy mode” showed us that they are
two individual elements. Unfortunately we can not identify which one is the icon and which
is the text. Both elements contain the same expected text. Because each *“UIASplitButton”

is nested within a “UIAGroup” which had the same text as the “UIASplitButton” element,
we decided to ignore the “UIASplitButton” widget based on its type. This decision however
resulted in a side effect. The “UIAGroups” are nested within a larger “UIAToolBar” . Figure

shows two of them, Clipboard and Image. The SUT contains a “UIAToolBar” with the
expected text Shapes. However, that “UIAToolBar” also contains an “UIAGroup” with the

same expected text. This “UIAGroup” however does not contain any visible text. It is only
a box which contains the different kinds of shapes that can be drawn on the canvas. Because
our implementation, the ancestor path exclusion is not specific enough. Therefore, we can not
exclude this element from our results.

6.2.2 Inspecting the results.

We have chosen to perform one sequence of consisting out of eight actions. Because of the
optimized configuration only interesting actions will be available to be selected. The application
also does not contain many dialogs which will introduce new text elements. Therefore eight
was considered to be enough for the test.

e While analyzing the outcome of the test run, in general we see that the OCR engine
returned a lot of ghost characters. We have seen this before by our reference application.
This is mainly caused by the icons and images. The presence of these ghost characters
influenced the overall result of the OCR engine. A lot of expected text elements have not
been detected by the OCR engine.

e As predicted the report contains duplicates for the expected text Shapes. The

“UIAToolBar” is correctly matched with the OCR result. However the “UIAGroup”
element could not be matched because there is no visible text.

e The expected text 531,2027px and 1425 x 5977px, located in the bottom left corner of
figure could not be matched completely. After examining the outcome we concluded
that this is because of a special character ? which is incorporated in the expected text.
The character is visualized in the report as a question mark however this is not the original
visualization. Further investigation is required to identify which character is expected.
Our implementation needs to be extended to support ignoring expected characters. Based
on the manual inspection we concluded that this character is not detectable for the OCR
engine. Therefore we mark this result as correctly matched.

e For the expected text Edit with Paint 3D the OCR engine detected the following text;
9, Paint and 3D. Our matcher algorithm converted the uppercase D to a lowercase d and
matched with the second character of the expected text. Because our implementation
stores the index of the last successful match, there was no possibility that Paint and
3 could be matched since they had been passed to match the D. We can improve our
implementation if we postpone the case matching logic until all expected characters have
been processed.
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Figure 6.5: The initial state of the paint as SUT.

Table [6.1] shows an overview of the matching results for the initial state of the SUT. This
overview is representative for the entire test run. The results are sorted by their matched
percentage from high till low. The strike through style is used to indicate that the expected
text has been match correctly. The characters with the normal text style have not been matched.
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Expected text Percentage | Comment
Uhatitled - Paint 100%
Colors 100%
Shapes 100%
Image 100%
Clipboard 100%
Tools 100%
Outdine 100%
Roiate 100%
100U 100%
531.-2027px 91% Can be interpreted as 100% because of the special character
1425 x-5947px 85% Can be interpreted as 100% because of the special character
Crep 75%
Edit eelers 64%
Cut 33%
Shapes 33% This was expected
Color + 29%
Color 2 29%
Size 25%
Edit with Paint-3b 22%
Select 0%
Paste 0%
Brushes 0%
Fill 0%
Resize 0%
Copy 0%
View 0%
Home 0%
Eraser 0% This was expected
Magnifier 0% This was expected
Text 0% This was expected
Pencil 0% This was expected
Fill with color 0% This was expected
Color picker 0% This was expected

Table 6.1: The matching result of the initial state of Paint.

Figure[6.6]shows the state after the Paste button has been clicked. The expected text Clipboard
could not be found. This is visualised by the red outline above the text Paste from. This is
however expected because of the popup menu shown by the click action. For the following
expected text items the matching result has significantly improved compared to the initial

state.

e Crop
e Brushes
o Size

o Color 1
o Color 2
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Figure 6.6: The state of the paint after clicking on Paste.

o Edit eolor

o Editwit] it 3D

o Paste

o Pastefrom

Despite of the relative small popup window there are no differences between the screenshot
taken from the initial screenshot and after the first action. We could improve our matching
algorithm if we can combine individual results across different states together. E.g. the Crop
has successfully matched in figure [6.6] but only partially in figure despite of the fact that
they are visually identical.

During one of the actions TESTAR has clicked on the File tab. After this we see that the
ribbon is partly covered and that all the expected items could not be found. Figure [6.7] shows
this state. This is similar to the small popup in [6.6] which was blocking the expected text
Clipboard. While these outcomes are valid, these can not be classified as TPFs. Our current
implementation can not distinguish whether the expected element was temporarily blocked.

Figure shows the Recent Pictures section. This section contains ten screenshot names
captured by TESTAR. While investigating the results we have identified the following problems:

e The expected item SCC10bysbb2002148710592. png was found multiple times in the overview.
For the second entry the following OCR results have been found 10592. png, SCC10bysbb20021487
and bo. Because the OCR result identified the first 0 as an 0 the expected zero was
matched with a zero found later on in the OCR result. Because of this correctly detected
characters were skipped, while the first entry was detected correctly.

e The same has happened for the expected item SCC1c4bq3wlfc1611254898.png. The OCR
result was SCCle4bq3wlfc1611254898,png. The first ¢ could not be found in the OCR
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Figure 6.7: The open recent view of paint as SUT.

result and therefore it was matched with a c later on while the characters between were
skipped.

e Because we match OCR results with expected elements based on their location some items
in the recent overview got matched with elements that were located behind the overview.
The OCR result scCnnloewsees2019700078 for expected text element SCCnn108w3ac62019700078. png
was linked to Magnifier. The same goes for expected element SCC1ds7dxj3aa73769506738. png,
the OCR result 8A¢C1ds7692a73769506738.pn9 was linked to Magnifier as well.

After analysing the generated report we noticed that we had made a minor mistake in the config-
uration file. Instead of reassigning the right tag for “ UIAEdit” to use the tag “ UIAValue Value”
as we did during the implementation phase, we have configured it to be ignored instead. How-
ever by inspecting the images in the report we can conclude that the OCR engine did not
recognized them. Because if the OCR results could not be matched with an expected text
element they will be highlighted with a purple outline. As there are no purple outlines visible
we conclude that the “UIAEdit” text elements have a 0% match result.

)

Table [6.2] shows that the OCR engine did not perform as good as it did for the reference
application as in table The OCR engine failed to detect 100 text elements from a total
of 284 expected text elements. In addition, we could only partially match 46 expected text
elements because of the OCR result. 35% of the expected text elements were matched entirely
by our algorithm and 22 expected text elements were only partially matched because of our
matching implementation. The filtering mechanism returned 324 expected text element while,
after manually inspecting the application, we counted 284 expected text elements. This means
that our implementation should not process that 12% of the expected elements. These expected
text elements negatively affect the outcome of the validation result. Finally, 14 expected text
elements could not be detected by the OCR engine because the executed action hid them.
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Expected | Excluded
Screenshot|| Expected | elements | despite Covered Not Entire
.. by detected | TPH Partially matched
No elements | filtered visible : matches
action | by OCR
(actual) text
OCR| Algorithm

1 100 331(26) 1 0 9 0 9 6 2
2 1 0 1 0 0 0 0 0 0
3 109 341(26) 1 1 5 0 14 5 2
4 1 0 1 0 0 0 0 0 0
5 140 602(33) 0 14 5 0 12 8 83
6 1 0 0 0 0 0 0 0 0
7 100 32%(25) 0 0 10 0 8 6 1
8 1 1 0 0 0 0 1 0 0
9 129 5014 (40) 0 1 19 0 10 8 2
10 1 0 15 0 0 0 0 0 0
11 129 50%4(40) 0 1 22 0 11 5 2
12 1 1 0 0 0 0 1 0 0
13 129 5014 (40) 0 1 11 0 19 8 2
14 1 1 0 0 0 0 1 0 0
15 100 331(26) 0 0 9 0 9 6 2
16 1 0 0 0 0 0 0 0 0
17 100 321(25) 0 0 10 0 12 2 1

Table 6.2: Measurements Paint.

! Includes six “UIABUttons” in Tools section and one “UIAGroup” in Shapes section which do not
contain text. We could not exclude this widgets properly without excluding widgets which do contain

text.

2 Incorrect filter mechanism for “UIAGroup” in the File tab affecting, Save As, Print and Set as
desktop background. This leads to three times the expected text instead of only once.
3 Includes filenames which could have been matched better when improving our algorithm. However a
100% match is not possible because some characters are still detected incorrectly by OCR engine.
4 Edit dialog has a hidden button which was not excluded by our filter. Also some widgets in the dialog
were not properly added to the filter.
% Accidentally included the “UIEdit” widget in the exclude filter. While we actually needed to specify
the “UIAValueValue” tag instead.

6.3 Microsoft Word

6.3.1

Composing the configuration.

For running Microsoft Word as SUT, we use two additional arguments.

e /q This makes Microsoft Word startup without showing a splash screen.

e /w This makes Microsoft Word startup with a new blank document.

While executing some exploration runs to identify which elements we need to ignore when our
visual validation module is enabled, we noticed two new problems.

e The first problem was that the generated directory which contains the reports did not
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include the application name. We have solved this by first extracting the absolute path
of the application. This prevents that the logic take the arguments into account.

e The second problem was that the screenshot sizes were not correct. After investigating the
problem, we found out that there were four so called MSO_BORDEREFFECT_WINDOW_CLASS
widgets without child widgets under the root element and one OpusApp widget with mul-
tiple child widgets. Therefore, we have changed the selection logic, which determines the
dimensions of the SUT. Instead of always selecting the first element, we now select the
first element which contains child elements.

Some widgets need to be excluded while they have visible text. This because of other widgets
of the same type which do not contain visible text. One of these widgets is the “ UIA Button” .
The majority of these buttons only contain icons and no text. However, there are three types
which will be excluded while they should not. Figure [6.8] shows the ignored buttons.

e Find
e Replace
e Select
_—
£ Find ~
3l Replace
[+ Select ~
Editing

Figure 6.8: Buttons which will be ignored despite the visible text.

6.3.2 Inspecting the results.

We have configured TESTAR to execute ten actions within one sequence. Microsoft Word offers
many different possibilities for text processing, presented by various GUI elements and dialogs.
Because of this, executing ten actions is enough to test different states of the application. In
addition, the large number of GUI elements of Microsoft Word makes it very difficult to create
an encompassing filtering configuration.

e While inspecting the results from the TESTAR run with the Microsoft Word application,
we noticed that the OCR engine failed to identify all the expected text elements. Espe-
cially for the initial state the OCR engine failed to identify the tab headers: Home,
Insert, Design, Layout, References, Mailings, Review, View and Help. However, for
example, in screenshot 4 we see that some of the tab are identified correctly by the
OCR engine. While analyzing the screenshot, we see that there are a lot of assets visible.
These assets could lead to a lower number of identified elements by the OCR engine.
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Figure 6.9: The initial state of MS Word.
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Figure 6.10: The fourth state of MS Word.
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211 20138 118 | 171 261 15

BI85 130 1 320

Another point of interest for the initial state is the usage of special characters. In the
upper section of the screenshot we see the Styles group. The expected text element
q Norma is positioned within this group. The OCR engine did not identify the special
character . Also, while the expected text consists out of Norma, the discovered text was
Normal. The fact that the character 1 was not expected while it was visible is noteworthy.

State four of Microsoft Word as SUT, shows a dialog as we can see in screenshot The
width of this dialog exceeds the width of the application. This resulted in an incomplete
screenshot of the current state. Because of the incomplete screenshot, the OCR engine
could not detect the entire expected text. The characters e’ and ’?’ were not visible and
therefore not detected. Our matching implementation made a small mistake by matching
the "’ character of the discovered text *-1216109715" with the first "’ of the expected
part "-1216109715". Therefore, it was not possible to match the number -1216109715.
Besides this, the remainder of the expected text within the dialog was successfully detected
and matched.

Layout | References | Malings | Review | View @ Ted e il s Want 1o 0

= g B Find -
-S| = S M 1 BT || assbecbc asbeede BaBhCe

25 Replace
- ||IE - P . IMarmal  § Mo Spac.. |Headicg 1 ¢
1= ¥ - 5 Select -
ard 15 Fart Faragraph Styles 5| Ediing ~
VEETUEEAIN 1o 2003000 d0 5B 1T B B0 ks 43030 181 A5 | ASTEE
= |
Mirrasoft Wardt >
0 it yous continiee, “~12161067 15" will e saved 23 the current font. This font isnit avaiisbie an the devics you ans curmentiy tsing, so anatier font may be used far display; for print, or for bat, Do you want 10 continue
yes (|| me ||
e 1
Owords |15 [Duach (Netheriands) | | (i Accessioiity: Good 1 go =} 5 FT—4—+—F % |

Figure 6.11: A cutoff dialog screenshot.

We noticed that we have configured the applied filter in such a way that it leads to excluded
text elements for state seven, while they should have been processed by our validation
mechanism. As we can see in the screenshot [6.12] the text elements starting with Bottom
Border until Diagonal Up Border have been excluded while they do contain visible text.
During the test run, we have added the color picker pop-up to the ignore filter because
the widgets only consisted out of a coloured rectangle. Unfortunately the text widgets
for configuring the border match with this filter. Because of our current implementation
of the filter mechanism, it is not possible to resolve this side effect.
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Figure 6.12: State seven contains unintended excluded text fields.

e Our implementation has highlighted the statusbar widgets in orange, as we can see, for
example, in the bottom of screenshot For example, the detected text Page 1 of 1
needed to be matched with the expected text Page Number Page 1 of 1. Because this
is applicable for all the widgets which are located on the statusbar it is most likely that
the developer manipulates the presentation by either changing the size of the widget or
filtering the text before showing the widget, or the expected text is not stored in the used
“Tag” . We have inspected the available “Tags” but could not find another one which
stored the expected text correctly.

e While it is debatable whether statusbar widgets should be marked as a TPF, it is obvious
that the following result is an actual TPF. Screenshot [6.13] shows the extended view of
the Styles group. Within this view, our validation mechanism has detected the following
seven TPFs:

— Expected text § No Spacin, discovered text No Spac. .

Expected text  List Paragrap, discovered text List Para...

— Expected text Intense Reference, discovered text Intense Re...

Expected text Subtle Reference, discovered text Subtle Ref...

— Expected text Intense Quote, discovered text Intense Q...

Expected text Intense Emphasis, discovered text Intense E...

— Expected text Subtle Emphasis, discovered text Subtle Em. ..

We assume that all seven widgets are configured to support ellipsis. When ellipsis is
enabled, three dots will truncate the text when the text is too long for the available
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space. Although our implementation can not detect whether such a feature is being used
by the SUT, this a valid outcome. The expected text is not entirely visible for the user
and therefore the result is valid.
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Figure 6.13: The last state containing many TPFs.

67



Expected | Excluded
Screenshot|| Expected | elements | despite Covered | Not de- Entire .
.. by tected | TPF Partially matched
No elements | filtered visible . matches
action | by OCR
(actual) text
OCR | Algorithm

1 166 28(26) 6 0 7 1° 9 I 2
2 169 31(29) 6 0 4 5be 11 8 1
3 1 0(0) 0 0 0 0 0 0 0
4 170 32(29) 7 0 4 5be 15 4 1
5 1 0(0) 0 0 0 0 0 0 0
6 166 28(26) 7 0 6 3be 9 6 2
7 1 1(1) 0 0 0 0 1 0 0
8 166 28(26) 7 0 6 2be 8 7 3¢
9 1 0(0) 0 0 0 0 0 0 0
10 177 36(33) 7 0 7 5be 12 84 1
12 1 1(1) 0 0 1 0 0 0 0
13 170 32(29) 7 0 4 5be 15 4 1
14 1 (0) 0 0 0 0 0 0 0
15 179 39(34) 7 0 4 5b¢ 17 7 1
16 1 0(0) 0 0 0 0 0 0 0
17 192 37(33) 19 0 6 6be 12 7 2
18 1 0(0) 0 0 0 0 0 0 0
19 170 32(29) 7 0 4 6be 9 8 2
20 1 0(0) 0 0 0 0 0 0 0
21 170 32(29) 7 0 4 5b¢ 15 4 1
22 1 0(0) 0 0 0 0 0 0 0
23 196 51(42) 0 1 5 120b¢ 12 8 4

Table 6.3: Measurements Microsoft Word.

e Expected text  No Spacin, discovered text No Spac. .

e Expected text  List Paragrap, discovered text List Para...

e Expected text Intense Reference, discovered text Intense Re...

o Expected text Subtle Reference, discovered text Subtle Ref...

e Expected text Intense Quote, discovered text Intense Q...

e Expected text Intense Emphasis, discovered text Intense E...

e Expected text Subtle Emphasis, discovered text Subtle Em. ..

b The paragraph character is missing and the expected text is No Spacin while No Space. . is

visible. ¢ Does contain one or more “UIlAText” located on the “UIAStatusBar” , this widget
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e Expected text Word Count 0 words, discovered text O words
e Expected text Page Number Page 1 of 1, discovered text Page 1 of 1
e LExpected text Language Dutch (Netherlands), discovered text Dutch (Netherlands)

e Expected text Accessibility Checker Accessibility: Good to go, discovered text
Accessibility: Good to go

e Expected text Status Message Select content to apply the copied formatting,
or press Esc to cancel, discovered text Select content to apply the copied
formatting, or press Esc to cancel

e Expected text Zoom 60%, discovered text 60%

dEXpect text If you continue, "-1216109715" will be saved as the current font. This
font is not available on the device you are currently using, so another font may
be used for display, for print, or for both. Do you want to continue? because of
the screenshot dimensions, the dialog was not captured entirely.

Table[6.3|shows the measurements performed on the outcome of the run with Microsoft Word as
SUT. Our implementation processed 2100 widgets in total during the run. After applying our
filtering mechanism, we have validated 408 expected text elements. Inspecting the screenshots
manually resulted that this should have been 365 text elements instead. This means that 11%
of the expected text elements were processed by our implementation, while they should not
have been. These text elements will end up as false positives in the report. On the other
side, our filtering mechanism excluded 87 visible text elements. These visible text elements
should have been analyzed by our implementation. This means that 19% of the text elements
on the screenshot have not been analyzed. From the 365 actual expected text elements, 62
were not detected at all by the OCR engine. This is 17% of the widgets which needed to be
analyzed. Also, another 21% has been detected partially by the OCR engine. While 5% could
not be entirely matched, because of our matching algorithm. 16% of the expected text elements
are correctly marked as TPF and 40% of the expected text has entirely been matched by our
implementation.

6.4 Windows Media player

6.4.1 Composing the configuration.

While investigating which widgets needed to be excluded by our filtering mechanism, we en-
countered two cases which we want to elaborate.

1. As we can see in figure , most of the “UIAButton” widgets do not contain visible
text. Therefore, we have decided to ignore them and filter them out. This would imply
that we will ignore the following buttons despite they contain visible text.

1.1 Play
1.2 Burn
1.3 Sync
1.4 Save list
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However, after investigating the remaining expected text elements, we noticed that first
three buttons were still expected. After investigating this, we discovered that for each
of these buttons, there was also an “UIAFEdit” widget positioned at the same location.
These widgets are well integrated into the button and therefore not noticeable. Because
of this duplication, we can still analyze these expected text elements, because *“UIAEdit”
widgets are analyzed by their “ UIAValue Value” tag. Only the Save list will be ignored
by our implementation.

L Windows Media Flayer =0 O w0

! ¥ Library » Music P All music I Play “ Burm I Sync
Organize »  Stream »  Create playlist -~ g= = | Search - '| !?‘153‘-'?”‘5f | Ll =
Title Lan. Rating | Contributing art.. Album Ganra Hala,.

B Library IS it
#) Playlists ’
> 3 Music There are no items in your Music library.
|€ Videos Click Organize, and then dick Manage libraries to include folders in
&= Picturas your library.
¥ Recorded TV Unsaved list E
[ Other media

* Cther Libraries

Drag items here
to create a playlist

Play favorites

Figure 6.14: Windows Media player UTAButtons.

2. The main screen of Windows Media Player contains two widgets of the type
“UIASplitButton” . The first one has the visible text Create playlist and the second

one contains no visible text and was called View options. This “UIASplitButton” with-
out visible text is located left of the search box. Both buttons have the same ancestor
path

: :UIAToolBar: :UIAPane: :UIAPane: :UTAPane: : UTAWindow: :Process. Therefore it is not
possible with the current filtering mechanism to exclude one of them. We have decided to
not exclude the “UIASplitButton” widgets and only ignore the View options from the
results.

3. For the widget type “ UIAMenultem” we have the same scenario as we have for “ UIASplitButton” .
The widgets with text; Organize and Stream contain visible text while the element right
of search box contains the hidden text Search options. Here we have also chosen not to
exclude this widget and to ignore the invisible text while analyzing the results.

Because Windows Media Player contains many widgets which do not lead to a different state,
we have extended the ClickFilter setting. This is a list of regular expressions. If the text
from a widget matches with a regular expression, then the widget is not available as an action.
We have used the following regular expressions:
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e x[sS]ystem.*, prevents that we perform an unnoticeable action on the SUT.
e .x[eElxit.*, prevents that we close the SUT.
e . *[mM]inimi[zs]e.*, prevents that the SUT is minimized.

e Close, prevents that we close the SUT.

e Maximize, prevents that we maximize the SUT.

The following regular expressions prevent that we perform an action which does not introduce
new text elements.

e Turn.x*

e .xGlyph.*

e Mute

e .*Seek

e Volume

e .xIcon

e Switch.x*

e csPlaystate
e .*Search.x*
e Play

e .*Back.*

e .*xDetails Pane.x*
e .xLibrary Navigation Pane.*
e .xBurn Drive.x*

6.4.2 Inspecting the results.

We have chosen to configure ten actions and a single sequence for testing Windows Media Player
as SUT. By executing ten actions on the SUT, we see enough visual changes to perform our
measurements and collect the results for our research. Looking at the results, we see in general
that most of the expected text elements are correctly identified by the OCR engine and that
our matching algorithm successfully matches the entire expected text. Screenshot shows
the initial state of the Windows Media Player as SUT. We can see that from all the expected
text elements, the majority is successfully detected by the OCR engine and all the characters
have been completely matched. We will now elaborate on the ones that are not green or do not
have an outline at all.
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Figure 6.15: Windows Media player initial state.

e Screenshot shows the “UIASplitbutton” and “UIAMenultem” case, as discussed in
the previous section. On the left side of the Search box, we see the “UIASplitButton”

with the expected text View options. On the right side, we see the “UIAMenultem”
with the expected text Search options. We have excluded both widgets while performing
the measurements.

g
4
4

Organize | |Stream | Create playlist ~ == v |l Search b« @ ldsavelst

Figure 6.16: The included UTASplitButtons in Windows Media player.

e Screenshot contains a lot of text elements without an outline. The widget with the
text Unsaved list was from an “UIAPane” type. This type has been ignored because
the majority of them did not contain visible text. The other visible text elements in the
screenshot are “UIAList” widgets. The “Title” tag did not contain visible text and
after manually inspecting the remaining tags we could not find a match with the visible
text. Therefore, we have decided to ignore the “UIAList” widgets as well.
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There are no iterns in your Music library.
Click Organize, and then click Manage libraries to include folders in
your library.

<« Unsaved list -

Drag items here
to create a playlist

Play favorites

Figure 6.17: Excluded text in Windows Media player.

e Screenshot[6.18|contains a bug in our implementation. For unknown reasons, the outline is
missing in the screenshot. We have inspected the log files and noticed that both Library
and Music have been matched 100%. They should have been outlined in green, similar to
the other text elements in the screenshot.

Ea_, Library

») ;Pla_ylists:

JJ Music

14 Videos

&= Pictures

# Recorded TV
£4) Other media

hig (Other Libraries

Figure 6.18: The missing outline for visible text in Windows Media player.

e Screenshot [6.19 shows three correctly detected TPFs. For the visible text element Len. . .,
the expected text is Length. For the visible text element Contributing art..., the
expected text is Contributing artist. And for the last visible text element Rele..., the
expected text is Release Year. For all three text elements, the text has been truncated
and three dots have been added.

v | 2 ¥ T ey
Title IL ‘ Rating | Contributing art... | Album | Genre Rele...

Figure 6.19: Valid TPFs detected in Windows Media player.
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e Screenshot [6.20] shows a pop-up menu which covers the expected text element Create
playlist. The executed action has triggered this pop-up menu. Because the expected
text is covered, the OCR engine can not detect the expected text. Also, some of the
expected text elements from the pop-up menu are linked to the covered element because
the location of the detected text intersects with the expected text.

| [ Windows Media Player

=
G by >

|
B | Organize ¥ | | Stream ||

B Ubrary
- |Playlists

v

dd

[

= |Fictures;

¥ |Racorded TV
4 Other media

[ |other Litiraries|

Pictures o

i Playlists

Playlists »
[ Music || = [earch

Videos

Recorded TV
Other media

Click here

There are na playlists in this library.

to create a playlist

@ O

,JFle 4?‘:' i e iz :”vl

“onnect a bumner and

r
| 4
f
festart the player

Burn fist

Drag items here
to create a burn fist.

Figure 6.20: Expected text covered by a pop-up in Windows Media player.

e In screenshot [6.21] we see that the Search widget has been outlined as if it was entirely
matched with the OCR results. However, after manually inspecting the output, we have
discovered that the OCR engine did not detect any text for this expected text element.
Therefore, the given outline color is incorrect and should have been red instead of green.
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Figure 6.21: Search has incorrectly been marked as entire match.
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Expected | Excluded
Screenshot|| Expected | elements | despite Covered Not Entire
- by detected | TPH Partially matched
No elements | filtered visible . matches
action | by OCR
(actual) text
OCR| Algorithm

1 152 31%(29%) 4 0 0 3 26 0 0
2 152 31%(29%) 4 0 0 3 26 0 0
3 1 0(0) 1 0 0 0 0 0 0
4 154 34%(32%) 4 0 0 0 28 4 0
5 1 0(0) 1 0 0 0 0 0 0
6 149 35%(33Y) 4 0 0 0 29 4 0
7 1 0%(0) 0 0 0 0 0 0 0
8 149 35%(33Y) 4 0 1 0 31 1 0
9 1 1%(0) 0 0 0 0 0 0 0
10 149 35%(33Y) 4 0 2¢ 0 30 1 0
11 1 1%(1) 0 0 0 0 1 0 0
12 149 35%(33Y) 4 0 0 0 32 1 0
13 1 1%(1) 0 0 0 0 1 0 0
14 143 28%(26°) 5 0 1 0 23 2 0
15 1 1%(1) 0 0 0 0 1 0 0
16 130 25%(23) 0 0 1 0 22 0 0
17 1 1%(1) 0 0 0 0 1 0 0
18 140 27%(24) 4 0 1 0 21 2 0
19 1 0%(0) 0 0 0 0 0 0 0
20 145 31%(26) 4 3 1 0 21b 1 3
21 1 1%(1) 0 0 0 0 1 0 0
22 149 35%(33Y) 0 0 1 0 29 3 0

Table 6.4: Measurements Windows Media Player.

® Includes a widget “ UIASplitButton” with text View options and a widget “UIAMenultem”
with the text Search options

b Contains one or more of the following text elements; Recorded TV, Other media, Library or
Music which are detected and 100% matched correctly but not annotated with a green border.
¢ Search has been marked as successful while the OCR could not find the text.

Table[6.4] contains the measurements extracted from the report. We excluded the first screenshot
from the overall calculation. This is because the state was a duplication of the second screenshot.
If we would include the first state, then the absolute numbers for the different categories would
not represent the actual state. With Windows Media Player as SUT, our implementation has
received 1619 widgets. Out of this input, we have automatically filtered 356 widgets, which we
wanted to analyze. After a manual verification, we concluded that 29 of the expected widgets
did not contain readable text. This means that there are 327 text elements which actually
contain visible text. This comes down to 8% of the filtered widgets should not been analyzed
by our implementation. 39 visible text elements were not included. This is 11% of all the
text elements that were visible during the run. The OCR engine did not detect 8 visible text
elements. This is 2.4% of the actual expected text elements. 3 expected text elements could
not be detected because another widget covered them. 3 out of the 327 analyzed text elements
were correctly detected as TPFs. 91% of the actual expected text elements are entirely matched
with the OCR results. We could not entirely match 3 expected text elements because of the
current implemented matching algorithm. While, another 19 expected text elements were only
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partially detected by the OCR engine.

6.5 www.ou.nl

6.5.1 Composing the configuration.

We noticed during the exploration run that TESTAR could not execute the selected action
correctly. We have encountered this problem during the proof of concept [3:I] This problem
is computer dependent and therefore it is not always required to change this value. We have
solved the problem for our setup by setting the display scale value to 1.0. Except for the display
scale, there was no need to modify other default settings. Also, expanding the configuration for
ignoring certain widget types was unnecessary.

6.5.2 Inspecting the results.

Navigating through the SUT showed enough diversity in the visible text elements. Therefore,
we have chosen to run a single sequence consisting out of ten actions. In screenshot we
see the initial state of the SUT. The OCR engine has detected the text within the logo and
the search icon while they were not expected. The OCR engine has identified them as Open
Universiteit and the character Q. The expected text elements in the upper right corner of
the screenshot were not detected at all by the OCR engine. The same applies to the text
Groei. Durf. Studeer. #DenkOpen. The OCR has detected one character incorrectly for
the expected text Nu is jouw moment. The identified text was Nuts instead of the expected
text Nu is. While the OCR engine has identified the entire text of the cookie banner at the
bottom of the screenshot correctly, our matching algorithm was not capable of matching all
the characters correctly. Our implementation has identified and matched the remaining eleven
expected text elements correctly. While inspecting the remainder of the report, we noticed the
following items:

8 Open Universiteit

Opleidingsn = Wetenschapsgebied - Studeren bij de OU - Onderzoek =

Figure 6.22: The initial state of the OU website.
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e Screenshot [6.23] contains an image at the bottom of the screenshot. This image contains
text which is detected correctly by the OCR engine. However, all the text incorporated
into images can not be extracted by the accessibility API and are therefore not included

in the expected text list.

8 Open Universiteit Inderwi - derzock * | Overons = antact = [s

|

Jpenuniv

grsitent

Feiten en cijfers

¥ Over ons
Kerncijfers

i cerzcnt ven defipen Uniseraien i £ us hex (L [anoerraing 2074

Feiten en cijfers 2019*

Feten en cijfers

Onderwijs
i <happe

ETUBENTER TEHTAMEHE 38 8k

Sesmsur an erganizatie

Facuiteier

Figure 6.23: Images on the OU website which contain text.

e Screenshot [6.24] shows a red line below the expected text Contact en adressen. This
red line is not an annotation by our implementation. Instead, it is a floating element on

top of the background image, which is part of the website design.

8 Open Universiteit Inderwi - derzock * | Owerons = | Conkact [a:

Service en Informatie

=n bela e met

Zoek medewerker

Bezoekadres

Figure 6.24: A screenshot of the OU website containing an unexpected red line.
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e Screenshot shows a part of the website which contains an embedded video. The
embedded video contains visible text, which is detected by the OCR engine. The text
elements where not included in the expected text list. This is because the video is included
as an Iframe. The current implementation can not query content within the Iframe.

8 Open Universiteit Onderwis =

Wil je studeren in je eigen tempo? B de Open Universited studeer je wanneer het jou
ultkomit. 2o kun je je studie goed combineren met &n priv . Je studeert vooral

thuis, Via de online leeromgeving heb je tosgang tat het studiemar L volg je colleges en
groepshijeenkomsten en lag e contact met de docent en medestudenten. Je kunt elkaar

Figure 6.25: An Iframe on the OU website containing an embedded video.

e We see at the bottom of screenshot [6.26] a single sentence which comprises two outline
colors. The first outline is a purple and located on the left and right edge. The second
outline is a green and located in the center of the sentence. This sentence is built out of
two parts, a hyperlink in the middle with the expected text acht wetenschapsgebieden
and the remainder of the sentence. The hyperlink has successfully been detected by the
OCR engine and correctly matched. As for the other part, the OCR engine did correctly
detect the individual words. However, the original text is longer than we can see on the
screenshot. When we extract the expected text, we have included an additional check
for the “webdriver protocol” . Websites often contain more context than the web browser
can present on the screen. Therefore, users need to scroll through the page to see the
remainder of the website. When we extract the expected text, we only include expected
text items which are visible by checking if the web tag “WeblsFullOnScreen” is set to
true. In this example, it is not the case.
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8 Open Universiteit derw *  Onderzaek = - Q

Wetenschapsgebieden -

Onderzoek bij en met de Open
Universiteit

Figure 6.26: Partially visible text at the bottom of the screenshot.

e Screenshot contains a chat window on the right side of the screenshot. The text
elements within this window are all annotated with a purple outline. Similar as in the
previous case the chat window is placed within an Iframe. This means that we can
not extract the expected text elements with our current implementation.

Bupnunmmum Sadarelfs = trzzek w erans = | Canmc @

Corgact af acvessen

Service en informatie

Zoek medewerker

Bezoekadres

Figure 6.27: A chat window embedded as Iframe.
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Expected

Excluded

Screenshot|| Expected | elements dés-pite CO\];;red de‘ljezze 4 | TPH Entire Partially matched
No elements | filtered visible . matches
action | by OCR
(actual) text
OCR| Algorithm

1 559 17(17) 0 0 4 0 11 1 1
2 558 17(17) 0 0 4 0 10¢ 2 1
3 1 1(1) 0 0 0 0 1 0 0
4 545 14(14) 0 0 4 0 8¢ 2 0
5 1 1(1) 0 0 0 0 1 0 0
6 403 12(12) 0 0 1 0 9 2 0
7 1 1(1) 0 0 0 0 1 0 0
8 255 27(27) 0 0 2 0 23¢ 1 1
9 1 1(1) 0 0 0 0 1 0 0
10 271 30(30) 0 0 5 0 23¢ 2 0
11 1 0(0) 0 0 0 0 0 0 0
12 280 34(34) 0 0 5 0 27 2 0
13 1 1(1) 0 0 0 0 1 0 0
14 259 18(18) 0 0 2 0 16 0 0
15 1 0(0) 0 0 0 0 0 0 0
16 544 14(14) 0 0 4 0 8¢ 2 0
17 1 0(0) 0 0 0 0 0 0 0
18 544 14(14) 0 0 5 0 8¢ 1 0
19 1 1(1) 0 0 0 0 1 0 0
20 292 27(27) 0 0 4 0 22 0 1
21 1 0(0) 0 0 0 0 0 0 0
22 309 34(34) 0 0 4 0 29¢ 0 1

Table 6.5: Measurements for www.ou.nl

¢ Missing green outline for: Onderzoek, Over ons, Feiten en cijfers, Onderzoek, Contact
en adressen, Stel je vraag, Persvoorlichting and Giftshop Boutique.

Table shows the measurements for www.ou.nl as SUT. Our implementation has processed
5389 elements in total. After feeding the widgets to our filtering mechanism, we needed to
validate 264 expected text elements. After manually inspecting the screenshots, we conclude
that all text elements which needed to be analyzed are included in the outcome of the filtering
mechanism. And that the filter elements are all valid and do not contain any unexpected text
elements. Compared to the desktop applications, we see that the filtering mechanism needed to
filter significantly more elements. Also, the entire filtered output consists out of true positives.
This is something we have not seen before, not even in the reference application. None of the
expected text elements were blocked because of an executed action. So all the expected text
elements are visible for the OCR engine. The OCR engine could not detect 44 text elements
from the total of 264 expected text elements. This is 16% of the text elements which needed to
be validated by our implementation. There are no TPFs identified while testing the website.
Our implementation has successfully identified and matched 200 expected text elements. This is
76% of total expected text elements. 15 text elements could only partially be matched because
of incorrect detection by the OCR engine. This is 6% of the total expected text elements.
5 other text elements could only partially be matched because of our implemented matching
algorithm.
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www.ou.nl

6.6 www.nytimes.com

6.6.1 Composing the configuration.

Similar as for the www.ou.nl website and during the proof of concept [3.1] we changed the display
scale to 1.0 for testing www.nytimes.com. The www.nytimes.com| website presented a cookie
banner at the bottom of the website. Screenshot shows this cookie banner. Initially, we
tried to enforce that the initial action would remove this banner. This has been done similarly
for the www.ou.nl website, where the protocol has specified a policy to close the banner. We
tried to implement a policy based on the class. However, while testing this policy, we noticed
that the action remained available even when the banner was gone. Therefore, all the execute
actions led to clicking on a none visible button. This behavior did not lead to new states of
the SUT. We decided to bypass the cookie banner. Because of legislation, the cookie banner
is only shown when we requested the website from within Europe. In order to bypass this, we
needed to virtually move to outside Europe. Therefore, we used a VPN connection with the
USA. After opening the website with the VPN enabled, we noticed that the cookie banner was
not shown anymore. The default configuration did not need to be modified, therefore we have
used it as is while using www.nytimes.com as SUT. While composing the configuration, we have
noticed that the website offers many different text elements when executing a single sequence
with ten actions. Therefore, we have decided to use this setup for the actual run, which will be
used to measure the performance of our implementation.

Avpr on Fab. 11 14-day change =L 3 -9? .Q’ 5 - w
New cases 186,970 B6% = R4 a & m = 1’ . KORT SCHAKE
New daaths 2471 . IS iy i Y . M  Americas Russia Policy Has a Biden Problem
Your tracker settings b 4

We use cookies and simiiar methods [0 recodnize visitors and rémember helr preferences. We also use hem

to measure ard f ids and anatze site traffic. To leam more about these methods,

Inehuing
; REJECT
Starting on July 20, 2020 we will show you ads we think are relevant 1o you
content yois access in our Services. You can object. For mone info, see our

terests, based on the Kinds af

Figure 6.28: The cookie banner shown on The New York Times website.

6.6.2 Inspecting the results.

Screenshot shows the initial state of the website. As we can see in table the majority of
the expected has been matched either entirely or almost entirely correct with the detected text.
Right above the text Thursday, February 3, 2022, we see a red outline. We did not take
this into account as expected text element. The website contains two anchors at this position
with the expected text Skip to site index and Skip to content. There was no possibility
of filtering this out without ignoring many visible text elements. The expected text Opinion
located at the bottom left of the logo does not contain an outline. After inspecting the log files,
we noticed that the expected text element was correctly identified and match and that only the
outline was not drawn correctly. After inspecting the report, we want to highlight the following
items:
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www.nytimes.com
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] in teams and technology to enhance safety
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] . FACEBOOK 0®E@co

Pufiz, Facing Sanction Threats,
Has Been Saving for This Day

e i P Ohar wrider swapped her readinog glasses for
J' burria stral l‘ working, o is magical eysdrops that promiss claar vision.
ng....l \I-d.u Putin tawa: e e

EFK c;m"
T.-.‘ [N TS P IS e

Figure 6.29: The initial state of The New York Times website.

e Screenshot [6.30] contains an advertisement shown on top of the website. These advertise-
ments are placed within an Iframe. It is not possible with the current implementation to
extract the expected text for content shown within this Iframe.

.

TheNewHorkTimes
Spotlight on savings.

Unlimitiad ness secess:
Rl bl S —

Figure 6.30: Text in advertisements can not be extracted.

e Screenshot shows stock information below the weather information. The stock infor-
mation is replaced with new stock information after a brief period of time. The screenshot
capture and the extraction of the expected text do not take place at the exact same mo-
ment. Therefore, it is possible that the captured screenshot contains the previous stock
information and that the expected text already contains the new stock information. Our
implementation can not handle this type of animated content. This can lead to a mismatch
between identified and expected text.

T

43°F

S&P 500 +0.94% B

Figure 6.31: Animated stock information is not detected correctly.

e Screenshot [6.32] contains minuscule red dots positioned in the upper left corner of each
image. These red dots are anchors with the expected text Photo which our implementa-
tion could not successfully match. We could not exclude these anchors without excluding
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An Electrifying View of the Heart of the
Milky Way
A new radio-wave image of the center of our galaxy

reveals all the forms of frenzy that a hundred million or
50 Stars can get up to.

other visible text elements. Therefore, we have ignored them while performing the mea-
surements listed in table [6.6]

Figure 6.32: Image anchors which could not be excluded by the filter mechanism.

e Screenshot [6.33]shows many misaligned outlines. While the OCR engine could identify the
visualized text based on the expected location they were not correctly matched. Manual
investigation of this problem did not provide useful information to address this problem.

Ehe New Hork Eimes [ pe——

Would you like t6 add more ta your subscription?

Unsiiiritad il sceuss fop 31/ wesk
DML

€ Cooking - & Games + T Wirscutier

Cook a meal for any becasion with 19,0044 recpes, plgzla over 754
5 and oo

- |

Figure 6.33: Expected text is misaligned with the OCR results.

e Screenshot [6.34] contains a pop-up requesting the user to log in or to create an account
to be able to continue reading articles on the website. This pop-up is also placed within
an Iframe, similar as for the advertisements [6.6.2] shown on the website. Because of the
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Iframe we can not extract the expected text, despite that the content within the Iframe
belongs to the website itself. Where the advertisement is outsourced.

T I ®he New Hark Eimes [ snonatcsiimen | an |

Thanks for reading The Times.
Create your free account or log in to
continue reading,

Figure 6.34: Text in popup is not expected.

e Screenshot [6.35] shows a yellow and orange outlined border. The OCR engine could not
identify the expected Chinese characters for the orange outline. For the yellow outline,
the OCR engine identified the text ESPANOL instead of the expected text ESPANOL. The
tilde above the N was not detected. We noticed that the OCR engine has problems
with identifying special characters like these. Also, for the initial state, as shown in
screenshot [6.29] the remaining six yellow outlines are because the OCR engine did not
detect characters like " and ’.

‘ us. ” INTERNATIONAL ‘ CANADA‘ ESPANOL ‘ ‘PSZ‘

Figure 6.35: Special characters are not detected correctly by the OCR engine.

e Screenshot [6.30] contains a long text shown in state 12 of the SUT. Despite the good OCR
results, our implementation could not entirely match this text correctly. The screenshot
contains three expected text elements; the long text, You can anytime. and cancel. Our
matching implementation should have assigned the word introductory to the long text.
However, based on the location it was assigned to the expected text You can anytime.
Because of this, our matching implementation tried to find the individual characters for
the word introductory in the remainder of the long text. The correctly identified words
were incorrectly assigned and could therefore not be assigned to their expected counter
part.

Limited time offer. This is an offer for a Basic Digital Access Subscription. Your payment method will automatically be charged in advance every four weeks, You
will be charged the introductory offer rate of $4 every four weeks for the introductory period of one vear, a"ld thereafter will be charged the standard rate of $17)
every four weeks until you cancel. Your subscription will continue until you cancel. Youunﬂmlmyﬁmn. Cancellations {ake effect at the end of your current
billing period. The Basic Digital Access Subscription does not include e-reader editions (Kindle, Nook, etc.), NYT Games (the Crossword) or NYT Cooking.
Mobile apps are not supported on all devices. These offers are not available for current subscribers. Other restrictions and taxes may apply. Offers and pricing
are subject to change without notice.

Figure 6.36: Incorrect location match for long text.
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Expected | Excluded
Screenshot|| Expected | elements | despite Covered Not Entire
. by detected | TPH Partially matched
No elements | filtered visible . matches
action | by OCR
(actual) text
OCR| Algorithm

1 1442 54%(50) 0 0 2 0 320 16 0
2 1442 54%(50) 0 0 2 0 320 16 0
3 1 1(1) 0 0 0 0 0 0
4 648 36%(27) 0 0 5 0 21° 1 0
5 1 0(0) 0 0 0 0 0 0 0
6 641 16%(6) 0 1 5 0 1 0
7 1 1(0) 0 0 0 0 1 0 0
8 648 36%(27) 0 0 12 0 12b 1 2
9 1 1(1) 0 0 0 0 1 0 0
10 394 34%(25) 0 0 4 0 20° 0 1
11 1 1(1) 0 0 0 0 1 0 0
12 382 40%(27) 0 0 4 0 15 5 3
13 1 1(1) 0 0 0 0 0 1 0
14 118 22(22) 0 0 1 0 15 5 1
15 1 0(0) 0 0 0 0 0 0 0
16 1442 54%(50) 0 0 4 0 330 13 0
17 1 1(1) 0 0 0 0 1 0 0
18 594 28%(18) 0 0 4 0 13 0 1
19 1 1(1) 0 0 0 0 1 0 0
20 118 22(22) 0 0 1 0 15 5 1
21 1 0(0) 0 0 0 0 0 0 0
22 34 14(14) 0 0 13¢ 0 0 0 1

Table 6.6: Measurements for www.nytimes.com

% Contains one or more anchors without visible text.

b Green outline is missing for Opinion, WHAT YOU GET, or By.

¢ OCR identified most text elements, however the location could not be matched with the
expected element.

Table presents the performed measurements on the website www.nytimes.com as SUT. Our
implementation has processed 7913 widgets in total. According to our filtering implementa-
tion, 417 of them contain visible text. After a manual inspection, we counted 344 visible text
elements. This means that 18% of the expected text elements should not be validated and
will negatively affect the overall outcome for this test. None of the visible text elements were
ignored because of our used configuration. Only one text element was covered by executing
an action and could therefore not be identified by the OCR engine. The OCR engine has not
identified 57 expected text elements while they were visible. We have not encountered a valid
TPF while testing the website. Our implementation came to the same conclusion. 214 expected
text elements have successfully been identified by the OCR engine and are fully matched. This
is 62% of the overall expected text elements. 10 expected text elements could only partially be
matched because of our matching implementation. The OCR engine has identified 64 text ele-
ments not entirely correct. Therefore, 19% could only partially be matched with the expected
text.
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6.7 www.apple.com

6.7.1 Composing the configuration.

While composing the configuration by performing dry-runs with the www.apple.com|, we noticed
that the selection algorithm often selected a drag action. Most of these drag actions did not
result in new text elements which we can use to validate our implementation. Therefore,
we have decided to disable the sliding actions. We have accomplished this by modifying the
Protocol_webdriver_generic. java. By removing the function call “addSlidingAction” in the

function “deriveActions” , drag actions are no longer available as actions which can be executed
on the SUT. We also noticed that the website uses a lot of animations when navigating between
pages. The screenshot was often taken while the animation was ongoing. This resulted in
expected text which could not be found by the OCR engine. In order to solve this, we have
increased the “TimeToWaitAfterAction” setting from 0.1 till 10.0 seconds.

6.7.2 Inspecting the results.

Screenshot [6.37] shows the initial state of www.apple.com. The majority of expected text ele-
ments have not been matched correctly because the OCR engine could not detect them properly.
Screenshot [6.38 shows the header containing the product overview of the website. The OCR en-
gine has identified four items correctly. However, only Airpods could be linked to the expected
text. This is because the expected text is extracted from an Anchor element. These elements
have a height and width of only one pixel. Because of the dimensions, the outline is a single
pixel. The outline for the header elements is placed at the location of the Anchor element. This
is horizontal centered at left side for each item. While our matching implementation was not
able to link all the discovered text elements correctly to the expected ones, it is remarkable that
only four of the eleven expected text elements have been identified by the OCR engine, while
the visual appearance across the text elements is the same.

iPhone 13 Pro
Oh. So. Pro.

Leam mare 3 Buy

iPhone 13

Your new superpower.

Figure 6.37: The initial state of the Apple website.
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www.apple.com
www.apple.com

iPad iPhone Watch AirPods Only on Apple Support

Figure 6.38: The product overview of the Apple website.

e Screenshot shows a part of state 6. The expected text elements are Inspired
by Afrofuturism, the new Black Unity watch band and matching Unity Lights
watch face symbolize the necessity for a more equitable future for the
present generation of Black people and Black Unity Braided Solo Loop. The
OCR engine successfully detected these text elements entirely. However, our implemen-
tation did not mark this expected text element as entirely matched correctly. After in-
specting the log files, we discovered that Black Unity, Unity Lights and Black people
are separated by the NO-BREAK SPACE (U-+00AO) character. Our matching algorithm
ignores whitespaces, however, this character does not return true on the used check
“4sWhitespace” . Screenshot shows a part from state 14. This is a similar case
where the NO-BREAK SPACE character is placed between hits home.

Inspired by Afrofuturism, the new Black Unity watch band and
matching Unity Lights watch face symbolize the necessity for a more

equitable future for the present generation of Black people.

Black Unity Braided Solo Loop

Figure 6.39: Text shown on the website of Apple contains invisible characters.

The future hits home.

Figure 6.40: Text shown on the website of Apple contains invisible characters.

e Screenshot contains a fragment from state 8. The expected text consist out of two
elements: first Get 6 months of Apple Music free with your AirPods.. Second, *.
The OCR engine has identified all the expected characters correctly. However, the text
Airpods. * are all, based on their location, assigned to the *. Therefore, it was not possible
to match the first section entirely and the text Airpods. remain unmatched.

Get 6 months of Apple Music free with your AirPods!*

Figure 6.41: Text was not matched entirely because of incorrect OCR assignment.

e State 10 is reached after the action to click on the search box was executed. Screenshot
shows a part of the state after the action was executed. The expanded search box
covers the headers Because of this overlap, the characters from the expected text
Visiting an Apple Store FAQ and Airpods are assigned to the expected text elements
which are not visible.
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QUICK LINKS

Visiting an Apple Store FAQ

AirPads
 e——

AirTag

AppleCare+

Gift Cards

Figure 6.42: Identified text is assigned to hidden text elements.

e Screenshot contains a snippet from state 16. The sentence consists out of three ex-
pected text elements; Get up to $235 with extra trad-in savings on Apple Watch
Series 7 when you upgrade during Heart Month., (0 and Shop. The OCR engine
was not capable of detecting the (. The other expected text elements were identified
correctly. However, our implementation assigned the text savings to the $<». This made it
impossible to completely match the expected text Get up to $235 with extra trad-in
savings on Apple Watch Series 7 when you upgrade during Heart Month..

Get up to $235 with extra trade-in savingd® on Apple Watch Series 7 when you upgrade during Heart Month. [Shop 3

Figure 6.43: OCR engine did not detect lozenge symbol correctly.

e Screenshot shows a fragment of state 20. The expected text is Take a look at
what’s new, right now.. It is important here that the expected text contains a ty-
pographic apostrophe >. When we look at the screenshot, we see that the typewriter
apostrophe, ' is shown instead. The OCR engine detected the typewriter apostrophe
correctly, like all other expected characters. However, our matching algorithm could not
match this against the expected typographic variant.

Take a look at what's new, right now.

Figure 6.44: OCR engine did not detect the proper apostrophe.
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Expected

Excluded

Screenshot|| Expected | elements d?spite Cog/;red de’lc\;(()zze 4 | TPF Entire Partially matched
No elements | filtered visible X matches
action | by OCR
(actual) text
OCR| Algorithm

1 386 26(22) 0 0 16 0 5 1 0
2 386 26(22) 0 0 16 0 5 1 0
3 0 0(0) 0 0 0 0 0 0 0
4 403 32(28) 0 2 20 0 6 0 0
5 1 0(0) 0 0 0 0 0 0 0
6 896 42(38) 0 0 10 0 13 13 2
7 1 0(0) 0 0 0 0 0 0 0
8 784 33(29) 0 0 11 0 13 4 1
9 1 0(0) 0 0 0 0 0 0 0
10 813 40(26) 0 10 8 0 6 0 2
11 1 0(0) 0 0 0 0 0 0 0
12 772 30(26) 0 0 11 0 9 4 2
13 1 0(0) 0 0 0 0 0 0 0
14 603 22(19) 0 0 10 0 8 0 1
15 1 0(0) 0 0 0 0 0 0 0
16 1129 62(46) 0 0 14 0 26 3 3
17 1 1(1) 0 0 0 0 1 0 0
18 40 7(7) 0 0 0 0 5 1 1
19 0 0(0) 0 0 0 0 0 0 0
20 1129 61(46) 0 0 12 0 26 5 3
21 1 0(0) 0 0 0 0 0 0 0
22 603 22(19) 0 0 10 0 8 0 1

Table 6.7: Measurements for www.apple.com

Table [6.7] contains the measurements of www.apple.com| as SUT. Our implementation has pro-
cessed 7952 widgets in total. After applying our filter mechanism, 404 widgets remained as
expected text elements. The filtering mechanism did not exclude any text that needed to be
processed by our validation mechanism. A manual verification resulted in 329 widgets, which
actually contained visible text. This means that 19% of the expected widgets should not have
been validated by our implementation. 42% of the expected text has not been identified by
the OCR engine and could therefore not been matched. While 39.8% of the expected text has
entirely and correctly matched with the OCR results. The implementation did not find any
TPF, this is according to our expectations. 4.9% could only be partially matched because of
our matching algorithm. This was mainly because of OCR text elements which were assigned to
surrounding text elements. 9.7% of the discovered text could only be partially matched because
of a partially valid detection by the OCR engine.

6.8 Discussion

The settings configuration of TESTAR and the visual validation results from the controlled
environment experiment in section [5.2] and the six target applications in section [6.1] are archived
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www.apple.com

in a GitHub E| repository. We will now summarize the findings which we have seen while
collecting the results from the six target applications. Where applicable, we will also elaborate
on a possible solution.

1. With the current filtering mechanism to exclude widgets based on their ancestors, it is
not possible to ignore individual elements as we have seen in section [6.2.1} The ancestor
path is composed out of the elements types of the ancestors. This will lead to additional
exclusions when a similar widget is placed within the same parent. By replacing this with
the actual “Path” tag, we can improve the filtering mechanism.

2. A lot of images presented within the screenshots are identified as characters by the OCR
engine, as we have seen in section [6.2.2] These OCR results affect the accuracy of the
OCR engine. Because of this, the actual text is often not identified correctly. A possible
solution could be to feed smaller parts of the screenshot to the OCR, engine. This can be
accomplished by using the location of the widgets to extract them from the screenshot
and feed the extractions to the OCR engine.

3. The matcher implementation currently stores the index of the character identified by the
OCR, which is last matched. Because of this, a couple of expected text elements have
a lower matching percentage than expected. We have encountered this for example, in
section [6.2.2] The matcher used a similar character found later in the OCR result, which
leads to skipping the characters in between, which are identified by the OCR engine and
which were potentially required to match the expected text. This could be solved by
dropping the stored index and only try to match the unmatched OCR results.

4. We have seen that the OCR result differs across different states for the same widgets, while
the widget on the screenshot is exactly the same. We have encountered this in section
A logical first step would be to see if we can adjust the configuration of the OCR
engine to improve the detection rate. When this does not give the required improvement,
we could introduce aggregating results. In order to make this work, we would first need
to extract the widget from the screenshot and compare this visual with other states. For
a state where we could not match the expected text entirely, we could inspect the other
states. If we find a state where the expected text could be matched entirely with the
OCR result and the visual of the widget is identical, we could adopt the result and mark
it still as a complete match.

5. When executing a selected action, while testing a desktop application, it might happen
that the execution covers a widget. When this happens, our implementation can not
match the expected text because the OCR engine can not find the text, like in section
[6.2.2] In order to solve this properly, we need to improve the expected text extractor. We
can investigate whether the desktop protocol contains a property, which we can query for
the widget which indicates whether the widget is blocked. Another approach could be
that we request the Z-index of the widget and calculate if that is the highest value for that
particular location within the SUT. As a last resort, we could mark the expected text of
the widget on which the action was executed as optional. In case that the expected text
cannot be matched, we can treat the result differently. For example, it can be completely
ignored or annotated with a dedicated color.

6. The size and location of the screenshot is based on the main window of the SUT. We have
seen that the expected text can be placed outside the boundaries of the main window. In
section [6.3.2] the dialog is wider than the main window. This can be solved by iterating

"https://github.com /TMenting/testar-vv-data
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for each state over the widgets and calculate the entire surface of the SUT. If a particular
widget is placed partially or completely outside the main window, we increase the area
which needs to be captured by the screenshot.

7. In section [6.3.2] we have encountered some problems with special characters which could
not be matched. We need to investigate whether the OCR engine can detect them. If this
is not possible, we need to introduce a dedicated ignore list for such characters. Ideally,
we make this list configurable via the new settings framework.

8. Section [6.4.2] contains examples where the outline for widgets is missing. After a small
investigation, it looks related to expected text, which is listed multiple times for that
particular state. The log files showed that the expected text for the missing outline is
matched correctly. This means that the visual border annotation is missing and that the
widget is only listed once in the HTML report.

9. The matcher algorithm makes use of the “isSpaceChar” function. If this function returns
true, we ignore the current character that we try to match. We have seen in section
that the SUT contains a no-break space character. If we feed this character to
the “isSpaceChar” function, the result is false. The no-break space can not be detected
by the OCR engine because it is visualized as a whitespace. Therefore, it could not
be matched. In order to solve this, we need to extend the “isSpaceChar” check with
additional characters. This can be combined with the special characters mentioned at
point 7.

10. There are two types of quotes, the straight quote ' and the curly quote ’. In section
[6.7.2] we have seen a screenshot which contains a curly quote. However, the OCR engine
identified this as a straight quote. While they visually differ, it is acceptable to treat
them similarly when it comes to matching the expected text. This can be accomplished
by adding support for alternative characters for a particular character.

6.9 Threats to validity

With the usage of an OCR engine, comes the chance that a character is identified correctly
by the OCR engine, while it is only partially visible. When this happens, our implementation
will match it correctly with the expected text, although the text is not entirely visible. The
required visible area of a cutoff character may vary between different characters in order to be
identified correctly. The visual validation module includes this margin of uncertainty and can
therefore not validate if the text is truly entirely visible to the user.

Our implementation can only validate one text or sentence for each GUI widget. Because of
this limitation, we can not validate all the text linked to a single GUI widget. For example,
for a button with a text which also has a tooltip, our implementation can only validate the
presented text. In addition, it is required to trigger the tooltip before the OCR engine can
retrieve the visualized text.

During the validation process of our implementation, we have noticed that the filtering mech-
anism to exclude certain widgets is sometime too coarse grained. The first item in section
elaborates more on this problem. Because of this problem, we have excluded more widgets than
desired in order to compose a representative list of expected text widgets for validating our
implementation. The influence of the reduced amount of text elements as input is therefore
bigger on the overall result of the validation process.

92



We have seen in section [6.2.2] that some OCR results are matched with an incorrect widget
in case the widget was covered. This impacts the outcome negatively. We have seen multiple
scenarios were the identified text matched the expected text however, because of the incorrect
location match, it could not be validated correctly. In these cases the identified text was
matched with widgets which were positioned behind another widget.

In section [6.4.2] we have seen that some identified text elements are truncated by using dots.
This behavior is known as ellipsize. When the text of a widget needs more space than available,
the last visible characters will be replaced with dots to indicate that the text is not shown
entirely. Our implementation can not identify whether a widget makes use of the ellipsize
feature. Therefore, a widget which has this feature enabled will still not be marked as 100%
matched.

While validating our implementation for the “webdriver protocol” , we have seen in section
that we can not validate all the visible text which is shown on a website. Our implementation can
not extract the expected text for embedded content. The embedded content can be anything,
from an advertisement to a support chat window. A dedicated investigation is required to see
whether it is possible to include the embedded content in the validation process, or that it
should be validated separately.

We have encountered one case in section which has been marked as 100% matched while
there was no linked OCR result. This incorrect result has only been seen once. For all the
other entirely matched text elements, we have a corresponding OCR result. We have tried to
investigate this bug. Unfortunately, we could not find the root cause of this problem.
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Chapter 7

Conclusion

7.1 Conclusion

This section will give an overview of the research questions and their answers.
RQ1: How can OCR help to automatically validate whether the text is entirely visible?

With the implementation of an OCR engine, we made it possible to introduce a mechanism to
obtain the visualized text which is decoupled from the SUT. By feeding the OCR engine with a
captured screenshot from the SUT for each new state, the engine can analyze the screenshot and
identify which text is shown for that particular state. Because the OCR engine only processes
the captured screenshots, it is decoupled from the SUT. The OCR engine has no knowledge
about the SUT or which text should be visible. Section elaborates on the implementation of
the OCR engine. Test runs, which we executed while implementing the OCR engine, returned
promising results. The OCR engine is capable of identifying the text elements located on the
screenshot. With the implementation completed, we can obtain the visualized text elements in
an automated way.

RQ2: How can OCR be integrated into TESTAR in order to validate the visibility of the text
for the application under test?

In order to validate whether the text presented by the SUT is entirely visible for the user, we
need to acquire the expected text and compare that against the visualized text. With the usage
of an OCR engine, we can obtain the visualized text. In section we have created a design
for integrating the OCR engine. This design elaborates on the technical implementation and
how the OCR engine is incorporated into the workflow for testing the SUT. This design also
explains how we can acquire the expected text which we need in order to validate the visibility
of the text shown by the SUT.

RQ2.1: How to combine the OCR results when the expected text consists out of multiple words?

The output of the OCR engine consists, among others, out of the identified text and the location
of the identified text. We also have access to the location of the expected text. Based on the
location of the expected text, we try to find related OCR results which are positioned within
the location of the expected text element. We do this by iterating over all the expected text
elements and for each element we find and link the OCR results which intersect with this
location. In section [1.5] we explain more in detail how we combine the OCR results so we can

94



validate the expected text.

RQ2.2: How can we filter out the false positives of widgets that do not have a text that needs to
be visualized?

When we query the expected text elements for each state of the SUT, we receive for all the
widgets within that particular state the expected text. Unfortunately, there are widgets which
do not visualize an expected text despite the fact that they do return a text when requesting
it. Another scenario is that some widgets we need to query a different property in order to
receive the actual text. We have solved these problems by introducing a filtering mechanism.
This mechanism can exclude dedicated widgets or return the right property, which we need to
query when the default property does not return the expected text. In section [4.4] we elaborate
more on how we extract the expected text and how we filter the widgets which do not contain
any visual text.

RQ2.3: How to match the results from the OCR engine with the information that is extracted
from the accessibility API?

We link the OCR results and the expected text elements based on their location. This process
is explained in section After the OCR results are linked together with the expected text
elements, we sort the OCR results for each expected text element based on their location. First,
we calculate the line height. Based on the calculated line height, we group the OCR results
for that particular expected text element. This is done based on the Y coordinate. Finally,
we sort the OCR results on each line based on their X coordinate to place them in the right
order. By iterating over the characters from the expected text, we try to match the sorted OCR
results. For each character, we try to find the corresponding character within the linked OCR
result. Because the OCR engine returns single words in our implementation, we can not detect
whitespaces. Therefore, we mark whitespaces explicitly and ignore them while matching the
expected text.

RQ3: How can the implemented solution, for detecting automatically whether the text of GUI
components is entirely visible, be validated?

In order to validate that our implementation for detecting whether the expected text is shown
entirely, we have defined metrics in section [5.2.2] When we run TESTAR with our imple-
mentation enabled, we can get an objective view by using these metrics. In addition to these
metrics, we have tested our implementation. First, we executed an experiment in a controlled
environment. For this experiment, we have modified a desktop application. We have introduced
text elements which are not entirely visible for the user. After our implementation has success-
fully detected these modifications, we have tested our implementation against six applications.
Three desktop applications and three websites. For each of these executions, we have used the
metrics. The results from these tests can be found in chapter [6]

RQ Main: How can OCR contribute to automatic validation that the text on GUI components,
of an application under test by TESTAR, are entirely visible for the user?

In order for OCR. to contribute to automatic validation, whether text shown by a SUT is entirely
visible, we need to first collect the expected text. In combination with our filtering mechanism,
introduced in section [£.4] we can obtain the expected text for each state of the SUT. With the
implementation of the OCR, engine in section we have realized an independent approach,
which has no knowledge about the SUT and the text it needs to visualize, to obtain the text
visualized by the SUT. The implemented matcher algorithm, in section uses the expected
text and the identified text from the OCR engine to validate whether the text of the GUI
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components are entirely visible for the user. With this implementation, TESTAR becomes
capable of autonomously testing the visibility of the text elements shown by the SUT.

7.2 Future work

While performing our research, we have gained new insights and were able to answer our research
)

questions. During this period, some new questions and ideas have arisen. We have listed them

below:

1. We addressed a couple of issues which we have discovered while validating our imple-
mentation in section It will be interesting to solve these problems and running the
validation of the implementation again to see whether the implementation has improved.

2. In line with the text validation, we could extend the visual validation by trying to detect
more generic layout problems. Perhaps it is possible to identify layout problems, for
example, by validating that the size of a widget is not bigger that the parent widget.

3. With our current implementation, we are capable of validating the text of the SUT.
This process validates the text while the SUT has a particular dimension. It might be
interesting to test the SUT multiple times while we change the dimensions during each
run. By doing this, we can try to find the text elements which become not entirely visible.
Especially when we reduce the dimensions, it is possible that text elements will not fit
anymore and therefore only show their content partially.

4. The matched result of an expected text element consists of an overall percentage, which
reflects the number of successful matched characters and each character of the expected
text we store the individual result. We also store the OCR result, which was linked based
on the location of the text elements. The overall percentage can be improved by adding a
Levenshtein distance E| This is a string metric which can measure the difference between
the two strings.

5. The current validation takes place based on the action selection algorithm. For the vali-
dation of our implementation, we have chosen to use the default random action selection.
This makes it harder to validate whether all the text elements are entirely visible. This
can be improved by introducing GUI coverage. If we reward the system to select an action
which leads to an unexplored view of the application, we will cover faster and more text
elements compared to a random selection algorithm.

6. During the literature study, we found it remarkable that a lot of researchers E| are referring
to a paper from '92 |46|, where they talk about the ratio of GUI code in the source code.
This paper is an extension of the original paper [47] from out of the 70s. The original
paper is based on two applications, while the survey in the paper from 92, participants
were asked to estimate the ratio of GUI compared to the complete source base. It has
been a while that this research took place, therefore it might be interesting to redo the
research with an updated questionnaire. Additionally, include open source tools in the
investigation.

https://medium.com/@ethannam /understanding-the-leve