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ARTICLE INFO ABSTRACT

Handling Editor: Adrian Covaci Management of datasets that include health information and other sensitive personal information of European
study participants has to be compliant with the General Data Protection Regulation (GDPR, Regulation (EU)

Keywords: ' 2016/679). Within scientific research, the widely subscribed’FAIR’ data principles should apply, meaning that

Data protection research data should be findable, accessible, interoperable and re-usable. Balancing the aim of open science

Biomonitoring data
Health data

FAIR principles
GDPR

driven FAIR data management with GDPR compliant personal data protection safeguards is now a common
challenge for many research projects dealing with (sensitive) personal data.

In December 2020 a workshop was held with representatives of several large EU research consortia and of the
European Commission to reflect on how to apply the FAIR data principles for environment and health research
(E&H). Several recent data intensive EU funded E&H research projects face this challenge and work intensively
towards developing solutions to access, exchange, store, handle, share, process and use such sensitive personal
data, with the aim to support European and transnational collaborations. As a result, several recommendations,
opportunities and current limitations were formulated.

New technical developments such as federated data management and analysis systems, machine learning together
with advanced search software, harmonized ontologies and data quality standards should in principle facilitate the
FAlRification of data. To address ethical, legal, political and financial obstacles to the wider re-use of data for
research purposes, both specific expertise and underpinning infrastructure are needed. There is a need for the E&H
research data to find their place in the European Open Science Cloud. Communities using health and population data,
environmental data and other publicly available data have to interconnect and synergize. To maximize the use and
re-use of environment and health data, a dedicated supporting European infrastructure effort, such as the EIRENE
research infrastructure within the ESFRI roadmap 2021, is needed that would interact with existing infrastructures.
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1. Introduction
1.1. Changing research and innovation landscape

In recent years there has been growing attention for the open science
movement, which advocates a new open way of data governance.
Practicing open science requires four fundamental concepts: open ac-
cess, open data, open source, and open standards. It’s an attempt to offer
unfettered dissemination of scientific discourse and return. This should
enable reproducible science giving full access to the major components
of scientific research (Schroeder 2013). Each one of the open science
concepts is necessary to realize the core aims of sharing results and
stimulating scientific progress. Open data provides the opportunity for
verification, analysis and subsequent publication of scientific results in
new forms. Open source embodies scientific methods, so that new
computational processes can be independently examined, reviewed and
reused. Open access facilitates the review and validation of research
processes and results. Finally, open standards, while not absolutely
essential to open science, simplify the process of exchanging data,
methods and publications thereby accelerating the research process
(Schroeder 2013).

On a European level, the open science movement is supported by the
European Data Strategy (European Commission 2020) published in
February 2020 and more specifically for research data by the European
Open Science Cloud initiative (EOSC) (European Commission 2018a).
EOSC provides “a trusted environment for sharing and analyzing data
from all publicly funded research” (European Commission 2018b). The
ultimate goal of EOSC is to achieve a fundamental transformation of the
whole research lifecycle and to make it more credible with increased
integrity, more efficient, collaborative, transparent and more responsive
to societal challenges. A fundamental prerequisite of the EOSC is that
data shall be FAIR (Findable, Accessible, Interoperable and Re-usable).
The FAIR principles provide a set of 15 guidelines to improve the
Findability, Accessibility, Interoperability, and Reuse of digital assets
(Wilkinson et al. 2016). The FAIR principles imply that access to data
should be technically possible and legally permitted, hence not neces-
sarily open by default. One of the principles states that (meta)data are to
be released with a clear and accessible data usage license, but it does not
dictate any type of license nor who can reuse the data, under which
conditions and controlled by whom.

Besides increased efforts towards open science data, protection of
individuals’ fundamental rights in the digital age has also gained pri-
ority. On May 25, 2018 the General Data Protection Regulation (GDPR,
Regulation (EU) 2016/679) was put into effect by which the European
Parliament, the European Council and the European Commission intend
to strengthen and unify the protection of personal data within the Eu-
ropean Union (EU). Personal data is any information that relates to an
individual who can directly or indirectly be identified. If someone pro-
cesses personal data, there are the seven data protection and account-
ability principles outlined in Article 5.1-2: lawfulness, fairness and
transparence, purpose limitation, data minimization, accuracy, storage
limitation, integrity and confidentiality, and accountability. It’s
required to handle data securely by implementing appropriate technical
and organizational measures. Moreover, there are strict rules about
what constitutes consent from a data subject to process their informa-
tion. As such data subjects have the following privacy rights: the right to
be informed, the right of access, the right of rectification, the right to
erasure, the right to restrict processing, the right to data portability, the
right to object and rights in relation to automated decision making and
profiling. This is just a summary of the main points of the GDPR, the
regulation itself (not including the accompanying directives) is 88 pages
(GDPR, Regulation (EU) 2016/679).Aiming for FAIR data and open
science, while respecting the GDPR, is a huge challenge for many
research projects dealing with sensitive personal data. Issues arise not
only from legal, ethical, political and intellectual property perspectives,
but also from the lack of necessary resources including technical
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enablers (like automated/semi-automated access control tools) needed
to tackle these issues. EU projects, working with personal data, including
sensitive personal data defined as special categories of personal data in
Art. 9 and 10 of the GDPR, all face these challenges, and several had to
reconsider and redesign their procedures to implement the FAIR data
and open science principles whilst respecting the GDPR. Different
research fields demonstrate diverse levels of maturity in sharing health
data transnationally. Some areas have historically paved the way i.e.
genomic data in the areas of rare diseases or cancer research, such as the
European research project Solving the unsolved Rare Diseases (Solve-
RD) (Zurek et al. 2021) and the International Cancer Genome Con-
sortium (ICGC) (Zhang et al. 2019). Noteworthy, initiatives like the
Global Alliance for Genomics and Health (GA4GH) aim to enable
responsible sharing of genomic data for the benefit of human health,
developing policy recommendations and standards (Rehm et al. 2021).
In Europe, one of the main goals of ELIXIR (Electronic LIbrary eXchange
for Information Resources) is to coordinate, integrate and sustain Eu-
ropean bioinformatics resources to easily find, share and analyze data
(https://elixir-europe.org/).

On December 7, 2020, a virtual workshop with representatives of DG
Research & Innovation, DG Environment and the Joint Research Centre,
representing the European Commission Information Platform for
Chemical Monitoring (IPCHEM), reflected on how to apply the FAIR
data principles in the context of open science and GDPR with repre-
sentatives of 6 large EU research consortia: the European Human Bio-
monitoring Initiative (HBM4EU), the European Child Cohort Network
(LifeCycle), the federated FAIR platform for cohort data connecting
Europe and Canada (EUCAN-Connect), the Biobanking and BioMole-
cular Resources Research Infrastructure — European Research Infra-
structure Consortium (BBMRI-ERIC), the European Joint Program on
Rare Diseases (EJP-RD) and the European Human Exposome Network
(EHEN). From their experiences and lessons learnt, we aim to reach a
common understanding and formulate opportunities, current limitations
and barriers, and recommendations how personal data should be dealt
with in future research initiatives or projects to promote maximal use of
research data across borders and across disciplines in support of EU
policy making and international cooperation.

1.2. Personal data in E&H research

Research projects in the environment & health (E&H) area and
health area collect comprehensive personal data, containing informa-
tion about chemical exposure levels, lifestyle, food consumption,
behavior, socio-demographics, residence, occupation, health status, etc.
This includes sensitive personal data that is considered as special cate-
gories of personal data according to the GDPR, like data on ethnic origin
and health-related data. Several techniques exist to anonymize personal
data such as data masking, data swapping, generalization, data pertur-
bation, data aggregation and toolkits for anonymization of data are
readily available (Corporate Finance Institute 2020). However, anony-
mous data, to the highest standards without any residual risk for re-
identification, will lose much of their value for nuanced research
(Dwork 2014; van Veen 2018). It can destroy the value that data holds
as, for example, data aggregation lowers the resolution of the data,
which in turn reduces the analysis potential of the data, or the noise is
modulated to minimize risk of inferring information about data subjects.
Although much can be learned from aggregated data (anonymous in
most cases) some research questions require more in-depth analysis of
individual level personal data e.g., studying exposure-effect associa-
tions, studying exposure to chemical mixtures at individuals’ level,
linking exposure data to individual health outcomes etc.

Furthermore, anonymization can deprive a data subject of its rights
as stipulated in the GDPR, e.g., the right of access to data by the data
subject and the right to data portability, which can no longer be realized.
Implementing a policy for handling incidental findings is virtually
impossible for anonymized data. Anonymization also breaks the
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provenance link needed for full traceability of medically relevant
research. Moreover, anonymization is not always possible if human
samples containing DNA for example are biobanked. Furthermore, in
longitudinal cohorts in which participants are followed up over the
years, the identification keys should be retained to allow follow up, thus
making anonymization impossible. However, anonymization is not only
a matter of destroying the key. The resulting anonymized data need to be
resilient to other attacks beyond just singling out persons, such as
linking two records (within the same or different datasets), or inferring
personal information not present in the dataset. So simply dropping the
keys may or may not be sufficient. The process of anonymizing data is a
trade-off between utility (usefulness of the data) and privacy protection.

As a result, pseudonymization of personal data in E&H research is
often preferred over anonymization. Pseudonymization means the pro-
cessing of personal data in such a manner that the personal data can no
longer be attributed to a specific person without the use of additional
information. Such additional information must be kept carefully sepa-
rate from the personal data. Processing of pseudonymous personal data
is subject to the GDPR, which implies a legal basis for processing the
data subject’s personal data should be in place. In E&H research, this
legal basis could be covered by the informed consent (IC) form, in which
the explicit consent of the data subject is requested to use and share data
on EU level. Note, however, that informed consent, as defined in the
Declaration of Helsinki, and “explicit consent” as defined as a legal basis
under the GDPR, are different concepts that are often not compatible.
One of the reasons being, that explicit consent needs to be freely given,
meaning it must be given on a voluntary basis, which often cannot be
guaranteed (Art. 7 of the GDPR). Consent is only one of six bases
mentioned in the GDPR. The others are contract, legal obligations, vital
interests of the data subject, public interest and legitimate interest as
stated in Art. 6(1) of the GDPR. Hence, in E&H research, another legal
basis than consent — such as public interest — is often more appropriate
(note that “public interest” also needs to match specific requirements).
This is also the case for data coming from older research projects where
explicit consent is lacking. However, there is also a legal basis for sec-
ondary use of health data for scientific research as specified in Art. 9(2)
of the GDPR (European Commission 2021).

Even pseudonymization has an impact on utility of the data, e.g.,
linking the data across different data sources becomes much more
difficult and possible only if specific measures are taken upfront when
pseudonyms are generated. Hence any applications of privacy
enhancing technologies, including anonymization and pseudonymiza-
tion, need to be considered by design as a part of FAIR implementation
strategy as guided by FAIR-Health (Holub et al. 2018).

1.3. Data management and analysis of E&H data

Over the last 15 years different models were used for data sharing in
European E&H projects (Table 1), evolving from central analysis with
physical exchange of the data between multiple parties (model 1) or
local analysis and central meta-analysis (model 2) to centralized systems
where data is stored centrally at hosting facility (model 3) towards
federated systems (model 4) or hybrid systems combining federated data
access and centralization of the data (model 5). Federated data man-
agement and analysis allows analyzing the data while not physically
exchanging them. Currently, there is a rapid expansion of algorithms
that are generated allowing to perform the statistical analyses on a
virtually pooled database using federated analysis systems (Kholod et al.
2020; Li et al. 2020; Zerka et al. 2020). Several statistical models/
techniques are implemented in these systems, such as generalized linear
models, etc. However, there is still progress to be made to develop al-
gorithms implementing more advanced statistical techniques, like data
mining, mixture analyses techniques (e.g. elastic net, Bayesian Adaptive
Sampling) and machine learning. For this type of data analysis,
centralized systems in which the data are brought together in one place,
still offer more flexibility. Furthermore, there should be a balance
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between resources required and incentives to implement federated
management & analysis systems. Servers have to be installed at all in-
stitutes, and very powerful computers are needed for federated analysis.
This comes along with financial and technical expertise needs. So, for
research projects having the capacity to invest in such a system but also
requiring more complex analyses, a hybrid system (model 5), combining
a centralized and a decentralized approach seems most apt to analyze
the data fit for purpose.

Moreover, linking personal data with environmental data systems
would be of high interest in the E&H research domain. This could be
done by mapping human exposure data of a certain geospatial area to
environmental data of the same area using for example Nomenclature of
Territorial Units for Statistics (NUTS) information. However, it would be
interesting to do this at even higher resolution level, using the individual
geospatial coordinates of the subjects. GDPR does not allow, however, to
share this information with external partners without a proper legal
basis. Solutions are currently being developed within the framework of
the Personal Health Train where linkages between data sources,
including environmental data, can be done without exchanging privacy
information (Beyan et al. 2020).

There is a recent shift in the data management landscape towards a
situation where the citizens are in control of their own personal data
(Mirchev et al. 2020). For example, the decentralized SOLID
(https://solidproject.org/) technology gives individuals a personal vault
to store rich personal data along with the ability to control access
permission to this data, resulting in true personal data control as well as
improved privacy. Combining this with dynamic informed consent
(Dankar et al. 2020) offers the opportunity to continuously inform
participants about research protocols and support the participant’s au-
tonomy and decision-making power. However, this puts a burden on
citizens to get familiar and well informed about the research demands.
Making people their own data custodian, may however result in prob-
lems, such as the available data not reflecting the total population,
under-representing vulnerable groups such as lower socioeconomic
status, minorities or elderly.

2. FAIR principles
2.1. Findable

The first step in facilitating (re-)use of data, is to find them.
Metadata and data should be easy to find for both humans and
computers. Machine-readable metadata are essential for automatic
discovery of datasets and services, so this is an essential compo-
nent of the FAIRificaton process.

Data collections should be easy to identify and locate. This is also
fully compatible with the open science concept of open data. This can be
done through the open publication of metadata (a set of descriptive el-
ements providing information on the container of the data) in a
searchable resource. Both the data and the metadata should be assigned
a unique and persistent identifier. The metadata information should be
detailed enough, standardized to the extent possible, quality controlled
and kept up to date to exploit its full potential.

Different dedicated libraries or platforms publish available metadata
such as i) IPCHEM (https://ipchem.jrc.ec.europa.eu/), run by JRC and
hosting, among others, human biomonitoring (HBM) metadata in
collaboration with HBM4EU and the European Environment Agency
(EEA), ii) BBMRI-ERIC-directory and locator (https://directory.bbmri
-eric.eu/), iii) Birthcohorts.net (https://www.birthcohorts.net/), iv)
HealthyCloud (https://healthycloud.eu/). In the rare disease field, EJP-
RD is developing a Virtual Platform to allow queries across resources
with different data types (e.g. patient registries, biobanks, genomics,
mouse models, cell lines, etc.) under the same metadata model
(https://resourcemap.ejprarediseases.org/#/). Each platform has its
focus, presenting metadata in the chemical & environment area, the
health area or a combination of both. A connection between platforms to
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Table 1
Overview of models for data sharing

Data hosting location

Access
Authorization

Data harmonization
procedure

Data Quality
Control
procedure

(re)-Use

Scalability

Model 1
Central analysis

ENRIECO (Casas
et al. 2015)
CHICOS (Birks

et al. 2016;
Sonnenschein-van

der Voort et al.
2014)

HBMA4EU data
analyses based on
existing studies

Model 2
Local analysis &
central meta-
analysis

e PACE (Felix et al.
2018)

e ENRIECO (Govarts
et al. 2012)

Model 3
Centralized
system

COPHES (Den
Hond et al. 2015)
HELIX (Maitre

et al. 2018)
ESCAPE (Beelen
et al. 2014)
ELAPSE (Strak

et al. 2021)
HBMA4EU co-
funded studies
(Gilles et al. 2021)
EXPANSE
(Vlaanderen et al.
2021)

EJP-RD (genome-
phenome data
resources)

e IPCHEM

Model 4

Federated System

e LifeCycle (Jaddoe
et al. 2020)

o European Human
Exposome
Network (EHEN)

Model 5
Hybrid system/
Future visions

Data is stored at
different locations,
physical exchange of
data copies.

& Data stored by data
custodian but also by
different users, difficult
to keep track of all
locations where copies of
the data are kept.

& Many physical
exchanges of data, GDPR
issues

@ Most easy way forward
in case no trust
established yet for a
centralized hosting
facility.

Data is kept local with
data custodians

@ No actual transfer of
individual data required,
GDPR compliant

Data is stored centrally
at hosting facility

© Physical data transfer
required, GDPR issues

© Hosting facility needs
to become data processor
4 One central master
version of the dataset

Data is kept local with
data custodian

& Requires substantial
initial investment in
infrastructure, know-
how, time.

@ No physical data
transfer required, GDPR
compliant

& Data custodian keeps
control of the dataset
Combination of data
kept local with data
custodian and accessed
via federated systems
and data stored
centrally at hosting

Bilateral data
exchange after
signing data transfer
agreement

Summary statistics
are provided
(anonymous data) —
no GDPR issues,
open access possible

Data transfer
agreements needed.
Different national
legislations may
impede centralized
solutions

Approval by cohort
(DAA = data access
agreement)

Machine readable
access rights can be
defined

Automated
authorization and
access control based
on metadata info.

Harmonization done by
data custodian on
demand of data user.
© Each analysis/paper
requires own
harmonization (not
efficient)

Meta-analysis based on
published results: no
harmonization
required.

Meta-analysis based on
requested results:
harmonization done by
data custodian on
demand of data user.
& Each analysis/paper
requires own
harmonization (not
efficient)
Harmonization done by
data custodian

& Harmonization can
be done for different
analyses/papers —
more efficient than
model 1 and 2

Harmonization done by
data custodian
following agreed
protocols.

@ Efficient
harmonization is done
once.

Harmonization done by
data custodian
following agreed
protocols.

@ Efficient
harmonization is done

Done by data
custodian. No
external QC
system.

& Additional effort
for data user to
check and possibly
correct the data

Done by data
custodian

© Not possible for
data user to check
the data

Can be done by
hosting facility.

@ Techniques to
automatically
identify anomalies
in the data.

Can be organized
on project level.

@ Techniques to
automatically
identify anomalies
in the data.

@ Techniques to
automatically
identify anomalies
in the data.

Pooling of data
needs to be done by
central data
analyst.

© Re-use of data is
mostly not covered
(not included in the
agreements)

& Data user has
access to individual
data — flexibility
in data analysis

& Limited to meta-
analysis on
summary statistics.
© Meta-analysis
might not be an
optimal way of
analyzing the data.

Pooling of data
done by hosting
facility.

& Data user has
access to individual
data — flexibility
in data analysis

& Limited to
current
possibilities with
federated analysis

@® Rapidly evolving

@® Central data
analysis for more
complex analysis
not (yet) possible
with federated
analysis systems.

Sending data sets bilateral
with multiple parties is not
a sustainable solution for
the future. Difficult to trace
for data custodian if for
example a participant
wants to withdraw its data.

Requires resources and
experience from data
custodian to analyze the
data themselves.

Need of trust by data
custodians in central
deposit.

Resources needed for
hosting and maintenance.
Entire dynamic cohort
datasets are better
maintained by the cohorts
themselves. Centralized
system suitable for specific
analyses in a specific
project at a specific time
point.

Suitable for large dynamic
datasets such as
longitudinal cohorts.
Resources needed for
infrastructure costs, as
capacity and know-how for
all involved data custodians
and data users.

Resources needed for
infrastructure costs in case
of federated data sharing,
but also possibility for data
custodians to share data

(continued on next page)
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Table 1 (continued)
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Data hosting location Access Data harmonization Data Quality (re)-Use Scalability
Authorization procedure Control
procedure
e ATHLETE facility once. @ Federated data physically if no capacity/
(Vrijheid et al. & Hosting facility needs analysis for know-how.
2021) to become data processor standard statistical

© Partly physical data
transfer, GDPR issues

¢ Partners with no
capacity/know-how can
entrust their data to a
central hosting facility
@ Data users get access
to the data via federated
system

analyses.

Advantages/positive aspects visualized by @ symbol, disadvantages/limitations visualized by © symbol.

Abbreviations: GDPR, General Data Protection Regulation; QC, Quality Control

retrieve all relevant information from specific data collections would be
needed. This requires that metadata should be searchable. Open source
search tools such as Molgenis (https://www.molgenis.org) (van der
Velde et al. 2019) or Maelstrom (https://www.maelstrom-research.org/
maelstrom-catalogue) (Bergeron et al. 2018) can be used to create
searchable platforms such as described above (e.g. BBMRI-ERIC Direc-
tory) (Holub et al. 2016), to query networks, studies, and variables and
to explore harmonization potential across studies. Further examples are
YODA which is the platform developed at Utrecht University, The
Netherlands (https://www.uu.nl/en/research/yoda). This is an open
source data management platform allowing for local storage of data
under GDPR and to have metadata linked. Also, the European LifeCycle
project created a metadata catalogue building on the Molgenis software
platform (Jaddoe et al. 2020). The catalogue shows which variables are
harmonized and how it is done, well documented per cohort. In
HBM4EU, IPCHEM was used to make the HBM data findable. The
sharing of genomics data and the ELIXIR model on -omics data apply a
federated data model, using the Beacon standard for data discovery
(https://beacon-network.org/#/). The personal data remain at the local
cohort database and the metadata is shared. Federated searching, also
known as meta searching, broadcast searching or cross-searching, is the
ability to search multiple information resources from a single interface
and return an integrated set of results.

2.2. Accessible

Once a user has found the required data, it should be clear if and
how data can be accessed, possibly including authentication and
authorization.

Preferentially, metadata should indicate the data access rights and
conditions of a dataset, ideally in a machine-readable representation
such as Data Use Ontology (https://www.ebi.ac.uk/ols/ontologies/duo)
(Lawson et al. 2021). If regulation changes those access rights and
conditions may change as well. So, it is never a static system as the
ethical, legal, societal issues (ELSI) may change over time. The use and
exchange of personal sensitive data needs to be GDPR compliant. Until
now, multiple data access agreements need to be established between
each data custodian and data user, which results in a huge administra-
tive process, certainly in big European projects like HBM4EU. In Table 1
an overview is given of models used for data sharing and the accom-
panying access authorization in different EU E&H projects. In recent
years, some projects have been working towards machine readable ac-
cess rights, e.g. in EHEN and ATHLETE (Table 1). By automated access
control, this administrative burden could be reduced.

It is the data custodian that sets the FAIR implementation framework
(FIF) and FAIR digital object framework (FDOF) (Bonino da Silva Santos
2021). Access rights are based on the ICs. Often the responsibility to
provide access to the study data are laid down at the level of the data

custodian but must be in line with the ICs. In BBMRI-ERIC each of the
biobanks have their own consents and share and communicate their best
practices for future development of the IC. To get access to data, one
should go back to the owners of the biobanks. Access rights may how-
ever evolve over time. ICs and hence access rights can also be differ-
entiated e.g., separate for clinical care and for other data etc.

In all cases only the data that are needed for statistical analysis
should be made accessible as data minimization principles need to be
applied to maximally protect an individual's privacy. Besides the
permission to access the pseudonymized data, also technical solutions
are needed to provide access. This requires several considerations by
data custodians such as secure data storage and data exchange
(authentication, authorization). In the last years, a lot of effort has gone
into the development of decentralized systems in which the data are kept
at the local level but can be accessed remotely to develop a federated or
virtual database as expressed by “bringing the analysis to the data
instead of the data to the analysis”. Federated access systems require
that each of the local data hosting institutes install specific web server
applications such as DataSHIELD (Gaye et al. 2014) to make the data
accessible while they stay at the data host’s institute. Federated database
infrastructures offer an alternative to the physical exchange of dataset
copies with data users (no downloads). This enables a data custodian to
better monitor what happens with their dataset as the dataset never
leaves the hosting institutes. For reproducibility of results, version
control should be embedded throughout.

2.3. Interoperable

The data usually needs to be integrated with other data. In
addition, the data needs to interoperate with applications or
workflows for analysis, storage, and processing.

Within E&H research, the data needs to be integrated or pooled with
other datasets for maximizing their use, for example to visualize them
for different users and stakeholders, or through joint statistical analysis
at EU level. Over the years, the need to access and use different datasets
has been growing. The advantages are obvious as shown by research on
rare disease or to find genetic disease markers (Lochmiiller et al. 2018;
Matalonga et al. 2021; Zurek et al. 2021). Bringing data together, and
thereby increasing sample sizes and statistical power, has allowed big
progress in these fields. The same is true for the E&H research field,
where more robust results can be found by combining datasets. Different
models and approaches are possible with consequences for dealing with
privacy issues and data analysis (Table 1). An evolution has taken place,
from projects applying central data analysis after bilateral data ex-
change (model 1) or not exchanging individual data and performing
local analysis (model 2), towards centralized (model 3) or federated
systems (model 4). Some of them having applied a combination of the
latter two the so-called hybrid systems (model 5). To facilitate the
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exchange of data, data harmonization is key. This includes, but is not
limited to, the creation of common vocabularies, ontologies, standards
and formats, considering the specific requirements of the research
questions in the respective field (Kush et al. 2020; Wey et al. 2021).
Currently, such established ontologies are lacking for environment and
health data. Projects such as LifeCycle and HBM4EU developed scripts
that document harmonization in detail also including the quality control
steps (Gilles et al. 2021; Jaddoe et al. 2020). This requires significant
upfront effort but will make interoperability and hence re-use of the data
easier. Cataloging systems as mentioned earlier (Molgenis or Maelstrom)
allow to search for information not only in metadata but also beyond.
Beneficial use of interoperable data requires not only stringent quality
control of the data itself, but also of the previous parts of the chain such
as data provenance, data preparation but also sample acquisition. This
should be documented in an accessible way to prevent misinterpretation
and misuse of the data.

Being able to connect datasets and connect to the large data in-
frastructures at EU level should be reflected on when writing a proposal,
e.g. by including a data stewardship plan.

2.4. Re-usable

The ultimate goal of FAIR data is to increase data re-use. To be
re-usable, metadata and data should be well described so that they
can be replicated and/or combined in different settings.

This information should be presented in the searchable metadata. At
least the metadata and the variable coding should be made findable,
allowing codes to be updated over time if needed. Furthermore, open
source publications are needed that report on the data and studies.
Artificial Intelligence (AI) tools can be used to search for information in
these publications and eventually make further use of the data (Moore
et al. 2019; Rugard et al. 2020). Machine accessible description of the
whole history of the data (data provenance) is an important asset.
Several projects require that newly derived information or data gener-
ated by data users, is provided back to the data custodians. For BBMRI-
ERIC this information can be stored centrally with BBMRI-ERIC acting as
data controller. Depending on the data model used in a project, this has
consequences as well on the data re-use (Table 1). As part of the Euro-
pean Open Science Data Cloud (EOSC), European Infrastructures are
needed to build and maintain solid systems for high quality data storage
and data analysis according to the FAIR principles. EOSC-Life brings
together 13 Life Science research infrastructures to create an open,
digital and collaborative space for biological and medical research. It
addresses the data policies needed for human research data under GDPR
(https://www.eosc-life.eu/). ENVRI-FAIR is the connection of the
Cluster of 13 Environmental Research Infrastructures (ENVRI) to the
EOSC. (https://envri.eu/home-envri-fair/).

Another important aspect of data reusability is its trustworthiness
and fitness for purpose, which links to the formal definition of data
quality as a compliance to a set of requirements (ISO8000) defined by
the purpose. It links to open standards in the open science concept and
also reacts to the demand for reproducibility in life sciences research in
the last two decades (Freedman et al. 2015). These aspects can be
covered to large extent by systematic generation of provenance infor-
mation for data and linking it into a chain that goes back to the original
data sources, of course subject to authorization for sensitive data prov-
enance. In order to develop interoperable machine-actional provenance
standards for the biotechnology and life sciences domains including
provenance information management requirements, the International
Standardization Organization (ISO) developed ISO standard 23,494 as a
part of the Technical Committee 276 on biotechnology.

To promote and facilitate re-use of data, user communities should be
formed. A good example is the HealthyCloud that intends to create a
healthy ecosystem of public health research and health data. Stake-
holders are involved in the activities underpinning data sharing.
Involvement of international and local stakeholders ensure
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interconnectivity and mutual understanding of needs and potential
barriers. To achieve re-use of the data, incentives could be generated by
creating win-win situations for all involved actors by creating more
potential when data could be shared and re-used. For example, by
providing collaboration with stakeholders and policy makers that will
directly refer and use the data for policies on environment and health. Or
by establishing a user community with external stakeholders that may
provide funding for common initiatives in which they are interested.

3. Barriers to implementation of FAIR data in E&H research

The issues to be overcome in implementing FAIR data and open
science, while respecting GDPR, in the E&H research area are not pri-
marily of technical nature but rather concern legal, ethical and political
barriers, as well as lack of resources and good incentives for data cus-
todians to embark on sharing their data.

Implementing the FAIR and open science principles in a GDPR-
compliant manner respecting all legal and ethical constraints remains
a challenge. The GDPR specifies that there should be a legal basis for
processing the data subject’s personal data. An explicit consent as legal
basis can often not be guaranteed (Art. 7 of the GDPR). Public interest or
secondary use of health data for scientific research, as specified in Art. 9
(2) of the GDPR, could be used as legal basis, but here also specific re-
quirements should be met (European Commission 2021). To overcome
ethical barriers, dynamic informed consents (Dankar et al. 2020) can be
used to enable on-going engagement and communication between in-
dividuals and the custodians and the users of their data, while respecting
the GDPR. The GDPR principles apply to (sensitive) personal data such
as obtained in E&H research but are a barrier for open data and acces-
sibility. However, data could be made accessible under controlled access
protocols.

The political barrier is not much of an issue in the area of genetics
and rare diseases, as for the rare diseases the scarcity of the data
required collaboration and sharing of data to make advancements, and
in the field of genetics the need for rapid replication of results mitigated
this barrier. In the E&H research context, we are currently in a phase
where the transition is driven by “a stick and not the carrots™ i.e. actors
are not yet motivated by a clear win—-win situation. As mentioned in the
section on re-usability, a win-win situation could be obtained by
establishing a user community with external stakeholders who could use
the data and may provide funding for common initiatives in which they
are interested.

From a technical point of view, new enabling technologies are
available, and they are rapidly evolving. Virtual research environments
can be established in which data can be analyzed without the data
having to leave the custodian servers. Federated data analysis systems
such as DataSHIELD (Gaye et al. 2014) offer solutions to make data
remotely accessible and combinable with other data sources without the
need for transferring the data. However, the current application possi-
bilities of this technology do not yet offer a conclusive solution for all
types of analyses. Moreover, these federated systems come along with
the need of financial and technical expertise. Project funding should
include the necessary resources needed to implement the FAIR data and
open science principles. Resources and strategies for implementation
should be budgeted and foreseen in the study design phase of new
projects.

4. Conclusion and recommendations

In the December 2020 workshop representatives of several large EU
research consortia and of the European Commission reflected on how to
apply the FAIR data and open science principles in European E&H
research projects. The European E&H research scene has now moved
towards hybrid data sharing systems, implementing a fit-for-purpose
data sharing model by centralized and/or federated systems. This
should allow making optimal use and re-use of generated data in the EU
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projects, as a sustainable solution. The FAIR principles and open science
concepts are widely endorsed by the environment and health re-
searchers, however there are still some steps to take to allow full
implementation.

New technical developments such as federated data management
and analysis systems, machine learning, advanced search software,
common ontologies and data quality standards and further
harmonization will facilitate that data are findable, accessible, inter-
operable and re-usable. New investments in infrastructure and expertise
are needed as well as more knowledge to remove further ethical, legal
and political obstacles. Big consortia are building expertise along these
lines. E&H research data, including HBM data, should find its place in
the European Open Science Cloud. Communities on health and pop-
ulation data, environmental data and other publicly available data have
to interconnect and synergize. Moreover, HBM data and environ-
mental data should be connectable to the Health data cloud. At an early
phase, when writing a project proposal and starting a new project a Data
Stewardship Plan should be developed on how to connect to the large
European infrastructures. The latter should prevent data ending up in a
black hole, and as such enabling sustainable solutions.

As data sharing in the E&H field will concern sensitive personal data
including health data, the management of GDPR compliant access con-
trol should be an important feature of supporting research infrastruc-
ture, in addition to management of data (standards, quality,
interoperability) and technology support for federated data analysis. A
European research infrastructure for environment and health data
would be one of the FAIR data infrastructures that could be linked to
other initiatives like BBMRI-ERIC, ELIXIR, HealthyCloud and others.
The recent development of the research infrastructure for EnvIRon-
mental Exposure assessmeNt in Europe (EIRENE) (https://www.
eirene-ri.eu/) within the ESFRI Roadmap 2021 could serve this pur-
pose. The EIRENE RI mission is to establish a sustainable research
infrastructure enabling the advancement of environment and health
research in Europe by bringing together complementary capacities
available in the member states, harmonizing and upgrading them to
address current scientific and societal challenges in the areas of chemical
exposures and population health.

As a result of the workshop, the following recommendations are
formulated:

1. Invest in/support new technical developments.

New technologies such as federated data management and analysis
systems should be further developed and find their application into E&H
research. Advanced search software and machine learning will facilitate
that data are findable, accessible, interoperable and re-usable.

2. Further implement common
harmonization.

ontologies and data

Implementation of existing ontologies and development of new
common (harmonized) ontologies, and data quality standards, that are
currently lacking are essential for the implementation of federated data
management and analysis systems and will promote re-use of data. Re-
sources and strategies for implementation should be included in the
design phase of new projects.

3. Integrate E&H data in EOSC.

Integration of E&H research data should be implemented in the
development and deployment of the EOSC, taking into account this type
of personal research data.

4. Interconnect and synergize different domains.

For optimal use of available data, bridges must be built between the
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different research domains and related data infrastructures to promote
and facilitate collaboration.

5. New projects should develop a Data Stewardship Plan.

Writing a data stewardship plan at an early stage when project
proposals are developed raises awareness among researchers and forces
active planning on how to connect their project data to European in-
frastructures. This should prevent data ending up in a black hole, and
not being re-used any further after the project.

6. Remit of an EU level E&H data research infrastructure should
comprise both technology support for data management and anal-
ysis, and enable GDPR compliant access to sensitive human data for
research across EU countries and research studies. This should result
in a sustainable way of maintaining all data generated within EU
projects.
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