University of Verona

Department of Business Administration

Beyond Oracles - A Critical Look at real-
world Blockchains

By: Giulio Caldarelli
Ph.D. Advisor:

Prof. Cecilia Rossignoli

Graduate School of Economics and Law

Doctoral Program in Economics and Management

© Giulio Caldarelli, 2022. All rights reserved.



Beyond Oracles - A Critical Look at Real-World Blockchains

by Giulio Caldarelli

A dissertation submitted on January, 31, 2022, to the Graduate School of
Economics and Management of the University of Verona, in partial
fulfillment of the requirements for the degree of Doctor of Philosophy.

NAME

Dissertation Committee:

QUALIFICATION | DISCIPLINE |[S.S.D. | INSTITUTION
: Universita degli
Tamara Professoressa Economia | SgCS- Studi
Fioroni associata liti P/01
politica di Verona
Francesca Professoressa Economia | SECS- | Universita del
Imperiale associata aziendale P/07 Salento
Universita degli
Mauro Professore  |[Organizzazione| SECS- Studi
Romanelli associato aziendale P/10 di Napoli
“Parthenope”
Expert in the field
_ Université
Eleo.norzljl Associate Management Catholique
Veglianti Professor
de Lille




Table of Contents

TheSiS INErOTUCTION ...eeiiiie ettt ettt e s bt e e s b e e bt e e sabeesabeeesabeesaseesaneeesareenans 1
(8 0T o) =T PP 3
Understanding The Blockchain Oracle Problem. A Call FOr Action..........cocccvieeeciiieee e 3
00 O [ 019 e Yo [ ot i oY o OO UPTOP PO OP PR PPR PP PPPUPRRPO 3
1.2. Theoretical BACKEIOUNG ..........oii ettt et e e e e tee e e e e be e e e e nbae e e e abaee e eenbaeeeennsaeas 4
1.2.1. What is @ bloCKChain? ...cc..eioii et 4
1.2.2. From Blockchain to “Smart” CoNtracts ........cccoeceeeiieeiiiiiiiee ettt iee e s 5
1.3. Understanding The Oracle Problem. ...t e et e e 7
1.3.0. WAt @re OFaClES?...ueeeieeieeeiee ettt ettt b e sttt et e s bt e s bt e saeesabeeabeebeesbeeemeeeneeennean 7
1.3.2. Narrowing the Oracle ProbIEM ...ttt et e e et e e e aree e e e nreeas 9
1.4. How the Oracle Problem affects Real-World applications ........cccccveeiviiieeieciiee e 10
O B | S o o {1 o ] o D PP T PP PSR 10
O S B VoF- [o [T o o Lol I - [ 0 Yol o | SRS 11
1.4.3. Supply Chain & Tracability ......cccveiiieiiee e e e e e e e e 13
O o 1= =AY N 14
1.4.5. CONTIACiNG & LAW . .uuuiiiiiiiiieiieiiiieee ettt ettt e e e s s s sttt e e e e e s s s sssbesaeeeeessesnsssnaaeeesssnnes 16
14,6, HEAITNCAIE ..ttt st st ettt et r e s 17
1.5, DISCUSSION. .. ettt ettt e st e s st e s sb et e s eb et e e s s be e e e s ebe e e e s e re e e e s ereneesareneessnee 19
1.6, CONCIUSION ..ttt ettt ettt b e s bt sat e e at e et e et e e beesbeesaeesabeeabeeabeebee bt enbeesaeesateentean 21
(0 0T T o1 =T PP PUPPPRINt 23
Real-World Blockchain Applications Under The Lens Of The Oracle Problem. A Systematic Literature
REVIBW ...ttt ettt e s e e st e e st e e s e e e s e e e s e e e s e e s e e s e e s 23
2.0, INEFOTUCTION .ttt st e st e e s b e e b e e e sa e e e sabe e e smneesareeeneeesaneeesnnes 23
2.2. blockchain oracles and the oracle ProblemM ... ... e e annes 23
P20 TV =1 o To Yo [o] Lo -V PRSPPI 25
2.4, REVIEW RESUIES ..ottt ettt sttt e s e e bt e e s e e e sabe e e saneesabeeeneeesaneeenees 26
2.5. Contributions to the Oracle Problem ... e 29
PN ST o] o [ol [0 T o [PPSO PSP 30
(0 0T T o1 =T e J PSRRIt 32
Overview of Blockchain Oracle RESEArCh. .......oc.viiiiiiiiieee e 32
20 N (014 o To [¥ Tt o o WU P TP PPPTOURPRRNS 32

3.2. Literature BaCKgIrOUNM ..........oeeeiiiiiiiiiee ettt e e e e e e ettt e e e e e e s e s b e aa e e e e e e e e s nnssaneeeeaeaanas 34



I TR |V, =Y g Yoo [o] [o =4V PSP 36

3.3.1. DAta EXEFraCtioN..cccccuviiiiiiiiii ittt sa e 38
B RESUIES .ttt ettt et e st e bt e a e e s be e e s be e e be e e hte e e beeeanbeesreeenteesreeenns 40
3.4.1. Number of PUDIICations Per YEar......cocciiiiiiiiieeiie ettt sttt 41
3.4.2. Productivity Rate by Geographical Distribution. .......c.ccveiiiiiiiiiciiiee e 41
3.4.3. Publications by Outlets and PUBISNErs.........c..uii it e 42
3.4.4. Article Type, Fields, and KEYWOIdS .......c.ueiiiiiiiiiiiiiiee ittt ee st e e e e e satee e s sneneeesanes 44
3.4.5. Contribution by Author/Institution anNd MEtIiC.......cceeeeeeieeeeeee et 46
3.5. Converging Studies, Research Themes, and Research Directions. .......cccccceeecciiiieeeeieeccccciieeeee e, 49
T T8 R O =Yl T I o T=Yo Y V2SRRI 49
T O =Yl 1oAY ] o] =T [PPSR 51
3.6, DISCUSSION...ceeiiuiiiieeitite e ettt e e ettt e e ettt e e st e e s ab et e e s abb e e e s ss bt e e s asbe e e s anbeeesannbeee s anbeeesannbeeesannreeesennnenes 56
3.7 CONCIUSION ..ttt ettt ettt et ettt e ettt e st e st e e e b bt e sttt e sabeesabeesabaeesabeesabaeeasbeesabaeesnseesaseesaseeesabeeanns 57
(8 0T T o1 T o PRSPPIt 63
Overcoming The Blockchain Oracle Problem In the Traceability of Non-Fungible Products. .................... 63
O T oo [¥ T d o] o U OO TS OUROUPOP SR PPTOPRPR 63
4.2. Theoretical BaCKGrOUNG ........cooiiiiiiiiiie ettt e e e e e e ee e e et e e e s sabeee s esnbeeeeenaseeas 64
e |V = o Yoo o] (o -4V PSP 68
4.3.1 Data COlIECHION ..ttt sttt et b e b e bt e sae e st e et e e be e sbeesaeesaneea 70
e A D = AN b= 1AV 2 LR 71
4.4, DISCUSSIONS ...eeeiiirieeiiiittte e rt et e ettt e et e e sttt e e st e e s s eab et e s s eab e e e s s sb e e e s s b e e e s e mb e e e s s smbeeesenreeessanreeesennrenes 72
4.5, CONCIUSIONS .ttt st ettt et s b st st ete e s b e e sbeesanesanesareene e st e sneesaneenneen 78
THESIS CONCIUSION . ..iiitietieitie ittt ettt st st ettt e bt e s bt e s bt e san e s bt e bt e b e e b e e sreesneesmeeeareen 80

21T o Lo =4 =T o] o |V SRSt 81



Thesis Introduction

In 2008, a man or a group of people under the pseudonym Satoshi Nakamoto [1] released the whitepaper
for a digital currency called bitcoin. The power of bitcoin over digital currencies such as euros or dollars
lay in its property of being completely autonomous and independent from central authorities and banking
institutions. Thanks to its structure, bitcoin was also anonymous, transparent, immutable, borderless, and
censorship resistant. Additionally, the Bitcoin protocol was programmable and allowed developers to
further improve the platform, creating dedicated applications exploiting the underlying blockchain
properties [2]. However, in its early development, bitcoin® was labeled as “illegal money” due to its
anonymity features that attracted questionable activities. Therefore, although Bitcoin was considered
valuable and exploitable for enterprise solutions, it was difficult to propose and advertise its technology
[3]. In order to alienate the mark of “illegal money” from the underlying technology, it was relabeled as
“blockchain” since the Bitcoin structure was described as a “chain of blocks” by its creator [4]. The
rebranding worked, as blockchain soon began to trend; at the same time, the name change contributed
to a critical misconception. Defining blockchain as the underlying technology of Bitcoin gives the idea that
the two concepts are different and separable. Furthermore, referring to blockchain as the underlying
technology of Bitcoin led to the idea that blockchain was responsible for the characteristics of bitcoin [5].
Therefore, some blockchain enthusiasts hypothesized that by applying blockchain to other sectors, it
would be possible to replicate the same degree of decentralization transparency and security found in
bitcoin.

However, apart from this imprecise assumption, another crucial characteristic of blockchain was ignored
in its integration with legacy businesses. Blockchains are de facto isolated from the external world and are
therefore unable to communicate with other entities or process data retrieved outside their ecosystems
[6]. To “virtually” attach a real-world application to the blockchain, a communication channel between
the two is required.

This communication channel was given the name oracle. In Greek mythology, oracles were able to see the
future by communicating directly with the gods. On the blockchain, oracles are obviously unable to see
the future, but just like the oracles of Athens, they enable communication between two separate worlds
[7]. Since their role in data processing is vital for smart contract execution, oracles are allowed to bypass
the complex consensus mechanism enabled by the blockchain in order to add immutable information [8].
This feature, known as “the oracle paradox” (or oracle problem), constitutes a single point of failure for
real-world blockchains [9]. Considered a contradiction to blockchain principles, oracles have been said to
be “two-steps back from decentralization” [10].

Therefore, proposing or launching a blockchain project without considering the role and limitations of
oracles is certain to undermine its feasibility and consistency [11]. If the aim of introducing blockchain is
to ensure transparency and trustworthiness in a system, adopting an unsecured and untrusted oracle
would clearly not serve this purpose. A famous talk by Andreas Antonopoulos titled “banana on the
blockchain” broadly discussed how the hype fueled by misconceptions about the real potential of
blockchain was moving the concept more toward imagination than reality [12]. False expectations and
misinterpretations of blockchain technology were rampant not only among enthusiasts and practitioners
but also among the academic sector. Failing to consider the limitations imposed by oracles, many

! According to the literature, Bitcoin with capital B refers to the protocol, while lowercase bitcoin refers to the
cryptocurrency [3].



academic papers (often published in high-impact journals) proposed blockchain applications that were
unrealistic [13]. Having identified this bias in the literature, this thesis intends to provide answers to the
following questions:

1) What is the oracle problem, and how do the limitations of oracles affect different real-world
applications?

2) What are the characteristics of the portion of the literature that leaves the oracle problem
unaddressed?

3) Who are the main contributors to solving the oracle problem, and which issues are they focusing
on?

4) How can the oracle problem be overcome in real-world applications?

The first chapter aims to answer the first question through a literature review of the most current papers
published in the field, bringing clarity to the blockchain oracle problem by discussing its effects in some of
the most promising real-world blockchain applications. Thus, the chapter investigates the sectors of
Intellectual Property Rights (IPRs), healthcare, supply chains, academic records, resource management,
and law. By comparing the different applications, the review reveals that heterogeneous issues arise
depending on the sector. The analysis supports the view that the more trusted a system is, the less the
oracle problem has an impact.

The second chapter presents the results of a systematic review intended to highlight the state-of-the-art
of real-world blockchain applications using the oracle problem as a lens of analysis. Academic papers
proposing real-world blockchain applications were reviewed to see if the authors considered the oracle’s
role in the applications and related issues. The results found that almost 90% of the inspected literature
neglected the role of oracles, thereby proposing incomplete or irreproducible projects.

Through a bibliometric analysis, the third chapter sheds light on the institutions and authors that are
actively contributing to the literature on oracles and promoting progress and cooperation. The study
shows that, although there is still a lack of collaboration worldwide, there are dedicated authors and
institutions working toward a similar and beneficial cause. The results also make it clear that most areas
of oracle research are poorly addressed, with some remaining untouched.

The fourth and last chapter focuses on a case study of a dairy company operating in the northeast region
of Italy. The company applied blockchain technology to support the traceability of their products
worldwide, and the study investigated the benefits of their innovation from the point of view of
sustainability. The study also considers the role of oracle management, as it is a critical aspect of a
blockchain-based project. Thus, the relationship between the company, the blockchain oracle, and the
supervising authority is discussed, offering insight into how sustainable innovations can positively impact
supply chain management.

This work as a whole aims to shed light on blockchain oracles as an academic area of research, explaining
why the study of oracles should be considered the backbone of blockchain literature development.



CHAPTER 1.

UNDERSTANDING THE BLOCKCHAIN ORACLE PROBLEM. A
CALL FOR ACTION

1.1. Introduction

“Is the blockchain the greatest technological innovation since the internet...or the greatest load
of hype ever raged around the history of technology?..... Both” (Andreas Antonopoulos).
Blockchain’s primary innovation is that it allows business partners to transfer digital assets
without the need for a centralized third party [14]. However, as blockchain can execute only
simple transactions, “smart contracts” are necessary to settle the terms of an agreement [15][6].
Although available on bitcoin since 2012 with the introduction of Pay-to-Script-Hash (P2SH),
smart contracts have become easier to program and more versatile thanks to the Ethereum
Virtual Machine (EVM) [16][5]. With smart contract advanced features, above digital payments,
blockchain projects could involve supply chain & traceability [17][18], healthcare [19][20], energy
[21], Intellectual Property Rights (IPRS) [22], Contracting & Law [23] [24], academic records
[25][26], and Media & Entertainment [27][28]. However, “buried” under the blockchain euphoria
lies a fundamental issue with smart contracts rarely addressed in business and literature. As
blockchains are blind to the real world, they are always dependent on “Oracles” [29]. Oracles are
centralized and trusted third parties that constitute the interface between blockchains and the
real world [30]. As Oracles reintroduce the concepts of trusted third parties and centralization,
their implementation is often seen as a “problem” [31][32]. Although all real-world blockchain
applications are affected by the oracle problem, it is unusual to read about how a business can
overcome the oracle problem or how this issue can be overcome in the literature [33][13]. As a
matter of fact, the oracle problem not only undermines the feasibility of a project, but also
constitutes a severe threat to investors, consumers, and academics. A recent study from
Pennsylvania University compared the blockchain codes of the fifty largest Initial Coin Offerings
(ICOs) by amounts raised in dollars with what the creator promised, and they discovered that an
important portion was not even programmed for the attended purpose [34]. It was also shown
that just 20% of the ICOs had mechanisms to protect investors embedded in the code [35]. Being
aware of the principles underlying smart contracts and issues related to the oracle problem could
prevent investors from funding fraudulent projects, redirecting investments to more worthy and
rewarding ICOs. Blockchain applications for traceability in food, chemical, and luxury areas, for
example, claim to provide consumers with transparent and direct access to the supply chain,
ensuring the safety and genuineness of products [36][37][14]. However, the oracle problem
enables companies to decide what information is retrievable through the blockchain, leading to
a more dangerous and controversial scenario. Consumers may end up trusting producers and
products that, using former selection mechanisms based on experience, would have never been
considered as safe or genuine [10]. In the end, from an academic perspective, we are seeing an
overwhelming production of papers regarding blockchain and business implementation that,
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apart from a few contributions [30][32][6][33], rarely addresses the oracle problem. A recent
Systematic Literature Review on the subject showed that from a sample of 142 journal papers
discussing blockchain real-world applications, only 15% considered the role of oracles, and less
than 10% underlined the limitations of the oracle problem [13]. This emerging gap may lead to a
considerable portion of literature following a biased stream. Discussing the most recent literature
on blockchain and Real-World applications use cases, this paper aims at providing a broad
understanding of the oracles and the oracle problem. As the oracle problem impacts differently
according to the sector, a discussion on the selected cases should give a broad overview of the
conditions and consequences of this issue.

The study supports the view that the more trustworthy a system is, the less the blockchain oracle
problem impacts. Considering the almost complete absence of academic papers focused on the
oracle problem, this work should provide a useful contribution for further research. The article
proceeds as follows. Section 2 introduces blockchain technology as well as smart contracts.
Section 3 outlines the concept of oracles and narrows the oracle problem. Section 4 gives a
broader introduction of how the oracle problem affects the main real-world applications. Section
5 provides a discussion on the subject, while section 6 concludes the paper, providing directions
for further research.

1.2. Theoretical Background
1.2.1. What is a blockchain?
A blockchain records data in a sequential archive. The first blockchain was created by a man or a

group of people under the pseudonym of Satoshi Nakamoto to provide the technical
infrastructure for Bitcoin cryptocurrency [38][39]. On the blockchain (Bitcoin), all the full-nodes
share the same copy of the ledger, where changes are immediately reflected for all the
participants in the network [40]. When an agent creates a new transaction, it is broadcasted to
the network, on which miners perform the verification and auditing tasks through a proof-of-
work consensus mechanism. Once the transaction is approved, it is added (along with others) to
the chain in a new block. A record of the transaction is then saved in all the full-nodes of the
decentralized network [17]. On the bitcoin blockchain data forgery is very unlikely to happen.
The consensus mechanism (proof-of-work) requires a considerable amount of computing power
for blocks to be added. Since every block is added (sequentially) every ten minutes (in media), a
change in a previous block would require a computing power whose costs would largely exceed
the benefit of the forgery [41]. The structure proposed by Nakamoto embodies essential
characteristics that are indeed a source of hype around the technology [42].

o Decentralization of consensus: There is the absence of an authority that constitutes a
single point of trust/failure to approve transactions.

e Transparency: Records are auditable by all the participants in the network.

e Security & Immutability: Only private-key owners can start a transaction, and once added
to the blockchain, forgery is very unlikely to happen.



e Censorship resistance: The system is meant to prevent invalid transactions, not invalid
users, so anyone—human, corporation, or even Al—may operate on the blockchain.

e Borderless: Blockchain network is not affected by distance or national borders. Even
though the transaction happens in the same room or between two “poles”, the rules
remain the same [5].

Although blockchain has become famous and has generated massive hype because of these
specific characteristics (which strictly belong to the Bitcoin network), currently, there is not a
universally accepted definition of blockchain in the literature [43]. Not all blockchains embody
the same characteristics, as some (like private ones) operate under entirely different and often
unknown rules. Communities of blockchain enthusiasts are often reluctant to recognize the
validity of private blockchains. However, experiments, pilot projects, and innovation in the
business field are indeed mostly managed with private blockchains (e.g., IBM/Hyperledger),
whose lower costs and higher flexibility better match the uncertainty of the market [44][45].
Regardless of its type, blockchain can be implemented in many areas. Swan [46] represents at
least three valuable implementations of the technology. The first is currency, along with
remittances and E-Payments. The second is social applications like notary, voting, and healthcare.
The third is smart contracts, which will be outlined in-depth in the next section.

1.2.2. From Blockchain to “Smart” Contracts
The idea of smart contracts comes from the cryptographer Nick Szabo [15], who provided the

following definition: “a set of promises, specified in digital form, including protocols within which
the parties perform on the other promises”. However, the idea did not see the light until the
emergence of blockchain technology [47]. The main aim of a smart contract is to automatically
execute the terms of an agreement once the specified conditions are met. On the blockchain,
smart contracts are defined as “self-executing code.....that automatically implements the terms
of an agreement between parties” [48]. Willing to be overcritical, those running on the blockchain
should not be called smart contracts. Smart contracts are a piece of code executed without any
“smart” implication, and usually without legal value. However, as time passed, the term “smart
contract” somehow stuck [29]. Compared to traditional contracts, smart contracts do not rely on
a trusted third party to operate, resulting in low transaction costs. Particularly arousing interest
over smart contracts is their immutable and deterministic components [14]. Once deployed,
smart contract code is immutable, and although it is possible to delete the contract, the
transaction history remains embedded in the blockchain on which it operates. A contract's
outcome is also the same for anyone who runs it, and even the contract creator has no exclusive
right over it. To better explain how smart contracts function, it is mandatory to understand the
separation between EOAs (Externally owned accounts) and Smart contracts. EOAs are accounts
controlled by users through private keys, thanks to which they can execute transactions.

On the other hand, although created by an agent, smart contracts are self-owned. Smart
contracts are not controlled by any private keys and cannot self-execute. While a smart contract



could activate other smart contracts, the initial input can only be given by an EOA. A crypto swap
(Figure 1.1) constitutes a classic example of how a smart contract operates.

CRYPTO SWAP
)\ .

Figure 1.1. Example of a swap between Ether and USD-T

If an agent fears a market downturn and wishes to convert some volatile crypto-like Eth into
some stable coin such as USD-T, she sends Ether to the swap smart contract address, and once
processed, she receives USD-T back. It is not a smart operation and does not have a legal value,
but it is immutable as the term of the contract is not subject to variation, and it is deterministic
because it always operates under the same rule regardless of who operates the contract.
Furthermore, in case the contract is deleted, the swap operation will always be available for
auditing. Thanks to their flexibility, smart contracts can be implemented in a wide variety of
applications, such as

o Certificates, ownership and digital identity [49][26],
¢ Intellectual property rights [50][39],

e Energy production [51],

e Healthcare [19], [52],

e Contracting & Law [30], [53], and

e Supply chain & data provenance [54][55].



Although deterministic and immutable, smart contracts are not perfect and trustless. Their main
point of failure consists of the communication channel with the real world, the oracles, whose
role and characteristics will be outlined in the next paragraph.

1.3. Understanding The Oracle Problem
1.3.1. What are Oracles?
The term “oracle” comes from Greek mythology and refers to someone able to communicate

directly with god and see the future. In ancient stories, people did not have enough information
to make decisions and turned to oracles for knowledge beyond their understanding [56]. In the
blockchain environment, oracles are systems that provide blockchain with info coming from the
real world. If smart contracts do not deal with crypto transfer but with a decentralized
mechanism involving weather, stock prices, or political events, a gateway from the external world
is needed [57]. As the blockchain problem is to reach consensus, extrinsic information cannot be
provided along with transaction data since other nodes would detect information coming from
an “untrusted” source. Therefore, information coming from the real world should come from a
third-party univocal source, whose reliability is undisputed for all nodes: the oracle. Unlike Greek
mythology, oracles (on the blockchain) do not predict the future but retrieve information from
the past. Oracles are not specific programs or devices but “concepts”. Anything providing
external data to the blockchain can be classified as an oracle. To be precise, oracles, in general,
do not insert information on the blockchain directly; conversely, they gather and store data from
the real world. When a smart contract concerning extrinsic data is executed, the code then calls
the right information from a trusted oracle. Examples of oracles are loT systems like probes and
sensors, platforms like ERP, or in the case of private data, the very human that operates directly
on the blockchain. Oracles act as a bridge that can digest external and non-deterministic
information into a format that a blockchain can understand [58]. Examples of data gathered by
oracles comprise the following:

e Lottery winners,

o Natural disasters along with risk measurements,
e Price and exchange rate of real/crypto assets,

e Static data (e.g., country codes),

¢ Dynamic data (e.g., time measurements),

e Weather conditions,

¢ Political events,

e Sporting events,

e Geolocation and traceability information,

e Accidents,



e Eventsin other blockchains.

To better understand how oracles are necessary for smart contracts, recall the trading example
made in the last paragraph, involving Ether and USD-T stable coins. In that case, critical
information for the smart contract to succeed, such as the Eth/USD-T exchange rate, was missing
(Figure 1.2). Data like these are external to the blockchain, and without an oracle that updates

rates, the contract could not be executed.
Oracle

> %

ETH/USD-T

~—__ Exchange Rate _—

>

v

Figure 1.2. Crypto swap including an oracle

This (decentralized) oracle's trustworthiness is somehow objective since, even if the oracle sets
the price autonomously by merely browsing exchange prices online, any agent can verify if the
exchange rate is correct or not. Different is the case where smart contracts operate in a situation
in which oracles provide information that is hardly verifiable by the agents (centralized oracles).
In those environments, the trustworthiness of oracles is fundamental. If the contracts involve
highly valuable agreements, the oracle's chance to be compromised to benefit a particular party



increases dramatically [59]. When all the parties cannot verify the oracle’s data, and contract
value increases, the oracle itself becomes a “problem”.

1.3.2. Narrowing the Oracle Problem
The oracle problem is not a new concept in software testing. Anything able to verify the correct

execution of a test application is called an “Oracle” [60]. According to Barr et al. [61], the problem
arises when test oracles are unable to run in complete automation. If oracles are not
automatized, an agent intervention is needed to determine whether the observed behavior is
correct. Since human discretion is unable to foresee any possible outcomes, the uncertainty of
data provided takes the name of “the oracle problem” [62][63].

Regarding blockchain and smart contracts, the oracle problem involves the trustworthiness and
reliability of oracles. Curran [58] defined the oracle problem (in the blockchain) as “the security,
authenticity, and trust conflict between third-party oracles and the trustless execution of smart
contracts”. To the best of the author’s knowledge, the construct's origin can be spotted in a
Reddit post by Dalovindj [31], definitely before the Ethereum environment for smart contracts
was launched. The blogger realized that when executing an application on the bitcoin blockchain,
regarding crowdfunding or gambling, verifying the reliability of extrinsic information without
altering the consensus mechanism was indeed a problem: “I think of it as ‘The Oracle Problem.””

In his dissertation, Egberts [10] extensively explains the drawbacks of the oracle problem, mainly
describing it as a “two step-back from decentralization”. As oracles are not distributed, they
reintroduced the single-point-of-failure. Additionally, since they operate on non-deterministic
data, their reliability needs to be trusted, removing trustless peer-to-peer interaction. Their
implementation through smart contracts into the blockchain could also jeopardize users' trust
who consider the blockchain more reliable than legacy systems. Brilliantly shown by
Antonopoulos [12], a system built on oracles can also fail in two ways. If the oracle is trusted and
cannot be compromised, there is still a chance that the data on which it is working have been
altered, and then, although being a trustworthy device, it will feed the smart contracts with data
that are untrue.

On the other hand, if the data are trusted and verified, the oracle may fail to operate correctly
on the smart contract either due to malfunction or deliberated tampering. From a game-
theoretical approach, it can be shown that the higher the value of the smart contract, the higher
the incentive for the system to be compromised [59]. The oracle problem is also triggered in the
case of attaching real assets on the blockchain through smart contracts. In a well-known article,
Song [64] explains that in decentralized contexts (e.g., blockchain/smart contracts), linking a
physical to a digital asset, whether it be fruit, cars, or houses, constitutes a critical issue. Tangible
assets are regulated by the jurisdiction in which they reside, meaning that they are subject to
something else (in some case, predominant) other than the smart contract. Indeed, this implies
trusting something in addition to the smart contract. If, for example, a smart contract involves
the property transfer of a house between two agents, the code will indeed swap the certificate
between parties.



On the other hand, what happens in the real world may not be affected by the smart contract,
as the former owner could refuse to leave the house. Without the involvement of a third party
(e.g., government) that supervises the smart contracts, their enforcement is indeed not ensured.
The need to trust a third party removes the “killer feature” of trustless applications, which in
environments plagued with corruption represents a significant limitation. A considerable attempt
to limit the oracle problem has been made by Chainlink [65]. The start-up proposed a system of
decentralized oracles, based on reputation, to reproduce the consensus mechanism of a
blockchain. When deciding which data to upload on the blockchain, it takes into account the
majority of oracles with the same data and the reputational level of each oracle. The data
confirmed by the majority of the oracle are then uploaded on the chain [66]. This powerful
system effectively addresses oracle malfunction or failures; however, deliberate data tampering
or collusion could still be performed by the companies controlling the service. When
decentralization is not sufficient to address the oracle problem, and data authenticity cannot be
objectively verified, a “trust model” is needed for the smart contract environment to keep a
certain degree of reliability [29]. As explained in a recent paper, a trust model is an intuitive
scheme that outlines the reasons why the smart contract application should be trusted [33].
Failing to address the oracle problem poses a severe threat to investigating and developing real-
world blockchain applications.

1.4. How the Oracle Problem affects Real-World applications

Although heterogeneous, almost all real-world blockchain applications suffer from the oracle
problem. However, the negative impact varies according to the nature of the business and the
institution involved. In this section, some of the most discussed smart contract applications are
outlined, showing how and to what extent the oracle problem may affect their further
development. The sectors under analysis are chosen according to their peculiar characteristics
and oracle problem setbacks. Although real-world blockchain applications are countless,
considering additional sectors would have probably led to redundant results. Arguably, the
outcome of the analysis should have reached a satisfying level of saturation.

1.4.1. IPRS Protection
As Yermack [38] shows, the original purpose of the blockchain, before the crypto ‘era’, was to

“register” intellectual property rights. In the early 90s, Haber & Stornetta [67] proposed the
digital timestamping of documents in sequence to authenticate authorship of intellectual
property. Nakamoto [1] then referred to this type of structure as a “chain of blocks” that we now
call “blockchain”. Overshadowed by financial applications, the IPRS protection role of blockchain
again aroused interest after smart contract platforms (e.g., EVM) became operative. The music
industry is thought to be the most affected by blockchain due to the unfair practices of record
labels and the digital revolution [68]. Blockchain promises artists to independently determine
prices and autonomously license their works in a “direct-to-fan” fashion [39]. Examples and pilot
projects are Micelii, Monegraf, PoE, and UJO. Those platforms let the authors directly receive the
royalties shared according to the smart contract [69]. However, as Fink & Moscon [39]
underlined, this procedure will not eliminate intermediaries but will simply create new ones. The
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critical aspect of this system consists of what Shatkovskaya [50] refers to as the “Attestation
Service” (Oracles).

As soon as data about the IPRs are on the blockchain, assuming the system works perfectly, they
are protected against tampering and efficiently share revenues among authors. The point of
failure of this whole system remains the gateway between the author and the blockchain.
Basically, anyone uploading a piece of art is recognized as the owner of the digital record.
However, the system does not verify if the creation has been stolen or just given by someone
else. Proof of Authority (PoA), for example, offers the artist timestamped evidence of a digital
creation that can be used for IPR claims but is unable to verify the real authorship of original
productions. In the case of someone recognizing his work as registered by someone else, there
will always be the need for a legal system that supervises the IPRs and enforces violations. In the
absence of enforcing authorities, blockchain may end up being a first-come-first-serve platform,
where the only thing that counts is to be the first to upload the creation. It is improbable that the
system can be wholly automatized and self-sufficient. However, the decentralization of service
may reduce the power of centralized authorities and help artists to have more control over their
creations. It is still hard to determine whether the record label or the authors themselves should
constitute the most trustworthy oracle (Figure 1.3).
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Figure 1.3. Selecting the appropriate oracle

1.4.2. Academic Transcript
A considerable part of the non-financial blockchain application is dedicated to developing a

better system in the Education/Academic field [25]. In particular, decentralized technologies are
sought to solve issues related to privacy, security, and vulnerability in the “ubiquitous learning
environment” [70]. Blockchain-based applications could enhance the digital accreditation of
personal and academic learning [71], easing complex credit management such as European
Credit Transfer Accumulation System ECTS [72]. In a recent paper, Ocheja et al. [26] showed that
the most advanced institutions in that field are
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e  MIT University Media Lab that developed Blockcert on the Bitcoin protocol;

e The University of Nicosia, part of the Blockcert consortium that improved Blockcert also
on the bitcoin protocol;

e Sony Corporation that developed Sony Global Education in cooperation with IBM
Hyperledger Fabric.

Although Ethereum is the standard for smart contracts, the most advanced institutions in the
field preferred the bitcoin network to store their information, despite the lower scalability and
higher costs of Bitcoin blockchain. As Ocheja et al. [26] hypothesized, the reason bitcoin is
preferred to create academic transcripts is that, since bitcoin is associated with robust financial
investment, it has a better chance of survival. Blockcert, for example (built on bitcoin blockchain),
aims to double the authenticity assurance of academic records. When a certificate is released, it
is uploaded on the blockchain (Figure 1.4) and is ready for audit [49]. It is enough to go to the
university website and upload the document to verify the certificate's genuineness and spot any
tampering or mystification. The oracle problem, in the academic field, is indeed controversial.
From a general point of view, its impact is maximum. As directly uploaded by the certifying
institutions, we are unable to verify the integrity of the data. As Antonopoulos & Woods [29]
state, for academic applications, “the universities are themselves Oracles”, whose discretion
cannot be altered or limited. However, for academic blockchain applications, what is perceived
as a point of failure may well constitute its strongest characteristic. Universities as oracles have
a long-standing reputation, which makes their information more or less reliable depending on
their history. In general, if a certificate is on a blockchain, the authenticity can indeed be proven
(Figure 1.4).

Trusted Untrusted
Blockchain Blockchain

T i [Eﬂ’ﬁ i ]
Trusted Untrusted
Institution Institution

Figure 1.4. Academic institutions as trusted blockchain oracles

12



What cannot be established is the truthfulness of the data that the certificate reports. If students
obtain their degree from a low-ranked university, the fact that the certificate is on the blockchain
does not give a higher value to their record. If a degree has been bought, the document will still
show as “authentic” on the blockchain. The extrinsic value of an academic document is still given
only and exclusively by the reputation of the institution issuing the certificate. The literature lacks
a decentralized approach to recognizing the “skills” owned by students whose value could indeed
exceed any degree or transcript. In this type of application, again, the role of the oracle is critical.

1.4.3. Supply Chain & Traceability
Blockchain applications for secure data provenance have been investigated and supported by

many articles [73][55]. An immediate consequence was implementing the data provenance
system for physical products, which has rapidly aroused the interest of scholars, institutions, and
firms [36][54]. The security and immutability features of blockchain should help to ensure
provenance and safety for shipments of drugs, food, and critical components [74]. However, in a
recent speech, Antonopoulos [12] brilliantly explains why and how linking a real product to the
blockchain should raise concerns on the reliability of this traceability system. When dealing with
cryptocurrencies, the “provenance” of a bitcoin is guaranteed since it has been issued on the
blockchain. Every movement has been tracked in the immutable and transparent ledger from the
first issuance. Regarding a real product such as a “mango” sitting on a store shelf, this product's
provenance is unknown to the blockchain, and data should be inserted by oracles [75].

For supply chain applications, oracles belong to the company producing goods that are being
tracked, and this, for sure, constitutes a substantial conflict of interest. Blockchain/oracle service
may be outsourced to a third party [37], but the control over information is indeed in the hands
of the producing company [32]. Companies decide then what information to upload on the
blockchain, and it is improbable to spot unwanted or inconvenient data [4]. It is plausible to
deduce that, for tangible goods, information is immutable but not unquestionable, and
information is as reliable as the company that owns the supply chain. In a recent paper, Kumar
[14] also shows doubts about the reliability of blockchain applications for supply chains due to
the oracle problem, which emerges regardless of the blockchain type (public/private). However,
the oracle problem for traceability can be partially overcome by creating the right trust model
[29]. Research on the subject [33] outlines that for some products subject to a “disciplinare”
(procedural guideline), providing false information would result in fines or license revocation
(Figure 1.5).
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Figure 1.5. Example of a trust model [33]

Thus, the likelihood that information on the blockchain could diverge from reality is eventually
low. It should be clear why the company has little incentive to cheat information provided on the
blockchain through a trust model. Literature should then investigate the relationship between
oracles, firms, and blockchains, understanding the mechanism through which companies should
be incentivized not to cheat on the blockchain, which is unfortunately possible.

1.4.4. Energy
The most claimed advantages in introducing blockchain within the energy sector regard

reduction in costs for the marketplace as well as increased transparency and decentralization
[76]. Projects like Energy internet and the notable Brooklyn micro-grid are undoubtedly raising
expectations [77][78][79]. However, “details” of how blockchain could help to achieve those
results are often neglected or even unmentioned. Surprisingly, to date, there is still no
contribution that has addressed the oracle problem in the energy field, whose role is particularly
critical for the system's complexity [13]. The oracle problem for the energy sector is, in fact,
“dual”. It affects inbound transactions as well as outbound transactions [30]. To understand in
detail how complicated this system is, we may take as an example the case of a prosumer (Figure
1.6). The agent acquires energy from a centralized provider while having some equipment to
produce his own (e.g., photovoltaic, hydro plant). He then sells to a marketplace the part that
exceeds his consumption [68]. We also assume that this platform/marketplace operates on a
blockchain. To let data about the prosumer contribution be uploaded on the blockchain, we may
need at least one (inbound) oracle to collect data from his house. Having the oracle in his
possession gives the agent the highest incentive to manipulate the sensor to send false data
about its contribution [59]. For this anticipated event, the platform should have a second oracle
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to double-check the data received from the agent or have a maintenance service that periodically
checks the state of the sensors.

oo
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d Q
Inbound

Prosumer

Figure 1.6. Example of the “dual” oracle problem

While the platform could be decentralized and independent from a central authority (since nodes
are spread globally, and their exact position is uncertain), oracles are unlikely to also be
decentralized and autonomous [29]. Furthermore, oracles have to be localized where the event
occurs, and, of course, their position is to be known to provide exact data about consumption
and contribution [53]. The chance for those centralized sensors to be free and independent from
a central authority, which can be an energy provider or the government, is indeed quite low.
However, this problematic situation constitutes just half of the problem, since more insidious is
the “outbound” oracle problem [30]. Considering the same example of a prosumer, we may also
hypothesize that in a period where his production is insufficient, he would like to buy some
energy from the blockchain platform using his cryptocurrencies. In that case, the transaction will
be promptly executed by the blockchain, and the crypto transferred to the platform account. The
blockchain should then communicate with an external platform or system to ensure that the
exact amount of energy is sent to the agent. However, from that point, countless events may
alter the procedure. Starting from a simple sensor malfunction, we may encounter a scarcity of
resources, failures of the electric plants, wires sabotage, authority denial, or even the system
could not exist at all! The absence of infrastructure in the real world may not prevent the smart
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contract to execute successfully [29]. An external authority monitoring those procedures is
essential for the system to work correctly. Additionally, it may ensure that the agent is refunded
in case of malfunction [80]. Again, assuming that this external authority or organization is free or
independent from the government is also very unlikely. Hypotheses of blockchain applications in
the energy sector comprise many examples other than the prosumer case; however, the
inbound/outbound oracle problem is shared among all of them. Efforts and contributions to the
literature should then converge on how, and if, is possible to maintain a blockchain platform that
is decentralized and independent. Recognizing the role of oracles and building the appropriate
“trust model” should also be prioritized.

1.4.5. Contracting & Law
According to Guadamuz [53], the first attempt to regulate smart contracts has been made in

Arizona. There, smart contracts are defined as “event-driven programs, with a state that runs on
a distributed, decentralized, shared and replicated ledger, and that can take custody over and
instruct transfer of assets on that ledger” [81]. Stating that smart contracts run on “something”
obliges the legislator to also define the platform on which they operate. They described the
blockchain platform as “distributed ledger technology that uses a distributed, decentralized,
shared, and replicated ledger, which may be public or private, permissioned or permissionless, or
driven by tokenized crypto-economic or token-less. The data on the ledger is protected with
cryptography, is immutable and auditable, and provides an uncensored truth” [82]. As literature
still does not have a univocal definition of blockchain, this overly general statement bears a few
contradictions. If private, a blockchain is not an open ledger and not distributed either [83].

Furthermore, the concept of “uncensored truth” is quite controversial; if the system runs well,
we may have immutability, but the veracity of the information contained in the ledger can hardly
be proven. From that point onward, papers realized that the interaction of smart contracts with
the real world triggered the “so-called oracle’s problem” [84], [85]. Legally speaking, the
literature eventually recognized that the problem with a smart contract involving data from the
real world consists of the presence of third parties (oracles) external to the contractors whose
legal state is yet to be identified [75]. When executing smart contracts, parties cannot fully trust
each other, and an oracle is in the best position to manipulate data and collude with one of the
parties. Damjan [30] notes that services offering oracles (e.g., Oraclize, Reality Keys) do not
guarantee oracle impartiality and veracity of the information provided. They are, thus, negating
the two necessary conditions for smart contracts to be legally viable. In his essay, Frankenreiter
[6] underlines that even when hypothesizing the good faith of oracles, at least four critical issues
could be identified. First, as an oracle is to be trusted, its identity is to be known, which poses a
threat to its impartiality and independence. While the government cannot change information
on the blockchain, they can influence oracles by exerting pressure on the organization controlling
them [86]. Second, linking some real assets to a blockchain token is something that cannot be
done without the intervention of legal authorities. As shown in the household example,
successfully executing the smart contract does not guarantee that the property is also switched
[64]. Third, as the system involves the oracles, which can be sensors or humans, they are not
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100% reliable, even if trustworthy. In the event of a malfunction (or if the contract is not executed
correctly), the platform cannot restore the original state or compensate for a breakdown. Cases
like the DAO and ETC are classic examples of those recurring issues [87]-[89]. The presence of an
authority capable of enforcing a malfunctioning smart contract is then necessary for parties to
completely trust the system. Lastly, the decentralization of platforms on which smart contract
run make them dependent on miners' actions. Miner contribution to the network is subject to
compensation and highly influenced by market shocks. A decrease in the price of the currencies
may result in a weakening of the platform due to the exit of miners, thus jeopardizing the
reliability of the whole legal system [90]. What literature still needs to conceptualize is the
preferred legal nature of the oracles, whether they should be independent or legal entities.
Secondly, due to the complex nature of the oracle’s relationship with the contractor, it can hardly
be coded with a smart contract and probably needs a formal contract to be legally viable. Lastly,
some smart contracts, involving gambling activity, have proven to be nearly untraceable by legal
authorities, raising a few concerns about exploitation for illegal purposes.

1.4.6. Healthcare
An interesting article by Radanovic & Likic [91] forecasted the possible implementations of

blockchain in the healthcare domain. Supported also by recent literature and pilot projects,
technology integration may involve health records [73], health insurance [52], biomedical
research [92], drug supply [93], and medical education [94]. Despite proposing different
applications, the shared opinion is that blockchain technology could grant privacy and security
improvements in the healthcare sector [95], [96]. The aim is indeed justified since in the field of
healthcare, privacy and security breaches exponentially increase every year. Recent research
shows that 37 million medical records were illegally accessed between 2010 and 2017, with 300
violations only in 2017 [97], [98]. Furthermore, there is still no unified system to store and
distribute patients’ information between various healthcare facilities [99]. Countless proposals
and concepts of blockchain applications have been discussed to overcome those issues.

Among those, the following projects [100] are the most known and successful:

e Dentacoin ensures through a system of stringent reviews that the doctors are qualified
to operate in the dental industry.

e Solve.Care provides a platform that manages accesses, care, and payments, making
healthcare more handy and affordable

e Maedibloc provides a private and reliable blockchain to store and distribute medical data.

e Medicalchain offers a solution for personal health records storage, also providing a direct
link with insurance companies.

e Lockpharma ensures the traceability and authenticity of drugs using blockchain and loT
(Quick response code).
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e Humanscape ensures cooperation between researchers to develop cures to tackle over
7000 incurable diseases.

Arguably, those projects may effectively store and share information in a secure way, using
blockchain. However, just like all other real-world applications, the limit lies in the interface
between the real world and the blockchain [30]. Discussing the oracle problem in the case of
health records, which, according to a recent literature review, has received most of the academic
contributions [101], the outcome is quite controversial. Assuming that the system will be based
on a unique and private blockchain to protect patient privacy, in the long run oracles should, in
theory, be distributed as figure 1.7 shows.

Tampered Trusted
Oracle Oracle
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Trusted Tampered
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Figure 1.7. Example of distributed oracles

As discussed before, distributed oracles are a powerful way to ensure that data uploaded on the
blockchain have not been tampered with [102]. However, this is true if oracles process the same
information and if data are publicly available and verifiable. For sensitive and private data, which
are not publicly verifiable, having distributed oracles processing different information increases
the chance of data tampering and leakage. Alternatively, the system may work with a single
oracle, and all health institutions could communicate with it through legacy databases. However,
confirming the inefficiency of a legacy database in the healthcare sector, Radanovic & Likic [91]
also debate that mixing on-chain and off-chain data may undermine the very need for a
blockchain in the healthcare sector. In order to tackle this issue, Solve.Care has recently signed
an agreement with Chainlink using external oracles to supervise sensitive data inserted on the
blockchain [103]. Although promising, the reliability of this project is yet to be verified.
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1.5. Discussion

The real-world blockchain applications described above have helped shed light on the
circumstances that create problems when implementing oracles on the blockchain. For academic
transcripts, the oracle impact is directly proportional to the institution’s reputation. As
universities are themselves oracles, data on the blockchain are then as trustworthy as the
university itself [29]. Arguably, what makes information on the blockchain more reliable is the
level of trust that we directly put on the oracle (institution). Considering trust, not a dummy
variable, the degree of trust owned by an oracle proportionally affects the reliability of
information stored on the blockchain. For supply chain management, since companies (apart
from multinational) are only known in the area where they operate, there is the need for a third-
party to supervise and ensure data integrity on the blockchain[103]. Their relationship should
then be formalized through a “trust model” [29][33]. From a game-theoretical approach, the
model should describe the reason why an oracle is not incentivized to cheat on the blockchain
[59].

In the IPR field, which constitutes the first blockchain application, oracles still represent an issue
[50]. On the other hand, numerous prototypes have already shown promising results [39]. The
problem here is to understand and define “who”, between the artist or the legal authority, should
cover the role of the oracle. In the first case, companies such as recording firms would lose their
power in favor of artists. In the second case, the situation will remain the same as it is at the
moment. From a technical point of view, both oracles are valid as they can be considered as
twins. The choice of the oracle, however, has hugely different social outcomes [80]. However, it
is clear that the legal aspect of protecting the IP is unlikely to be separated from central
authorities [6]. Law literature offers, in fact, many contributions to the oracles and their legal
implications [13]. As parties cannot fully trust each other, it is clear that neither of them can cover
the role of the oracle. A third party is then necessary to settle the terms of a smart contract with
legal value. The problem is that, according to law, contracts should be enforceable and not
immutable [53]. This makes it necessary to establish a hierarchy of oracles thanks to which illegal
agreements can be reverted. Technically, on the one hand we do not have many examples of
smart contract reversions in history, and on the other hand the chance of smart contracts to be
reverted would indeed limit their power [87], [89]. However, recent studies have shown the
implications of smart contracts as a means to speed up the law processes [85].

In the healthcare sector, as described in the last paragraph, blockchain could be implemented in
many areas [91]. In some of them, the oracle problem impacts very similarly to other real-world
applications. The presence of overlapping areas also supports the view that the analyzed sample
has reached a sufficient heterogeneity and saturation level. For the traceability of drugs, in fact,
a trust model could be sufficient to address the oracle problem. At the same time, given the
importance of some pharmaceutical companies, as in the case of academic institutions, they may
cover the role of oracles themselves [29], [33]. For the problem of doctors' trustworthiness, an
effective approach could be very similar to those offered by academic institutions for student
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credentials [104]. On the other hand, health record applications present some critical issues.
First, as in the IPRS sector, it is not clear “who” between the patient and the institution should
upload data on the blockchain [39]. Since information is sensitive and private, active blockchain
projects leave, in fact, discretion to the patients for personal health data to be uploaded in the
public ledger [99]. Using multiple oracles may undermine the safety and privacy of data inserted
on the blockchain from a security point of view. It also erases the main reason for the blockchain
to be implemented in the healthcare [91].

Lastly, the energy field is surprisingly more abstract in the literature, and the oracle problem,
which for this field is undoubtedly critical, to the best of the author's knowledge, is not
mentioned in any publication [13]. Since the oracle problem in the energy field is also dual, it
seems very unlikely that the blockchain platform could operate without the supervision of an
external authority. Solving the inbound oracle problem without solving the outbound oracle
problem (or vice-versa) undermines data reliability on the blockchain regardless [30].
Unfortunately, we still lack ad hoc empirical research to better understand how to efficiently
address the “dual” oracle problem in the energy and other sectors. Drawing upon the selected
literature, it is possible to extend the conditions described by Frankenreiter [30] and Egberts [10],
for which the oracles represent a problem. Table 1.1 summarizes the findings of this review.

Table 1.1. Oracle problem: conditions and implications

Condition | Description Implication Example Source
Trusted To what extent a specific | Untrusted oracle leads to | Academic Anotonopoulos &
Oracle oracle is perceived | untrusted blockchain data | Institutions, Woods [29],
trustworthy Supply Chain Mougayar [4]
Dual Condition in which oracles | Tampering or malfunction | Resource Damijan [30]
Oracle intervene in two (or more) | of one oracle would | management
different and unrelated | undermine the whole | (e.g., energy)
stages of the blockchain | process
Multiple Data are verified and | Practical for publicly | Health Records, | Dale [66],
Oracle uploaded on the blockchain | available data, proven to | Entertainment
by multiple oracles be a point of failure for Shawdagor [105]
sensitive and private data
Hierarch Certain oracles have | Smart contracts may be | Contracting & | Frankenreiter [6],
Oracle predominance over others denied or reverted Law Guadamuz [53]
Twin Oracles are equally valid but | The choice of oracle gives | IPRS Protection | Fink & Moscon
Oracle are substitutes more power to one party [39],
over the other Shatkovskaya [50]

It is indeed evident that the oracle problem is hardly addressable from only a technical point of
view. In the case of twin oracles, for example, it has only social impacts. A project like Chainlink
is exceptionally effective against data tampering and oracle malfunction, but it can hardly fight
“distrust”. Arguably, having a trustworthy rather than a “bug-free” environment constitutes a
better starting point to address the oracle problem.
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1.6. Conclusion

Too often, the words bitcoin and blockchain are confused, and it is evident that most of the
papers address characteristics that strictly belong to Bitcoin, rather than to regular blockchains.
Furthermore, literature neglects that when implemented in the real world, smart contracts need
oracles to operate. This paper investigates the roles of oracles in real-world applications. Oracles
are the only means of communication for blockchain with the real world, and unlike blockchain
nodes, they are centralized and exposed to tampering and manipulations. The risk of oracles to
be compromised and feed the blockchain with false information is called the “oracle problem”.
The oracle problem biases all real-world applications, but its impact varies according to the
application itself. The most promising and discussed smart contract applications, such as IPR
protection, energy production, healthcare, supply chain management, academic transcript, and
legal contracts, are then analyzed. The analysis provided in this study supports the view that the
oracle problem inevitably affects real-world applications. However, the impact is different, and
it strictly depends on the trustworthiness of the system in which it is implemented. As
hypothesized by Antonopoulos & Woods [29], although less decentralized, the academic sector
is one in which the oracle problem represents the lowest threat. On the other hand, in the energy
sector, in which the oracle problem is dual and control over production is decentralized, the
oracle problem represents a real issue.

By investigating the oracle problem within real-world blockchain examples, the following
research question also emerge:

e IPRs: Who should supervise the oracles when uploading patents on the blockchain? Can
the system be self-administrated?

e ACADEMIC RECORDS: Considering reputation as the main counter to the oracle problem,
is it possible to create a shared platform for systems like ECTS? Can student skills be
recorded on the blockchain?

e ENERGY: Considering oracles as weak points, is it possible to manage an energy market
platform without a central authority? Can a trust model ensure the system to be self-
administrated and entirely decentralized?

e SUPPLY CHAIN: Can a firm reputation alone counter the oracle problem? If oracles are
unable to prevent the upload of unwanted information, who will benefit from blockchain
implementation?

e HEALTHCARE: Can patients themselves be oracles? Can a distributed system also
guarantee privacy and security?

e LAW: What is the legal role of oracles? How can smart contracts be enforceable? How to
prevent illegal smart contracts?
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Utilizing a sophisticated system like Chainlink indeed reduces the chance of oracle malfunction;
however, collusion or deliberate data tampering would still represent an issue.
Counterintuitively, as Tsankov [80] explains, the solution to the oracle problem should be more
social rather than technical. If research in the blockchain field has to go further, a significant effort
from the academic and practitioner communities is required to readdress the focus of the
analysis to the oracle problem. Cooperation between experts of social and technical sciences
could also constitute a robust approach. On the other hand, journals could play a critical role by
creating ad hoc special issues to address the oracle problem.
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CHAPTER 2

REAL-WORLD BLOCKCHAIN APPLICATIONS UNDER THE
LENS OF THE ORACLE PROBLEM. A SYSTEMATIC
LITERATURE REVIEW

2.1. Introduction

"When the water recedes, you can tell who on the beach was not wearing a swimsuit!" (A.M.
Antonopoulos). A group of researchers from the University of Pennsylvania compared the blockchain
codes of the 50 largest initial coin offerings (ICOs) by the amount raised in dollars with what the creator
promised; the researchers demonstrated that a significant portion of code was not even programmed for
the planned purpose [34]. The same study also showed that only 20% of the ICOs lacked mechanisms to
protect investors embedded in the code [35]. A crucial issue with smart contracts which is rarely
addressed both in business and the literature has been overshadowed by blockchain euphoria. Since
blockchains are blind in the real world, they are always dependent on oracles [10]. Considering that
oracles reintroduce the concept of a trusted third party and centralization, their implementation is often
seen as a problem [32]. Awareness of how a project addresses the oracle problem is essential for investors
to make a cautious decision regarding investments, avoid fraudulent proposals and reward more realistic
ICOs. The academic world, however, raises no fewer concerns. We are, in fact, assisting in the creation of
an overwhelming number of papers regarding blockchain and business implementations which, apart
from a few contributions [30][32][6], do not seem to address the oracle problem. Neglecting the oracle
problem may lead researchers to follow unrealistic lines of enquiry based on misconceptions. Although
the blockchain is famous for being trustless and immutable, real-world applications do not share the same
properties. This discrepancy is the gap on which this paper investigates. The study thus aims to shed light
on the state of the art of real-world blockchain applications through a systematic literature review (SLR),
using the oracle problem as the lens of analysis. As the oracle problem is considered to be a major concern
in the literature [3], the criterion is to recognize significative papers that mentioned and addressed this;
we discarded those that did not, as their contributions would hardly be useful for practical or academic
purposes. The research questions of this paper are twofold: first, we aim to determine the extent to which
the literature on blockchain real-world applications is biased by not considering the oracle problem;
second, we aim to discover which works have provided the most contributions to address and overcome
the oracle problem. The results of the SLR show that only a fraction of the literature addresses the oracle
problem; this is mostly represented by law contributions. The paper proceeds as follows. Section two
introduces blockchain technology and broadly explains the importance of the oracle problem. Section
three outlines the methodology. Section four summarizes the results. Section five analyzes the oracle
problem contributions. Section six concludes the paper by discussing limitations and hints for further
research.

2.2. blockchain oracles and the oracle problem

A blockchain is a distributed ledger and was created by a man—or a group of people—under the
pseudonym of Satoshi Nakamoto to provide the technical infrastructure for the Bitcoin currency
[1] [38]. Nodes on the blockchain share an exact copy of the ledger, and once approved by miners,
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transactions are added to the chain into new blocks [17]. Thanks to the consensus mechanism,
at least on the Bitcoin blockchain, data forgery is very unlikely to happen. Depending on the
consensus type, changes to the blockchain would require an enormous amount of energy or stake
(currency), which may counter any benefit of a successful forgery [41]. The most known attacks
on the blockchain, such as the Decentralized Autonomous Organization (DAO) and Ethereum
Classic (ETC) attacks, were determined by vulnerabilities in smart contracts or an insufficient user
base [87][89]. In the case of real-world applications, forgery is thus more likely to happen as
smart contracts are necessary, and the user base is usually low. Despite the hype, there is not a
universally accepted definition of the blockchain in the literature [43]. This is also because not all
blockchains embody the same characteristics, as they may be composed of multiple types (e.g.,
public, private, Proof-of-Work and Proof-of-Stake). Regardless of their types, blockchains can be
implemented in many areas. Swan [46] presented at least three valuable implementations of the
technology: currency, along with remittances and e-payments; social applications such as notary
and voting applications; and smart contracts. The idea of smart contracts was presented by the
cryptographer Nick Szabo [15], but the concept did not see use until the emergence of blockchain
technology [47]. On the blockchain, smart contracts are defined as "self-executing code.....that
automatically implements the terms of an agreement between parties" [48].

In contrast to traditional contracts, smart contracts do not rely on a trusted third party to
operate, leading to a reduction in costs. Factors particularly arousing interest for smart contracts
are their immutable and deterministic components [14].

Once deployed, the smart contract code is immutable. Even deleting the contract will not cancel
the transaction history that remains embedded in the blockchain on which it operates. A
contract's outcome is also the same for anyone who runs it. Exclusive rights over smart contracts
are not even granted to its creator. Given their characteristics, smart contracts can be
implemented in a wide variety of applications such as certificates of ownership, health care,
intellectual property rights, law, energy production, traceability, tourism, and entertainment.
Being deterministic and immutable, however, is not sufficient to consider smart contracts as
perfect and trustless. As running on a close ecosystem, they have limited ability to draw data
from the external world. On the blockchain, real-world data (e.g., weather, stock prices, political
events) cannot be provided along with transaction data, as other nodes would detect data
coming from an untrusted source. Accordingly, data from the real world should arrive from a
third party that is considered trusted and reliable by all the nodes: the oracle. Anything capable
of providing external data to the blockchain can be classified as an oracle (e.g., software, sensors,
humans, A.l.). Upon the execution of a smart contract concerning extrinsic data, the code will
then call the right information from a trusted oracle. Oracles work as communication channels
that can digest external and nondeterministic information into a format that a blockchain can
understand [58]. In the case of a smart contract involving a bet for a football match, the
knowledge of the winner provided by the oracle is verifiable by all the participants to the network
since information about football matches is publicly available. However, in a situation in which
oracles provide information that is hardly verifiable by the agents, the situation becomes
different (e.g., traceability, academic records, energy production). In those environments, the
trustworthiness of oracles is crucial. When all the parties are unable to verify the oracle's data,
and the contract value is considerable, the oracle's presence becomes a problem [11]. In his
dissertation, Egberts explained that oracles reintroduced the single point of failure and, operating

24



on nondeterministic data, remove trustless peer-to-peer interaction. Curran [58] defined the
oracle problem as "the security, authenticity and trust conflict between third-party oracles and
the trustless execution of smart contracts". When attaching real assets (e.g., fruit, cars, houses)
on the blockchain through a smart contract, the oracle problem is always triggered [64]. Tangible
assets are indeed regulated by the jurisdiction in which they reside, meaning that they are subject
to something above smart contracts. When swapping a real asset's property, such as a car, with
a smart contract, the real asset location is clearly not affected by the transaction. Thus, even if
its ownership has changed, the former user may not yield the asset to the new owner. In the
absence of a trusted third party (e.g., government) supervising the smart contracts, their
enforcement is not assured. The need for a trusted third party removes the main advantages of
trustless application, which in environments afflicted by corruption represents an important
constraint. Decentralized oracles effectively address oracle malfunction or failures; however,
deliberate data tampering or collusion could still be performed by companies controlling the
service. When decentralization is not sufficient to address the oracle problem and data
authenticity cannot be objectively verified, a trust model is needed for the smart contract
environment to keep a certain degree of reliability [29][33]. Despite its indisputable importance
and impact, however, only a few articles have addressed the oracle problem.

2.3. Methodology

Undertaking an SLR on real-world blockchain applications using the oracle problem as a pivot is
not an easy task. First, real-world blockchains have no specific literature, and there is no
particular keyword to identify this type of research. Building on the work of Song [64] and Sharma
[106], real-world blockchains are those that, instead of having cryptocurrency exchange as a goal,
involve transactions of services and tangible assets (e.g., copyright protection, supply chain,
academic records). Intuitively, without a specific keyword, narrowing the search to the right
literature cannot be completely automated. The second issue concerns the oracle problem
concept itself. As the scarcity of research does not support any precise definition, the process of
identifying contributions addressing the oracle problem cannot be done with software. Different
authors may refer to the problem while naming it differently, or they could relate to the
problem's outcome without addressing it directly. Contributions thus need to be identified by
reading entire papers. This study aims to identify the most representative sample of academic
papers regarding real-world blockchain applications and investigate whether they addressed the
oracle problem by thoroughly reading them. The steps to find the research sample (summarized
in Table 2.1) were the following: for the sample to be as inclusive as possible, only two keywords
were used (blockchain, smart contracts) in the TITLE-ABS-KEY/Topic on the Scopus and Web of
Science Core Collection databases. This first research returned, respectively, 2516 and 1268
entries (13/04/2020). After dropping double entries, those documents were then merged to
create a unique sample. However, as the aim was to narrow real-world applications, other
restrictions were added, which led to a total of 789 entries. Papers involving cryptocurrencies or
specific aspects of technology and smart contracts were dropped. The first reason for this was
that our sample should include only blockchain applications involving oracles. The second reason
was that papers on coding or smart contract features may not address the oracle problem since
they focus on other aspects. The sample was further reduced by dropping conference papers.
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Although conference papers are innovative, as an incomplete piece of research, their inclusion
would constitute a bias for our sample.

Table 2.1: Systematic literature review (SLR) STEPS.

Review steps N° Entries
Papers gathered from SCOPUS and Web of Science Core Collection using | 3784
blockchain and smart contracts as keywords

Dropping papers of unrelated fields and double entries -2995
Dropping conference papers -576
Dropping non-English publications -31
Dropping off-topic papers by reading abstracts and introductions -40

Final sample 142

Basically, since the aim of this paper was to shed light on the portion of complete research that
failed to address the oracle problem, including conference papers may have led to unreliable
results. From a sample of 213 entries, the number was further reduced to 182, retaining only
publications written in English. At this stage, all the papers were downloaded, and the abstracts
and introductions were read to make sure that the content was consistent with the aim and scope
of the research. The sample was then reduced to 142 entries, applying the same excluding
criteria. All the papers included in the final sample counted only real-world applications not
related to cryptocurrencies and not to the technical aspects of blockchains and smart contracts.
All the final sample documents were read in their entirety, searching for contributions to the
literature and the oracle problem. The results of the SLR are outlined in the next paragraph.

2.4. Review Results

Unfortunately, as Figure 2.1 shows, results from this literature review reflected our expectations.
Of 142 analyzed papers published in academic journals, only 15 (10%) mentioned the oracle
problem, although they all addressed real-world applications. Furthermore, half of them (seven
articles) did not specify the oracle problem directly but outlined issues related to oracle
implementations. On the other hand, oracles, which are essential for real-world applications,
were mentioned only in 26 (18%) papers.
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Figure 2.1. Papers addressing the oracle problem

A wide range of sectors were covered by the sample. Fields with more contributions, as shown
in Figure 2.2, include energy, accounting, law, traceability and intellectual property rights.
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Despite the failure of the DAO [87], the Decentralized Autonomous Organizations have continued
to attract rising interest for academics, as the publication number is low but continually
increasing. Entertainment, tourism and business process management (BPM) are the fields with
the lowest number of contributions (three), and this trend does not seem to be increasing. On
the other hand, when considering the oracle problem, the results are quite controversial. Most
of the literature made no contribution to the oracle problem field. Intuitively, law and accounting
count for a significant number, followed by traceability and DAO, with one contribution, while
other topics were not referenced. The most surprising outcome regards the energy sector, which,
despite having the second largest number of publications, did not contribute to the oracle
problem issue. This gap raises several concerns about the consistency of the entire literature on
the subject. Another aspect to consider is that all the papers addressing the oracle problem
clearly specified the technology used for smart contracts. As the chosen technology is a critical
aspect in the development of a project, it is arguable that papers defining the selected technology
are more grounded and realistic. It is clear that every blockchain has specific and often unique
characteristics, so building hypotheses without specifying the chosen network may hardly
provide a concrete contribution. In some practitioner communities, the word blockchain is a
synonym of Bitcoin, but in the academic world, those terms do not overlap [82][107].

Regarding this heterogeneity, the SLR provided another interesting research result. As Figure 2.3
shows, of 142 reviewed articles, while 73 considered Ethereum and nine were based on
Hyperledger, 54 (38%) did not specify their platform. This unexpected outcome tells that, for a
consistent part of the literature, the blockchain technology is somehow homogeneous, and it
does not matter on which platform the smart contract operates. However, as contributions to
the oracle problem show, blockchain technology is heterogeneous, and the oracles' impacts on
real-world applications are dissimilar. As outlined in the next paragraph, an analysis of the oracle
problem not only underlines those differences but also sheds light on the most advanced
literature in real-world blockchain applications.

&

= Ethereum Hyperledger = Non-Specified

Figure 2.3: Technology Distribution
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2.5. Contributions to the Oracle Problem

From Figure 2.2, it is quite clear that the law literature provided most of the contributions to the oracle
problem; however, the contributions were not sufficient to respond to our second research question.
Having the highest number does not imply a higher relevance of provided contributions. Despite all being
real-world applications, a different sector may look at the oracle problem from different perspectives,
providing a different advancement level. A comprehensive analysis (summarized in Table 2.2) is therefore
offered. Addressing smart contract applications in business processes, Pereira et al. [108] argued for the
inconvenience of smart contracts due to the high verification costs for the information provided by
oracles. If smart contracts reduce transaction costs from one side, the issue of ensuring the
trustworthiness of oracles eventually increases the costs. Although broadly negative, opinions regarding
smart contracts and the oracle's role are not homogeneous, as Kumar [14] saw some positive implications
for the supply chain sector. The author claimed that, compared to the improvements in the traceability
system, the risk of imprecise information provided by oracles can be considered as negligible. An improved
track and trace system for the fresh produce supply chain, for example, would easily spot contaminated
products, which in global supply chains (GSC) are almost impossible to detect [37]. If BPM and supply
chains address the oracle problem from a transaction cost perspective, different approaches might involve
finance, law and DAOs, although the proposals hardly face what is legally and technologically feasible. As
Rozario and Vasarhelyi [109] discussed, smart contracts have the potential to improve and enable real-
time accounting; however, too many conditions need to be met for this system to work properly. The
provenance of oracles needs to be trusted, as well as the data stored by them, along with their security
and integrity. Cuccurl’s [110] vision of blockchain stock exchange applications was less pessimistic, which,
although they concern extrinsic information supplied by oracles, involve publicly accessible data. Sharing
the same opinion, Dmitreva and Kessen [111] stated that publicly available information such as stock
prices, although arising from centralized and untrusted sources (oracles), could create a market in an
untrusted environment. The idea is that, since stock prices are public, it is easy to spot unreliable oracles,
guaranteeing platform functionalities in trustless environments. Crowdfunding platforms, as another
example, have already benefited from smart contract applications. As Subramanian [112] stated, despite
all limits of oracles, the main obstacle to the widespread adoption of smart contracts is the lack of
standardization. The presence of a reliable and univocal standard may generate the necessary trust to
address and overcome the oracle problem. Indeed, trust is considered pivotal when addressing the oracle
problem. Reyes [113], in her dissertation, explained that the DAO fails because it is seen as a trustless
entity. Thinking of the DAO as a business trust indeed solves the oracle problem but limits its area of
application. The role of trust was also stressed by Reinsberg [114], who claimed the necessity of trusted
third parties to supervise the oracles’ activity and for smart contract execution. Smart contracts operating
across multiple nations (e.g., foreign aids) may be very unlikely to be executed in a trustless model, as an
institution or a central authority is needed to ensure that goods or services are delivered to the intended
receiver. If trustless operations are challenging at a transnational level, as Brownsword [84], Frankenreiter
[6], and Damjan [30] explained, peer-to-peer interactions are not less complicated. When untrusted
parties have to sign a contract, they should at least trust the contract law and institutions that enforce
them. When signing smart contracts, people need to trust the code and the oracles that feed external
information to the contracts and decide its outcome. To be trusted, an oracle’s identity must be known,
but in that case, its independence and impartiality are not ensured. Any member of the party or a powerful
institution could indeed put pressure to alter the information provided by oracles. Mik [75] realized that
smart contracts might only succeed if they can ensure perfect performance and lower transaction costs
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resulting from the elimination of intermediaries and traditional enforcement mechanisms. Furthermore,
their code should correctly reflect the parties' commercial agreement, containing no coding errors and no
security loopholes. Considering the unlikeliness of those conditions, Werbach and Cornell [115] stated
that smart contracts would not determine the destruction of contract law but its improvement. The
authors further explain that contract law is necessary for smart contracts and ex-post procedures;
however, they can automate the execution of complex contract law. Building on this view, Guadamuz [53]
hypothesized that the best use of smart contracts involves transactions of digital goods, which are unlikely
to require human intervention or adjustments once settled, thus avoiding the oracle problem. On the
other hand, contract law involving digital assets would be highly facilitated by smart contract
implementation.

Table 2.2: Real-World Blockchain literature: state-of-the-art
Sector State of the art

Supply chain The advantage of having a completely traceable Global Supply Chain is greater than the risk

Traceability of receiving imprecise data from oracles. However, in local supply chains, the benefit is lower.
Business . . Lo . . .
Process Due to oracle implementations, the reduction in transaction costs is outweighed by the
increased verification costs.
Management

Decentralized
Autonomous
Organizations

According to Reyes [113], the only viable business model based on the DAO, efficiently
addressing the oracle problem, is the business trust.

Already proven as useful, blockchain-based platforms for crowdfunding or stock exchange

Finance e .
Accountin only need standardization to stem the oracle problem. On the other hand, real-time
& accounting requires too many conditions to work properly.
Due to the presence of oracles, smart contracts are unable to replace legal authorities. On the
Law other hand, new regulations are needed for smart contracts to be efficiently implemented.

Eventually, simple digital transactions, automated with smart contracts, will simplify the
contract law for digital goods.

2.6. Conclusions

"Two steps back from decentralization"—with those words, Egberts [10], in the paper that
contributed most to the research into the oracle problem, defined the implementation of oracles
into the blockchain. With an SLR, this paper tries to shed light on the portion of biased or
incomplete literature, utilizing the oracle problem as a pivot. The sample under investigation was
only composed of papers analyzing blockchain and smart contracts for real-world applications,
since the oracle problem is triggered in all of these situations. The SLR results showed that the
majority of the published documents did not address the oracle problem, raising concerns
regarding the concreteness of the currently undertaken research. It also emerged that the law
literature, which made the greatest contribution to the oracle problem, seemed to be the most
grounded and advanced. Investigating smart contracts from a legal point of view forces
researchers and practitioners to explore the oracles' role, eventually addressing the oracle
problem.
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On the other hand, the fact that the energy sector provided no contributions to the oracle
problem raises a few concerns regarding the concreteness of the related research. Furthermore,
indirect results show that there are still many misconceptions around blockchain technology, as
a consistent portion of the literature saw it as univocal. This piece of research does not question
the quality of the published papers but aims to raise concerns about their real contributions for
academics and practitioners. As the sample is limited, other similar research works could
strengthen or evaluate the impact of the provided results using different methodologies or data.
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CHAPTER 3.
OVERVIEW OF BLOCKCHAIN ORACLE RESEARCH.

3.1. Introduction

“Although oracles play a critical role ... the underlying mechanics of oracles are vague and
unexplored” [116]. A preliminary study on Decentralized Finance (DeFi) oracles from the
University of Singapore shows that despite the massive amount of money managed by oracles
on DeFi platforms, their functions and roles are still widely neglected. Despite the plethora of
papers involving blockchains, less than 15% consider oracles, and an even smaller percentage
further investigates related issues [13]. The subject of blockchain oracles is critical because the
whole concept of blockchain applications revolves around the idea of decentralization and
trustless transactions. Those pillars, however, are undermined while gathering real-world data;
blockchain applications rely on centralized and trusted third parties. This issue, either addressed
as an oracle problem [10] or an oracle paradox [117], makes the community of blockchain
enthusiasts quite skeptical about real-world applications [13], [29]. Proposing a robust blockchain
application against the oracle problem requires the redaction and discussion of the so-called
“trust model,” a document or scheme that broadly explains how data are fetched by oracles in a
decentralized and trustless way [33], [118]-[120]. A robust trust model should first include
information concerning how data collected by oracles are validated before being pushed into the
smart contract. Second, it should specify how the security and unforgeability of data are ensured
from the time they are collected to the moment they are permanently stored on the ledger.
Third, it should outline the incentive mechanism implemented to prevent collusion or the
deliberate tampering of data feeds for selfish purposes [120]-[122]. Defining and adopting a
robust trust model is not only essential for a blockchain application to work properly but is also
often considered the key to mass adoption [123]. However, academic contributions concerning
oracles or those discussing a detailed “trust model” [13] remain scarce. On the one hand,
proposing a real-world blockchain application without analyzing the oracle’s role in depth poses
serious doubts about the feasibility and genuineness of the underlying project [124]. On the other
hand, proposals with a detailed trust model would greatly help researchers and practitioners
analyze oracle-related features and issues and reproduce successful projects, respectively [11].

Therefore, knowing which institutions are actively undertaking research on blockchain
oracles and which ones are already implementing them in real-world applications is interesting
and important. Scholarly interest in blockchains has resulted in some literature reviews on this
topic, but none has yet undertaken research through a bibliometric analysis on blockchain oracles
[25], [125], [126]. A bibliometric analysis aims to identify how the body of knowledge on
blockchain oracles has evolved in the last few years in terms of the leading publication outlets,
the geographical distribution of research communities, the density of collaboration, and
methodological approaches. Unlike classic literature reviews, a bibliometric analysis provides a
guantitative and structural overview of the investigated scientific field, reducing the chances of
subjective biases [127]. The advantages of undertaking this type of study are the representation
of a phenomenon in a formal and objective way, ensuring the robustness and reproducibility of
results. A bibliometric analysis is also meant to guide scholars who are interested in undertaking
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research in that sector to understand the research gaps, methodologies used, and appropriate
outlets for publication. To ensure the significance, usability, robustness, and replicability of the
research, this paper will follow a standard bibliometric approach that has been used in several
studies across different disciplines [128]-[132]. The methodology will be extensively explained
so that any individual can reproduce every passage, regardless of their expertise. The data
extracted will be motivated by the associated meaning and will be presented with the aid of
figures and tables. Following prior bibliometric analyses in other sectors, the collected sample
will be organized based on the categories and sub-categories of the topics [131], [133]. In this
study, three areas will be investigated. First, an overview of the most productive institutions (in
terms of papers published), the most cited authors, and the most common publication outlets
will be provided. The authors will then have a better overview of the venues that support
research in this domain. Second, ongoing studies will be further investigated to identify common
streams of research, themes, and research directions to incentivize cooperation and progress in
the field. Third, by discussing the reviewed literature, we will highlight areas that require further
investigation. The following are the objectives of the study:

Objective 1) Identify the most cited authors and productive institutions to find institutions
and authors focused on the subject of the study.

Objective 2) Identify research themes, directions, and converging studies to promote
cooperation and progress.

Objective 3) Highlight the areas that require further investigation.

We consider this study necessary, given the massive resonance of blockchain-related
research and the slight growth in oracle-related investigations [11], [25]. The contributions
provided in this study will help researchers and entrepreneurs know which institutions are
actively involved in a specific real-world blockchain application, how oracles are implemented,
and which aspects the academic studies are focusing on. Discussing the key findings of the
reviewed papers can also help other academics improve the quality and speed of research in
related fields [13], [106]. In contrast to other bibliometric analyses in the field of blockchains, this
study focuses on oracles, a specific aspect of the technology that particularly affects real-world
applications. Specific bibliometric analyses on cryptocurrencies and blockchains in healthcare or
supply chains already exist, but to the best of the author’s knowledge, none has focused on
oracles yet.

To better understand the value and contribution of this paper, we should point out that real-
world blockchains to which this study refers are applications other than cryptocurrencies, such
as healthcare, supply chain, DeFi, and resource management. Therefore, specific studies on
blockchain characteristics, ecosystems, and cryptocurrencies are not considered in this paper
because they are not directly related to blockchain—oracle ecosystems. Furthermore, a certain
degree of subjectivity, especially in the selected categories, cannot be excluded despite the
rigorous research design. Given the absence of prior studies, a predetermined framework was
also not available to build upon. Given the scarcity of data and the increasing academic interest
in the subject, the data presented in this study may also face early obsolescence.

This paper is organized as follows: Section 2 covers the literature background, and Section 3
outlines the methodology. Section 4 summarizes the results, and Section 5 reviews the literature,
identifying common themes, research directions, and converging studies. Section 6 discusses the
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review results and identifies areas that need further investigation. Section 7 concludes the paper
by providing suggestions for further research.

3.2. Literature Background

The power of Bitcoin lies not only in its decentralized features but also in its programmability.
Experts, such as Antonopoulos, address it as “programmable money” [3]. Just by using “scripts”
and without the intervention of third parties, premade “agreements,” such as timelocks, Pay-to-
Script-Hash, multi-signatures, can be executed on transactions [2]. However, because of Vitalik
Buterin and the introduction of the Ethereum virtual machine with smart contracts, blockchains
became more developer-friendly and could be easily programmed for applications above the
simple exchange of cryptocurrencies [29]. Nonetheless, the Ethereum blockchain needs to be a
closed ecosystem operating on data that are already on the blockchain to reproduce Bitcoin’s
trustless and deterministic setting [29]. This condition is necessary to ensure that all the required
data for smart contracts are publicly verifiable and auditable by all nodes [29], [82]. Without the
data coming from the external world, the range of possible automated contracts would have
been extremely limited [30]. Therefore, a means to deliver extrinsic data to the blockchain was
needed to broaden the use of smart contracts, [6], [10], [134]. This method is called an oracle.
The oracle is an entire ecosystem that permits the collection from and the transfer and insertion
of external data to the decentralized application [135], [136]. As displayed in Figure 1, the oracle
ecosystem usually comprises the following three parts.

Data Source: This is the source from which the data are collected and stored. It may or may not
eventually be used by a decentralized application. The data source can be a Web Application
Programming Interface (APl), a sensor, or a human aware of a specific knowledge or event [102].

Data Source Oracle Node Smart Contract

Figure 3.1. Oracle ecosystem

Communication Channel: This is usually referred to as “node.” It collects the data from the data
source and delivers them to a smart contract so that the latter can be executed. Sometimes,
oracle nodes coincide with blockchain nodes, but this is not always the case [30], [137].

Smart Contract: This contains the code that establishes how the collected data can be managed.
Usually, it has prespecified quality criteria for data to be accepted or rejected. If necessary, it may
also perform computations to deliver the appropriate data to the contract [138], [139].

Depending on how these three parts are organized and interact with each other, multiple types
of oracles can be designed [123]. These three parts of an oracle are not always separate from
each other, as the same entity may sometimes cover two or three roles at once. A human, for
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example, can serve as a data source and communicate the data directly to a smart contract [140].
In actuality, having more than one entity that covers the role of data source/node is possible and
desirable. Relying on multiple entities is, in fact, crucial to ensure the execution of smart
contracts, especially when one or more data sources/nodes are malfunctioning or offline [141].

The above-described oracle ecosystem is typical of blockchains that support smart contracts (e.g.,
Ethereum, Tron). Instead, oracles are implemented differently for blockchains, such as Bitcoin,
where smart contracts (apart from a few scripts) are unavailable. If smart contracts are
unavailable, oracles are usually implemented through M-of-N (e.g., 3 out of 5) multi-signature
wallets, requiring more than one signature to broadcast a transaction [142]. Therefore, the
owner of a key plays the role of an oracle and executes the transaction when a certain condition
is met. In that case, the oracle covers both the role of the node and the data source—for example,
an agreement that sets a payment upon the delivery of a parcel (Figure 2).

SIGNATURE
WALLET

Parcel 4/ \ Parcel

Undelivered Delivered

l

Transaction Signed Transaction Rejected

% .

Transaction Signed
M-of-N

Transaction Rejected

M-of-N Transaction Signed v 4—/

Figure 3.2. M-of-N Oracle Example

A multi-signature wallet must be set up in which one of the keys has to be entrusted to a third
party that performs the role of an oracle. When the buyer acquires the product, she signs the
transaction with her key. However, given that the second signature has not been inserted, the
transaction remains on hold. When the parcel is delivered, the entity in control of the oracle key
signs the transaction, allowing for successful execution of the transaction. Evidently, the choice
of the entity that possesses the oracle key plays a crucial role in those types of ecosystems [10].
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This is a trivial example of an oracle solution on the Bitcoin blockchain implemented in
traceability; however, the most commonly used cases belong to the finance/gambling field [31].
A thorough explanation of all oracle types is beyond the scope of this study; however, further
information can be found in dedicated papers and web articles listed in references [10], [31],
[40], and [41]. Given that oracle ecosystems operate in a different way with respect to
blockchains, characteristics such as immutability, transparency, and trustless execution are not
ensured [14]. This discrepancy in attributes implies that when blockchain-based applications
need data from the external world, the characteristics of oracles are to be taken into serious
consideration. If the data source is unreliable, the node is not trusted (or private), and the smart
contract is poorly audited, the fact that an application runs on the blockchain is practically
irrelevant [10], [11], [145]. Depending on third parties, blockchain technology alone cannot
represent a solution to centralization, trust, and security issues.

This condition, widely explained by blockchain experts such as Andreas Antonopoulos and Paul
Sztorc [12], [59] and labeled by Dalovindj [31] as “the oracle problem,” must be considered at
the time of integrating blockchain with applications in the area of the supply chain, healthcare
and academic credentials. Various consequences may be faced, depending on the faulty oracle
part and the application type [8], [11], [140]. In the healthcare sector, the presence of oracles
constitutes another possible source of data breach, exposing patient records to theft or
manipulation [95]. In the DeFi sector, the dependency on oracles would expose decentralized
applications that rely on centralized or insecure data sources to risk millions of dollars of invested
capital [8], [146].

In the traceability sector, blockchain technology has been proposed, relying principally on the
misconception that considering that the origin and movement of a cryptocurrency on the
blockchain can be traced in a secure and trustless manner, the same can be done with a tangible
asset, such as food, clothes, and medicine [12]. Because dependency on oracles for real-world
applications makes it unlikely to reproduce the same level of tracking accuracy, only a few
traceability projects show some robustness against that issue [14], [33]. Lately, with Non-
Fungible-Tokens (NFTs) and stablecoin technology, the blockchain-based traceability of tangible
products is also following another path [147]—-[149]. Rather than directly tracking a real product
with blockchains, companies are instead creating a representation of those on the blockchain
(NFTs) to guarantee genuineness and ownership.

Because of the oracle problem, numerous critiques and concerns also arise for other blockchain
applications, such as intellectual property rights management, e-government and resource
management [6], [39], [75], [85].

For these applications to run genuinely decentralized and trustless, oracle ecosystems should be
structured to ensure the same characteristics as blockchains. However, unlike blockchain
technology, which has a history and development of nearly thirty years (considering the work of
Haber and Stornetta [67] as its precursor), oracle ecosystems are relatively newer and
unexplored spaces with few actors and limited literature [13]. This is the gap in which this study
finds its legitimacy. It aims to shed light on academic contributions concerning blockchain oracles
and promote cooperation and progress.

3.3. Methodology

An appropriate methodology should be chosen to fulfill the purpose of this study. Furthermore,
an in-depth description of the steps followed had to be provided to ensure the reproducibility of
the results. A bibliometric analysis was perceived as the appropriate method for reaching the
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goals of this research. Also, its standardized and systematic approach would ensure the
reproducibility of results [128], [150]. Building on prior bibliometric analysis [151], [152], the
methodology description will first involve database selection, inclusion, and exclusion criteria
and, finally, data extraction variables. Regarding the data collection, the intention is to include as
many articles as possible, as long as they are of an academic nature. Therefore, gray literature,
such as whitepapers, opinion posts, and news, will not be considered in this research. On the one
hand, although not peer-reviewed, this analysis will also consider preprints. The reason for this
choice is that the included preprints are written by academics for submission to academic
journals. On the other hand, non-peer-reviewed material, such as opinion posts, is not meant to
follow an academic path. Following Buttice and Ughetto [133] and Martinez-Climent et al. [150],
the selected databases were Scopus and Web of Science (WoS), but Google Scholar was also
qgueried. As the analysis also comprises preprints and unpublished manuscripts, limiting the
research to Scopus and WoS would not have been a coherent choice. Including a third database
would also increase the chance of retrieving other relevant articles. For the three databases, the
research was conducted on March 02, 2022. When “blockchain” and “oracle” were used as
keywords in the TITLE-ABS-KEY of Scopus database, 312 articles were identified. In the WoS
database, two strings were implemented in the “Topic” section so that articles containing the
word “oracles” were also included and identified. The research returned 143 results. The Google
Scholar database was queried using the same keywords as those used on the Scopus database,
but the queries returned more than 10,000 entries because of their structural differences with
Scopus and WoS. For that reason, and due to saturation of results, the author decided to stop
the research on Page 35 (which presents 350 entries organizing results in ten per page). Table 1
summarizes the queried databases, along with the selected research strings. Appropriate
exclusion criteria were adopted to narrow down the most appropriate data sample, with the aim
of balancing inclusiveness with relevance. However, no restrictions based on language or
timeframe were applied because of the nascency of the topic and the research goal. Given that
the goal was to gather all the relevant information about oracle research, related authors, and
institutions, adding a time or language restriction was a coherent choice.

Table 3.1. Databases and Research Strings.

Database Research String

Scopus (TITLE-ABS-KEY (blockchain) AND TITLE-ABS-
KEY (oracle))

Web of Science blockchain oracle (Topic) and blockchain
oracles (Topic)

Google Scholar blockchain, oracle (anywhere in the article)

First, the abstract and introduction were read to retrieve and exclude evidently off-topic papers.
Many documents were included in the sample for mentioning “random oracles” or “test oracles,”
which, despite a similar name, were not the oracles on which this study investigates. Other
papers that mention Oracle, the name of a company, were also included, which, although
involved in some blockchain projects, is again unrelated to the oracles discussed in this study.
After following these steps, 163, 69, and 189 articles were removed from the Scopus, WoS, and
Google Scholar samples, respectively. Given that gray literature was also retrieved from the
Google Scholar sample, 7 other articles were removed because they were neither written by
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academics nor published in academic venues. After duplicates were removed, the three samples
were merged, obtaining a nonredundant sample of 282 entries.

With the steps mentioned above, the obtained sample was composed of papers that included
the “oracle” keyword and specifically referred to the communication channels between the
blockchain and the real world. However, the aim of this paper was to present the portion of
literature that not only mentioned the oracles or explained their use but also offered a direct
contribution to the oracle literature. Therefore, to further skim the results, all PDF articles were
downloaded and inspected one by one with a word processor. All occurrences of the word
“oracle” were contextualized and analyzed. The criterion was that if oracles were mentioned in
the introduction or literature review but did not constitute a central part of the analysis, the
article was not included in the sample. To better explain this research step, the table in Appendix
A provides a list of the research and inclusion criteria.

With this criterion, nearly half of the sample (120 papers) were discarded. Therefore, the final
selection was reduced to 162 entries. In summary, because of these research steps, articles that
not only mentioned blockchain oracles but also discussed their role and contributed to their
development were retrieved. Table 2 broadly summarizes the methodology followed.

Table 3.2. Research Steps

Steps Databases Total
Scopus Web of Science Google Scholar

Papers are retrieved 312 143 350* 805

using research strings

Off-topic papers are 163 69 189 —421

removed

Duplicates are -102

removed

Unrelated papers are -120

removed

Final sample 162

3.3.1. Data Extraction

Appropriate extraction variables (displayed in Table 3) were identified to extract as much
information as possible from the selected sample. As is probably the first bibliometric analysis on
blockchain oracles, building upon existing or prior research was impossible. However, given that
the aim of bibliometric analyses is relatively homogeneous, extraction variables could be taken
from similar papers investigating other literature domains [133], [150], [153]. First, the “year of
publication” is considered to place the literature within a specific timeframe, whereas the
“element type” shows the most usual outlet for retrieved publications. “Authors,” “institutions,”
and “countries” of provenance geographically contextualize the paper sample, highlighting the
contributors to the academic advancements in the sector.

Table 3.3. Extraction variables
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Variable Description

Category The research field of analysis

Iltem Type Journal, conference, book chapter,
or preprint

Year Year of publication

First Author Name of the first author

Authors Full author list

Title Title of the paper

Citations Google Scholar citations

Outlet Name of the
journal/conference/book

Publisher Name of the publisher

Keywords Indexing keywords

Country Country of the first author

Continent The continent of the first author

Institution Institution of the first author

Study type Theoretical, empirical, or review

Citations and keywords were used to analyze metrics. Finally, as in Butticé and Ughetto [133],
articles were further divided based on their specific fields of analysis. This categorization of
papers serves to investigate whether streams of literature exist where researchers are more
contributing and others that require more attention. Although it may constitute a bias, in line
with prior research, articles were associated with only one field category to avoid double entries
[133]. First, two main categories were identified, mainly to distinguish between studies
concerning oracles themselves and oracles applied to other sectors.

Second, the papers were divided to further differentiate them based on their specific fields of
analysis. Although inspired by related research, category selection embodies a certain degree of
subjectivity. Therefore, a description of these categories, starting with the main ones, is provided
hereafter.

Oracle Theory (OT): Under this category, papers specifically focused on blockchain oracles, either
from a theoretical or a practical point of view, were included.

Oracle Applied (OA): This category included papers that focused on real-world applications, such
as healthcare, finance, and business process management, and also provided a detailed analysis
of the role of oracles in these fields with theoretical or experimental approaches.

The main categories were further divided into sub-categories. Hereafter, those that belong to OT
are listed as follows:

Architecture: With an empirical or theoretical approach, papers in this category performed
analyses on the oracle framework to improve technical aspects, highlight current challenges, and
identify new avenues for research. Unlike proposals or OA papers, this group includes works that
have investigated existing oracle schemes that are not directly applied to a specific sector.
Proposal: These papers propose new oracle frameworks that may be implemented in real-world
applications. These may still be at a conceptual or prototype stage.

Oracle Problem: These articles focused on aspects related to the trustworthiness of oracles and
their limits to decentralization. Whereas all papers should outline trustworthy oracle
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environments, the papers in this category focused on the involved actors’ incentives to cheat and
the consequences of a deviation on the underlying applications.

Sub-categories belonging to OA, such as healthcare and energy, are intuitive, but those that
require clarification are described hereafter.

Data Management: Articles concerning the transfer of data from the real world to blockchain
pertain to the main category of OT. In this field, articles that analyzed access data management
for reputation, privacy, or GDPR purposes were considered. Cloud-computing-related research
was filed under its own category, given that it mainly concerned data elaboration.

Finance: In this category were grouped articles that involved oracles applied in financial
applications and those that explored timeliness and gas usage of transactions. Those concerning
asset management on blockchains were also included.

loT: This category comprised papers investigating oracles as efficient loT systems but did not
refer to a specific real-world application. A paper concerning loT in the supply chain, for example,
would instead be inserted into the “supply chain and traceability” category.

Business Process Management: This category included works that proposed blockchain
integration in business processes, clearly identifying the role of oracles. Although supply chain is
part of the business processes, articles specifically investigating this field were filed under their
own categories.

Artificial Intelligence: Papers filed under this group concerned research toward the integration
of blockchain technology into existing Al tech through the use of oracles or Al to improve oracle
efficiency and reliability.

Transport: This category included papers investigating blockchain integration into intelligent
vehicle development and the transport industry in general. Research on loT device/sensors
specifically implemented in the transport field were also filed in this category.

Supply Chain and Traceability: Papers investigating the benefit of integrating blockchains in the
local or global supply chain belong to this category. Also included were works that concerned the
traceability of physical products or documents. Works investigating the traceability of financial
assets (e.g., stocks or crypto) were included instead to the finance field.

Only the first author was taken into consideration to extract the country and institution
provenance of the paper. Considering all the authors would have created a bias toward articles
with a higher number of authors. We were aware that this choice may eventually affect the final
results, but any other option would have done the same. Regarding the authors’ affiliation, the
choice was to take the one declared in the last published paper to avoid the problem of double
affiliation. With this criterion, some affiliations may have changed by the time the paper was
published. Finally, citations were taken from Google Scholar because it was the only database in
which all the papers in the sample could be retrieved. We were aware that prior studies cited in
this paper utilized ad hoc programs, such as VOSviewer, for the elaboration of the result graphs.
However, considering the extremely limited size of the retrieved sample, Excel tables and charts
were considered to be much more intuitive. Furthermore, considering preprints from Google
Scholar, software such as Bibliometrix could not be implemented. Therefore, a non-automated
analysis was perceived as the most reasonable option.

3.4. Results

In this section of the paper, the results of the bibliometric analysis are reported. With a quantitative
approach, the status and trends of the literature on blockchain oracles are shown. The analysis first covers
the time and space of the research and then focuses on the outlets, authors, and field of analysis.
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3.4.1. Number of Publications Per Year

The first academic papers considering blockchain oracles appeared in 2016 and were equally distributed
among the categories “oracle theory (OT)” and “oracle applied (OA)” [154], [155]. As Figure 3 shows,
interest in the topic remained low until 2018. Until 2019, the number of papers concerning OT were slightly
more than those discussing OA. The increase and the shift in the trend can be observable from 2019, with
2020 having four times more publications than in 2018 and 2021 having more than double the number of
publications of 2019. Moreover, the number of papers regarding OA started to exceed that of OT by 2021.
Although the 2022 sample concerns only the first two months, the imbalance in the number of publications
appears to be confirmed. These data reveal that the topic has gained more impact and attention among
academics, probably because of the higher developments of blockchain-related platforms.
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Figure 3.3. Publications per year

However, in absolute terms, the overall numbers remain low, with a peak of 62 publications in 2021 and
only 162 publications in all six years of academic production. These numbers show that this is still a niche
subject.

3.4.2. Productivity Rate by Geographical Distribution.

Tables 4 and 5 present the distribution of papers by country and continent, respectively. We can observe
that the continents with the highest productivity are Europe and Asia, with more than 70% of total paper
production. Asia, however, appears to be more focused on OA than Europe, which, although with
practically the same OA contributions, presents a balance between the two main categories.

Table 3.4. Distribution among the ten most productive countries

Country oT OA Total
China 10 13 23
Italy 7 11 18
USA 11 4 15
Canada 7 8 15
Germany 7 7 14
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Concerning countries, the situation partially reflects what is observed with continents. The most productive
countries are China and Italy, followed by the USA and Canada. Only those four countries together
accounted for more than 44% of total publications. Concerning fields, countries appear to be sufficiently
balanced, except for the UAE, which is more focused on OA, whereas Australia, USA, and Austria mostly
contribute to OT research.

3.4.3. Publications by Outlets and Publishers

UAE 1 12 13
Australia 7 2 9
France 2 3 5
Austria 4 0 4
India 2 1 3

OT = oracle theory, OA = oracle applied.

Table 3.5. Distribution by continent

Continent oT OA Total
Europe 31 36 67
Asia 18 35 53
America 18 12 30
Oceania 8 2 10
Africa 0 2 2

OT = oracle theory, OA = oracle applied.

As Figure 4 shows, the majority of papers published in this field are journals (73) and conference papers
(60). However, a small portion consists of book sections (20) and preprints (9). These data contrast previous
blockchain technology reviews, showing that the number of conference contributions is four times more

than that of journal publications [13], [125].
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This finding supports the idea that there seems to be no dedicated conference venue on blockchain oracles.
Table 6 and Figure 5 show the distribution of papers by journal and publisher, respectively. We observed
that the majority of papers (61) are published in IEEE outlets and venues, whereas 25, 15, and 13 papers are
published in Springer, Elsevier, and MDP], respectively. However, if we consider only journal publications,
the weight of the contributions would slightly change, given that 43 IEEE documents were conference
papers, and of 25 Springer entries, 20 were book sections.
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Then, excluding non-journal publications, we would have IEEE with 18 publications, followed by Elsevier
with 15, MDPI with 13, and Springer with 5. This information is incredibly insightful when considering
Table 7, which shows that only four journals published more than two papers on the subject. Conference
venues and book sections, except for two venues, contributed with no more than one document.

As shown in Table 6, the journals that published more contributions are IEEE Access and Future Generation
Computer Systems, both with eight contributions. Among the other venues, the only notable is Business
Process Management: Blockchain and Robotic Process Automation Forum, which contributed five book chapters.

Table 3.6. Documents by Journal/Venue

Journal/Venue Name Publisher Contributions
IEEE Access IEEE 8
Future Generation Computer Systems Elsevier 8
Journal - ;
Applied Sciences MDPI 3
IEEE Internet of Things Journal IEEE 3
2019 IEEE International Conference on Blockchain IEEE 2
Conference and Cryptocurrency (ICBC)

2021 IEEE Information Theory Workshop (ITW) IEEE 2
Business Process Management: Blockchain and Springer 5

Robotic Process Automation Forum International

Workshop - : X - -
Financial Cryptography and Data Security. FC 2021 | Springer Berlin 2

International Workshops Heidelberg
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3.4.4. Article Type, Fields, and Keywords

Table 7 provides an overview of the paper types determined by fields based on the main categories and
sub-categories indicated in the Data Extraction (3.1) section. It emerges as more than half (103); precisely,
63% are empirical papers, 23% are theoretical papers, and 14% are reviews. At the general level, the
majority of academic research over oracles is of an empirical nature. Nevertheless, these data still need to
be distinguished by field of research.

Concerning division by category, despite the higher number of sub-categories, the total number of papers
belonging to OT (75) is slightly below those on OA (87). This is understandable, considering that oracles
are still in their early-stage development, and a heterogeneity of views on how they should function and
operate still exists. Although the majority of articles are still empirical, they are well balanced with
theoretical and review types for the “architecture” and “oracle problem” sub-categories.

The second thing that emerges is that proposals are mainly of empirical/experimental nature, which bodes
well for the birth of oracle frameworks in cooperation among or fully developed by academic institutions.

Table 3.7. Distribution by category and article type

Field Article Type Total
Main Subcategories Empirical | Theoretical | Review
categories
Oracle Problem 6 6 6 18
Oracle Theory Proposal 19 3 0 22
Architecture 18 8 9 35
Finance 16 2 4 22
Data Management 9 5 0 14
IoT* 9 2 1 12
BPM* 4 3 1 8
Supply Chain & 6 1 1 8
Oracle Applied Traceability
Al 4 3 0 7
Cloud Computing 4 1 0 5
Healthcare 4 0 0 4
Transport 2 2 0 4
Energy 2 1 0 3

*IoT = Internet of things, BPM = business process management, Al = artificial intelligence.

Regarding “oracle applied (OA)” papers being ideally a more practical area compared to OT, why an
imbalance (except for BPM, Al, and transport) exists between empirical and theoretical papers is
understandable. Furthermore, the smaller category size explains why only seven review papers were
retrieved. By analyzing sub-categories, we can observe that some areas have fewer contributions than
others. The finance sector is leading, with 22 contributions, followed by data management (14) and the IoT
(12). Given the higher advancement level of blockchain applications in these sectors and the empirical
nature of academic contributions, why other sectors, such as healthcare, transport, and energy, have less
than five contributions is also understandable.

Keywords are also an important parameter to consider when evaluating a sample. A total of 650 keywords
were extracted from the sample, which means a media of 3,9 per article. While some articles had six or
more keywords, others (mainly preprints) had none. After duplicates and plurals were removed, 307
unique keywords were found. To avoid biases with the research strings used, however, we excluded
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keywords such as “blockchain” and “oracle(s)” from the analysis. Keywords composed of multiple words
(e.g., Smart Contract) were considered unique, and those composed of banned keywords, such as “price-
oracles,” were not excluded. The choice to leave keywords composed of the two banned words lies in the
idea that, while those keywords alone are common for all papers, composed keywords, such as centralized
oracle or blockchain interoperability, are proper in specific sectors, which will benefit from homogeneous
keyword usage. Plurals were also merged with singular forms (e.g., contract/contracts). Figure 6 shows the
word cloud made with all the keywords in the sample. Notably, the most frequently used keywords are
smart contract and Ethereum, with 67 and 21 occurrences, respectively. Whereas the keyword smart
contract says very little about our sample, the recurrence of “Ethereum” surely reflects the most common
study environment on oracles that appear to be the Ethereum network. Other keywords used are internet
of things (8), consensus (7), and cryptocurrencies (5), whereas some have a lower currency rate.
Interestingly, of the whole sample of 307 keywords, the majority (250) occurred just once. Keywords were

also divided into categories to achieve good data breakdown.
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Figure 3.6. Keywords word cloud

After the most common keywords (e.g., Ethereum, Smart Contract) were excluded, excessive heterogeneity
was still apparent, even after dividing them by categories. Composite keywords, such as “business process
monitoring” and “business process management,” were merged (e.g., business process) for consistency. In
Table 8, keywords with higher occurrences divided by categories are listed. These data are useful for
indexing purposes and for research to be easily retrieved by the appropriate audience. The “transport”
category was excluded from the table because of excessive heterogeneity.
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Table 3.8. Keywords by category

Category Keyword Number Category Keyword Number
Architecture 3 Al Artificial Intelligence 2
Consensus 2 Machine Learning 2
Data 3 Business Process 4
Architecture Decentralized 3 BPM Privacy 2
Pattern 3 Service Composition 2
Transaction 2 Cloud Computing 2
Zero Knowled 2 Cloud Fog Computi 2
ero Knowledge Computing og Computing
Proof
Cryptocurrencies 5G
Decentralized Certificate
. Data
Finance M ¢
. DeFi 3 anagemen Cross-Chain 2
Finance Gas 6 Data 5
Financial 2 Energy peer-to-peer 2
Security 2 Health Healthcare 2
Transaction-fees 2 ealtheare Personal Health Records 2
Internet-of-things 5 Internet-of-things 3
IoT IoT 5 Supply chain Supply chain 3
management
Consensus 3 Trust 3
- Oracle
Proposal Decentralized 3 Real-World 2
Problem
Oracle

3.4.5. Contribution by Author/Institution and Metric

The most cited papers, authors, and contributing institutions are displayed in Tables 9, 10, and 11,
respectively. Building on prior bibliometric analyses [156]-[159], the papers were ordered in terms of
citations; therefore, the ten papers displayed in Table 10 are the most cited ones. However, institutions were
ordered in terms of the papers produced. The list was not limited to ten but is restricted to those who
provided at least three contributions. The most cited authors were selected with a mixed approach.
Ordering authors by citation would have resulted in a biased list because of papers with many coauthors
and citations. Therefore, to be inserted into the list, one requirement is to have produced at least two
publications and to be the first author for at least one of them. The requirement of at least two publications
is to avoid the insertion of authors who have randomly contributed to a related paper. Then, assuming that
the first author is the lead or the most contributing author, having first-authored a paper appears to also
be a necessary requirement. However, to also provide visibility to coauthors, Appendix B shows a list of
coauthors who contributed to at least three papers. We were aware that a higher number of papers
produced or a higher number of citations would not necessarily imply a higher impact or contribution in
the field of oracle research. Such a claim would require a thorough study of academic contributions to the
development of successful oracle applications, which is beyond the scope of a bibliometric analysis. In this
research, a parameter, such as citations or produced papers, will correspond to a notable interest in the
produced research of an author or a major effort from the institution to investigate the related field. The
retrieved parameters do not reflect or question, in any case, the quality of an author’s or institution’s
publication.
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Table 3.9. Ten most cited papers

Title Author/s Year Cit* Institution I/T*

The Blockchain as a Xu, Xiwei; Pautasso, 2016 524 UNSW cP
Software Connector Cesare; Zhu, Liming; et Sidney

al.

Architecture for Xu, Xiwei; Weber, Ingo; 2019 180 UNSW BS

Blockchain Staples, Mark Sidney
Applications

Astraea: A Adler, John; Berryhill, 2018 121 University of cp

Decentralized Ryan; Veneris, Andreas; Toronto
Blockchain Oracle et al.

Blockchain for Marbouh, Dounia; 2020 107 Khalifa JA
COVID-19: Review, | Abbasi, Tayaba; Maasmi, University
Opportunities, and a Fatema; et al.

Trusted Tracking
System
Trust management Kochovski, Petar; Gec, 2019 98 University of JA
in a blockchain Sandi; Stankovski, Vlado; Ljubljana
based fog et al.
computing platform
with trustless smart
oracles
A Pattern Collection Xu, Xiwei; Pautasso, 2018 80 UNSW CP
for Blockchain- Cesare; Zhu, Liming; Lu, Sidney
based Applications et al.
Trustworthy Al-Breiki, Hamda; 2020 77 Khalifa JA
Blockchain Oracles: Rehman, Muhammad University
Review, Habib Ur; Salah, Khaled;
Comparison, and et al.
Open Research
Challenges
Analysis of Data Paik, Hye-Young; Xu, 2019 73 UNSW JA
Management in Xiwei; Bandara, H. M. N. Sidney
Blockchain-Based Dilum; et al.
Systems: From
Architecture to
Governance
TLS-N: Non- Ritzdorf, Hubert; Wiist, 2018 58 ETH Zurich JA
repudiation over Karl; Gervais, Arthur; et

TLS Enabling al.

Ubiquitous Content
Signing for
Disintermediation
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10 Blockchain for 5G: Chaer, Abdulla; Salah, 2019 55 Khalifa cP
Opportunities and Khaled; Lima, Claudio; et University

Challenges al.
*Cit = Citations (Google Scholar), I/T = Item Type, CP = Conference Paper, JA = Journal Article, BS = Book Section

As explained, information gathered with the above-mentioned approaches is provided in separate tables
for clarity, but they should be discussed together to better grasp the meaning of the data.

The most cited author is Xu Xiwei (908 citations) from the University of New South Wales (UNSW) CSIRO-
DATAG®61. She had co-authored the first two most-cited papers and four among the first ten. She started
contributing to the subject in 2016, and given that her last paper on the topic was published in 2021, she
appears to be still investigating the subject. All the included papers published by the UNSW are first-
authored by her, except for one by Lo Sing Kuang, who is also among the most cited authors (116 citations).
UNSW ranks third among the most productive institutions, with research mainly focused on oracles’
architectures. The second most cited author is John Adler from the University of Toronto, who authored
the third most cited paper (133 citations). In the University of Toronto, Merlini Marco is also among the
most cited authors, and this institution is particularly focused on investigating decentralized oracle
mechanisms. The sixth and seventh most cited authors are Omar Ilhaam A. and Al-Breiki Hamda from
Khalifa University, with 107 and 97 citations, respectively. From the same university are also Battah,
Ammar, and Madine, Mohammad Moussa, who are also among the most contributing authors but with
fewer citations (50 and 49, respectively). Notably, Khalifa University is the most productive institution in
the field, with 13 documents produced, of which 3 were among the ten most cited and 4 were among the
first twenty. Observing the coauthorship, apart from the four most cited first authors, many other authors
from the same university also participated in the research. Among them, Muhammad Habib Ur Rehman
and Davor Svetinovic are the most cited, with 144 citations each. These findings give an idea of institutions
that are heavily investing in this sector. Furthermore, this institution contributed at least one paper to every
oracle application category (except for business process management [BPM] and energy). Furthermore,
besides offering contributions to the healthcare and data management fields, they also produced research
to address the oracle problem. Also focused on addressing the oracle problem is the University of Verona,
which is ranked second by the number of articles produced.

Table 3.10. Twenty most-cited authors.

# Name Institution Documents | Citations
1 Xu, Xiwei UNSW, CSIRO-DATA61 6 908
2 Adler, John University of Toronto 2 133
3 Lo, Sin Kuang UNSW, CSIRO-DATA®61 2 116
4 Kochovski, Petar University of Ljubljana 2 115
5 Caldarelli Giulio University of Verona 5 109
6 Omar Ilhaam A. Khalifa University 2 107
7 Al-Breiki, Hamda Khalifa University 2 97
8 Liu Xiaolong Fujian Agriculture and Forest University 2 54
9 Carminati Barbara University of Insubria 3 50
10 Rondanini Christian University of Insubria 3 50
11 Battah, Ammar Khalifa University 3 50
12 | Madine, Mohammad Khalifa University 3 49
Moussa
13 Beniiche, Abdeljalil INRS Montreal 2 44
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14 Moudoud, Hajar Sherbrook University 3 34
15 | Tucci-Piergiovanni Sara CEA-LIST 2 30
16 Di Ciccio, Claudio Sapienza University of Rome 3 29
17 Ellul, Joshua University of Malta 3 29
18 Merlini Marco University of Toronto 2 26
19 Yeh, Lo-Yao National Chi Nan University 2 18
20 Pierro, Giuseppe University of Cagliari 2 17

However, publications from this institution are relatively recent and are not among the top-cited
publications. From the same country (Italy), the University of Insubria is also among the most productive
institutions, and two authors, Carminati Barbara and Rondanini Christian, are among the most cited (50
citations each). Works from this university and its researchers were mainly concerned with OA as an IoT
in business processes. Another notable institution is the University of Ljubljana, whose contributions focus
on cloud/fog computing and the oracle problem. The institution also belongs to the fifth most cited paper
[160] and the fourth most contributing author, Petar Kochovsky, with 115 citations.

Among the most productive institutions, five other institutions emerged, whose researchers were also
among the most impactful ones. These institutions include Beijing University, Technische Universitét
Berlin, the University of Potsdam, and the Institut national de la recherche scientifique (INRS) of Montreal.
Beniiche, Abdeljalil from INRS of Montreal, is the most cited in this group (44 citations), and his main
contributions focused on OT. Finally, from Technische Universitdt Berlin is Ingo Weber, which, although
not the first author of any of the papers in the sample, has coauthored some of the most cited ones (303
total citations).

Table 3.11. Most productive institutions
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3.5. Converging Studies, Research Themes, and Research Directions.

This section of the paper is dedicated to reviewing and discussing the collected studies, with the aim of
extracting critical features concerning the related fields and the research direction. The objective is to
understand which aspects of oracles have been investigated, which methods are used, and what results
have been generated to highlight emerging research trends. Furthermore, by comparing research papers,
converging studies are highlighted to promote cooperation between institutions. Appendix C also provides
a complete list of papers sorted by institutions and categories to better understand the research distribution.

3.5.1. Oracle Theory
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Subjects pertaining to the OT and the oracle architecture comprise many different studies. Given that
oracles are a niche area of investigation, they are not officially classified by type, and their characteristics
have yet to be defined. A group of studies has been dedicated to investigating common patterns that
emerge from oracle architectures, with the aim of classification and improvement [143], [161]-[164]. Pasdar
et al. [143] differentiated reputation-based and voting-based oracles, explaining how each design provides
the answer to the smart contract. Muhlberger et al. [161] instead distinguished oracles between inbound
and outbound, depending on the direction of the data flow (push and pull). Inbound oracles provide data
to the blockchain, whereas outbound ones transfer data from the blockchain to the real world. Specific
examples are also made of blockchain applications, where data are pushed or pulled into the smart contract.
Xu et al. and Mammadzada et al. built a framework to select the most appropriate oracle design (in terms
of security and data management) according to different blockchain applications [135], [162], [164].

Other works from the University of Colorado [165], Jiamusi University [166], and Hong Kong University
[167] focused on the security and privacy challenges of Oracle-based smart contracts. Their research mainly
concerned how to identify and prevent oracle malfunction (integrity), guarantee that data collected is
exploited solely by the smart contract (confidentiality), and prevent downtime or censorship attempts
(availability). A group of works from Montana State University [168], University of Sfax [169], and the
University of Cagliari [170] focused instead on oracle fees and gas-price oracle malfunctions. The work of
Montana State University investigated the reasons that led to gas price oracle failures, and the study from
the University of Cagliari outlined the failure rate of gas price oracles with an empirical approach. The
paper from the University of Sfax compared different gas-pricing techniques with the aim of improving
oracle reliability.

Another central subject in OT is the oracle problem issue, for which many contributions were retrieved. A
group of papers focused on explaining the oracle problem, whereas others focused more on empirically
investigating the subject to overcome the issue. Two papers from the University of Ljubljana and Max-
Planck Institute introduced the oracle problem from a legal point of view [6], [30]. In this paper, the oracle’s
role as legal actors and their responsibility as a trusted entity were investigated. A similar discussion can
also be retrieved in Mezquita et al. [171], which, however, focused on the legal audit of smart contracts. A
thorough discussion of the audit of the smart contract in light of the oracle problem could instead be found
in two works by Mark Sheldon D. [124], [172], which first introduced the problem of auditing contracts and
then offered insights for future auditors to perform the task better.

Other papers from the University of Verona and Khalifa University focused on investigating trust models
and the consequences of having untrusted oracles in various sectors, such as Intellectual Property Rights
(IPRs), DeFi and supply chain [118], [120]. Considering the amount of money managed by DeFi platforms,
the financial implications are alarming [8], [11]. Singapore University has also confirmed this result with
research focused on investigating the reliability of oracles in DeFi applications [116]. Finally, studies from
the Chiba University of Technology and the University of Dallas explored, with empirical data, the
incentives of oracles to cheat or fail to transmit information [173], [174]. The focus of these studies has
mainly concerned the issue of how trust can be built or undermined in digital economies and how collective
intelligence helps prevent selfish individuals from performing disruptive actions in the community.

The last subject of OT pertains to oracle proposals. Proposals concern elaboration from scratch or
improvements of oracle trust models, such as the one discussed by Al-Breiki et al. [118]. However, because
of excessive heterogeneity, finding research themes and research directions was not feasible for this
category. Furthermore, proposals were retrieved in a balanced distribution among institutions in various
countries, apart from being heterogeneous. Therefore, a considerable convergence of studies among
institutions could not be retrieved.

Table 3.12. Oracle theory: Themes, directions, and converging studies.

Research Themes | Research Directions | Converging Studies
Oracle Architecture
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Oracle pattern

-Find a univocal Oracle
Taxonomy
-Distinguish  between oracle

types and features

Macquarie  University
[143]
Vienna University [161]

security

Oracle privacy and

-Identify and prevent oracle
malfunction
-Ensure data confidentiality

-Guarantee censorship resistance

University of Colorado
[165]

Jiamusi University [166]
Hong Kong University

and limit downtime periods [167]

Montana State
University [168]
University of Sfax [169]
University of Cagliari

[170]

Oracle pricing and | -Oracle pricing techniques
fees -Gas pricing reliability

Oracle Problem
-Define the relationship between | University of Ljubljana
oracles and other parties | [30]
-Define oracles' responsibilities Max-Planck Institute [6]
-Define the means to detect | University of Salamanca
improperly designed oracles [171]
John Carroll University
[124], [172]
-Adapt a trust model design to | University of Verona
specific blockchain applications | [120]
Khalifa University [118]
Chiba  University of

Oracle as a legal
actor

Oracle auditing

Trust model

Incentive to cheat -Define the nature and driver of

trust in digital economies | Technology [174]
-Develop means to prevent | University of Dallas
selfish behavior [173]

3.5.2. Oracle Applied

Oracle applied research is focused on various sectors. As expected, because of the resonance and hype that
cryptocurrencies attract, finance applications constitute the widest sample. Although multiple institutions
have investigated the subject, they show similarities in their focus. Studies from Concordia University, the
University of Houston, and the University of Singapore focused on the very role of DeFi oracles: how they
work, how they are designed, and how they interact with the underlying blockchain. Existing oracle types
are also compared (in terms of efficiency), analyzing how data are retrieved, aggregated, and pushed into
the blockchain [116], [146]. Kaleem and Shi [175] also provided an overview of the percentage of DeFi oracle
calls over total oracle calls. They discovered that almost 75% of ChainLink oracle calls are from Synthetics,
a derivative-based DeFi project. Other studies from the University of Verona and Delhi Technological
University focus on known threats to DeFi oracles. Although some, such as technical malfunctions or Sybil
attacks, are efficiently spotted and addressed, others, such as frontrunning or flash loans, are still difficult
to prevent and sometimes even to spot [8], [176]. Three studies from Concordia University, Delhi
University, and Delft University of Technology focused on the role of the oracle as a means to manipulate
the market, showing the possible risks connected with its use and misuse [146], [176], [177]. Whereas the
first two have a more theoretical slant, the third one with an empirical approach investigates how
arbitrageurs exploit oracle vulnerabilities.

Empirical research from the Oxford-Hainan Blockchain Research Institute, Singapore University of
Technology and Design, and Delft University of Technology further contributed to this field of study. The
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first proposed BLOCKEYE, a device able to hunt attacks on DeFi and oracle manipulations, for which the
research team had already presented some experimental results [178]. Using primary data, the second
showed the deviance rates of four oracle services to enlighten the oracle’s reliability and possible
malfunctions [116]. Finally, the third investigates how arbitrageurs’ activities can influence or manipulate
price oracle data feeds [177].

Another group of studies discussed how oracles intervene according to a specific financial application (e.g.,
loans, trading platforms, trust services) [8], [179]; however, apart from two papers from Khalifa University
and the University of Clermont Auvergne, which both investigated e-auctions, the rest had heterogeneous
aims. Both studies on e-auction had an experimental approach and proposed a new auction service based
on the Ethereum blockchain, specifying the role of oracles and how to overcome possible security issues
[180], [181]. Three studies also investigated the role of oracles in cross-chain asset transfers. Whereas the
study from the University of Lisbon provides an overview of different cross-chain techniques, the work
from the University of Verona discusses the utilities of the transferred tokens based on their provenance
[149], [182]. Another study from Beihang University proposes PracticalAgentChain, an intermediary
between the data oracle and provenance blockchains (e.g., Bitcoin, Ethereum) [183]. The system works as a
reputation-based trading pool and utilizes Town Crier for reliable oracle service.

Business process management research is mainly built toward the ability of blockchains to monitor
business processes efficiently. Di Ciccio et al. [184] provide an overview of how the monitoring business
process with blockchain can be achieved and discuss the challenges eventually faced. An extensive
description of oracle implications is provided, first by discussing how oracles should be synchronized (time
management) to avoid delay of reports. Second, the reliability of oracles is discussed to ensure that the data
are not manipulated. Third, the flexibility of oracles should be guaranteed so that the smart contract can
select the best data source according to the monitored event. Fourth, blockchain data are aligned with real-
world data so that the event sequence is not misrepresented. Concerning the timeliness and alignment of
oracles, a group of works by the University of Potsdam [185]-[187] proposed a “deferred choice pattern,”
given that the time of transaction is not known in advance. Their model involves an extended oracle
architecture to make all historical process data available (history oracle), sensitive to any unexpected
change (publish-subscribe oracle), and preserve privacy and data efficiency. The last is achieved by
performing part of the computation and variable evaluation off-chain (conditional oracle variants). More
focused on the privacy of business process execution, works from the University of Insubria have proposed
an encryption mechanism to ensure data confidentiality, even in the presence of an untrusted oracle. The
works also verify the encryption data consequences on smart contracts and transaction overhead [188],
[189].

As for the supply chain and traceability fields, the works seem heterogeneous, although eight entries were
retrieved. Construction, fashion, and food supply chains were investigated, as well as the traceability of
vehicles and COVID-19 infections [190]-[192]. Sanchez-Gomez et al. proposed that, for a blockchain
traceability solution to work, it must operate on a dedicated layer/network, with traceability data separated
from the blockchain data, in which a reliable data verification mechanism should be implemented. Oracles
and external APIs, in their design, play a critical role [193]. Following this approach, Moudoud et al. [192]
proposed collecting traceability data on a cloud, where a network of trusted oracles (recognized by the
signature) approves the most reliable information. Concerning the reliability of oracles, a study by
Marbouh et al. [194] proposed rules to evaluate an oracle’s reputation in tracing COVID-19 cases.
Thresholds also determine the oracles” inclusion or exclusion from the trusted network.

Focusing on the construction supply chain, Lu et al. [190] proposed the use of smart construction objects
(SCOs) as blockchain oracles, given their intrinsic characteristics. SCOs are, in fact, able to sense the
surrounding environment and efficiently communicate the information acquired. Lastly, they have the
autonomy to respond to certain situations based on predefined rules. Victor and Zickau [191] proposed
network operator companies as tracking oracles, given the massive presence of cellular radio towers.
Finally, Powell et al. [195]discussed the issues of attaching a physical product to the blockchain in order for
it to be traced by an oracle. Works from the University of Verona have also investigated this specific aspect
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[33], [196]. All of these studies support the idea that a known oracle identity is fundamental to achieving
this task.

For healthcare, only four papers were retrieved and were all focused on the security and access control of
patients” records [197], [198]. Madine et al. [198] proposed a decentralized reputation-governed trusted
oracle network for patient records to promote competition among oracles and ensure quick and reliable
data transmission. However, they also proposed that, because of the sensitive nature of data transmitted,
oracles should be approved by a regulatory agency. In a subsequent work in which they proposed a system
of tokens to ensure patients’ control of their medical records, they also debated the necessity of having a
second oracle type for a time-based trigger events [197]. Research by Goncalves et al. [199] focused on the
same objective but proposed a specific oracle solution with the Chainlink oracle provider and Ethereum
blockchain.

Seven entries regarding applications in Al were retrieved. The central focus was to exploit automation and
oracles to guarantee trust in data gathering and processing. As in the original idea of the software oracle
problem, the objective was to reduce external parties’ intervention in automated procedures. Works from
Toulouse University and INRS Montreal investigated Al-based oracles to provide non-forged results [200],
[201]. Whereas the first aimed to complete the automation of the oracle ecosystem, the second proposed a
more hybrid system between humans and machines. In particular, Beniice et al. [200] demonstrated that
the presence of a third party, a human or social robot, plays an important role in a blockchain-enabled trust
game. The works of El Fezzazi et al. [202] and Richard et al. [203] aimed to exploit blockchain oracle features
to improve machine learning processes and predictive models to reduce dependency on third-party data
feeds. Both offered a theoretical overview of the blockchain implementation outcome at the concept stage.
The IoT sector has 12 publications, and the main issue of investigation is the problem faced while ensuring
that the data gathered by IoT devices are trustworthy and private. Gordon [204] and Vari-Kakas et al. [205]
outlined the problem of secure and trustworthy data provenance within IoT systems. The first focuses on
the problem of authentication of IoT oracles on blockchains to ensure that data are submitted only by
trusted oracles. It proposes that oracles submit their addresses along with data so that blockchain
applications can easily verify data provenance. The second is focused on the statistical probability for an
IoT oracle to deliver reliable data to the blockchain. In response to this issue, Shi et al. [206] proposed a
secure and lightweight triple-trusted architecture to guarantee the unforgeability of data collected by
trusted oracles. In their research, however, the premise is that oracles are trustworthy in the first place. By
contrast, contributions from Khalifa University and Insubria University approached the confidentiality of
the IoT. The first proposes implementing cloud computing and different access privileges to guarantee
against unwanted data leakage. The second proposes an encryption model in which IoT and related data
are only accessible by the intended users [119], [207]. Whereas the first is more oriented toward the technical
feasibility of IoT-based blockchain data gathering, Moudoud et al. [208] proposed an ad-hoc blockchain
architecture based on sharding and a peer-to-peer oracle network in order to manage IoT devices. Although
at an early stage, the prototype already shows some experimental results.

As for cloud computing, only five studies were retrieved. Two were published at the University of
Ljubljana and focused on how oracles can enhance trust and efficiency in a cloud computing platform.
Defining the drivers of trust, a trust management scheme is proposed to show how a trusted data flow can
be achieved between application components (e.g., camera, fog node, cloud storage) [160]. In subsequent
work, the research is extended, showing how oracles can increase scalability and cost efficiency in federated
edge-to-cloud computing environments by allowing transactions to be executed off-chain [209]. Tao and
Hafid [210] also proposed introducing a computing oracle to reduce the on-chain network usage. In line
with these studies, Taghavi et al. [211] proposed oracles as a monitoring service for service-level-agreement
violations in cloud environments. Utilizing a Stackelberg differential game, they also investigated the
perfect balance between quality verification requests and monitoring prices.

A consistent group of papers applied oracles for data management. Comuzzi et al. [212] investigated how
oracles impact data quality in terms of the timeliness, costs, and availability of data. They showed that
availability increases by querying an external oracle service, but so do also costs. Battah et al. [213] proposed
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a reputation system to reward better-performing oracles to improve accessibility and costs, eventually
increasing data quality. In subsequent work, the authors better specified the drivers to discover trusted and
better-performing oracles, also showing simulation results [214].

Other authors have focused on data communication between blockchains. Mitra et al. [215] proposed DE-
PEG, a modification of the PEG algorithm said to reduce the cost of data availability oracles and thought
to also prevent stalling attacks. Gao et al. [216] explored active communication between blockchains
through oracles, specifying which type of data should be transmitted. However, in their research, they
assumed that the oracle is always trusted, so they also did not provide a scheme to prevent oracle data
manipulation. Finally, Ouyang [217] proposed HBRO, an oracle system that enables communication
between permissioned and permissionless blockchains concerning digital rights management (DRM). Once
DRMs are elaborated on the permissioned chain, they are securely transmitted through the data oracle to
a permissionless blockchain with a notary mechanism.

Works in the transport sector have focused on the security, privacy [218], [219], and efficient identification
of vehicles [220], as well as data processing for intensive transport environments, such as commercial
waterways [221]. Whereas the works from Khalifa University and Guangxi University discussed the
implementation of Chainlink for autonomous vehicle test-case repositories and identification, the works
from other universities proposed their own oracle design for efficient data transmission in the transport
industry.

Finally, three entries were retrieved for the energy sector. All three were published between late 2021 and
early 2022. The shared vision aims at decentralizing the energy market, but with a different focus. Antal et
al. [222] proposed an energy flexibility token to incentivize renewable energy production at the local level.
Zeiselmair et al. [223] implemented a decentralized oracle system and zkSNARKSs to improve renewable
energy certificate allocation. Lastly, Weixian et al. [224] investigated efficient oracle designs to guarantee
secure and unforgeable data transmission between actors involved in the energy market.

Table 3.13. Oracle applied: Themes, directions, and converging studies.

Research Themes | Research Directions | Converging Studies
Finance
DeFi Oracle -Functioning of DeFi oracles. | Concordia University [146]
-Compare the efficiency of | University of Singapore [116]
existing DeFi oracles. | University of Houston [175]

-Analyze the DeFi oracles
network usage

DeFi oracle manipulation | -Common attack vectors University of Singapore [116]
-Oracle defense mechanisms | University of Verona [8]
-Evaluate arbitrageurs’ | Delhi Technological
influence over oracle price | University [176]
feeds Oxford-Hainan Blockchain

Research Institute [178]
Defi applications in cross- | -DeFi  applications  and | China Merchant Group [179]

chain transactions. specific oracle designs University of Verona [8],
-Cross-chain cryptocurrency | [149]
transfer data management University of Lisbon [182]

Beihang University [183]
Khalifa University [180]
Toulouse University [181]

Business Process Management
Business process | -Auditing of processes Sapienza University of rome
monitoring -Timeliness of execution [184]
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-Privacy and data efficiency

University of Potsdam [185]-
[187]
University of Insubria [188],
[189]

Supply Chain Management

Supply chain oracles -Define the most appropriate | Khalifa University [194]
oracle for supply chains University of Hong Kong
-Define rules to establish | [190]
trusted oracle | Technische Universit“at
inclusion/exclusion Berlin [191]

Supply chain data | -Define appropriate | Universit’e de Sherbrooke

transmission. traceability data storage | [192]
platforms University of Seville [193]
-Discuss the attachment | Queensland University of

vector between the physical
product and the blockchain

Technology [195]
University of Verona [33]

Healthcare
Patient records -Healthcare oracle | Khalifa University [197],
management [198]

-Oracle tasks in the
healthcare sector

University of Antwerp [199]

Artificial Intelligence

Al-based oracles

-Improve oracle efficiency
through automation

Toulouse University [201]
Montreal University [200]

Oracles and machine

learning

-Reduce dependency on
oracles exploiting predictive
models

Sidi Mohamed Ben Abdellah
University [202]

Bina Nusantara University
[203]

Internet of Things

IoT as data oracles

-Ensure that data collected by
IoT sensor is not forged
-Ensure that only intended
IoT devices are allowed to
upload data on the ledger

Saint Mary’s University [204]
University of Oradea [205]
National =~ University  of
Defense Technology [206]

IoT confidentiality

-Ensure that IoT data are not
leaked

Khalifa University [119]
University of Insubria [207]

-Allow IoT data to be
accessed only by the
intended users

Cloud Computing

Application management

-Oracles as a means to reduce
transaction costs and
increase scalability

-Oracles for Service Level
Agreement management and
monitoring

University of Ljubljana [160],
[209]

Khalifa University [211]
University of Montreal [210]

Data Management

Data privacy and quality

-Balance availability and

costs

Polytechnic
Milan [212]

University of
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-How to prevent unwanted
data access

Khalifa University [213]

Cross-chain communication

-How to prevent stalling
attacks
-Discuss allowed data type

University of California [215]
Jinan University [217]
Beijing University [216]

Transport

Vehicle management

-Guarantee privacy in the
vehicle identification
-Process autonomous vehicle
data

Khalifa University [218]
Guangxi University [220]

Energy
Energy market | -Incentivize renewable | Technical University of Cluj-
management energy production Napoca [222]

-Improve privacy in the

energy market

Technical
Munich [223]

University  of

3.6. Discussion

The literature review showed some interesting insights about themes covered by the existing studies and
areas that require more attention. Although a group of studies have tried to classify oracles, the very
concept of oracle is still not clearly defined. Oracles are generally identified as data-feeding ecosystems,
which can come in various forms or structures, but if this is the purpose of oracles, then anything that
provides data for a blockchain is an oracle. Therefore, rollups or bridges should also be considered oracles.
We could argue, for example, that the lighting network is an oracle for the bitcoin network, but then we
may also have oracles on the lighting network. Therefore, the boundaries of what can be defined as an
oracle should be clearly settled.

Classification of oracles is also quite heterogeneous, and it often reduces the clarity of the presented
research. Besides software and hardware, we also have reverse, centralized, decentralized, computation,
consensus, and voting-based oracles. Often, they refer to the same type with different names or to different
types with the same name (e.g., decentralized and consensus-based oracles). Similarly, the issue of having
trusted entities in trustless environments, often referred to as the “oracle problem,” has also been labeled
in some research as the “oracle paradox.” Likewise, the coexistence of inbound and outbound oracles is
referred to equally as the “dual-oracle problem” or “dual simplex communication.” Therefore, efforts
should be made in this regard so that research can build on a common oracle taxonomy.

Concerning investigation of oracle trust models, this seems to still be a niche field, and despite few
contributions, the very concept of trust lacks a broader discussion and clarification. Indecisiveness on
whether an oracle should be trustless or “provably honest” is apparent, which is, in theory, not really the
same concept.

With regard to oracle proposals, they are heterogeneous, but almost all focus on decentralized or
consensus-based oracle systems. Centralized oracles, such as the ones proposed in [217], [225], [226], should
also be worthy of investigation. For certain data types that are not in the public domain and where data
sources are limited, a centralized and secure data channel would be more appropriate than a slow,
expensive, and probably less secure decentralized oracle type. A trusted oracle is indeed a single point of
failure, but it is undoubtedly more efficient as long as it resists attacks and behaves honestly. Therefore,
more research is expected and needed in that direction. Furthermore, despite the plethora of emerging
oracle solutions on the market, on the academic side, the trend is to propose a new oracle solution or utilize
only the most known or advertised ones (e.g., Chainlink or Provable). Therefore, an exploration of
emerging oracle solutions by academic researchers is expected and required.
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Another issue that emerged in this study is that studies concerning oracle solutions for DRM, such as the
one by Ouyang [217], are limited. As the original idea of blockchain proposed by Haber and Stornetta [67]
was to authenticate digital documents, more attention to this sector was also expected in blockchain oracle
research.

Finally, concerning a well-known issue discussed in 2018 by Song [64], that is, how to link a physical object
to the blockchain, an effective method to fill this gap has not been developed despite the plethora of
research and proposals. This considerable limitation greatly undermines the feasibility of blockchain-based
proposals and applications, especially for the traceability sector (but also in healthcare or BPM). Therefore,
more than speculating on the hypothetical advantages of having a blockchain-based tracing system, a
considerable effort should be made to understand whether a physical product can be “attached” to the
blockchain in the first place. Building on the above-mentioned limitations, Table 14 suggests some research
themes, along with their expected/desired outcomes.

Table 3.14. Suggested research themes

Field Theme/s Expected/desired outcomes
-Contribute to a univocal oracle | -Make oracle literature more
taxonomy accessible to a broader audience
-Attract more research in the
oracle field

-Define the boundaries of oracles' | -Reduce heterogeneity within

definition oracle literature
Oracle theory -Improve consistency of
research
-Define the theoretical | -Develop more robust trust
background to which the “trust” | models
discussed in oracle literature | -Reduce the heterogeneity of
should adhere proposals

-Investigate resistant and trusted
centralized oracle types

-Adapt oracles to specific data
types with limited sources.

-Integrate oracles in digital rights
management

-Broaden blockchain-based
intellectual property use cases.

Investigate robust links between | -Improve any blockchain-based

Oracle applied physical products and the | application involving physical

blockchain products (e.g., traceability).
-Investigate ~ emerging oracle | -Promote active collaborations
solutions between academia and oracle

providers

3.7. Conclusion

This paper undertook a bibliometric analysis of published studies about blockchain oracles. The aim was
to display publication trends along with preferred outlets and publishers. The most-cited papers and
authors and the most contributing institutions are also shown. After the selected literature was reviewed,
emerging themes, research directions, and converging studies were discussed to promote innovation and
cooperation between institutions.

The obtained results show that, within seven years of academic production, only 162 papers (including
non-peer-reviewed) were retrieved in scholarly databases. This result supports the view that blockchain
oracle is still a widely neglected subject, despite its crucial importance. The review also reveals
heterogeneity in the oracle literature; therefore, major effort is required to find a widely accepted oracle
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taxonomy. Furthermore, limited oracle selection suggests the need for more active collaboration between
practitioners and academia. Finally, more theoretical work is required on the underlying trust concept that
identifies oracles as “trusted” ones.

The findings of this research are useful for academics, students, and practitioners. Offering an overview of
institutions investigating a specific field, this study can promote cooperation between existing or entering
research teams in the blockchain oracle domain. This, in turn, can constitute a reference for entrepreneurs
undertaking blockchain-based projects. Students and other academics can then utilize a resource on the
state-of-the-art knowledge of related fields and investigate emerging gaps (e.g., missing resource
management contributions) or create other research by building on existing studies.

This paper also has limitations, given the scarcity of retrieved material that determined low numbers in
absolute terms in all the tables and figures. As specified in Section 3, a degree of subjectivity in the
presented results cannot be excluded. Whereas previous studies inspired the method and bibliometric
research, the author had to select them arbitrarily. Subjectivity can also be found in the sample
classification, given that the division of topics into categories and sub-categories had to be performed
manually. Again, the author wishes to reiterate that the data provided in this paper should not, in any case,
be interpreted as a quality evaluation of the cited works. Because of the selection criteria, some works or
authors may have been excluded inadvertently. Further studies can build on this bibliometric analysis to
investigate the trust models adopted and presented in the published literature and the preferred oracle
applications for academic investigations.

Appendix 3.A. Relevant contribution example

Paper Title Oracle Contribution Reference
The limits of smart contracts Provides an analysis of the role of [6]
oracle from a legal point of view
LoC—a new financial loan Discusses how oracles can be [227]
management system based on smart | implemented to ensure data privacy
contracts in loan management
A pattern collection for blockchain- | Describes different oracle types and | [162]
based applications how to recognize the most suitable
one according to the needs
On the characterization of Compares blockchain consensus and | [228]
blockchain consensus under oracle consensus under specific
incentives incentive mechanisms
Distributed network slicing Shows the implementation of a [199]
management using blockchains in e- | decentralized oracle solution for the
health environments management of patient records
Blockchain for COVID-19: review, Outlines a means to recognize a [194]
opportunities, and a trusted tracking | trusted oracle network for tracking
system purposes
To chain or not to chain: a Presents a blueprint of a private [229]
reinforcement learning approach for | network in which oracle contracts
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blockchain-enabled IoT monitoring

improve their efficiency according to

applications data collected by loT sensors
Blockchain as a platform for secure Discusses oracle data correctness [188]
inter-organizational business and confidentiality in business
processes process management
Appendix 3.B. Notable coauthors
Full Name Institution Citations | Documents
Zhu, Liming UNSW, CSIRO- 612 3
DATA®61
Ingo, Weber Tu-Berlin 303 5
Jayaraman, Raja Khalifa University 179 5
Veneris, Andreas University of Toronto 160 5
Berryhill, Ryan University of Toronto 147 3
Veira, Neil SoundHound Toronto 147 3
Muhammad Habib Ur Rehman Khalifa University 144 3
Davor Svetinovic Khalifa University 144 3
Ellaham, Samer Khalifa University 142 3
Yaqoob, Ibrar Khalifa University 66 4
Ferrari, Elena University of Insubria 50 3
Weske, Mathias University of Potsdam 14 3

Appendix 3.C. Complete list of articles sorted by categories.

Oracle Architecture Entries
Beihang University [230]

CEA LIST Paris-Saclay University [228], [231]
Eindhoven University of Technology [232]

ETH Zurich [233]
Fujian Agriculture and Forest University [134], [234]
TU-Berlin [235]
INRS, Montr’eal [136]

IST Austria [236]

Jinan University [237]
Langfang National University [238]
Macquarie University [143]
Nirma University [239]
RMIT University [7]

Hong Kong University [167]
University of Canterbury [240]
University of Dallas [173]
University of Salamanca [171]
University of Tartu [135]
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University of Toronto

[241]

UNSW Sidney CSIRO DATA®61

[154], [162]-
[164], [242]

Vienna University of Economics and Business

[161]

120], [140]

Jiamusi University [166]
Sapienza University of Rome [243]
University of Colorado [165]
Carnegie Mellon University [244]
University of Malta [245]
Politecnico di Milano [246]
Montana State University [168]
University of Rijeka [247]
Oracle Problem Entries
Chiba, Institute of Technology [174]
EBS University [10]
IST Austria Klosterneuburg [248]
John Caroll University [124], [172]
Khalifa University [118]
Max Planck Institute [6]
Montclair state University [117]
Technical University Munich [249]
University of Applied Sciences Offenburg [32]
University of Ljubljana [30]
University of Verona [11], [13], [33],

[

[

[

Imperial College London 250]
University of Connecticut 251]
Oracle Proposal Entries

Beijing University of Technology

[
Chungnam National University [225]
Delft University of Technology [254]
Kleros Cooperative [255]
Kyushu University [256]
National Taiwan University [257]
Sogang University [258]
Swiss Federal Institute of Technology [259]
Technische Universit at Berlin [260]
University of Illinois [261]
University of Toronto [262]-[265]
Hamburg University of Technology [266]
South Asian University [267]
Dublin City University [268]
South China Normal University [269]
Rensselaer Polytechnic Institute [270]
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CHAPTER 4.

OVERCOMING THE BLOCKCHAIN ORACLE PROBLEM IN
THE TRACEABILITY OF NON-FUNGIBLE PRODUCTS.

4.1. Introduction

As recently shown by Politecnico di Milano Observatory [300], at an international level, more
than 580 projects involving blockchain as the main subject can be observed, with an increment
of 76% since 2017, although the number of real applications barely exceeds 10%. Many
blockchain applications involve financial technology, whereas we are assisting with a slight but
progressive increase in non-financial projects, such as logistics, production, and traceability [48].
Recent literature has shown that blockchain is being tested [301]-[303], mainly in the Chinese
and US markets, to track product information, and to improve product traceability. In 2011, China
experienced a massive mislabeling of pork meat, together with a contamination problem where
donkey meat was secretly mixed with fox meat [304], [305]. In 2017, Papayas in the US were
linked with a multi-state outbreak of salmonella, leading to 173 cases of salmonellosis, 53
hospitalizations, and one death across 21 states [306]. Traceability improves food safety and
public confidence, pinpointing the exact product to be discarded without compromising the
entire supply line [307]. Kamath [37], Mearin [308], and Corkery and Popper [309], extensively
described Walmart’s efforts involving the adoption of blockchain and cryptography to trace the
products sold in their stores. Supported by government entities, cooperating with IBM, and
utilizing Linux Hyperledger [310], they managed to improve the time taken to trace a product
from one week to few seconds, in addition to providing updated information, such as the
temperature, humidity, and a roadmap. Their pilot project concerning mangos aimed to
demonstrate transferability and accountability across borders; while successful, the maintenance
costs for the whole system to work were quite high [311]. Blockchain for a sustainable agri-food
market is mostly intended to solve social problems rather than technical or economic problems
[312]. In contrast, in Italian markets, blockchain applications for traceability are also considered
a valuable resource for the protection of the “Made-in-Italy” brand. Federalimentare’s (2018)
data show that the capitalization of agri-food products utilizing the “Made-in-ltaly” brand is
around 135 billion euros [313], with an added value of more than 61 billion euros. Italian agri-
food products are protected by the “Designation of Origin” (DOP, DOCG), which reached the
value of 15 billion euros in early 2017, representing nearly 18% of the entire agri-food sector and
comprising 822 products subject to regulations and checks.

However, the same protection system limits the growth of production, exponentially enlarging
the gap between demand and offer. As the solution cannot involve production adjustments, as a
result of DOP constraints, Italian small to medium enterprises (SMEs) are fighting the
phenomenon, incentivizing client awareness of product provenance and transportation, and
lately also considering blockchain.
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Sustainability-driven blockchain adoption involves a very narrow but important aspect of the
economy, making models and inference less applicable on a broader scale. In contrast, a value-
driven approach to blockchain adoption undertaken by Italian SMEs could be easier to replicate
for companies entering the market or simply changing their business model to a blockchain
orientation. Further, for managers trying to replicate a sustainable supply chain, being aware of
how it can promote also financial sustainability could also represent the right incentive for the
investment to be encouraged.

Early evidence supports the usefulness of the blockchain in the financial sector to lower costs
and facilitate faster transactions [314], [315]. Non-financial applications are still in the pilot/early
stages, and no robust findings have been produced so far. What the literature neglects about
blockchain implication for traceability and sustainability is the so-called oracle problem, and the
trustworthiness of information written in smart contracts. Few have made an attempt to address
the problem, and those who have, work mainly in the light literature of the insurance/finance
sector [316], [317]. Although the problem is less worrying for fungible products [12], in non-
fungible products it can undermine the worthiness of entire projects. Seeking to make a solid
contribution to the literature addressing blockchain social and economic implications, this paper
focuses on two main research questions. First, how does blockchain technology adoption affect
organizational effectiveness, and second, how can the oracle problem be effectively overcome
for sustainable supply chains?

Undoubtedly, addressing the critical gap in the literature that neglects the oracle problem is
mandatory when developing further empirical/theoretical papers on traceability and smart-
contract-driven blockchain. Above all, the concept is critical when smart contracts are used for
sustainability purposes where information reliability and transparency constitute essential
aspects. To answer our two research questions, we will take a knowledge-based-view of a
modified Gold et al. [318] model to analyze a single case study of an Italian agri-food company
undertaking a blockchain-based traceability project. The paper proceeds as follows. Section 2
provides a background to the literature on blockchain technology and the oracle’s problem,
addressing streams of literature on Gold et al. [318], and on the implications of knowledge
process capabilities [319]. In Section 3, the methodology of this research is explained along with
a detailed illustration of the data gathered. In Section 4, an in-depth analysis of the research
qguestions is provided, along with the most significative data. Section 5 provides the concluding
remarks, limitations, implications for academics and practitioners, and hints for further research.

4.2. Theoretical Background

The concept of blockchain was introduced by Haber and Stornetta’s [67] paper that promoted
the idea of the digital stamping of documents. In a subsequent work, they, along with other
authors, proposed to bundle large volumes of transactions together into blocks and arrange them
in a chronological sequence according to a hash code. The first to refer to this particular “chain
of block” appears to be Nakamoto in 2008 [1], who connected the concept of blockchain to a
public ledger, constantly updated by multiple users. Motivated by distrust in financial
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establishments, Nakamoto [1] introduced a blockchain framework for his cryptocurrency
(Bitcoin) with no central organization to supervise the creation of blocks [1], [2]. Blockchain
technology is defined as a distributed ledger [320], able to record transactions (of any kind) in a
secure, transparent, efficient, decentralized, and low-cost way [321]. There are several types of
blockchain (public, private, hybrid) that vary according to the degree of freedom to access
information [322], [323]. Swan presents a list of potential blockchain applications [46], divided
into three categories: the first area is related to currencies, payments, and invoices; the second
regards smart contracts in financial and non-financial markets; and the third pertains to social
applications, such as voting, and healthcare identification. Regarding the second type of
application, smart contracts are defined by Morkunas et al. [48] as a self-executing code on a
blockchain that automatically implements the terms of an agreement between parties. When
operating with smart contracts, a problem related to the insertion of data on the blockchain
arises. Smart contracts for applications other than cryptocurrency transfer involve the role of an
“oracle” to insert extrinsic data into the blockchain. An example of the information added by
oracles is provided below.

When dealing with cryptocurrencies, the provenance of a bitcoin, ether, or another token is
certain, since the token itself is on the blockchain, and therefore, all its information is available
to the smart-contract. For example, if a smart contract pertains to delayed payments, all the
required information will be drawn from the data stored on the blockchain. As blocks are
timestamped, the information about time is available within the same ecosystem. Therefore, the
required data for the smart contract is also considered undisputedly true and immutable. For
smart contracts such as food traceability, tracking information about things that are not part of
the “locked chain” but happen outside (such as weather effects, temperature, or product
provenance) constitutes an externality to the blockchain. For example, In the case of a pack of
cheese sitting on a store shelf, the information about that product is not present within the block
data, and so it has to be inserted by an “oracle”. An oracle is essentially a gateway between a
smart-contract environment and the external world [29], [32]. It obtains information about
something that has occurred outside the blockchain and then provides that information to the
smart contract through a specific communication channel (e.g., platforms, probes). The main
difference of intrinsic and oracle drawn data is that for the first, the information is true and
immutable (if the system has not been compromised) since it is drawn from the blockchain itself,
while, for the latter, the information is indeed immutable, since it is protected by the blockchain,
but its truth or trustworthiness is dependent on the trustworthiness of the “oracle” that inserted
it. Many blockchain communities are skeptical about oracle-dependent applications, especially
for sustainable domains, because of the problem of the oracle’s credibility, also pointing out the
following arguments. If the oracle is trusted, then it becomes a single trusted party, which
produces a “counterparty risk” because if lies can be fed to the oracle, or if it is compromised,
then the smart contract will work on data that is “untrue.” There are significant financial
incentives to compromise such systems, since they are perceived to be safer and more
trustworthy than the legacy ones. The implementation of Internet of Things (loT) is considered
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to have solved the problem using sensors to track various physical objects as they move through
the supply chain. However, the problem of trust still applies to the sensor, as well as its
placement, its scanning ability, and its communication channels with the oracle, returning us
again to the problem of the oracle. For fungible products (goods), such as crude oil, this problem
can be efficiently addressed since the product is easier to track [12]. Think of a certain amount
of crude oil loaded onto a tanker and then tracked on the other side as it is unloaded from a
ship—all of which information is recorded to the blockchain. Since crude oil is fungible, it does
not matter whether the same molecules of oil are tracked or not. For fungible goods, we intend
products, that are equivalent or consist of many identical parts such that, for practical purposes,
they are interchangeable?.

Unfortunately, to date, there is still not an efficient way to address the problem of non-fungible
products, and, to the best of our knowledge, many of the current applications in the supply chain
suffer from the oracle’s problem, leading to the risk of creating a false trustworthy environment
in which the consumer is not sufficiently safeguarded. Non-fungible products are, unlike fungible
ones, goods that are not of homogeneous value. Therefore, when tracking a load of 100 wheels
of cheese, for example, moving from one place to another, it is not sufficient to check if the
wheels of cheese are 100 and in good shape on arrival. It is vital that the 100 wheels received are
the same wheels that were initially shipped without undergoing any manipulation. For these
reasons, ensuring reliable and trustworthy traceability of non-fungible products on the
blockchain is much more challenging.

To address this problem, and more broadly, the two research questions of this paper, we decided
to utilize the knowledge-based view, and in particular, a modified Gold et al. [318] model (Figure
4.1), as knowledge management and information sharing are the main aspects affected by the
oracle problem. A further explanation of the theoretical construct is provided below.

2 Fungible goods definition: https://www.investopedia.com/terms/f/fungibles.asp
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Figure 4.1. Modified Gold et al. model [318]

The construct of “knowledge management” (KM) as Gao declares [324], embodies a higher value
than the separate concepts of knowledge and management alone. It is defined as a formal and
well-defined way to shape information that will advantage companies over others while, at the
same time, crafting information to be willingly available for those who require it [325]-[329].
Confirming the importance of KM, Gharakhani and Mousakhani suggested that knowledge
management creates new capabilities for organizations, enables superior performance,
encourages innovation, and enhances customer value [330]. Cho added that an effective KM
helps organizations to become flexible, respond quickly to changing conditions, become
innovative, and improve decision-making capacities and productivity [331]. Denford [332], in his
dissertation on KM capabilities, distinguished resource-based capability as comprising a
technological structure and a culture of knowledge-based capabilities, including expertise,
learning, and information, which are needed for organizations to efficiently manage knowledge.
Resource-based capabilities were renamed by Gold et al as “knowledge infrastructure,” and will
constitute a central part of this article’s analysis [318], since we are investigating how they are
affected by the adoption of blockchain. As Smith stated [333], the concept of KM infrastructure
is mostly associated with modular products that support KM actions in organizations. KM
infrastructure analysis is divided into two main capabilities: technical and social. The technical
capabilities comprise IT infrastructure, physical devices, and components, whereas social
capacity comprises cultural, human, and governance resources [334]. We then analyze the
technical and social capabilities separately according to their blockchain implications, finding that
organizations should make every effort to expand their infrastructure capabilities, not only in
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terms of hardware and software, but also in terms of technology, structure, people, and culture.
Regarding the concept of culture, Masa’deh [335] stated that “Organizational culture not only
defines the value and advantage of knowledge for organizations, it also influences the ability of
employees to share knowledge” [336]. Organizational culture is necessary for encouraging
interaction and collaboration between individuals to facilitate the flow of knowledge. It also
provides individuals with the ability to self-organize their personal knowledge to facilitate
problem-solving and the sharing of knowledge [337]. We contribute to the literature by showing
how blockchain adoption affects a firm’s culture and also, how that culture determines successful
blockchain implementation. As extensively underlined by researchers, one of the most important
elements of culture for knowledge sharing is trust. Kushwaha and Rao stated that high levels of
trust reduce the reluctance of individuals to share knowledge and decrease the associated risk of
losing competitiveness [334]. Further, organizational culture influences the way strategic
decisions are implemented in firms [338]. Barney and Hansen have asserted that trust is
beneficial to interfirm exchanges and can be a source of competitive advantage [339]. However,
the literature reveals an ambiguity in the nature of trust, as transaction cost theory, for example,
implies that firms tend to behave opportunistically [340], [341]. A fundamental challenge in
conceptualizing the role of trust lies in extending the micro-foundational phenomenon to the
organizational level. Many authors have agreed that viewing opportunism and trust as
characteristics of firms anthropomorphizes organizations [342], [343]. With the advent of
blockchain, the element of trust has been digitalized and separated by the idiosyncratic human
correlation. Trust in the blockchain is no more an exclusive outcome of a micro-level; it can be
generated directly at the macro level. A recent study by Zaheer et al. showed a direct link
between inter-organizational trust and performance [344], but not between interpersonal trust
and performance, whereby even if interpersonal trust is low, inter-organizational trust remains
high. This perfectly supports the modifications that we are applying to Gold et al.’s model [318],
in which trust is included in organizational effectiveness and seen as one of the major drivers of
firm performance.

4.3. Methodology

To answer our research questions, we decided to build on Gold et al.’s model to conduct our case
study [318], as a quantitative data analysis still did not constitute a valid alternative. The first part
of the research involved a thorough investigation of the existing literature to locate the keywords
needed to build the model. As demonstrated by Lin et al. [345], the literature lacks seminal
papers associating blockchain technology with sustainable agri-food or agribusiness. Switching
from a broad analysis to a more in-depth investigation, segmenting “management” and
“business” keywords, Lin et al. identified only ten papers [345]. The same results were obtained
by Bermeo-Almeida et al. [301], who added that most of the papers (seven out of ten) were
written by Asiatic authors. Aware of the limited background, we decided to address the situation
using the Scopus platform. We used a specific string—“blockchain” AND “food” (OR “agriculture”
OR “agricultural delivery” OR “agricultural supply chain”—obtaining more than 130 potential
results (12/07/2019). Controlling for “knowledge management,” we arrived at slightly more than
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20 papers (22), of which 14 were published in peer-reviewed journals, and eight had been
presented at international conferences. From the most influential and available literature, we
were able to extract the following keywords: blockchain technology [125], information structure
[346], and firm culture [347]. In our knowledge process capability model, we included products
and production processes [348], along with their management insertion rules [349]. Finally, to
the “organizational effectiveness” construct, we added the value of trust [350], as well as
transparency, auditability, and immutability characteristics—these latter constructs bearing a
dual interpretation. We considered trust a higher grade of consumer faith when evaluating
product acquisition and consumption. Further, with blockchain, companies benefit from
increased levels of trust among their supply-chain partners, as even the smallest non-compliance
episode can be tracked and registered [345]. Since Gold et al.’s sample was quite extensive and
mainly involved large companies [318], some modifications were required. First, as stated above,
large companies are not the main sources of KM activity, and drivers for knowledge management
innovation are also less evident in large organizations. Second, items generating knowledge are
reduced according to the sample and because of developments in the literature over recent years
[351]-[353]. However, since the most intriguing part of the paper is the model (as also stated by
the same authors), we gave high priority to the drawing process. The model was slightly adapted,
although the scope of its application remained the same in focusing on the relation between
knowledge infrastructure capabilities, knowledge process capabilities, and organizational
effectiveness/trust. The major changes regarding knowledge infrastructure capability were
implemented according to Mendling et al. [319], who introduced in theoretical terms the possible
impacts of blockchain technology adoption on business process management (BPM). Further
developing Mendling et al. [319], we inserted into the model the parts that, according to our case
study, seemed most affected by the application of the blockchain technology, specifically,
discovery, monitoring, adaptation, and evolution. Guided by Pettigrew [354], our approach to
the case study involved team visits to the site. We managed three visits to the case study site and
conducted a total of nineteen interviews. Our team comprised two professors from the
organization department of Business Administration who led and conducted the face to face
interviews, one PhD student from the same department who submitted the research
guestionnaires, and two master’s degree students who transcribed the notes and interviews. The
registered interviews were conducted in a semi-structured form. According to prior studies
[355]-[358], our dataset retained a certain degree of flexibility, along with our research
guestions, which were often updated according to ongoing feedback and unexpected events. The
semi-structured interviews lasted 50 minutes on average and were conducted with directors
involved with the blockchain project, entrepreneurs associated with the cooperative, and service
providers. The data and results were presented to the main actors in the organization and to its
directors. The analysis of the case study commenced in June 2018 and finished in November
2019. From the data collected, sentences were extracted and associated to keywords using the
“concept coding” [359]. Sentences matched to keywords found in the model are then further
investigated and discussed. This research was undertaken without preconceptions and without
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the need to prove anything in advance; we were solely moved by the disinterested aim of
contributing to the agri-food sector and the academic literature.

4.3.1 Data Collection
For our case study, we decided to analyze the “San Rocco Dairy” cooperative in Tezze sul Brenta

(V1). The company was founded on August 25, 1966, from a congregation of breeders, with the
aim of producing homogeneous local food, while maintaining excellence (mainly in cheese). At
the time of the study, the cooperative counted 19 associates across three different districts of
the Veneto region. Its main aggregations were in Vicenza, Treviso, and Padova. The size of the
companies was, on average, quite small, and their most common structure was that of a family
business that occasionally employed external staff, but rarely more than two. All the companies
shared the same structure, except for two that were more prominent. Trusting the quality of
their products, the employees suggested competing at national and international levels to
increase awareness of the food’s excellence. Since then, the cooperative has received countless
prizes, including the Caseus Veneti and the World Cheese Award; it has also been included in the
Super Gold Ranking of “Asiago DOP (Fresh & Aged),” and is thus listed among the best cheeses in
the world. To defend its strong brand, strengthened through many years of hard work, the
cooperative agreed to test the potential of blockchain (public/ETH), and the loT technology,
utilizing a specific quick response (QR) code to guarantee its certification information and to be
directly validated by institutions, company partners, and final consumers.

Table 4.1. Data collection

Collected Data Number | Note

Four informal interviews collected during a first visit to San Rocco Dairy. Eleven
direct, semi-structured interviews during two official visits and four phone calls
to the technology provider. Direct interviews and phone calls were digitally
recorded and transcribed.

Interviews 19

The authors attended the San Rocco Dairy three times, visiting the offices, the

Direct observation | 5 farms, and the shops. Two of the associates also came to the authors’ office

twice.
Notes from 47 The authors collected 34 pages of notes from the interviews and 13 pages of
observations and pages direct observations.
interviews
Data collected 4 The authors searched for data on the cooperative website and social media.
online
Data from press 16 16 articles were analyzed to find information about the firm’s awards and the

blockchain project.

70



The underlying strategy adopted by the consortium was to redefine the information systems to
create a completely tracked supply chain. Data were monitored from the production of milk to
the finished products (blocks of cheese), guaranteeing a secure and certified product provenance
to consumers. Improvements involved not only monitoring the safety and quality of products,
but also information awareness, and procedure compliance, so that well-informed consumers,
aware of the supply chain, had become the best contributors to the processes of optimization
and engagement. As studies on traceability are few but increasing, our research contributes to
the literature as its motivations and the products being analyzed differ slightly from those of
other studies.

4.3.2 Data Analysis

The examined consortium began blockchain integration in September 2018, introducing the first
blocks of Asiago DOP cheese to the market by January 2019. The consortium also implemented
an loT system based on a QR code to facilitate interaction with its main stakeholders. Data were
collected from the beginning of April 2019. The main data stored in the blockchain and
retrievable through the QR code comprised the company ID code (for the General Data
Protection Regulation (GDPR) compliance), the liters of milk provided, data about milk entry, and
milk analysis. Regarding the specific activities for transformation and storage, the cooperative
decided to include in the blockchain temporal identification data about the entry and exit of
every semi-finished product according to the different phases that characterized the critical
activities. All information relative to a specific process was stored in a single block to ensure
easier traceability of the entire supply-chain process.

Table 4.2. Data analysis

Data Type Period Purpose

Informal interviews June 2018 Verify the genuineness of the project and the availability to
cooperate.

First round of semi-structured | September Understand motives leading to blockchain implementation and

interviews 2018 the roles of people involved.

Second round of semi- | September Through targeted questions, analyze the impact of blockchain

structured interviews 2019 on organizational effectiveness.

Phone interviews to service | November Check consistency with the aims of the cooperative and the

provider 2019 limits of the technology.

Direct  observation  and | 2018-2019 Understand the usefulness of the blockchain application and its

interviews notes implications for the oracle’s problem.

Online and press data 2018-2019 Analyze the way the cooperative tries to spread its core values
through the blockchain.

The QR code was utilized both by clients and intermediaries, returning precious information to
San Rocco’s Dairy. When a user scans the QR code, that user releases to the network critical data,
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such as their gender, their job, the device used, their location, the time, and the number of times
the specific QR has been scanned. Extracted data from the 100 blocks for Asiago cheese shows
that almost 87% of the products scanned were consumed by Italian clients. Around 10% were
French users and the remaining 3% were north-European consumers. The product was most
often scanned on Fridays during the daytime (10.00-13.00 hours), and the most frequently
requested information was from the timeline in reference to the production, the history of firm,
and the prizes awarded. In relation to customer retention, it was discovered that nearly 10% of
clients observed the same type of product once a week for at least for four weeks. Aware that
the value of the data on the blockchain was quite low for consumers, we focused on the changes
that this implementation made to organizational effectiveness and whether its application
violated the insidious oracle problem. In the first round of informal interviews, we concentrated
on company availability to cooperate with our department and on business acquaintance with
this new technology, to be sure that the decision for undertaking the project was not merely
based on marketing benefits, driven by the hype that blockchain has lately experienced. To clarify
the intentions, the first official round of semi-structured interviews had the goal of understanding
why the cooperative had chosen to undertake a blockchain-based project and whether they had
evaluated it in relation to other alternatives. We asked participants about their plans for the
future, and of course, whether they were experiencing any unpredicted issues. After exactly one
year, we started a second round of semi-structured interviews, with the aim of understanding
what had changed in the organization after the project had been executed and whether the
cooperative was planning to improve or abandon it. Considering it necessary to double-check the
information provided by the firms, we also contacted the technology provider via phone-call
interviews to understand whether there was an alignment between what the firms aimed to
obtain through the technology and the exact potential of the implemented service. Further
information was taken from the company website and social media, as well as from newspapers,
in which San Rocco’s project is often described. The authors transcribed all the interviews and
details from direct observations, writing nearly 50 pages of notes that were used to link the data
gathered with the Gold et al. [318] model and to understand its implications for the oracle’s
problem.

4.4. Discussions

To better clarify how the company addressed the insidious oracle’s problem in a sustainable
supply chain context, details on the blockchain’s impact on organizational effectiveness must first
be provided. Drawing from the informal interviews with the consortium directors, problems
linked to the valorization of the brand and to the internalization of products emerged. As
underlined by one participant: the “dairy market bears some difficulties generated by the
presence of small wholesalers, and the large-scale retail trade.” The constant presence of
intermediaries with high commercial competence was helpful in compensating for the low levels
of territorial and market control, since San Rocco only has two registered shops. Dealers help
consumers to receive the product, but the issue of ensuring that the quality is linked with the San
Rocco brand has not been solved. One common vision of the consortium’s top management
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involved the need to more directly reach final consumers, to reduce the information bias
generated by intermediaries. Further, one interviewed executive extensively underlined the
issues related to the internationalization and safety of the products/brand as a result of the
massive presence of counterfeiters: “Asiago is very famous in California ... but only a few wheels
of cheese are genuine Asiago”. The massive presence of counterfeit products not only
undermines company trustworthiness but can also have negative social implications. As a matter
of fact, counterfeit products do not differ from the original just in terms of taste and shape. Non-
subject to strict regulation and checks, they constitute a threat to consumer health. The outcome
of blockchain application in terms of value creation cannot be detected at present since the data
is insufficient; however, extensive results were already visible in the effects of the blockchain’s
application at the organizational level. To obtain these results, many areas were addressed
according to the Gold et al. model [318]. The blockchain impacts on organizational effectiveness
are summarized in Table 4.3.

The appeal of blockchain technology arises from its distinctive characteristics, that makes it a
valuable implementation for sustainability purposes [17], [360], such as the immutability of its
data, the availability of the information, and its transparence, as well as its distributed
certification and reliability. During the first official round of interviews, the quality manager
stated, “we are a peculiar dairy company, since every employee has the passion for information
technology.” Although able to create its own blockchain, the company decided to outsource the
technical aspects to limit the chances of failure. As the project grows, they plan to fully automate
it with probes and microchips. One of the associates that operates the blockchain remarked, “we
need to automatize the system as soon as possible, since if we produce milk today, the data
needs to be immediately inserted on the blockchain. Delays of any sort can affect the reliability
of data.” Of course, the company also utilized Enterprise Resource Planning (ERP), but they
preferred to invest in local software houses, rather than using the best-known alternatives. As
one of the directors declared: “we always tried to cooperate with the local companies ... even for
services not directly related to our production”. Further, the cooperative installed a remote-
control system for the “CASARO” (chief cheesemaker), which allowing for the checking of every
production site in real time to quickly adjust production gaps. According to the participants, the
limitations of the cloud technology with respect to blockchain involved the “malleability” of the
data. Being milk a very delicate raw material, the date of production should be immediately
known and certain. The firm’s structure was quite controversial. As, one of the directors
indicated: “our cooperative has a pretty controversial governance structure, since the board of
the director’s members are also the shareholders.” Every member had to choose whether to
defend the cooperative’s interests, his company’s interests, or his own. This could easily create
conflicts of interests and difficulties in making decisions; it could also lead to associates’
withdrawal. Despite this, the director had managed to govern the cooperative for more than 40
years without any major issues, and as he stated, the hardest problem to solve consisted of
finding a successor. In San Rocco’s Dairy, employees were considered part of the decision-making
team, and they also introduced valuable innovations such as blockchain technology since their
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mean age was very low. The blockchain adoption was actually promoted by one of the youngest
associates, who had studied its application during his master’s degree and had proposed the
innovation to the directors. He stated: “the cooperative is always open for innovation ... although
not aware of the technology, they understood its potential!” The blockchain adoption required
no considerable changes to the company structure, as all interviewed agreed during the second
round. However, some changes were made in task distribution after the blockchain’s adoption.
As well as contracting a consultant for the implementation, management also awarded
employees specific roles and responsibilities related to the blockchain. Further, they planned to
hire highly qualified professionals when the project reached a significant level of growth.
Nonetheless, changes were not always welcomed, as one of the associates remarked: “It was not
easy to present the new technology to the employees, since it means more work for people
already overburdened.” The culture of the consortium was stable and strong, and it aimed to
strengthen coordination between producers and processors, exploiting the firm’s core
sustainability values (economic, social, environmental, cultural, and ethical). Identifying these
common values, the cooperative invested in the project of defining a common information
structure, transferring to its clients and associates the positive elements that the company
pursued, such as the absence of chemical agents, environmental protection, and employee
protection. Blockchain implementation, as agreed by almost all those interviewed, brought no
changes to the company culture, but the participants also stressed that one of the main motives
to undertake this adventure was to better reach the customers and make them aware of the
consortium’s core values. One of the associates stated: “Blockchain will help us promote our
company values directly to the client and deliver product information at 360 degrees.” Further,
the company culture fostered the adoption of the blockchain as its type of innovation was
technologically driven. The company’s will to reach clients did not just have a promotional role;
it also served as a canvas to build and strengthen trust. Trust was a critical value for San Rocco’s
Dairy, which participants were eagerly trying to defend. The threats to this trust were multiple.
At an international level, Asiago cheese appeared to be a highly requested product, but the
narrowed site of production (DOP protection) did not allow for the complete satisfaction of the
constantly increasing demand, leaving promising opportunities for counterfeiters. The role of the
blockchain for the consortium is not to “create” trust but to maintain the high level of trust built
over many years of hard work. This aim is quite controversial because, in the early literature, the
blockchain was viewed as a means for creating trust, while it is now widely held that blockchain
provides a way to transact in a trustless environment [361], [362]. For the consortium, the
technology should work in an environment where trust is at a maximum, defending it from
external threats. When prompted about this issue, the quality manager affirmed: “we firmly
believe in the quality of our products ... blockchain ensures that third parties will not alter client
awareness.” From the data gathered, there was not strong evidence of the blockchain’s capability
of defending trust in those environments; however, theoretically, this remains quite a robust
conjecture. Regarding the intra/interorganizational environment, by definition, it acts more as a
monitoring authority than a trust enhancer, as assumed in Mendling et al. [319]. The associates
and the quality manager stressed that they were surprised about the high level of blockchain
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involvement in business processes. As a consequence of its structure and functionality, the
adoption of blockchain required the company to clearly map and divide all their business
processes for information to be uploaded to the ledger. One of those interviewed stated: ”Yes,
blockchain requires mapping for all business processes ... It clearly helps to define the supply
chain.” The quality manager stressed that although the technology was helpful for that task, its
compliance with the “disciplinare” (policy document) already required a high level of
understanding and control of company processes. Conversely, applying the technology, the
consortium realized that some of its processes needed to be changed to remain consistent with
blockchain’s potential. The participants noticed that the blockchain’s adoption required the
packaging process to be internalized. Outsourcing the packaging process created some doubts
about the last “steps” of the supply chain’s traceability. Since the tracking devices are on the
packaging, the outsourcing of this last step is perceived as a threat to the whole traceability
process. One of the associates that interacts with large-scale retailers stated: “retailers strongly
believe in the potential of the technology, but they offer only standardized packaging ... we must
focus on products that we can pack ourselves.” To ensure the trustworthiness of the process, the
packaging step cannot be outsourced. Further, in opposition to the expectations of previous
literature [319], [363], the business process (at least for this case study) was not automated
through blockchain smart contracts but remained a function of human action; while the
immutability of the ledger created the “trigger” for an ease in monitoring activity. The blockchain
manager proudly stated: “we can enjoy a double outcome for [the] blockchain application, first
to reach our clients and also to detect potential malfunctions and loss of efficiency.” However,
the adaptation of process constitutes a limitation for this technology. While BPM aims at the
continuous improvement of processes [361], blockchain technology, as a result of its very origin
and purpose, offers fewer degrees of freedom in the field, since, when a process changes, it will
not affect the data already on the blockchain. A private blockchain would probably prove to be
more efficient, as the quality manager declared: “For now, it works ... but sooner or later we may
have to build our own system” [32].

Table 4.3. Blockchain effects on organizational effectiveness

Components of the “modified” Blockchain effects Quote
Gold et al. model [318]

Requires high levels of technological The. cooper.at/ve is always open
. . for innovation ... although not
Technology | understanding or delegation to a
- aware of the technology, they
specialized company. ) ;
Knowledge understood its potentiall”
Infrastructure -
o Not directly affected by the “It was not easy to present the
Capabilities .
technology. If the company is unable new technology to the
Structure to hire specialized professionals, employees, since it means more
employees are required to receive work  for people already
more tasks and responsibilities. overburdened.”
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Technology does not affect culture but | “Blockchain will help us promote
Culture helps to spread the firm’s core values our company values directly to
effectively. the client.”
_ o ) “Yes, blockchain requires
Discovery Data ratlo.nallzatlon can easily lead to mapping  for all  business
process discovery. processes. It clearly helps to
Knowledge define the supply chain.”
Process Even if not automated, the blockchain | “/Blockchain] detects potential
Capabilities Monitoring | constitutes a “trigger” for faulty malfunctions and  loss  of
processes. efficiency.”
Adaptation | gjockchain hardly adapts to process “For now, it works ... but sooner
and innovations. or later we may have to build our
evolution own system.”
Organizational Unlike the financial sector, traceability | “We firmly believe in the qualit.“y
Effectiveness Trust can only work in highly trusted of our produclts %)lock.cham
environments. ensures that third parties will not
alter clients’ awareness.”

One further critical contribution to the literature is to analyze how and whether the organization
effectively addressed the oracle’s problem, which significantly affects the meaning of blockchain
projects dependant on real-world data. As specified in Section 2, the oracle’s problem arises
when connecting a physical asset or commodity to a virtual token that tracks it on a blockchain
[56], [57]. Although other papers/articles describe practical cases of blockchain technology for
product traceability, none are robust in relation to the oracle’s problem, keeping the blockchain
community firmly skeptical about the reliability of those applications. When blockchain is
implemented for sustainability reasons, trustworthiness and transparency are often pointed to
as the core characteristics that make it suitable for the purpose [74], [364], [365]. However, since
information on sustainability comes from the company itself [29], [32], trustworthiness and
transparency should be no more given for guaranteed. As a matter of fact, studies on the
sustainability-driven blockchain should focus on oracles and not only on the mere technology.
Conversely, whether the company operates directly on the blockchain or with an external
consultant, whether the blockchain is proprietary or public, whether a Bitcoin or Ethereum
blockchain is utilized, the oracle’s problem remains unmentioned in literature, since it has clearly
still not been sufficiently addressed. In our case study, we noticed an important implication for
trust involving a specific type of products, which may greatly affect the extent of the oracle’s
problem. For high-quality products, and precisely, for products with a certified provenance
(especially DOP or DOCG), trustworthiness has rarely been questioned. The Italian Government,
for instance, imposes strict laws on food producers, which are among the most severe in the
world. Companies producing DOP products, for example, must precisely track all production
phases to ensure the correct provenance of all raw materials used in the production. Utilizing
blockchain in these supply chains requires the company to upload on the blockchain only
information that has been strictly verified by the certification authority. Consequently, there are
no apparent incentives to alter product data. Companies should be extra cautious when inserting
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information into the blockchain, as they are definitely under the “eyes” of the authority. From
the interviews, it emerged that the choice of Asiago as a pilot for the blockchain project arose
from the policy surrounding DOP products, which requires information to be already tracked and
secure. One of the executives declared: “the choice of tracing our Asiago DOP on the blockchain
also derives from the large availability of data on the supply chain that it is strictly supervised by
the authority and has to comply with the “disciplinare” [policy document].” The aim of the
blockchain utilization was not to guarantee the safety of the product, which was already
supervised by the authorities, but to fight counterfeiters operating outside the domain of the
authorities. The trust involving information uploaded to the blockchain is then shifted from the
firm to the certification authority. Basically, in that “protected environment,” the information on
products’ traceability uploaded to the blockchain falls under the supervision of the certification
authority. Being on the blockchain, information can hardly be altered by counterfeiters even
outside the authority’s domain. The oracle ecosystem created by the company is explained in

Figure 4.2.
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Figure 4.2. Relationships between the company, IT provider, blockchain, and certification authority

Any other addition, such as implementing loT in the blockchain (sensors or probes), requested
by the “disciplinare,” will be verified by the authority, ensuring that only trustworthy information
is uploaded to the blockchain. The quality manager further explained: “Once the Asiago DOP
project reaches an appropriate speed, we will then start with the Grana Padano DOP, which is
another product with a strong ‘disciplinare’.” It is quite clear that, for the consortium, the
blockchain does not represent a certification authority by itself, but a means to defend the
integrity of information gathered and supervised in compliance with the “disciplinare.”
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Implementing blockchain with this aim clearly reduces the impact of the oracle’s problem, as the
need for trusted, third-party input is fulfilled by the certification authority (especially the DOP or
DOCG). Without a trusted third-party, external to the firm, the information uploaded to the
blockchain is no more trustworthy than that written by the company itself on the labels of its
products and does not really improve quality or consumer protection.

4.5. Conclusions

This paper sought to address the oracle’s problem for smart contracts based blockchain
implemented in the traceability of specific non-fungible products. To do so, we first
contextualized the issue through a case study of a dairy company in northeastern Italy, whose
interest in blockchain was mainly related to brand protection. As the literature lacks empirical
studies involving blockchain technology’s adoption, our first research question addressed its
impact on organizational effectiveness, building on three precise literature streams: KM [324],
knowledge infrastructure [318], and trust [344]. Data show that successful technology
implementation is strictly connected to a firm’s attitude to innovation and to employee
involvement in the innovation process. However, highly specialized consultants are probably
required for the process to be undertaken smoothly and in a reasonable time frame. Company
culture does not seem to be affected by blockchain’s adoption. However, reaching clients and
spreading firm culture is one of the main reasons for firms to undertake blockchain projects.
From the interviews, it emerged that blockchain does not really affect governance structures, but
requires the introduction of new professional figures, or role extensions for existing employees,
creating conditions for job enrichment and promotions. Processes are also affected by the
implementation of the technology in three different ways. First the blockchain’s structure helps
the quality managers to better rationalize processes and the supply chain. Second, ledger
immutability can create a “trigger” for faulty processes to be promptly located and addressed.
Third, blockchain may constitute an obstacle to process innovation, as updates are by nature
more difficult on (public) blockchains. Regarding the concept of trust, we may argue that, from
this research, no clear evidence emerges on trust improvement, while, on the contrary,
blockchain seems to be useful only in environments where trust is already established, enabling
defense mechanisms against external threats, such as counterfeiters. With a clear vision of how
blockchain affected organizational effectiveness, we were able to narrow our second research
guestion as to how the oracle’s problem could be overcome in sustainable supply chain
environments. As already stated by blockchain experts [29], the oracle’s problem has the lowest
impact in cases with trusted, third-party mechanisms that supervise and certify in a coercive
manner information uploaded to and stored on the blockchain (although it may lead to
counterparty risk). As information on the blockchain is immutable but not necessarily true,
without a trusted third party to verify the data to be inserted, the details provided should not be
considered any more trustworthy that those contained in a legacy database. Further, although in
such environments, the impact of the oracle’s problem is low, doubts arise as to the need for a
blockchain to be implemented at all. To enlighten possible solutions to this dilemma, the case
study analyzed in this paper, by way of example, involved a blockchain project undertaken by San
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Rocco’s Dairy for the traceability of the Asiago DOP (non-fungible product). In this specific case,
the certification authority (DOP) constituted a strong third party whose verified data inserted
into the blockchain became public and highly secure. The presence of a highly trusted third-party
reduced the impact of the oracle’s problem. Nonetheless, blockchain technology proved to be
more effective than legacy technologies, since it guaranteed the protection of products outside
the domain of the authority. The results provided in this research should be useful for academics,
allowing further studies on real-world blockchains and the oracle’s problem to build on them.
Managers can also exploit these results to decide whether their company might benefit from
blockchain’s application and how to implement it in the most profitable way. When addressing
sustainable development, it may be useful to consider this case study as to understand how
blockchain implementation can also impact profitability. Conversely, limitations regarding the
gualitative approach and the single case study need to be taken into consideration when making
inferences at a broader scale. Furthermore, while the study addresses the problem of the
trustworthiness of data on the blockchain, it does not provide any advancement or solution to
the problem of attaching a physical product to the blockchain, which still proves to be a severe
threat to blockchain-based supply chains. Further studies may try to replicate the results of this
paper addressing a different sector and market, or perhaps comparing countries where
authorities have multiple degrees of enforcement or different certifications. Samples could also
include more structured companies as results on processes are highly influenced by company
size, which in this paper is small to medium. As soon as there are enough data to undertake a
guantitative study, it would be interesting to compare companies utilizing blockchain to see
which sector benefits more from the adoption of the technology.
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Thesis Conclusion

The chapters of this Ph.D. thesis present four related papers discussing the oracle problem. The first paper
describes the oracle's role and the implications of its use in various contexts. The second reveals the
magnitude of the literature that fails to consider the problem of oracle-dependent blockchains. The
bibliometric analysis presented in the third paper was inspired by the need to identify the institutions and
researchers actively involved in oracle-related projects to promote progress and cooperation. Finally, the
fourth and last paper looked for a solution to the oracle problem through consideration of a case study
involving the traceability of specific products subject to procedural guidelines.

While the four papers were well received by the academic community, obtaining a decent number of
citations, they do have limitations. While some weaknesses were improved by responding to insightful
reviewer comments, others could not be adjusted. The remaining limitations are discussed below.

As one of the reviewers commented, the first paper appears to be a hybrid of a classic review and a
conceptual research paper, suggesting that its category should have been clearly stated. | specified in the
text that it was a classic review; however, | acknowledge that it lacks a robust description of the
methodology used to gather relevant papers. | later realized that a broad discussion on the oracle problem
in the decentralized finance sector was also needed, which is not provided in this paper. Due to the
complexity of the subject, | have decided to discuss this issue in a subsequent paper dedicated to the
sector.

The paper presented in the second chapter was reviewed by conference peers. One expressed some
concerns about the choice to include only journal papers. As specified in the paper, the choice was
arbitrary, driven mainly by the following considerations: Discussions of oracles and the oracle problem
can be quite long and complex, and the length restrictions of a conference paper may cause aspects to be
overlooked in a study taking a general-overview approach. Since the conference paper sample was far
larger than the journal paper sample, the results may have been biased by sample discrepancies. This
assumption was confirmed by the research done in the third paper, which shows that the percentage of
conference papers discussing oracles is even lower than that of journal papers.

The third paper has undergone multiple revisions and review rounds before getting published. The
reviewers complained that the bibliometric analysis alone was not sufficiently significant; therefore, a
review of the literature and a discussion had to be implemented in the final release. As a matter of fact,
given the limited overall numbers of the bibliometric analysis, the emerged results could not be
considered sufficient for a journal release. The review of the literature gave indeed also more value to the
whole papers and the discussion highlighted areas of the research that were not adequately investigated.
Finally, unlike cited bibliometric analysis, this study did not rely on specialized software, such as
Bibliometrix, to display the results; however, given the low number of entries, effective data processing
was done using Excel tables.

The fourth paper was the first published, with the goal of discussing the oracle problem in relation to food
traceability. A reviewer argued that, since we affirmed in the paper that the need for a blockchain in our
case study was not clear, the study’s purpose was unclear. It must be said that there were no other
empirical publications on the issue when the paper was published. Furthermore, given the scarcity of
active projects in the field, it was extremely hard to investigate the issue from a practical point of view.
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However, it must also be stated that the conjecture that emerged in this paper—the need for a third party
to decentralize the trust placed in oracles—is a standard guideline for blockchain traceability today.

In summary, real-world blockchain technology is still in the early stage, and most concern the financial
world. Despite the hype and expectations, multiple issues and drawbacks prevent companies from
undertaking practical blockchain-based projects. Cost-saving and decentralization often come at the price
of security, and it is difficult to find a balance between these elements (referred to as the blockchain
trilemma). This thesis marks the starting point of my journey to understand the blockchain oracle, with
the intent of continuing to monitor the companies studied in the current research while looking for new
opportunities to widen the analysis to other sectors.
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