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ABSTRACT

We describe the architecture of QuAKE (Quantum Advanced
Key FEzchanger), an experimental setup for quantum key
distribution (QKD) over a free-space quantum channel based
on the B92 protocol [1]. The system consists of a transmit-
ter (Alice) and a receiver (Bob) that are connected through
a free-space quantum channel over a distance of approxi-
mately 50m, and are each driven by a field-programmable
gate array (FPGA). The raw key shared by Alice and Bob is
processed in four subsequent steps (i.e., sifting, channel esti-
mation, key reconciliation and privacy amplification) which
are implemented in Matlab. Finally, public discussion is im-
plemented with the user datagram protocol (UDP) transport
protocol running over the Internet protocol (IP) network
protocol, while 802.11g underlies the physical layer trans-
mission.

Categories and Subject Descriptors
C.2.0 [Computer-communication networks|: General—
Security and protection; E.3 [Data]: Data encryption

General Terms
Security

Keywords
QKD, quantum cryptography, B92 protocol, free-space quan-
tum channel

1. INTRODUCTION

Quantum cryptography, or more precisely QKD, represents
a valuable tool to share unconditionally secure keys between
nodes in a network by leveraging the fundamental laws of
quantum mechanics. In particular, the no-cloning theorem
and the characteristics of quantum measurements offer to
legitimate nodes the possibility of detecting eavesdropping
attacks with high statistical confidence. The key material
obtained from the quantum channel is then processed dur-
ing a public discussion stage performed over a noiseless, au-
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thenticated, public channel. In this phase, results on classi-
cal information-theoretic analysis are used in order to design
algorithms that ensure the reliability and security of the key-
sharing protocol.

When moving from the theoretical formulation of the prob-
lem to the actual implementation of a QKD system, the
effects introduced by the transmission channel and the non-
idealities in the devices must be taken into account in order
to limit possible ensuing security flaws and devise proper
countermeasures. In the last years, experimental and prac-
tical implementations of QKD systems have been deployed
over optical fiber links (the DARPA [2] and the SECOQC
[3] QKD networks are arguably the best known), and even
commercial solutions are nowadays available. More recently,
free-space QKD systems have gathered a growing interest.
The advantages of such solutions lie in increased flexibil-
ity and lower costs for deploying the actual physical link.
Moreover, free-space QKD seems the only possible solution
to provide perfectly secure satellite-to-satellite and ground-
to-satellite communication channels.

Some implementations of free-space QKD architectures can
already be found in the literature. For example, in [4] a
10 km, free-space, QKD system based on the BB84 protocol
has been made operative in both daylight and night condi-
tions. Another example of such systems is presented in [5],
in which a laboratory setup for free-space QKD has been de-
ployed and his performance results are collected in terms of
sifted key rate and relative quantum bit error rate (QBER).
In [6] a free-space QKD system was able to cover the dis-
tance of 144km by using decoy states [7] to effectively pro-
tect transmission from photon number splitting (PNS) at-
tacks.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the qubit transmission format used and the
attack models considered. Section 3 explains the process-
ing steps and public communication needed for distillation
of the secure keys, while Section 4 provides results of our
experimental testing.

2. QUANTUM PHYSICAL LAYER

2.1 Transmission setup and protocol

The optical setup for our prototype is shown in Fig. 1 The
transmitter (Alice) uses two infrared (850nm) attenuated
diode lasers to send the bits 0 and 1, encoded in the vertical
I]) and +45° linear ) polarization of the photons, respec-
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Figure 1: Schematic representation of our optical setup
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Figure 2: Data frame structure

tively. A 808 nm laser beam is also used along for synchro-
nization. The receiver (Bob) uses a dichroic mirror (DM)
to separate the information qubits from the synchronization
signal: the latter is reflected and detected by an avalanche
photodiode, whereas the qubits, trasmitted by the DM, im-
pinge on a 50/50 beam splitter (BS). On either output of
the BS, a polarizer and a single photon avalanche photodiode
(SPAD) detect the —45° linear ("\|| or horizontal («=| po-
larization photons respectively. Each click of either SPAD
corresponds to the reception of a sifted 0 or 1, respectively.

The transmitted data structure is shown in Fig. 2. A raw
key of 288 kbit is divided into 50 packets of 5760 bits each,
which are in turn divided into 12 frames for the ease of
synchronization. In fact, each frame consists of 11 header
slots and 240 payload slots, each with a duration of 800 ns.
The header exhibits the pattern ‘100000xxxx1’, where ‘xxxx’
is the 4-bit frame number, encoded one bit per slot in a
pulse-duration modulation of the synchronization beam (a
400 ns or 200 ns pulse encode the bit 1 or 0, respectively). As
regards the payload slots, the first 200 ns are used to send the
synchronization beam, then, after the synchro-laser, Alice
waits 200 ns and then sends two bits separated by 200 ns.
The resulting raw key rate is therefore upper bounded as
Rraw < 2.39Mbit/s.

carry no photons, due to the Poissonian statistics of the
faint source, and the B92 protocol efficiency n = 1/4.

2.2 Attack model

We consider selective individual attacks, where Eve mea-
sures each photon independently with probability 0 < ¢ < 1,
using either basis, ((<=,(]]) or ((/, (\{), randomly cho-
sen. In the intercept and resend (IS) attack (8], each mea-
sured bit is resent with the same encoding as used by Alice,
thus increasing the error rate at Bob. In particular, observe
that by considering Alice and Bob’s sifted keys as input
and output, respectively, the quantum channel can be mod-
eled as a binary symmetric channel (BSC) with some error
probability e. When a single qubit is observed by Eve ac-
cording to an IS attack, the error probability at Bob for the
corresponding bit is set to 1/4 due to the random and in-
dependent choice of the basis used by Alice and Eve. More
precisely, it was shown in [9] that 1/4 is a lower bound on
the error probability induced by the IS attack, for any basis
chosen by the eavesdropper to measure the incoming qubits
and resend them to Bob. Hence, an individual IS attack
with probability ¢ increases the QBER value to

€l=(1*q)€+i=6+q(%*6), (1)

whereas it is conservatively assumed to leave channel losses
unaffected.

On the other hand, in the unambiguous state discrimination
(USD) attack [10] only the 0’s that are measured with the
({7, {\{|) basis and the 1’s that are measured with the
(=], ¢ I |) basis are retransmitted to Bob, thereby intro-
ducing further losses at the legitimate receiver but no addi-
tional errors. When a qubit is observed by Eve and resent
according to the USD scheme, the random choice of the ba-
sis introduces a further loss factor of 1/4. Hence, individual
USD attacks with probability ¢ increase channel losses to
the value

- @_,.3
o =(1 q)a+q4 =a- g (2)



We also consider the PNS attack [11]. In this case, qubits
carried by two or more photons might be observed by Eve
without introducing any effect at Bob’s receiver. However,
since this attack can only be successfully carried out on mul-
tiple photon bits, the probability that one bit of the sifted
key is observed by the adversary is upper bounded by

l—e(1+p)

gpns < Plnpn > 1|npn > 0] = T

®3)
where npp, is the number of photons in a generic bit at the
transmitter output, that is Poisson distributed with mean
W

Eventually, in considering with the above attacks for the
purpose of privacy amplification we will upper bound the
amount of information available the eavesdropper with what
she would get by correctly detecting all the observed qubits.

3. KEY PROCESSING ALGORITHMS

3.1 Channel estimation

In each round of the key-agreement protocol, Bob sends the
positions of the received qubits over the public channel and
discloses the value of a fraction of them, in order to allow the
transmitter to estimate the channel losses and the QBER.
The objective of channel estimation is twofold: it predicts
losses and the error rate introduced by the noisy quantum
channel in order to properly perform the key reconciliation
stage. Moreover, it is used to reveal the presence of an
eavesdropper,that is, to determine the probability ¢ that a
photon has been observed by Eve, according to the attack
schemes described in Section 2.2. A miss detection proba-
bility lower than Ppniss is assured, where the miss detection
event represents the case in which Eve is observing on aver-
age more photons than the number predicted by the channel
estimation protocol.

The QBER is estimated at each round by randomly choosing
Ngber bits from the sifted key to be disclosed over the public
channel. Then, the maximum likelihood (ML) estimate of €
is simply defined as

Ngber

1
& = €, 4
Mk Nqber Z ( )

i=1

where e; = 1 if there is an error in the corresponding bit of
the publicly disclosed portion of the sifted key, and e; = 0
otherwise. Then, the estimator ey is a random variable
that exhibits a different statistical description conditioned
on the fact that an adversary is implementing the IS attack
or not. More in details, the mean and standard deviation of
eML are given by

oy = | S )

mML =€ N
gber

!Selective individual attacks were shown in [9] to provide
Eve the correct value of each transmitted bit with proba-
bility at most (2 4 +/2)/4. This is the case when the eaves-
dropper is measuring the observed qubits with the Breidbart
basis [12].

when the photons sent by Alice are not measured by any
eavesdropper, whereas

"1 — ¢
myL =€, onL = ES\[ E)' (6)
gber

when the system is subject to an IS attack. In order to be
able to reveal the presence of an eavesdropper that is car-
rying IS attacks with a given probability gis, the legitimate
parties guarantee that the number of qubits used for QBER
estimation is high enough to discriminate the case in which

the BSC error probability is € or £’. In other words, it must
hold

mr + Boumr < myr, — Bowr, (7)

with 8 denoting an appropriate multiplicative factor that de-
termine the confidence interval of the QBER estimate. For
the sake of tractability, we approximate the random variable
emr, with a Gaussian random variable with same mean and
same standard deviation. Then, it is possible to guarantee a
miss detection probability up t0 Pmiss = 5-1072 by imposing

ﬁ = Q_I(Pmiss) ~ 267 (8)
with Q@ !(-) denoting the inverse of the Q-function, Q(x) =
\/% [ exp (—"72) du. Then, on substituting (1), (5) and
(6) in (7), after simple algebraic manipulations, it is possible
to determine the maximal undetectable IS attack probability
as a function of the parameter Ngper, namely

(1-9)- (Qﬁ 6157175) + NﬁZ ) + N/BZ (2 - §)

qber qber qber
(-9 -3 G-~ 1)
(9)

On assuming that all the errors introduced by the quantum
channel are corrected during the key reconciliation phase,
the QBER estimate can also be refined at Bob by counting
the number of bits that are flipped after reconciliation. In
this way, it is possible to decrease the maximal undetectable
IS attack probability to the value obtained by substituting
Nqbcr with Ngig in (9)

qis =

Analogously, channel losses are estimated by counting all
Bob’s sifted bits. Similarly to the case for the QBER es-
timation, the ML estimator for channel losses is obtained
as

Nraw

1
Qs
]V}aw P
=1

(10)

oML =

where a; = 1 for the indexes corresponding to bits in the raw
key that made Bob’s detectors click, and a; = 0 otherwise.
Again, the channel losses estimator aar, is a random variable
with mean and standard deviation given by

a(l — «
mML = @, OML = (Ni)’ (11)
or
"1 —ao
mML =a ’ Uwa = %7 (12)

depending on the presence of an eavesdropper carrying a
USD attack. By following closely similar steps to those used
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Figure 3: Minimum number of bits that need to be
revealed over the public channel in the Winnow key
reconciliation scheme, versus channel QBER. Here
the target P = 0.02 and curves are drawn for two
different sifted key lengths.

to determine grs in (9), the maximal undetectable USD at-
tack probability can be found as

3 (1-a) 1 8
50 (\/ aij - (5 - O‘) wa)
is@ (1 + Niw)

3.2 Key reconciliation

Errors introduced on the sifted key by the quantum channel
(polarization degradation due to the atmosphere, noise in
the devices, etc) are corrected by implementing the Winnow
scheme [13]. The probability of a reconciliation failure is
kept below a fixed value Pri, by guaranteeing a residual
BER on the reconciled key smaller than Paii/Nrec, where
Nree = Nsift — Ngber is the number of sifted . Given these
constraints, the number of iterations of the protocol and the
block sizes for parity checking are chosen to minimize the
number of bits Nyey revealed over the public channel.

qusp = (13)

As an example, for QBER = 3%, Prn = 0.02 and Nyee =
15000, we choose 4 iterations with increasing block sizes
8,32,128, 512, respectively. As can be seen from Fig. 3, this
choice leads to approximately Nyey = 0.29Nyec.

3.3 Privacy amplification

The reconciled keys at Alice and Bob are compressed fol-
lowing a two steps procedure aiming at reducing the infor-
mation leakage to Eve to the target value Iior = 1 bit per
key. First, Niev out of the Niec = Nsitt — Ngber bits of the
reconciled key are deleted according to the procedure of bit
deletion described in [13, Section 3], in order to eliminate
the information revealed over the public channel to perform
key reconciliation. In this way, the information leaked to the
eavesdropper during the key reconciliation stage is reduced
exactly to zero, as can be shown by applying [14, Proposition
1].

After bit deletion, privacy amplification is obtained by hash-
ing with a full column rank, random, binary Toeplitz matrix
[15], renewed at each round. The number of rows in the
Toeplitz matrix is a design parameter for this phase of the
key processing, depending on the amount of information on
the key that Eve is estimated to have gathered during the
previous stages of the protocol.

For instance, the system described in [16] complies with two
different methods in estimating the information gathered by
Eve with IS attacks. One method is due to Bennett [9] and
it links the number of errors revealed after key reconciliation
with the information gained by the eavesdropper. More pre-
cisely, on denoting with e the total number of errors revealed
on the sifted key, the information leaked to the eavesdropper
is approximated by the value

de
V2

in which the confidence margin was chosen as 3 = 5. A
second estimate, provided in [17] defines an upper bound on
Eve’s Renyi entropy in the limit of long transmissions, that
is when Ngg — oo. Then, the information leakage due to
multiphoton pulses is handled separately, and added to the
previous quantity.

+ B/ (44 V2)e, (14)

On the other hand, in our experiment, according to the three
attack models and the channel estimation scheme described
in the previous sections, each bit in the reconciled key is
assumed to have been observed by the eavesdropper with
probability not larger than giot = qis + qusp + gpns, inde-
pendently from the others. Then Eve’s Renyi information
on the reconciled key is a binomially distributed random
variable t ~ B(Nrec — Nrev, qtot), and we can use the results
in [18] to determine a probabilistic upper bound on the in-
formation lieax leaked to Eve after privacy amplification. In
fact, with probability at least 1 — Ppiss, it is

1
9(Nree—Nyev—Nseo—0) [n 2
(15)
for any value of b, and with Ngec denoting the length of the
secure key at the output of the privacy amplification stage.
Under the constraint that le.x < & be assured, the secure
key rate is thus maximized by choosing

Teax < Itar(Nsec> b) = Nsec P [t > b]+

Nyoec = max{a : mbin Liar(a,b) < 5}

3.4 Authentication and transmission over the

public channel
In our prototype, communication on the public discussion
channel between Alice and Bob is implemented with UDP
over IP, and by means of 802.11g wireless transmissions.
Therefore no security services are leveraged other than the
unconditionally secure authentication we provide at the ap-
plication layer.

The concatenation of all messages transmitted by a terminal
in a protocol round is hashed by means of a keyed function
to a 100 bit tag, which is then XORed with a one time
pad (OTP). The hash function is chosen from the Stinson
e-almost strongly universaly class [19], and is renewed every
25 rounds. The hashing key and the OTP altogether require



Transmission parameters
packet rate

raw key rate

Channel parameters

Ry = 12.5pkt/s
Rieaw = 72kbit/s

overall loss rate a=64-10"2
quantum bit error rate e=21-10"2
sifted key rate Rsity = 4.6 kbit/s
undetected eavesdropper rate ot < 0.41

Security parameters
secret key rate

prob. of failed reconciliation
information leakage rate
prob. of higher leakage

R = 600 bit/s
Prain < 0.02
Rieax < 0.2 kbit/s
Priss < 5-1072

Table 1: Performance measurements at the Palazzo
della Ragione experiment

250 secure bits per round, that are taken from the previously
generated keys, thus lowering the net key rate.

4. EXPERIMENTAL RESULTS

Our prototype was publicly demonstrated on October 3-4,
2011 at Palazzo della Ragione in Padua with indoor daylight
conditions over a 50 m distance along the south wall of the
Great Hall. It was kept up and running for 5 hours on
October 3rd, and for 8 hours on October 4th. Along with
the key agreement procedure the two terminals carried out
the secure exchange text messages and images provided by
guests and visitors over a wireless radio link. The distilled
secure keys were used for OTP encryption and decryption
at the transmitted and receiver side, respectively. As for the
communication, we employed the transport control protocol
(TCP) over IP and IEEE 802.11g wireless transmission.

The measured performance parameters for the QKD system
in the setting are summarized in Tab. 1.

5. CONCLUSIONS

We have described a prototype system for free-space QKD,
that employs the two-state B92 protocol, thus requiring only
two laser sources and two single photon detectors. The key
distillation processing was properly designed to thwart se-
lective individual attacks that might be undetected, leaving
the eavesdropper with only negligible information on the
keys. The prototype has been publicly demonstrated, yield-
ing continuous operation for hours.
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