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Abstract

Due to the threat of scalable quantum computation breaking existing public-key cryp-
tography, interest in post-quantum cryptography has exploded in the past decade. There
are two key aspects to the mitigation of the quantum threat. The first is to have a complete
understanding of the capabilities of a quantum enabled adversary and be able to predict
the impact on the security of protocols. The second is to find suitable replacements for
those protocols rendered insecure. In this thesis, we develop new techniques to help address
these problems, in order to better prepare for the post-quantum era.

Proofs in security models that consider quantum adversaries are notoriously more
challenging compared to their classical analogues. The quantum random oracle model
abstracts real world hash functions to a black box, but allows for superposition queries.
This model is important as it often makes possible the reduction of the security of a
protocol to the hardness of an underlying hard problem. We prove several results about
the model itself. We provide upper and lower bounds on the ability of the adversary to find
collisions in non-uniform functions in this model. We also compare the quantum random
oracle model to the classical random oracle model and establish that a key aspect of their
relationship to the standard model is unchanged. As well, we develop a way to model a new
security property (dubbed quantum annoyingness) that considers the security of classical
password-authenticated key exchange schemes in the presence of quantum adversaries, and
prove the security of a recently standardized protocol in this model.

For the second problem, we show how established post-quantum problems can be used
to build protocols beyond key establishment and signing. We look at two protocols, that of
key-blinded signatures and updatable public-key encryption, which are variants of signature
and key-establishment protocols. We show how these protocols can be instantiated by
modifying existing post-quantum signature and key-establishment protocols. Both of these
protocols were originally built heavily relying on the structure of the discrete logarithm
problem. In instantiating the schemes with post-quantum assumptions, we also highlight
how alternative mathematical structures can be adapted to achieve the same results. Finally,
we provide proofs, implementations, and performance metrics for these instantiations.
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Chapter 1

Introduction

The possible construction of quantum computers in the near future has entirely upended
public key cryptography. It is not immediately obvious why quantum mechanics should
lend itself so well to the computation of certain problems. The fact that being able to
control the entanglement, superposition, and evolution of quantum states allows one to
factor large numbers is one of the most surprising results in computer science. The original
application for quantum computers was to simulate quantum systems, a natural fit. But in
1994 Peter Shor devised an algorithm that ran on a quantum computer and was capable of
factoring large numbers and solving discrete logarithms quickly.

While an incredible breakthrough for the potential of quantum computation, the result
also revealed a weakness in public key cryptography. All public key cryptography in use at
the time (and practically to this day) is based on precisely the presumed hardness of the
problems that Shor’s algorithm solves. Should a quantum computer capable of running
Shor’s algorithm on large instances be built, it could calculate the private key associated
with any public key, immediately compromising the authentication and confidentiality of
essentially all electronic communication. Furthermore, encrypted data that has been stored
can become decryptable, compromising past communication. Thus for any messages sent
today with long-term confidentiality requirements, Shor’s algorithm is a threat.

Since Shor’s breakthrough, quantum technologies have moved from an academic
potentiality to an industry reality. The threat of an adversary equipped with a quantum
computer has become more urgent. Interest in post-quantum cryptography increased
significantly after August of 2015, when the NSA announced their intention to transition their
recommended cipher suite away from classical cryptography and towards quantum-resistant
protocols [1]. Soon after, the National Institute of Standards and Technology (NIST)



announced that they would be soliciting proposals for post-quantum key encapsulation
methods (KEMs) and digital signature schemes [121]. Over the next four years, NIST has
reduced the number of candidate proposals from 69 to 7 finalists: four KEMs and three
signature schemes. NIST hopes to publish draft standards for some of these schemes some
time in the next few years.

The timeline of post-quantum cryptography has so far been dominated by this compe-
tition and the need to get the basic building blocks of public-key cryptography ‘up and
running’, so to speak. But classical cryptography has been used in a myriad of ways beyond
these straightforward ways. With the NIST standardization process drawing to a conclusion,
the time has come to focus on how to make the next generation of cryptographic primitives
post-quantum.

The discrete logarithm problem is particularly flexible and strong when it comes to
designing cryptographic protocols. This is due to its structure as a homomorphism, its
‘tweakable’ security assumption!, and the efficiency of computations in the group. This is
not the case with most post quantum primitives, which may have some of these properties,
but, so far, never all. Post-quantum primitives generally require more bandwidth and have
less usable structure to them. Building post-quantum alternatives to classical systems is
therefore often non-trivial, if at all possible.

But the actual construction of post-quantum replacements is only the start of preparation
for quantum adversaries. The other key aspect is to accurately forecast the capabilities
of quantum computers. It is obvious that a quantum computer can solve the discrete
logarithm problem quickly enough to necessitate the shift to post-quantum cryptography.
What is less obvious is how quantum computers impact symmetric primitives. Showing the
expected number of function queries needed to brute-force a search space of size N is a
trivial task classically. But showing the optimality of Grover’s algorithm, requiring v N
quantum function queries, is a significantly more complex task.

Furthermore, quantum computers force us to change how we model adversaries. Even if
a symmetric primitive, such as a hash function, is secure against a quantum computer, an
adversary could still instantiate it on a quantum computer and evaluate it in superposition.
For security models like the random oracle model this challenges assumptions baked into
the model. The consequences of allowing superposition evaluation for the ability to prove
the security of a protocol can be unexpected, and must be thoroughly understood.

In this thesis, we will address some of the questions that arise from these challenges.
We look at some classical schemes that introduce minor variations on signing and key estab-

! Assumptions such as the security of the one-more discrete logarithm problem [22] are variations that
are still believed to be secure.



lishment protocols, and investigate the mathematical structure that enables these variants.
We then look at post-quantum schemes and consider for which ones that mathematical
structure is present, and for others, if the scheme can be recovered using other methods.
We also develop some new results on quantum security models, proving results on the
abilities of quantum adversaries relative to an oracle, showing a separation between the ‘real
world” and some quantum models, and considering an alternative way to model quantum
adversaries for some protocols.

1.1 Constructing Post-Quantum Primitives

One of the fundamental challenges in post-quantum cryptography is the inflexibility in the
underlying primitives. For classical primitives such as RSA or elliptic curve cryptography
(ECC), the behaviour of the underlying mapping often has appealing properties. For
example, the RSA trapdoor function is close to a permutation on the domain, a fact that
is used in analyzing the security of the Full Domain Hash signature scheme [55]. Group
element exponentiation is a commutative homomorphism, which is exploited to no end to
construct all kinds of discrete-logarithm protocols.

For post-quantum primitives, our mappings do not behave nearly so nicely. In part,
this is the nature of building cryptography that can resist quantum computers. When a
problem has too much structure, a quantum computer can often step in to solve it.> So the
fundamental challenge in post-quantum cryptography is to figure out how to ‘sand down’
the edges of post-quantum primitives and get them to work in the way that the classical
protocols we are used to will behave.

We often categorize post-quantum cryptography into five main areas:

1. Lattices. Arguably the largest area of post-quantum cryptography. ‘Lattices’ here
refers to a discrete additive subgroup, and there is an entire zoo of mathematical
problems and relations between those problems that are relevant to cryptography.
Most modern protocols however are based on one of three problems, or a ring variant
of the problem: learning with errors (LWE), short integer solution (SIS), and the
NTRU problem. In LWE, an adversary is given a matrix A and a value t = As + e,
where e and possibly s are drawn from a special narrow distribution. Depending on

2This is usually because quantum computers are especially good at a class of problems called period
finding. Very roughly put, the quantum Fourier transform allows us to find how long it takes a sequence to
repeat itself, which unexpectedly allows us to solve all kinds of problems that have enough structure to
them.



the problem statement, they then must either find s or distinguish ¢ from a uniform
element. Without the error term e, this problem is quite easy, but the inclusion of
even a small error appears to make it exponentially hard for reasonable parameter
sets. For SIS, given a matrix A an adversary must find a short vector s such that
As = 0. Finally, NTRU takes place over more specific rings, and requires it to be
hard to find short z,y in that ring such that hx —y =0 (mod ¢) for a given h.

Due to the relative flexibility (compared to other post-quantum categories) of the
operations that lattices admit, many cryptographic primitives are possible to build
with lattices. Notably, this includes incredibly advanced constructions such as fully
homomorphic encryption (FHE) [76, 78]. In NIST’s standardization process for
post-quantum cryptography, five of the seven finalists and two of the eight alternates
are lattice-based, which indicates both the many ways that lattices can be used to
construct secure and efficient protocols and also their relative popularity in the field.
Finalists for key establishment are KYBER [130], NTRU [52], and SABER [59], while
signature finalists are DILITHIUM [110] and FALCON [127]. Lattice-based schemes
often boast the fastest speeds of any category, and in general have small to medium
sized keys and ciphertexts/signatures.

. Hash / Symmetric Based. This area of cryptography attempts to build protocols
that rely solely on the one-wayness of a symmetric function F. Because of this
restriction, very few protocols can be built out of such schemes. Generally only
signature schemes and closely related protocols can be built out of such a simple
function. Notable examples include SPHINCS+ [91], Picnic [148], and LegRoast [34].
Protocols in this category are often characterized by having small public keys, but
large signatures and slow signing/verifying routines.

. Isogenies. Often considered the newest area of post quantum cryptography. An
isogeny is a rational mapping from one elliptic curve to another. The usage in
cryptography comes from the fact that for an elliptic curve E and isogeny ¢, it is
difficult to recover ¢ from E and ¢(F) alone. This as well as the fact that for some
classes of curves and isogenies, the mapping can be made to be commutative has
allowed many protocols to be built. Notable key exchange protocols include SIDH [95]
and its modern form, SIKE [97], as well as the variant CSIDH [19]. For a long time
it stood as an open problem to build an efficient signature scheme from isogenies.
Recently, this problem has seen significant advancement in the form of signature
schemes CSI-FiSh [38] and SQI-Sign [61]. In general, isogeny-based protocols are
characterized by having small keys and signatures / ciphertexts, but being rather
slow and computationally expensive.



4. Error Correcting Codes. This is the oldest of the post-quantum cryptography
areas, dating back to 1978 [115]. In error correction, a generator matrix is used to
encode information in a redundant manner, and a parity check matrix is used to
decode information after errors have possibly been introduced. To turn this into a
public key encryption system, a randomized form of the generator matrix can be used
as a public key with the parity check matrix as the associated secret key. Encrypting
a message can then be done by encoding a session key and introducing errors. Then
to decrypt, the parity check matrix can be used to recover the session key. The
security thus relies on the difficulty of recovering a parity check matrix from a suitably
randomized generator matrix.

Due to their relatively long history, code based systems are seen as a more conservative
option, which partially makes up for the generally large public keys. Attempts to
build code based signature schemes have historically not performed well. The round
three finalist Classic McEliece [7] and alternates BIKE [11] and HQC [5] are all code
based KEMs.

5. Multivariate. This subfield is based on multivariate quadratic mappings, i.e., given
an input (xy,...,2,) € [}, the output in FJ' can be described as m polynomials
in the z;’s with each term having degree at most 2. In general, such mappings are
one-way, i.e., hard to invert.

The most common trick in multivariate systems is to construct the mapping so that
it can be secretly decomposed into individual parts that can be easily inverted. This
allows the bearer of the key to invert the mapping, allowing for a kind of full-domain
hash construction. As this mapping is generally surjective, but not injective (m < n),
the mapping is usually used to construct signature schemes, but not key establishment.

Multivariate schemes in round 3 are the finalist Rainbow [(2] and the alternate
GeMSS [18]. Due to the quadratic complexity of describing the mapping, public keys
are usually quite large, although the signatures are generally quite small.

Between these five core categories, researchers have developed a variety of methodologies
to build both key establishment and signing protocols. These are certainly the most essential
parts of public key cryptography, underpinning core protocols such as TLS, SSH, Bitcoin,
and countless more. But many more protocols take standard signing or key establishment
schemes and apply small modifications to better suit a specific context. These variations
often take advantage of the specific properties of the discrete logarithm problem to add
additional features to a standard signature or key establishment protocol.



This raises additional problems with the transition to post-quantum cryptography.
The post-quantum schemes to be standardized lack the properties used in these variants.
Protocols need to either be redesigned to make use only of a simple signature scheme and
KEM, or find ways that the new post-quantum schemes can be similarly modified.

This forms the first main theme of this thesis. We examine two protocols based
on the discrete logarithm problem that are simple tweaks on standard signature and
key establishment protocols. We consider what it takes to replicate these tweaks using
post-quantum protocols. This is done with a particular eye towards what mathematical
properties were required by the variants, and what mathematical properties of the various
post-quantum schemes can enable these variants.

Key-Blinding In Chapter 2, we consider the problem of how to add a key-blinding
functionality to various post-quantum signature schemes. Key-blinding is used in Tor to
transform public keys so that authentication is still possible, but the identity public key is
masked.

We show how four post-quantum signature schemes can be extended to allow for key-
blinding. First we consider the lattice-based scheme Dilithium-QROM [103], which is a
variant of the NIST finalist Dilithium [I110]. This scheme uses homomorphic properties to
allow for key-blinding, similar to current solutions that extend Ed25519. Next we look at
the isogeny-based scheme CSI-FiSh [38]. This variant makes use of the fact that CSI-FiSh
instantiates a group action that is free and transitive, making the blinding efficient and
conceptually simple.

Two more signature schemes based on generic zero-knowledge proof frameworks are
considered: Picnic [118] (a NIST round 3 alternate) and LegRoast [31]. As well, a generic
framework for proving the unlinkability property of key-blinding schemes is provided. Proofs
of security and detailed descriptions of the protocols are provided for Dilithium-QROM,
CSI-FiSh, and LegRoast. Implementations are described with performance comparisons to
the versions of the signature scheme that do not support blinding.

Chapter 2 is adapted from the paper “Post-Quantum Key-Blinding for Authentication
in Anonymity Networks” written by myself, Douglas Stebila, and Roy Stracovsky. It was
published in the proceedings of Latincrypt 2021, and the original paper can be found on
the Cryptology ePrint Archive at https://ia.cr/2021/963.

Updatable Public-Key Encryption In Chapter 3 we continue to examine variants
on discrete logarithm systems, this time considering key establishment. The focus here is


https://ia.cr/2021/963

on the notion of ‘updatable public-key encryption’, or UPKE. UPKE has been proposed
for usage in the MLS messaging protocol to help ensure the post-compromise and forward
secrecy of the group key exchange protocol.

Similar to the previous chapter, we decouple and refine security definitions from an
isolated use case. We then discuss how one can use techniques from CSI-FiSh, also used in
the previous chapter, to build a post-quantum UPKE scheme.

This chapter is adapted from the paper “Towards Post-Quantum Updatable Public-Key
Encryption via Supersingular Isogenies” written by myself, David Jao, Chelsea Komlo, and
Youcef Mokrani. It was published in the proceedings of Selected Areas in Cryptography;,
and the original paper can be found on the Cryptology ePrint Archive at https://ia.cr/
2020/1593.

1.2 Modelling Quantum Adversaries

To trust the usage of a new cryptographic protocol, we typically expect the protocol to
have a proof of security. Such a proof is usually an algorithmic reduction showing that
the existence of an efficient adversary who follows a certain set of rules, and yet is still
able to break the security of the scheme, implies that there exists an efficient algorithm
capable of breaking some underlying problem believed to be difficult. As an example, we can
consider the Schnorr signature scheme. The security proof for Schnorr signatures considers
the existential unforgeability property in the random oracle model. This means that the
adversary (modelled as a polynomial-time black box) has access to a hashing oracle and a
signing oracle and is challenged to find a signature for any message that was not submitted
to the signing oracle. The proof establishes that should such an adversary exist, we can
use a technique known as the forking lemma to run it multiple times in order to obtain the
solution to a discrete logarithm problem. Thus an efficient (polynomial time) adversary
that succeeds implies a slightly less efficient (but still polynomial time) way to find discrete
logarithms.

In considering this proof (and its applicability to the real world security) there are
three key attributes: the underlying problem, the proof, and the model. We want an
underlying problem that is believably hard, a proof that is logically sound, and modelling
that reflects a real world adversary’s abilities. Quantum computation upends all three
of these attributes. Problems such as the discrete logarithm problem are no longer hard
to a quantum computer, proof techniques such as the forking lemma are not logically
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sound,?® and implicit assumptions made in modelling, such as queries to the random oracle
being classical, do not hold when the adversary is capable of computing a hash function in
superposition.

In order to address this issue, many researchers have moved their proofs to consider a
fully quantum adversary. One notable example is the quantum random oracle model [40)].
As the random oracle model replaces a hash function with an oracle O : = — H(z),
the quantum random oracle model allows this oracle to be queried in superposition, i.e.,
performs the mapping

O:) agyladly) = ) avylz)ly ® H(z)).

x,Yy z,y

This impacts many techniques that are used in random oracle model proofs, such as
monitoring the queries that an adversary makes in order to extract a witness, or programming
certain inputs in a subtle way in order to force the adversary to produce a meaningful
computation.

This has resulted in an area of research focused on understanding quantum computation
models in a cryptographic context. A series of results has attempted to clarify questions
related to what, if any, advantage quantum computation provides to an adversary. There
have been many advancements in finding ways to elevate proof techniques used in the
random oracle model to the quantum random oracle model [0, 68, , , ]. In this
section of the thesis, we provide a few original contributions to this problem, helping to
clarify where advantages come from (or do not come) when an adversary has access to
quantum resources.

Finding Collisions in Non-Uniform Functions Chapter 4 investigates the generic
ability of quantum computers to find a collision in a non-uniform function. For uniform
functions with a codomain with size N, it is well understood that ©(N'/?) quantum queries
are necessary and sufficient [150]. To characterize non-uniform functions, we focus on the
min-entropy, i.e., the negative logarithm of the probability of the most likely point in the
codomain. For a function with min-entropy k, we show that a quantum adversary requires
at least €2(2%/3) queries to find a collision with constant probability. Setting N = 2* shows
that this matches the uniform case.

In addition to the generic lower-bound, we consider upper bounds, i.e., what is the
performance of known quantum algorithms on distributions. We also consider upper and

3Tn the specific case of the forking lemma, this is due to the no-cloning theorem for quantum computation.



lower bounds for more specific distributions with min-entropy k: the flat distribution, which
is uniform on a subset of size 2¥, and the §-min-k distribution, which has a single mode
with probability 27 and the rest of the codomain is uniform (with N > 2%).

Chapter 4 is adapted from the paper “Quantum Collision-Finding in Non-Uniform
Random Functions” written by myself, Marko Balogh, and Fang Song. It was published in
the proceedings of PQCrypto 2018, and the original paper can be found on the Cryptology
ePrint Archive at https://ia.cr/2017/688.

Instantiating the Quantum Random Oracle Classically, it has long been known that
there exist schemes that can be proven to be secure in the random oracle model that are
insecure in the standard model, when the random oracle is instantiated with an actual hash
function. This implies a separation between the random oracle model and the standard
model: in general, ROM proofs do not imply standard model security proofs.

In Chapter 5 we show that the same is true for the quantum random oracle model. 1
consider two signature schemes that establish such a separation, and in both cases show
that the scheme is also secure in the QROM.

The first scheme is the original, classical result from Canetti, Goldreich, and Halevi
that relies on Computationally Sound (CS) proofs. The separation technique requires the
signature scheme to sign very long messages, and so the second scheme only signs short
messages, which establishes that the separation holds either way.

Chapter 5 is adapted from the paper “A Note on the Instantiability of the Quantum
Random Oracle” written by myself and Fang Song. It was published in the proceedings of
PQCrypto 2020, and the original paper can be found on the Cryptology ePrint Archive at
https://ia.cr/2019/1466.

Quantum “Annoying” Password-Authenticated Key-Exchange Chapter 6 consid-
ers what it means to be “quantum annoying”. Informally, a scheme is quantum annoying
if a quantum adversary can compromise its security, but only by solving a large number
of discrete logarithm problems. The idea of a scheme being quantum annoying came up
during a process by the Crypto Forum Research Group (CFRG) to decide on a Password-
Authenticated Key-Exchange (PAKE) to be recommended for usage in Internet Engineering
Task Force (IETF) protocols. It was informally observed that some of the schemes had this
property, meaning that an adversary trying to compromise the security would seemingly
need to solve a discrete logarithm for each guess of the password, and then only succeed
when they guessed correctly. Such a scheme is thus not necessarily secure against quantum
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adversaries (as there is a polynomial time attack), but it can change the economic incentives
for an attacker. One scheme in particular that was believed to be quantum annoying was
CPace [25], which was eventually recommended for usage.

However, the property was only informally described and reasoned about. In this
chapter, we discuss the question of how to formally reason about the quantum annoying
property, and how a scheme can be proven to be quantum annoying. We propose a security
model for the quantum annoying property, which takes the well-known Bellare, Pointcheval,
Rogaway (BPR) model [23] for PAKES, sets it in the generic group model, and provides the
adversary with a (classical) discrete logarithm oracle. While this falls short of considering
a fully quantum adversary, it at least establishes the additional power gained by solving
discrete logarithms. In this model, we are able to show that a simplified variant of CPace
is indeed quantum annoying.

Chapter 6 is adapted from the paper “The ‘Quantum Annoying’ Property of Password-
Authenticated Key Exchange Protocols” written by myself and Douglas Stebila. It was
published in the proceedings of PQCrypto 2021, and the original paper can be found on
the Cryptology ePrint Archive at https://ia.cr/2021/696.
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Chapter 2

Post-Quantum Key-Blinding

2.1 Introduction

Among the many difficulties in building a robust anonymity network, authenticating entities
is a unique challenge that cannot be solved with typical techniques. Most networks will
accomplish authenticity goals through the use of a signature scheme, but in a network with
anonymity goals, the public keys used for signing can run contrary to those goals. One
technique to overcome these conflicting goals is used in the Tor network: key-blinding.

A signature scheme with key-blinding works similarly to a regular signature scheme,
but with the added property that given a public key pk and a nonce 7, a new public key
pk, can be derived, which in turn can be used for signing and verification. This is useful in
contexts where two parties wish to exchange signed material, but must do so in the presence
of a potential eavesdropper who may attempt to de-anonymize them. Tor describes such
a scheme, and its use, in version 3 of the rendezvous specification, describing how clients
connect to onion services in the network [139]. In Section 2.2 we will describe precisely how
key-blinding is used in Tor, and the security it is meant to provide.

It is useful to describe the key-blinding scheme as it exists in Tor, to gain some intuition
for how such a scheme works and what security it provides. Key-blinding in Tor today uses
the Ed25519 signature scheme [30]. Keys in this signature scheme are made with respect to
a generator B of a cyclic group of size ¢ (written with additive notation). Secret keys are
an integer a € {1,...,¢ — 1} and the corresponding public key is A = aB. We refer to [30]
for a complete description of the signing and verification processes, but for our description,
it suffices to know that any such (a, A) pair are a valid key pair for Ed25519.
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To blind a public key A with a nonce 7, one computes a value t < H(7||A), with
t € {1,...,£—1}. Then the blinded public key is tA, with corresponding secret key ¢ - a
(mod 8¢). This forms a new key pair that is entirely compatible with Ed25519, so that it
can be used for signing and verification.

It is fairly easy to see why this scheme has the desired security properties. Given two
blinded keys and the associated nonces, there is no way to tell if they come from the same
identity public key or not. Without knowledge of the identity public key, the distribution
of the blinded public key is entirely uniform over the public key space, so that these keys
are entirely unlinkable to each other. Furthermore, the keys retain their unforgeability, as
(informally put) the blinded secret key ta requires both ¢ and a to be known. Formal proofs
of the security properties can be found in a tech report posted to the Tor developer mailing
list [90].

This system works quite well for Tor today, but with the development of quantum
computers, cryptography based on the discrete logarithm problem will eventually be
rendered insecure. To ensure the long-term security of Tor, a replacement post-quantum
signature scheme with key-blinding will be needed.

Chapter Contributions and Structure. In this chapter we address the challenge of
extending post-quantum signature schemes to have a key-blinding functionality. We consider
four promising post-quantum signature schemes. Dilithium is a lattice-based signature
scheme that is currently under consideration in NIST’s Post-Quantum Cryptography
standardization effort [65]. Instead of directly working with Dilithium, we will work with
the Dilithium-QROM variant [103]. Dilithium-QROM has simpler provable guarantees
by neatly fitting into the ‘Lossy ID scheme’ framework [2], so we work within the same
framework to ensure that our scheme has similar guarantees. CSI-FiSh is a relatively
new post-quantum signature scheme based on the CSIDH group action [38]. With both
Dilithium and CSI-FiSh we are able to establish that they have enough mathematical
structure to enable key-blinding. For Dilithium we exploit a homomorphism between the
secret and public key spaces, and only require a small change to the signing and verification
procedures. For CSI-FiSh we use the fact that the scheme instantiates a free and transitive
group action, which provides enough structure to add on key-blinding with essentially no
change to the signing procedure.

Picnic is another submission to NIST’s efforts, which constructs a signature scheme
out of the ‘MPC-in-the-head’ paradigm [93, 50], proving knowledge of a secret encryption
key associated with a ciphertext. LegRoast is based on the Picnic framework, but replaces
the more traditional symmetric function used with the Legendre PRF, the homomorphic
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Scheme |pk| o]  KeyGen Blind Sign Verify

Dilithium-QROM 7.7kB 5.7kB 3810 ms - 9360ms 2890 ms
bIDlithium-QROM 10kB 5.7kB 2180ms  1650ms 28300 ms 717 ms
Increase from blinding 1.3x 1x 0.6x - 3% 0.25x%
LegRoast 0.50kB 7.94kB 0.9ms - 12.4ms  11.7ms
blLegRoast 0.50kB 11.22kB 0.9ms 0.9ms 18.6ms  17.8ms
Increase from blinding 1.0x 1.4x 1.0x - 1.5x 1.5x
CSI-FiSh-Merkleized 32 B 1.821kB 10900 ms - 559 ms 559 ms
CSI-FiSh-unMerkleized 16 kB 0.45kB 10800 ms - 554 ms 553 ms
blCSI-FiSh 16 kB 0.45kB  10600ms 10600 ms 546 ms 540 ms
Increase from blinding 1.0x 1.0x 1.0x - 1.0x 1.0x

Table 2.1: Performance results from the implemented key-blinding schemes.

properties of which allow for small signatures [58, 34]. Key-blinding in LegRoast and Picnic
does not use the same homomorphism between the keyspaces, but instead exploits the
generic nature of the zero-knowledge proof underlying the protocols.

In all the schemes, blinding is generally around as efficient as key generation, while
signing is either as efficient, or at worst a quarter as fast. We provide a generic framework
for proving the unlinkability property, showing that it can be reduced to two straightforward
properties of signature schemes. We prove all these schemes both unlinkable and unforgeable
in the random oracle model. Note that each of the signature schemes we have discussed are
built out of the Fiat—Shamir paradigm. We discuss why this is the case, and what some of
the challenges are for building a key-blinded scheme out of a trapdoor signature scheme.
Finally, we provide prototype implementations of the blinded CSI-FiSh, LegRoast, and
Dilithium-QROM schemes and discuss aspects of their performance as it applies to Tor. Our
results from the three implemented schemes are shown in Table 2.1. Note that we emphasize
the increase over the raw numbers for the timing information. Implementations are not
optimized and may not reflect how long a ‘proper’ implementation will take. Nonetheless,
the increase reflects how much additional work is required to use the scheme for key-blinding.
For all schemes, blinded public keys have the same size as their unblinded version and so
we do not distinguish between the two.

To begin in Section 2.2, we provide background information on Tor and key-blinding to
motivate the construction and provide context. We then provide definitions of key-blinding
and its security properties for a formal framework we use for remainder of the paper in
Section 2.3. Section 2.4 discusses the security property of unlinkability and establish a
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useful framework for proving the property.

After this set-up, we are able to dive into the details of the schemes themselves and
their associated proofs. We refer to the version of each scheme that supports blinding with
the prefix ‘bl’. First in Section 2.5 we describe an extension of Dilithium-QROM and in
Section 2.6 an extension of CSI-FiSh. Then in Section 2.7 we show how LegRoast can be
extended using somewhat different techniques, before finally sketching an outline on how
Picnic can be extended in Section 2.8. For each of blDilithium-QROM, blCSI-FiSh, and
blLegRoast, we provide a complete description of the scheme, specific parameters, and a
detailed proof of unforgeability and unlinkability. In Section 2.9 we also discuss the results
of prototype implementations of each of these schemes, comparing their performance to an
unblinded version. Finally, we conclude our findings in Section 2.10.

Related Work As mentioned, the schemes that we choose to base blinded signature
schemes off of are Dilithium [65, ], CSI-FiSh [38], LegRoast / PorcRoast [31], and
Picnic [50]. While to our knowledge, this is the first attempt to construct post-quantum
key-blinded signatures, there are a few other papers who have attempted to build similar
primitives, for different reasons. In a 2018 preprint [15], Barreto, Ricardini, Simplicio Jr.,
and Patil considered post-quantum PKIs in vehicle-to-anything (V2X) communications. One
of the techniques they developed to provide anonymity to vehicles in such a context involved
transformations on public key materials similar to that of key-blinding. Their construction
was based on the lattice scheme qTESLA, which was a candidate for standardization in
the first two rounds of NIST’s process. The process of key-blinding also bears a similarity
to hierarchical deterministic wallets used for Bitcoin [34, 109]. These wallets allow a user
to create child public and secret keys for the delegation of abilities for spending. Such a
protocol has much stronger requirements than simple key-blinding, which does not need
to be hierarchical and does not need for the child secret keys to contain no information
about parent secret keys. Some work on post-quantum deterministic wallets has been
published [3], with their scheme also based on qTESLA.

It is important to distinguish between the key-blinding schemes we discuss here and the
notion of ‘blind signatures’, for which post-quantum schemes already exist [35, |. Blind
signatures are an interactive protocol that allow a user to obtain a signature on a message
without the signer knowing the message. This is very different from key-blinded schemes,
which have the same functionality as a traditional signature scheme, but with the extra
ability to randomize public keys.
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2.2 Onion Services

The Tor network serves millions of clients a day, providing anonymity to users from the
websites they connect to, and concealing what they are connecting to from their Internet
service provider and any other intermediary in their path [138]. An important part of
the Tor networks is onion services (previously known as hidden services). Onion services
allow users to not only access content with Tor’s strong privacy guarantees, but also serve
content.

At a high level, onion services work by uploading a three hop path (called a circuit
in Tor terminology) to a Tor node called a introduction point. This path begins at the
introduction point and ends at the onion service. Because of Tor’s layered encryption, the
introduction point does not know where the onion service lives, only where the next node
in the path lives. For a client to connect to the onion service, they use the .onion address
to find the introduction point, who will then direct their communication towards the onion
service.

To help clients access introduction points, the onion service uploads an encrypted list of
the introduction points to distinguished nodes in the network called HSDirs (hidden service
directories). The client’s overall process for accessing an onion service is to (i) query the
HSDir for the descriptor, which provides a list of introduction points, and then (ii) ask one
of the introduction points to pass along a rendezvous point (another random node in the
network) to the onion service, and then (iii) communicate with the onion service through
the rendezvous point.

Of particular interest to us is the process by which the client obtains the descriptor
from the HSDir. Because this is the first point of contact between the client and the HSDir,
the client holds no information about the HSDir except for the .onion address (which was
communicated in some out-of-band way) and the current state of the network. HSDirs
are not trusted authorities in Tor, as nodes in Tor are run by volunteers, and anyone can
become an HSDir. After joining the network, they will be flagged as an HSDir and included
in the list of directories after some time (approximately 2-3 days), to ensure that churn
does not affect the availability of services too much.

This makes the descriptor lookup challenging from a privacy perspective. HSDirs are
somewhat untrusted, but clients possess no private information other than the .onion
address. The previous version of the rendezvous specification (v2) had the .onion address
be the hash of the onion service’s public key. When a client connected to the HSDir, they
would provide the .onion address directly, and the HSDir would respond with the full
public key and the descriptor. For version 3 of the specification, a goal was to provide less
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information to the HSDir. For this, the technique of key-blinding is employed.

In the most recent version of the rendezvous specification (the specification that describes
the process of connecting to an onion service), the .onion address is the long-lived EdADSA
public key of the onion service. Time in the Tor network is divided into periods, with
the period length a consensus parameter and the period number the number of periods
that have occurred since the Unix epoch. So given a public key, a nonce, and consensus
parameters of the Tor network, the blinding factor t is computed by hashing together the
public key, the nonce, and the current period number, as well as some parameters of both
the Tor network and the signature scheme. As mentioned in the introduction, this value ¢
is treated as an integer in the range 1 to £ — 1, with ¢ the order of the cyclic group, so that
public keys are transformed by simply multiplying by t.

The blinded key can then be used to index the descriptors while they are held by
the HSDir. Clients can derive the blinded key from the .onion address and query for a
descriptor by providing the blinded key. So, the blinded key serves as a private index from
which the descriptor may be queried. This also implicitly means that the client is implicitly
checking the connection between the identity public key from the .onion address and the
blinded public key. For security it is important that only the actual owner of the .onion
address can upload a descriptor to a given index. This is where the signing functionality of
key-blinding is used. Onion services also upload a signature on the descriptor, which can
be verified with the blinded key. When HSDirs verify this signature, they ensure that the
descriptor is being uploaded by the actual owner of the identity public key—all without
knowing what the .onion address is.

Under the current system with Ed25519, a malicious actor with a quantum computer
could forge a signature with respect to a chosen blinded public key, and use this to upload
false information about an introduction point. This would mean that queries to the onion
service could be redirected to the adversary.

2.3 Key-Blinding Signature Scheme Definitions

Definition 1. A key-blinding signature scheme A consists of four algorithms: KeyGen,
BlindPk, Sign, and Verify, where

e KeyGen() generates an identity key pair (pk, sk).

e BlindPk(pk, 7) deterministically generates a blinded public key pk.,.
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e Sign(msg, sk, T) generates a signature o for the message msg using the identity secret
key sk and epoch 7.

e Verify(msg, o, pk,) accepts if the signature is valid under the message msg and epoch
7 used to generate pk,, otherwise it rejects.

We require the usual correctness properties for signature schemes, but extended for
key-blinding. That is, if (pk, sk) is a keypair generated from KeyGen, pk, is then derived
from BlindPk with a given nonce 7, and ¢ < Sign(msg, sk, 7), then with overwhelming
probability Verify(msg, o, pk,) will accept. Anyone without knowledge of the identity public
key can verify using the pk, given in the descriptor, while someone with knowledge of the
identity key can take the additional step of checking pk, = BlindPk(pk, 7). Note that we do
not require that blinded keys can be blinded again.

Signatures with key-blinding must satisfy two security requirements. First, they must
be unlinkable, which means that an adversary without knowledge of the identity public key
who observes many public key blindings as well as signatures under those blindings cannot
distinguish a fresh blinding of the public key from an entirely unrelated key. Second, the
scheme must satisfy unforgeability. This property is largely the same for signature schemes
with key-blinding as it is for typical signature schemes. However, rather than just devising
an (msg, o) such that Verify(msg, o, pk) accepts, the adversary must be able to provide an
(msg, o, T) such that Verify(msg, o, pk,) accepts where pk, < BlindPk(pk, 7).

Earlier versions of both of these formulations appear in [90]. The security definitions
that we present here are more general. The definitions in [90] were tied to the exact usage
of key-blinding in Tor, and do not consider security in situations where the blinding process
is decoupled from the signing process, so that multiple signatures can be issued under the
same blinded public key.

Definition 2 (Unlinkability under Chosen Message and Epoch Attack). Let A = (KeyGen,
BlindPk, Sign, Verify) be a signature scheme with key-blinding. Then for an adversary A we
define the ‘Unlinkability under Chosen Message and Epoch Attack’ experiment as follows:
First, obtain (pko, sko) « KeyGen() as a fresh identity key pair. The adversary does not
get access to the identity keys. The adversary does have access to the following oracles:

e A blinding oracle, which takes as input a blinding nonce 7 (representing a chosen
epoch) and provides BlindPk(pko, 7) to A.

e A signing oracle, which takes a message msg and a blinding nonce 7 that has previously
been queried to the blinding oracle and provides Sign(msg, sko, T).

17



Eventually the adversary may submit a challenge query 7* that has not previously been
queried to the blinding oracle. A new key pair (pky, sk;) < KeyGen() and a bit b s {0, 1}
is uniformly sampled. The adversary receives pk; < BlindPk(pky, 7).

The adversary may continue to query the blinding and signing oracle, with the restriction
that if 7 is queried to either oracle then the keypair (pky, skp) is used. After having made
a total of g queries to the public key blinding oracle and gg queries to the signing oracle,
the adversary submits a guess b* for the bit b, and is said to have won if b* = b.

For a signature scheme with key-blinding, let A be the adversary in the unlinkability
experiment. Then we define their advantage as

1
AdviFMFA(A) = ‘Pr[.A wins| — 5‘ :

Next, we define the notion of unforgeability. Our model for unforgeability is essentially
the standard definition of existential unforgeability under chosen message attack, with the
additional consideration that the adversary can make signing queries with respect to an
epoch nonce 7 of their choice, and has access to the identity public and secret key.

Definition 3 (Existential Unforgeability under Chosen Message and Epoch Attack). Let
A = (KeyGen, BlindPk, Sign, Verify) be a signature scheme with key-blinding. Then for
an adversary A we define the ‘unforgeability under chosen message and epoch attack’
experiment as follows: First, obtain (pkg, sko) <— KeyGen() as a fresh identity key pair. The
adversary is provided with pky. The adversary has access to an oracle that signs a chosen
message with respect to a chosen epoch nonce. Specifically, they may query (msg, ) to the
signing oracle which generates 0,5, < Sign(msg, sk, T) and sends that to the adversary.

After having made ¢s queries to the signing oracle, the adversary submits a forgery
(msg*,o*,7%), and is said to have won if Verify(msg*, o*, BlindPk(pko, 7)) accepts, and
(msg*, 7*) was not a query made to the signing oracle.

For a signature scheme with key-blinding, let A be the adversary in the unforgeability
experiment. Then we define their advantage as

AdvyMA(A) = |Pr[A wins]|.

2.4 Unlinkability of Signatures with Key-Blinding

We want to establish that an adversary who has access to a blinding oracle and a signing
oracle still cannot distinguish a new blinding of the identity public key from the blinding
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of a fresh public key. We observe a common technique that could be used for showing
unlinkability among the signature schemes we consider. The general framework we employ
is to (i) show that the distribution of blinded public keys is independent from the value
of the identity public key (over the randomness in the random oracle) and then (ii) show
that the distribution of signatures is dependent only on the value of the blinded public key.
Taken together, this means that the values provided to the adversary from the blinding
and signing oracles are independent from the identity public and secret key, and thus do
not leak any information.

While our techniques provide a generic framework to establish unlinkability, they do not
extend to showing unforgeability or provide a way to generically construct schemes with
key-blinding out of Fiat—-Shamir style signature schemes. This is because the mechanism by
which blinding is accomplished changes depending on the scheme. As a result, there is no
common framework for constructing a key-blinding scheme, and the proof of unforgeability
similarly must take the blinding mechanism into account.

We call the first property independent blinding. Informally, it states that the distribution
of blinded public keys is independent from the identity public key. This means that seeing
any number of blindings of a public key leaks no information on the identity public key.

We show how the second property can be established by a property we call signing with
oracle reprogramming, which states that if we have the ability to reprogram the random
oracle used in the signature scheme, then we can create signatures indistinguishable from
real ones for any message. Many signature schemes show their security by first establishing
just such a property. As an example, for signature schemes built from an identification
protocol and the Fiat—Shamir heuristic, the zero-knowledge property is typically proven
by establishing the ability to simulate transcripts given only the public key. When given
control of the random oracle, we can sample transcripts and reprogram the random oracle
to generate a signature.

To formalize this notion, we require a concept we call a reprogrammed point extractor.
This is a simple function, efficiently computable and publicly known to all, which, given a
signature o, public key, and message, can extract the point on which the random oracle is
reprogrammed to make the signature verify.

It is best to illustrate this with an example. Consider a generic form of the Probabilistic
Signature Scheme [26] defined with respect to a trapdoor permutation 7. To sign a
message, sample a random salt r and compute x = T~ '(H (pk|/msg||r)). The signature
is 0 = (x,r). To verify a signature, simply check that T'(z) = H(pk|msg||r). Tt is
straightforward to show that signatures can be generated if the random oracle can be
reprogrammed. On input of a message m, sample a random (z,7) and reprogram H so

19



that H(pk|msgl||r) = T'(x). If T is a permutation, it is easy to see that (z,r) will have
the same distribution as in a real signature, and the reprogramming cannot be detected as
long as r is sufficiently long (so that the adversary is unlikely to have queried pk|msgl||r
beforehand). Let Ext denote our reprogrammed point extractor. For the example above,
we have Ext((z,7), pk, msg) = pk|msg||r. Note that not all of the signature is necessarily
used as part of the reprogrammed point, which is why x does not appear in it.

Definition 4 (Signing with oracle reprogramming). Let ¥ be a signature scheme that relies
on a random oracle H. We say that the signature scheme admits signing with oracle repro-
gramming if there exists a reprogrammed point extractor Ext and a forgery function Forge
that takes in pk, msg and returns (y, o) such that E.VerifyH:EXt(”’pk’msg)Hy(pk,msg, o) —
‘accept’, where H : x — y denotes the random oracle reprogrammed such that H(z) = y.

In order to use oracle reprogramming to sign a message, we need to consider the
probability that an adversary is capable of noticing that the real signing algorithm wasn’t
used. This amounts to considering the joint distribution of the signature as well as the
input and output of the hash function on the reprogrammed point.

Definition 5 (Statistical distance of forgeries). Let ¥ = (Sign, Verify) be a signature scheme
defined with respect to a random oracle H and a public key space PK that admits signing
with oracle reprogramming via a point extractor Ext and a forgery process Forge.

For a public key and message pk, msg, we consider the adversary’s ability to distinguish
the distribution of (Y torged: O forged) <— Forge(pk, msg) from the distribution of (Yreai, Oreat)
where 0yeq; <— Sign(pk, msg) and Y = H (Ext(0ear, Pk, msg)) (i.e., the output of the hash
on the input that would be reprogrammed).

We denote L1 distance between these distributions as 9, that is

o= Z |Pr[areal = 0, Yreal = y] - Pr[aforged = 0,Yforged = y” .
oy

As well, we need to consider the ability of an adversary to detect that reprogramming
has occurred. This can be evaluated by considering the min-entropy of the point that is
reprogrammed, to ensure that the probability that an adversary queries this point prior to
reprogramming is low.

Definition 6 (Min-entropy of extracted point). Let h,,;,, denote the min-entropy of
Ext(o, pk, msg), where (y, o) < Forge(pk, msg). Here the entropy is over the randomness
in the Forge process.
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Note that in the above definition we are implicitly assuming that the statistical distance
and the entropy are not dependent on msg, pk, or H. For all of the schemes that we
construct this is the case. Even if these values were dependent on pk, msg, or H, the
scheme could still be secure as long as they were sufficiently small on average. However to
simplify the proof and notation, our definition only considers schemes where they do not
depend on pk, msg, or H.

We now consider the unlinkability experiment in Definition 2. We will show a reduction
from an adversary who makes queries to the signing oracle to an adversary who makes
none.

Lemma 1. Let A be a key-blinding signature scheme which admits signing with oracle
reprogramming with L1 distance § and min-entropy of reprogrammed points hp,. Let A be
an adversary making qg queries to the blinding oracle, qs queries to the signing oracle, and
qu queries to the (classical) random oracle. Using A, we construct an adversary AXC that
makes no signing queries (i.e., a key-only adversary) for which

AdvﬁL—CMEA(A) S AdVSL-CMEA(AKO) + quS2—hmin _|_ q56

Proof. To construct the adversary AXC while relying on the adversary A as a subroutine,
we must show how to handle queries to the blinding oracle and the signing oracle. For
queries to the blinding oracle, AX® can simply pass along these queries to the blinding
oracle provided to them.

To handle the signing queries, we rely on signing with oracle reprogramming. Whenever
a signing query is made with respect to a blinded public key pk,,, we can use signing with
oracle reprogramming (Definition 4) to create a signature for the adversary. We generate
(y,0) < Forge(pk,,,msg) and reprogram the random oracle so that H(Ext(o, pk.,, msg) —
Y.

By Definition 4 the resulting signature verifies, so we need to consider the adversary’s
ability to distinguish that the secret key is not being used to sign messages. To realize this,

the adversary either needs to observe that the oracle has been reprogrammed, or notice a
difference in the observed distribution of some part of the signature.

To distinguish that reprogramming has occurred during signing, the adversary must
have queried the random oracle on the reprogrammed point previously. In total, gs points
will be reprogrammed. So the adversary makes gy guesses, and then gg points are chosen
to be reprogrammed from a distribution with min entropy h,,:», and we want to consider
the probability of a match between the gy and ¢g points. We can upper-bound this by

qrrqs2 i
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Next we consider the output distribution of the programmed points. There are gg
reprogrammed points, and the statistical (L1) distance between the forged values and the
real values is 9, so the adversary’s advantage in distinguishing based on the distribution of
reprogrammed values is at most ¢gd. n

We now only need to consider the advantage of AXC, an adversary who makes no queries
to the signing oracle. So, we need only consider how the blinding oracle and random oracle
provide information to the adversary.

To characterize the security of blinding, we want to insist that the distribution of the
public key returned by BlindPk is independent of the identity public key input, so that no
knowledge is gained. However care must be taken here, because the BlindPk algorithm is
actually deterministic on the inputs pk and 7. So when we refer to the ‘distribution’ of
BlindPk we need to be clear over what randomness.

In practice, the BlindPk function hashes the public key and the nonce 7 to generate
some randomness, and then uses that randomness to blind the public key. To separate out
the process of hashing to generate randomness and using the randomness, we will define
a new function RandBlind(pk;r), which takes in a public key and some randomness, and
blinds the public key. Then BlindPk is defined by making RandBlind deterministic through
the random oracle H. Specifically, BlindPk(pk, 7) = RandBlind(pk; H (pk||T)).

Definition 7 (Independent Blinding). Let A be a key-blinding signature scheme and
let n be a positive integer. Let pkq, pkq,...,pk, be public keys generated from KeyGen.
Sample uniform randomness 1,75, ...,7,. The independent blinding advantage, denoted
Adv'A"fjn_ Blind( 4), is the advantage that an adversary has in distinguishing the following two
distributions:

1) RandBlind(pko; r1), RandBlind(pko; r2), . . . , RandBlind(pkq; 1)
2) RandBlind(pk;; 1), RandBlind(pks; r2), . . ., RandBlind(pk,; 1)

This ensures that the adversary AX® may observe many blindings of the public key with
respect to arbitrary nonces but what they see is close to a distribution independent of the
identity public key.

Lemma 2. Let A be a key-blinding signature scheme and let hyy, be the min-entropy of the
public key returned from A.KeyGen. Let AXC be an UL — CMEA adversary that makes no
queries to its signing oracle. Then there exists an algorithm B such that

AdVXLfCMEA(AKO) < 2AdVIAnfiT:Blind<B) =+ QH27hpk>

22



where n is the number of blinding queries AXC makes to its public key-blinding oracle, qy is
the number of queries to the hash oracle, and the runtime of B is approximately the same
as the runtime of A.

Proof. We use a simple game-hopping proof to bound the adversary’s success probability.
Game Gy proceeds according to ExpY"~“MEA with the adversary making no signing queries
by assumption. In game G, when the adversary queries the blinding oracle with input
7, rather than responding with BlindPk(pk, ) = RandBlind(pk, H(pk||T)), we sample a
uniformly random r and return RandBlind(pk, r). Note that there is no difference between
these games until an adversary queries H (pk||T) for some 7; we let bad be the event that
the adversary makes such a query. Games Gy and G; are identical-until-bad [27].

In game G5 we modify the response to each blinding query from RandBlind(pk,r)
by sampling a fresh pk’ each time from KeyGen and returning RandBlind(pk’,r). We can
construct, from an adversary that distinguishes G from G, a reduction B that distinguishes
the two distributions in the independent blinding property: G uses the first distribution in
7, whereas GGo uses the second. Thus G5 can be distinguished from G with advantage at
most Adv!é, Bnd(53)

We now consider the probability of event bad—i.e., the adversary querying H (pk||7)—in
(5. Since none of the blindings actually use pk, the success probability is bounded by the
adversary’s ability to guess the public key. For this we use the min-entropy of the public
key returned from key-generation. Over qy queries, the probability that an adversary is
able to guess the public key is bounded by gz2~"#*. By the fundamental lemma of game
playing [27], we can thus bound the probability that an adversary distinguishes Gy and G4
by this quantity and the difference between G and G, i.e., g2~k + AdV'A“fj,:B””d(B).

Finally, in game G4 all blinded public keys are independent of the original key, so
everything the adversary sees is independent of the challenge bit b, and thus the adversary’s
advantage in G5 is 0, yielding the desired result. O]

One could go to the effort of computing or bounding the min-entropy h, of the public
key returned from KeyGen for each scheme. It is convenient to observe that for any correct
signature scheme there exists a very simple adversary A for which 2=+ < AdvE’FMEA(4).
Otherwise, if a scheme has certain public keys that have an abnormally high chance of
being generated, A can break unforgeability by running KeyGen and hoping that the desired
public key (with the corresponding secret key) is generated. Thus,

Corollary 1. Let A and AXC be as in Lemma 2. Then there exist algorithms By, By such
that
AdvUL-CMEA( 4KO) < 2AdVIAnfiT:BIind<Bl) 4 g AdvEYF-CMEA (B,
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where n is the number of blinding queries AXC makes to its public key-blinding oracle and
the runtimes of By and By are approximately the same as that of A.

2.5 A Lattice-Based Key-Blinding Scheme

Dilithium [65] is a finalist in the NIST post-quantum signature standardization process
and comes from a long line of lattice-based signature schemes. We present a key-blinded
version of Dilithium-QROM [103] which modifies Dilithium to permit lossy key generation,
hence allowing a reduction from the scheme to the Module Learning with Errors (MLWE)
assumption. Later, in Section 2.5.5, we discuss the challenges in blinding Dilithium itself.

Our construction, blDilithium-QROM utilizes the fact that addition is homomorphic.
As a result, the A matrix is a public matrix used by all parties in the network. In addition,
both signing and verification use the public key when sampling the challenge c. Finally, the
identity public key consists of an extra bit as this permits key-blinding.

2.5.1 blDilithium-QROM Preliminaries

Throughout this section, vectors are written in lowercase bold-face and matrices are written
in uppercase bold-face. Let ¢ be prime, then Z, denotes the integers modulo ¢, and R and
R, denote the rings Z[z]/(z" 4+ 1) and Z,[x]/(z™ + 1) respectively.

For some w € Z,, ||w||,, denotes |w'| where w’ € Z such that v’ = w (mod ¢) and
—q;—l <w < wT_l This norm can be extended as follows. For some w = w,,_j2" ' +--- +

w1z + wy € Ry, |w]o, = max (Jwi]|o ;- ..l wnill,), and for some w = (wy, ..., wy) € Ry,
Wl = max (Jwr]|,...[|lwkl) Welet S, denote the set of w € R, such that ||w|| <.
In addition, we also define the L2 norm for w € R as ||w|| = \AWOH; o w2

ChSet denotes the challenge space. In the context of identification protocols, ChSet is
the set of possible challenges a verifier can submit to the prover. In the context of signature
schemes arrived at via the Fiat—Shamir transform, ChSet is the output domain of the hash
function H used to digest the message.

G is also a hash function that takes in elements of R'; X R’; x {0, 1}* and returns elements

of Sﬁ X S,’j.

We make use of several supporting algorithms with full descriptions in [103] which
extract or compute on higher and lower order bits of elements in Z,. These algorithms are
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extended to elements of R, and R’; by coefficient-wise and element-wise application. We
give a general description of the supporting algorithms:

e Power2Round, (7, d) extracts the higher (log(r) — d) order bits of r.

HighBits, (r, a) extracts the higher (= log(r) — log ) order bits of 7.

LowBits,(r, &) extracts the lower (= log «v) order bits of r.

MakeHint,(z, 7, o) constructs a hint to allow the computation of the higher order bits
of r 4+ z without the need to store z.

UseHint,(h, r, &) uses the hint to compute the higher order bits of r + z.

The interactions of these algorithms are outlined by Lemmas 4.1 and 4.2 of [103], which we
make use of in the proof of unforgeability.

We now discuss the MLWE assumption which was introduced in [105] as a generalization
of the LWE assumption introduced in [128]. We leverage the decision version of the
assumption, which posits that the following problem is hard given appropriate parameter
selection.

Definition 8. The decisional MLWE,,, . , problem over the ring R, is to distinguish the pair
(A,t) for A <—s R t <s R™ from the pair (A, As; +8;) where A <s R s <—s x(RF),
sp s X(R"). The MLWE,, ;. , advantage is defined as

1
AdvMVE(A) = |Pr[A wins decisional MLWE,, ;. over R,] — 5

m,k,x

We introduce a modified version of the MLWE assumption in which the A matrix is a
parameter of decisional MLWE problem. This modified assumption is required because each
signer in the anonymity network shares the same A matrix. We refer to this assumption as
the MLWE assumption with static A, which assumes that the following problem is hard
given appropriate parameter selection.

Definition 9. The decisional SA-MLWE,, ;. ..o problem over the ring R, is to distinguish t
for t <—s R} from As; +s3 where s; <s X(R’;), sy <—s X(R7"). The SA-MLWE,,, 1., advantage
is defined as

1
AdV;A’,;&E\AVE(A) = |Pr[A wins decisional SA-MLWE,,, ., o over R,] — 5
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There are a few implications to using a constant (rather than per-user) A matrix. The
first is the question of how to generate such a matrix. It is well known that there exist
methods to construct an A matrix that is ‘backdoored’, so that an adversary can solve
problems with respect to A otherwise meant to be infeasible [77]. Especially in the context
of Tor, users of a constant A matrix need assurance that whoever generated it did not
include a backdoor. One possible way to accomplish this is to generate A pseudorandomly
from a “nothing up my sleeve” seed. With a simple and publicly available seed, hopefully
users would be convinced that there is no backdoor.

The other issue is the potential for all for the price of one attacks. With everyone using
the same matrix, if someone performs a large computation on A, they might be able to
determine a kind of backdoor, even if A was not generated with one. This causes the
potential security consequences of a break to be more severe. Of course, parameters are
already chosen for LWE instances so that no one should be able to break even a single
instance of the problem, but such consequences should still be considered before deployment
of such a system.

2.5.2 blDilithium-QROM Specification

Signing is performed by using G to sample blinding secrets adding these to the identity
public key secrets, and performing the operations in KeyGen. Then, the procedure in [103]
is followed except that the public key is added to the hash to produce the challenge ¢ (this
is done to prevent attacks similar to that of related-key attacks [117]), and an extra bit
is included as part of the public key t;, so that rounding errors are not introduced when
we blind the public key. We want ty to be unchanged, so we remove the last bit of t;
first. Verification is also similar to that in [103] except that ct;, is multiplied by 2¢-1.
Key Generation, blinding, signing, and verifying are described in full in Figure 2.1. The
parameters of the scheme are identical to the parameters in [103], except that d = 7 and
£ = 644. We list them in full in Table 2.2.

In Figure 2.2 we also detail a version of bIDilithium-QROM in which both t; and t,
are both published in the identity public key. Differences between the two versions are
highlighted in red. This is in keeping with the unforgeability proof in [103], and is necessary
for both the proofs of unforgeability and unlinkability. Observe that signatures generated
via the procedure in Figure 2.1 are identical to those generated in Figure 2.2 given the same
inputs and randomness, hence the scheme in Figure 2.1 must be at least as secure as the
scheme in Figure 2.2 as it simply releases less information in the identity public key.
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bIDilithium-QROM.KeyGen() ~ bIDilithium-QROM.BIlindPk(pk = t;, 7)

K« {0,1}%% (s1,85) < G(pk|7)

t' «— As) +s)

t} <+ Power2Roundg(t',d — 1)
t1,r — t1+ 8]

pkr < t1 1

1

2: (s1,s2) ¢ S x SF

3 t <« As; +s9o

4: ty < Power2Roundy(t,d — 1)
5: tot—[t1/2] 2¢
6

7

8

D UL s W N

pk + t1 return pk-
sk + (s1,s2,t0, K)

return (pk, sk)

bIDilithium-QROM.Sign(M, pk = t1, sk = (s1, S2, to, K), T)

1: (s},8%)  G(pk|7)

2: s1,r 4 s1+5s)

3: sg, 4 s2+ s’z

4: t; < Asi - +s2,-

5: t1,; < Power2Roundy(t-,d — 1)

6: tor, < tr— |t1./2] 27

7: k<0

8: while (z,h) = (1, 1) and x <200/(1 —6) do

9: K+ K+1
10: y <8 Sg,_l
11: w — Ay
12: w1 < HighBits, (w,27)
13: ¢+ H(M|w1i|t1,+)
14 : Z <y +csir
15 : if 2], > 7' — B or ||LowBitsq(w — cs2 -,27)||, >~ — B then (z,h) + (L, 1)
16 : else h < MakeHinty(—cto -, w — ¢s2,+ + cto,,27)
17: return o = (z,h,c¢)

bIDilithium-QROM Verify(M, o = (z,h, ¢), pk, = t1.,)

1: wj « UseHinty(h, Az — ct1 . - 2971, 27)
2: if ||z]|,, <7 — B and ¢ = H(M|lwi]|t1,+) then return accept

3: else return reject

Figure 2.1: blDilithium-QROM signature scheme.
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bIDilithium-QROM Dilithium-QROM
recommended recommended
q 245 _ 21283 245 _ 21283
n 512 512
(k,0) (4,4) (4,4)
d 7 15
ChSet={ce R||c/|l, =1Alc|=...} V46 V46
v 905679 905679
~! 905679 905679
i 7 7
I} 644 322
BKYZ block-size to break LWE 480
Best known classical bit-cost 136
Best known quantum bit-cost 127

Table 2.2: Parameters for the blDilithium-QROM scheme, compared with Dilithium-QROM

parameters.
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bIDilithium-QROM'.KeyGen() bIDilithium-QROM'.BlindPk(pk = (t1, to), )

K+ {0,1}%° (s1,85) < G(pk||7)

(s1,82) <8 Sf] X Sf; t' « As) +5)

t < t1-29 4+ to

tr —t+t

t1,+ < Power2Round,(t-, d)

1

2

3 t < Asq +so

4: t1 < Power2Round,(t, d)
5: to+—t—t-2¢

6: pk < (t1,t0)

7: sk < (s1,s2,K)

8

to,r < tr —t1,- 2d
pkr  (t1,+,t0,+)
return pk,

o N O Uk W N =

return (pk, sk)

bIDilithium-QROM’.Sign(M, pk = (b1, t0), sk = (s1, 82, K),7)

1 (s),sh) < G(pk|l7)
2: 81,4 s1+ 5/1
3: s, 4 s2+ 5'2
4: tr <+ Asyr+s2,
5: t1,r < Power2Roundy(t-, d)
6: tor ¢ tr—ti, 27
7: K+0
8: while (z,h) = (L, 1) and x <200/(1 —4) do
9: K Kk+1
10: y<s Sf/_l
11: w <+ Ay
12: w1 < HighBits,(w, 2)
13: ¢+ H(M||w1l||pk+)
14 : Z <y +csir
15: if ||zl > 7' — 8 or ||LowBitsq(w — cs2,+,27)|| > v — 8 then (z,h) « (L, 1)

16 : else h <~ MakeHinty(—cto -, w — cs2,+ + cto,r, 2)

17: return o = (z,h,¢)

bIDilithium-QROM'.Verify(M, o = (z, h, ¢), pk, = (t1,,t0.,))

1: w} < UseHinty(h, Az — ct1 , - 2¢,27)

2: if ||z||,, <+ — B and ¢ = H(M|w1||pk-) then return accept

3: else return reject

Figure 2.2: blDilithium-QROM’, with extra information in the identity public key.
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2.5.3 blDilithium-QROM Unforgeability

We begin by proving the unforgeability of bIDilithium-QROM’ in the context of key-blinded
signature schemes (see Definition 3), which we achieve by emulating the proof found in [103]
while introducing the blinding procedure into relevant algorithms. At a high level, we begin
by defining an identification protocol bIDilithium-QROM-ID, addressing four key properties
(naHVZK, correctness, lossiness, and min entropy), and applying the Fiat—Shamir transform
to arrive at a signature scheme equivalent to bIDilithium-QROM’. This allows us to leverage
Theorem 3.1 of [103] (with the appropriate modifications to take into account blinding) to
bound AdVEl%ﬁEfihﬂnEézRom (A).

Non Abort Honest Verifier Zero-Knowledge

We begin by showing that bIDilithium-QROM-ID is naHVZK with ¢, = 0 as defined in
Definition 2.5 of [103]. This entails showing that transcripts of honest interactions of
bIDilithium-QROM-ID are statistically indistinguishable from the output of some transcript
simulator that only has access to the public key.

Lemma 3. If maxes, cechset||2¢5]|, < B then bIDilithium-QROM-ID is naHVZK with ez =
0.

Proof. Suppose s1,s, come from a valid identity keypair i.e. As; + sy = t. For a given
Z € Sf;,,ﬁfl and ¢ € ChSet, the probability z was generated in Trans is equal to
Prly <SS ) |y +c(si+s)) =z =Prly«sS,_ |y =2—c(s; +5)]
Since ||c(sy + s2)|| . < B, then z — ¢(s; +8}) € S%_; thus
1
Prly s Sf/,_l ly =2z —c(s1 +s9)] = T
o)
Hence, every z € Sﬁ_ 51 has an equal probability of being generated. In addition, it follows
Se_ﬁfl /1S¢

Y -1

that the probability of not producing a z € 55/7571 in Trans is 1 — , SO the

distribution of (¢, z) is identical between Trans and Sim.

Finally, observe that
w—c(sp+8y) =Ay —c(sy+8,) = Az —c(s; +8])) — (s2+85) = Az — c(t + t').
Thus Trans and Sim produce h from identical distribution as well.

As the output distributions of Trans and Sim are exactly identical, £, = 0. m
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bIDilithium-QROM-ID.KeyGen()  bIDilithium-QROM-ID.Prv, (sk = (s1, s, pk), 7)

1: (s1,s2) <8 Sf] X.S'fl 1 y <3 S,Zy_l

2: t+ As; +s2 2: w<« Ay

3: t1 < Power2Round,(t,d) 3: w1 <« HighBits,(w,27)

4: o t—tg-2¢ 4: return (W =wy, St = (w,y))
5: pk < (t1,t0)

6: sk« (s1,s2,pk)

7: return (pk,sk)

bIDilithium-QROM-ID.Prvy(sk = (s1, 89, pk), W = wy, ¢, St = (w,y), 7)

(s1,85) < G(pk|7)

/
S1,7 < S1 + Sy

So,r < S2 + s’2

tr < Asi - +s2,+

t1,+ < Power2Roundg(t+,d)

to,r ¢« tr —t1,, - 2¢

z<+y+csir

if |||l > 7' — B or ||LowBitsy(w — cs2,r, 27)”00 >~ — B then (z,h) «+ (L, 1)

© 00 N O Ok W N

else h < MakeHintq(—cto,r, W — ¢s2,+ + cto r,27)
return Z = (z,h)

=
o

bIDilithium-QROM-ID.Verify(pk = (t1,t0), W = wy,¢,Z = (z,h), 7)

(s1,85) < G(pk|7)

t' < As| +s)

t <t 2%+t

tr —t+t

t1,+ < Power2Round,(t-,d)
tor < tr —t1, - 29

if ||z||,, <+’ — B and w1 = UseHinty(h, Az — cty - .29 27) then return accept

O N O Ut W N

else return reject

Figure 2.3: Key generation, proving, and verification algorithms for bIDilithium-QROM-ID.

Correctness
We now consider the correctness error of bIDilithium-QROM-ID in the sense of Definition

2.3 of [103], which involves the probability of both the prover failing and the verifier failing
on a valid output of the prover.
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Trans Sim
1: (s1,85) < G(pk|7) 1: (s],sy) = G(pkllT)
2: s1r4s1+s) 2: t' <+ As| +5s)
3: sSor ¢ S2+sh 3. t—t1 2%+t
4: tr <+ Asir+s2- 4: tr+—t+t
5: t1,r < Power2Round,(t-,d) 5: t1,r + Power2Roundg(tr, d)
6: tor ¢ tr—t1, 27 6: tor < tr —t1, 2
T y<—$S€/_1 ' B ’Sf;/—ﬁ—1‘
8: w« Ay 7 : with probability 1 — ‘5’4 ’ return (L, (L,1))
9: w1 + HighBits,(w, 2v) V-1
10: c+s ChSet 8: z<s S'l;’—,@—l
11: z<4+y+csir 9: c+sChSet
12: if ||z|, >+’ — 8 then return (L, (L, 1)) 10: if ||LowBitsq(Az — ctr,27)|| , > — B then
13: if ||LowBitsq(w — cs2,+,27)|| =~ — B then 11: return (L, (L, 1))
14 : return (L, (L, 1)) 12: h + MakeHintg(—cto,r, Az — ct+ + cto,r, 27)
15: h < MakeHinty(—cto,r, W — ¢s2,+ + cto,r,27) 13: return (c, (z,h))
16 : return (c, (z,h))

Figure 2.4: Real and simulated transcripts of the bIDilithium-QROM-ID protocol.

Lemma 4. If maxes, cechset||2¢5]/o < B, maXtoeS;d,CGChSet||20t0||oo <7, B K, and
8+ 1 < 23, then bIDilithium-QROM-ID has correctness error

0~ 1—exp (—ﬁn<£/+ﬁ)>
Y Y

Proof. We begin by computing the probability Prv; or Prvy does not output (L, (L, 1)).
The probability (L, (L, 1)) is not output in line 12 of Trans is simply the probability it is
not output in line 7 of Sim, thus this probability is

Sél_ _ ! _ _ nt nt
‘7 61‘:<2(7 /5) 1) ><1_ﬁ,) %exp(_ﬁn,)
‘55/_1 29 -1 2l 2l

as < 7. On the assumption that the distribution of Az — ¢(t +t’) mod 2+ is close to
uniform when z € SS,_ 51 is uniformly sampled, then the probability (L, (L, L)) is not
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output in line 14 of Trans or equivalently line 11 of Sim is

Pr[z s Sf,_ﬁ_l | |[LowBits,(Az — c(t + t’))HOO <v-f]=

Hence

Prly <s 55/,1, c<+sChSet | (z,h) # (L, 1)] =~ exp (—Bn (ﬁl + ﬁ)) _
Y Y

Finally, assume (z,h) # (L, L1). Then bIDilithium-QROM-ID.Verify will always accept.
Clearly, ||z||, <" — 8. Also, since

w — c(sy +85) = Az — ¢ty + t}) — c(t; +t) - 2¢

and ||c(to + t6)||oo < 7 and || LowBits, (w — ¢(sz + ), 27)“00 <7 — B, by Lemmas 4.1 and
4.2 of [103],

UseHint,(h, Az — c(t, + t7) - 27, 27) = HighBits (W — c(s2 +8}),27) = Wy

Hence, bIDilithium-QROM-ID has correctness error based solely off of the probability Prv

fails, thus
¢k
0~ 1—exp —5n<—/—|——) .
Y Y

Lossiness

We now show that a bounded adversary has trouble distinguishing valid identity public
keys as done in Fig 2.3 and randomly generated identity public keys as done in Fig 2.5. In
addition, given a randomly generated identity public key, any unbounded adversary has
only a little more than 1/|ChSet| probability of impersonating the prover. More concretely,
we address these two properties as defined in Definition 2.8 of [103].

Lemma 5. For any adversary A,
LOSS SA-MLWE
AdvleiIithium—QROM—ID(A) = Advu,u (A)

where U is the uniform distribution over S,,.
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bIDilithium-QROM-ID.LosKeyGen()

: t+sRE

: t1 < Power2Roundy(t, d)
©oto e t—ty-2¢

return pk = (t1,to)

N

Figure 2.5: Lossy key generator of bIDilithium-QROM-ID.

Game LOSSY-IMP

1 pkis = (t1,t0) + bIDilithium-QROM-ID.LosKeyGen()
(w1, T,St) + A(pkis)

: ¢ < ChSet

(z,h) «+ A(St,c,T)

: return Verify(pkis, w1, ¢, (z,h))

Tt W N

Figure 2.6: LOSSY-IMP game.

Proof. Differentiating between the output of bIDilithium-QROM-ID.KeyGen and
bIDilithium-QROM-ID.LosKeyGen is clearly equivalent to differentiating between MLWE
samples with static A and uniform samples over R’q“. m

Lemma 6. Ifg =5 (mod 8), maxes, cechset[|2¢s], < B, 47+29642,29/+(29—-2)8 -2 <
Vq/2, and 2% < 44" + (241 — 4)3 — 4, then bIDilithium-QROM-ID has ei-lossy soundness
for

1
ety < = + 2|ChSet|” - <

(49 + (241 — 4)B = 3) - (8y + 2¢1 3+ 5)F\ "
|ChSet| '

qk

Proof. Let A be an unbounded adversary executed in the LOSSY-IMP game as shown in
Fig 2.6. We first consider the case where there exist two distinct (¢, (z,h)), (¢, (2, h’)) such
that A is able to impersonate the prover. It follows that ||z||__,||Z|| ., <+ — 8 and

w; = UseHint,(h, Az — (t; + t})c- 2% 27) = UseHint,(h', Az’ — (t; + t])c - 2¢,27)
Thus by Lemma 4.1 of [103]

HAZ (b )27 —wy 27H <2y 41,
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HAZ’ — (ty +t))d - 27— wy - 27“ <2y+1.
So by the triangle equality, h
HA(Z A (b b)) (e— ) 2dHOO < dy 42
Hence, for some u such that |[ul| < 4y + 2,
Alz—7 —s)-2%c—)+ (u—s,-2%c— ) =t;-2%c— ).

Since |[2cs1 ||, < B, then ||z — 2’ — s - 2¢(c — c’)HOO <2(y—B—1)+2%3 and
|lu—sh-24c—¢) ‘Oo < 47+ 2+ 28, then by Lemma 4.6 of [103], the above equation is
satisfied with probability

! d+1 _ _ 9\, d+1 e\ "
2|ChSet|? - <(4’V +(2 4)p 3}3 (8y + 2415 + 5) ) |
q

In the case where there is only one ¢ that allows A to impersonate the prover, then A only
has a 1/|ChSet| probability of winning the LOSSY-IMP game. The Lemma follows from
combining probabilities of both these cases. [

Min Entropy

We finally consider the probability that the w; output is distinct for every run of the prover.
As Prvy is identical between Dilithium-QROM-ID and bIDilithium-QROM-ID, Lemma 4.7 of
[103] applies directly to this setting. As such, we restate Lemma 4.7 here.

Lemma 7 (Lemma 4.7 of [103]). If 27,29 < +/q/2 and ¢ < k then bIDilithium-QROM-ID

has
. q /
-1 27 —1
a>nb Og<mm<(4'y+1)(4’y’+1)’ Y ))

bits of min-entropy as defined in Definition 2.6 of [105].

Unforgeability under Chosen Message and Epoch Attack

We now arrive at showing the unforgeability of bIDilithium-QROM in the context of blinded
signature schemes. First observe that FS[bIDilithium-QROM-ID, H, %] is equivalent to
bIDilithium-QROM'.

The following Theorem is a direct result of preceding Lemmas as well as the techniques
used to prove Theorem 3.1 of [103].
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Theorem 1. Let A be any adversary that makes at most qq hash queries and qs signing
queries against the unforgeability of bIDilithium-QROM’ with parameters as specified in
Figure 2.2, with key generation min-entropy 2~ "%, Then there exists an algorithm B such
that

AdviDiemmorom(A) < AdVYYE(B) + qrgs - 27 + 8(qn + 1) - 27T + 272
where Time(B) ~ Time(A) + £.,,qu¢s-

Proof. We want to adapt Theorem 3.1 of [103] to our context of existential unforgeability
under chosen message and epoch attack. To begin, we summarize the structure of the
proof of Theorem 3.1. We note that this theorem is interested in establishing the quantum
random oracle model security of the Fiat-Shamir transformation for lossy ID schemes.
However because we are only interested in the classical random oracle model security, we
use the classical version of the theorem. As the authors note, the only difference between
the two bounds is whether one of the terms is linear or quadratic in qg.

The proof of existential unforgeability is established in two steps: first they show that
the lossiness property implies existential unforgeability with respect to a key-only adversary.
They then show that if a scheme is secure against a key-only adversary, and also is naHVZK
and the min-entropy of the commitment (as canonical ID scheme) has sufficient min-entropy,
then the scheme is existentially unforgeable.

We now consider how these two steps must change to properly account for the additional
powers we give the adversary leveraged by blinding. In the first step, we want to show
that it is impossible for the adversary to create signatures for a lossy public key. The only
modification that blinding introduces here is that the adversary is permitted to blind the
identity public key however they would like, and then attempt to create a forgery with
respect to that blinding. So, we work with a slightly altered version of lossiness to consider
this. This is what we address with Lemma 6, showing that even with this additional degree
of freedom, constructing forgeries for a lossy key is still impossible.

Thus making the same arguments as in [103], we have that
Adviiiem qrom (A) < AdViRiiium-aroman (B) + 8(gm + 1) - & (2.1)

As mentioned previously, this bound depends linearly on gy, as we are working in the
classical random oracle model.
By Lemma 5,
LOSS SA-MLWE
AdVbIDiIithium-QROM-ID(B) = Advk,w (B)
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where U is the uniform distribution over S,. By Lemma 6,

1
ety < e + 2|ChSet|* - (

|ChSet| 7"

(47 + (27— 9B —3) - (8y+ 2118+ 5>’f) '
Substituting in the parameters from Figure 2.2 and noting that the magnitude of |ChSet| is

(54162) L9165 9265 o set that g < 27200 4 27138 < 9-137,

The next step is to relate the EU-CMEA security to the EU-CMEA security against a
key-only adversary. In [103] this is done in Theorem 3.3 by a game hopping argument and
using the naHVZK property to simulate signatures. In Figures 2.7 and 2.8 we illustrate
their proof, adapted to incorporate blinding. Note that line comments indicate which line
of code is run in each game. If a line is unannotated, it is run in all four game hops. Game

0 is the plain EU-CMEA game, and so Advgiintm.qrom(A)-

In Game 1, we modify the how the random oracle and the blinding oracle interact
with each other. Whenever the adversary queries G(pk||7), we answer honestly, returning
(s}, s5). If pk is the identity public key, we also calculate the corresponding pk, and add
(pk, T, pk: = (t1+,to-) to a maintained table 7. We then abort if the following sequence of
events (denoted event E)) happens:

1. The adversary queries H(msg||w1]|t1,), with t; ; not appearing as part of any public
key in the table 7.

2. The adversary later makes a query (pkl||7) to G where pk is the identity public key
and this causes t; ; to be added to T'.

Since we are not changing any distributions or how oracles are run, we only need to consider
the probability of event F; to bound the difference between these two games. FE; essentially
means that the adversary was able to ‘guess’ a blinded public key prior to actually querying
to get that public key, so the probability of E; can be determined from the entropy of the
blinding process. The entropy of the blinding process is straightforward to consider for
Dilithium-QROM, as we simply sample a new secret key, generate the associated public key,
and add it to the identity key. So the entropy of the blinded public key given the identity
public key is simply the entropy of the plain key generation process. As a result we can see
that Pr[Ey] < quqs - 27",

In Game 2, the naHVZK property is used to simulate the signing oracle instead of properly
signing messages. With blinding being introduced, we now require that the naHVZK property
can hold with respect to any blinding that the adversary that the adversary might use for
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Game Structure

1: (pk,sk) < bIDilithium-QROM’.KeyGen()

2: (msg*, T, 0%) « ALGSE (pE)

3: Parse 0" = (c*,z",h")

4 phre = (t14+,t0,0+) ¢ bIDilithium-QROM’.BlindPk(pk, 7*)

5: wj ¢« UseHint,(h*, Az* — c*t; .+ - 29,27)

6: if ¢* # H'(msg||wj|pk-+) then return 0 / G,

7: return (msg®,7*) ¢ M A bIDilithium-QROM’ Verify(msg*, o*, pk,+)

GetTrans(msg, T,1)

1:  pk, < bIDilithium-QROM’ .BlindPk(pk, T)

2: k=0

3: whilez =1 and kx < &, do
4: K< Kk+1
5: (w1, ¢, (z,h)) « Sim(pk.; RF(msg||pk-||k|7))

6: return (wy,c,(z,h))

Sign(msg, T)

1: return bIDilithium-QROM.Sign(msg, pk, sk, 7) // Go,G1
20 Clrpmsg ¢ Clrmsg+1 )/ G2,G3

3: M+ MU{(msg,7)} /) G2.G63

4: (wi,c¢,(z,h) < GetTrans(msg, T, Ctrysg) / G2,G3

5: return (¢, (z,h)) /) 62,63

Figure 2.7: Illustrating the game-hopping proof for reducing existential unforgeability to
key-only security for bIDilithium-QROM'.

their blinding query, which is what we prove in Lemma 3. Therefore, we rely on the same
logic used to prove Theorem 3.3 of [103] to note that the difference between games 1 and 2

are at most K,,qsc,x, where k,, = % is informed from the correctness error.

In more detail, we use the Sim procedure in Figure 2.4 to sign messages. For a (msg, T)
pair we define a GetTrans(msg, 7, ctr) oracle used to generate valid transcripts. This
oracle operates by running the Sim procedure, with the randomness seeded by the string
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G(pkl|7)
1: if pk is the identity public key provided to A/ G1,G2,G3

2 // Use G’ here to prevent recursion
3:  pk, < bIDilithium-QROM.BlindPk(pk, ) [ G1,G2,G2
4: if pk; € B abort |/ G1,G2,G2

5 T+ TU{(r,pk;)} ) G1,G2,G3
6: return G'(pk||T)

H{(w|[msg|lpk-)

1: if (1,pkr) €T ) G1,G2,G3

2: B+ BU{pk,} /) G1,G2,G3

3:  return H'(wi|msgllpk,) [ ¢2.63

4: foriin{l,...,qs} / G2,G3

ot

(w),c, (z,h)) + GetTrans(msg, 1,i) [ G2,G3

6: if wi = wj returnc |/ G2,G3

return H'(w1||msg||pk;)

N

Figure 2.8: Illustrating how random oracles are managed in game-hopping proof of Fig-
ure 2.7.

msg||pk-||k||ctr, where ctr counts how many times the adversary has made this specific
signing query and s counts how many times Sim has failed to produce a transcript for
this query. If the result is (L, (L, L)) then we increment x and try again. Otherwise
return (wy, ¢, (z,h)), where w; = UseHint,(h, Az — ct; , - 2¢,27). If after ,, = 200/(1 — 9)
attempts we have failed to get a successful transcript, return (L, L, (L, 1)).

We then can simulate the signing oracle as follows. When a query (msg, 7) is made
for the ith time, generate (wy,c, (z,h)) < GetTrans(pk, 7,i). Return o = (¢,z,h). The
naHVZK property gives us that the distribution of the signature provided to the adversary
has a statistical difference of at most k,,qg¢e.r from how signatures are meant to be truly
generated.

However, we also need to make sure that the random oracle H is handled in such a
way that these signatures actually verify. To do this, we use the GetTrans oracle to check
and see if a query needs to be modified. We start with an ‘unmodified’” hash function H’.
When the adversary makes a query of the form msg||w,||pk, to H, we use the lookup table
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T to find the 7 value that blinded pk to pk.. If pk, does not appear in T, then we simply
rely on H' to answer the query. Otherwise, we check and see if the w; part of the query
matches with a possible signing query the adversary has made or might make, and if it is,
return the ¢ required to make it consistent.

Note that this will result in a consistent query response, unless the adversary makes a
query H(wq|msg||pk;) where (7, pk;) is not in 7', but then later it becomes added to T,
for some 7, causing an inconsistency in the responses of H. But this is precisely the event
E,, and we have already considered its probability.

Finally, in Game 3, we return 0 if for the forgery submitted we have that ¢* #
H'(msgl||wy||pk-+). In other words, we return 0 if the forgery submitted is on a ‘pro-
grammed’ point of the random oracle. But this means there exists a value 1 < ctr < ¢g with
w; matching w; from GetTrans(msg*, 7%, ctr), but (msg*, 7*) ¢ M. But this means that
this associated w; has not been revealed as part of any signing query and no information
about it has been revealed. So, for the adversary to “predict” the value, we need to consider
its min-entropy, «. Following the logic in the original proof, we have that the difference in
the success probabilities in Games 2 and 3 is at most gg27 ",

Finally, we need to consider the success probability in Game 3. Here, we note that no
signing queries are being made. As well, if the adversary succeeds (and ‘1’ is returned) in
Game 3, we have that this is a valid forgery with respect to the hash function H’. In other
words, we have made no signing queries (relying entirely on simulating transcripts and
programming the random oracle), but have a forgery valid for an un-programmed oracle H'.
Thus we can bound the success probability of the adversary in this game by the key-only
success probability.

So, we have that
AdVE%iﬁMiEén-QROM(A) < quqs - 27" + Kmgs €+ qs -2 + AdVE%iﬁMiE/?n-QROM(AKO)-

By Lemma 3, €4 = 0. Finally, by Lemma 7, 2'7% < 272899 Combining this with
Equation 2.1 we get the desired result.

]

2.5.4 blDilithium-QROM Unlinkability

We now proceed to showing that bIDilithium-QROM’ is unlinkable, and begin by demon-
strating that it satisfies the independent blinding property.
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Lemma 8. If the SA-MWLE problem is hard, then bIDilithium-QROM' satisfies independent
blinding. In particular, for any adversary A, there exists an adversary B such that

Ind—Blind SA-MLWE
AdVbIDiIithium—QROM,t(A) < 2tAde,k,M,A (B)
where U is the uniform distribution over S,,.

Proof. We begin by defining the RandBlind function for bIDilithium-QROM’ as identical to
BlindPk except that (s},s}) are uniformly sampled from S} x S¥ rather than output from

G(pk|7)-

Let Gy be a game where A is given independent blindings of a single identity public key
and game (G4 be a game where A is given independent blindings of independent identity
public keys.

We first introduce a game Gy which differs from Gg in that each output of RandBlind,
specifically to +t} for 1 < <t where t} is an SA-MLWE sample, is replaced with to + t/ for
1 < i <t where t is randomly and uniformly sampled from R’;. Note that any adversary A
that can differentiate between a single sample to + t’ and to + t’ can be used to construct
an adversary B that differentiates between plain SA-MLWE samples, as the SA-MLWE
challenge can be transformed into an input A uses by simply adding t, to the challenge. As
we must replace each of the ¢ samples of ty 4 t; individually, the triangle equality implies

that ‘PT[.AGO = 1] — Pr[A“ = 1]‘ < tAdvf,lé,;%EVAVE(B).

We now introduce G, which is identical to G except that each sample to + t; for
1 < i < tis replaced with a sample t; where t; is randomly and uniformly sampled from R’q~c .
Recall that t} is randomly and uniformly sampled from R’q“, thus it is effectively randomly
permuting t, over R’qC so G1 and (G, are indistinguishable.

In G5, we now take the reverse step of replacing each t; for 1 < i < t in G with
t; + (t; — t;). Note t; — t; is uniformly random over R’q“. (G5 is clearly equivalent to Gb.

Finally, we make the hop from G5 to G4 by ~1replaucing each t; + (t; — t;) with t; + t!
where t} is an MLWE sample for 1 <i <t. As t; — t; is uniformly random over R'; , the
bound in the difference between (G35 and G, is the same as the bound in the difference

between Gy and GG;. Hence by the triangle equality,

PrlA% = 1] — PriA% = 1]| = AdVLr;dDﬁiltgP:iiziw-QROM,t(A) < QtAdViﬁk%L,VXE(B)-
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We now show that bIDilithium-QROM’ permits signing with oracle reprogramming as
specified in Definition 4. Let Forge output (y = ¢, 0 = (z,h, ¢)) where z, h, and ¢ are output
from Sim in Figure 2.4. In addition, let Ext output M||UseHint,(h, Az — ct; , - 2¢,27)|/t: ..
Since by Lemma 3 bIDilithium-QROM’ is naHVZK given appropriate parameters, then real
signatures and the output of Forge are drawn from the exact same distributions, thus ¢ = 0.
Furthermore, the min entropy of Ext is solely dependent on w; = Az — ct;, - 2%, as the
adversary has control over M and knowledge of t; ;, hence the min entropy of Ext is the
same as the min entropy from Lemma 7.

We are now ready to consider unlinkability under chosen message and epoch attack,

which follows directly from the preceding Lemmas as well as the Lemmas in Section 2.4.

Theorem 2. For any adversary A that makes qs signing queries and qq random oracle
queries, there exists an algorithm B such that

UL—CMEA SA-MLWE EUF—CMEA —2899
AdvleiIithium-QROM,t<A> < AtAdvy A (By) + QHAdVleilithium-QROM(82) + qHgs2 .

2.5.5 Key-blinding DILITHIUM

We briefly describe a key-blinded version of Dilithium [65] but we provide no security analysis
or guarantees.

As is with bIDilithium-QROM, A is a public parameter of the network and thus p can
be omitted from the scheme. In addition, Power2Round is modified to release one extra bit

for t; while keeping ty the same. The appropriate changes to Sign and Verify are made in a
similar fashion to the changes made from Dilithium-QROM to blDilithium-QROM.

Note that during signing, tr may be recomputed as it is dependent solely on the
identity public key and not the blinded public key. One possibility could be to set
tr = CRH(SLT, HSQ,T).

No parameters need to be changed to modify the correctness of the blinded scheme.

2.6 An Isogeny-Based Key-Blinding Scheme

In this section we briefly describe how to realize a key-blinding signature scheme from
CSI-FiSh [38], which is an isogeny-based signature scheme that uses the structure of the
CSIDH [19] group action. The ‘group’ here refers to class group Cl(O), with O being the
endomorphism ring Endg, (E), the ring of endomorphisms from a curve E to itself defined

42



over [F,,, which is an order in the imaginary quadratic field Q(y/—p). A main contribution
of the CSI-FiSh paper was to calculate the precise structure of this group, so that it can be
described as a cyclic group of order N. This allows for two crucial operations with respect
to the group action: group elements can now be sampled uniformly from the group, and
group elements can now be given a canonical representation as a member of Zy, so that
for example, when revealing to an adversary a group element g = g; - go, we can be assured
that no information about g; or g is leaked by how g is represented.

For our purpose, we will describe the scheme as an abstract group action, and avoid
notation that refers to how the group is actually constructed. For complete details about
the group action we refer to the CSI-FiSh paper [33].

We briefly recall the details of a group action. We have a group G and a set £ along
with an operation x : G x & — £. The operation % satisfies the property that if id € G is
the identity group element, then id x E = FE for all £ € £. Furthermore, for g, g2 € G, it
must be the case that g1 x (ga *x E) = (g1 - g2) * E. In fact, the group action described in [38]
is both free and transitive, meaning that for F;, Fs € £ there is one and only one g € G
such that g x F4 = E5. Furthermore, the group G in our case is cyclic, and we will denote
the order V.

In CSI-Fish, signatures correspond to a zero-knowledge proof of knowledge of a secret
group element g, such that gg, x Fy = Epi, with E,; being the public key and Ejy being a
system parameter. Proving knowledge of such a g, is done via a simple sigma protocol.
The commitment is created by uniformly sampling g <—s G and computing E,,, = g * E
as the commitment. The verifier then selects a bit b <—s {0,1} as the challenge, and the
prover responds by sending ¢ if b =0, and g - gs if b = 1.

The verifier then checks: if b = 0 that gxEp;, = Ecom; and if b = 1 that (g-gsk)*Eo = Eecom-
Soundness follows from the fact that, from two responses g and g - g4, the secret key g, can
quickly be recovered. Honest-verifier zero-knowledge can be shown by simulating transcripts
in a straightforward way (here we rely on the fact that group elements have a canonical
representation).

The basic idea of how key-blinding functionality can be added to the scheme is already
apparent. From a value 7, a group element g, can be generated, and the public key E,;
is blinded to E, = g, x E,;,. Anyone who knows the public key and 7 can perform this
operation, but to sign a message, one must know g, and g so the scheme is still unforgeable.
Furthermore, because the group action is transitive, the action of g. entirely hides E.
Observing many blindings still leaks no information about E,, ensuring that the scheme is
unlinkable.

Of course, the soundness of this zero-knowledge scheme is only 1/2, and would have to
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bICSI-FiSh.KeyGen() bICSI-FiSh.BlindPk(( Epk.:)iciz, T)

1: forie€[L]do 10 (gridiein) — KDF((Epk,i)iein)lIT)
2 Gsk,i <8 LN 2: foriel[L]do

3: Epk,i < gsk,i * Eo 3: Eri < gri* Epk

4: endfor 4: endfor

5: return (pk,sk) = ((Epk,i)ic(r) (9sk.i)ie(r)) 5: return pk; = (Er;)icz]

Figure 2.9: Key generation and blinding algorithms for blCSI-FiSh signature scheme.

be repeated many times in order for the signature scheme to be existentially unforgeable.
The authors of CSI-FiSh employed many clever techniques in order to improve on the
efficiency of the scheme over just repeating the signature scheme 128 times. Most notably,
the public keys of CSI-FiSh consist of many curves Ep; 1, Epi2, ..., Epp 1, generated by
computing gs.1 * Eo, gsk,2* Eo, etc. Then rather than choosing a single bit for the challenge,
an index from 0 to L can be chosen. This increases the soundness significantly, and so the
protocol can be repeated fewer times to achieve the same level of security, allowing for a
trade-off between the signature size and the public key size. To blind, we can similarly
sample independent blinding factors g, 1, ¢-2,... and apply each of them to each part of
the public key.

CSI-FiSh uses a further technique to then double the number of available elliptic curves
in the public key without increasing the corresponding size of the public key. For each
curve E, ;, anyone can compute the quadratic twist of the curve, E;M, and the associated
secret key is —gq; (mod N). So if the public key contains L elliptic curves, the verifier
can expand this to 2L curves, and we choose an index from —L to L. To account for this
in signing, we simply set gs—; = —gsk,; for each i € [L].

The last optimization that CSI-FiSh optionally takes is to then ‘Merkleize’ the public
key. Rather than including each of Ep 1, ..., By 1, key generation commits to these public
keys by constructing a Merkle tree with each curve as a leaf node. When signing a message,
each FE,; that gets used, as well as the Merkle path that proves the commitment, is
provided. This causes the public key to be only 32 bytes, at the expense of increasing the
size of signatures and making signing and verification slightly slower. Unfortunately, it
is not possible to use this technique for a blinded version. The raw E,;; values must be
available in order to construct the blinded version of the public key, and so ‘Merkleization’
is impossible.
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Next, we describe signing and verification, which are essentially unchanged from in CSI-
FiSh. We also prove the unlinkability of the scheme, and discuss the proof of unforgeability
of the scheme. The greatest benefit of the CSI-FiSh scheme is that it requires the fewest
changes to signing and verification. In this sense it is the most similar to the Ed25519
key-blinding scheme, where the public and secret keys are blinded in a straightforward way
and signing and verification need not change. In Figure 2.10 we describe the signing and
verification procedures. Note that except for the fact that the signing procedure starts by
blinding the public key and incorporating the blinding factor into the secret key, it is not
changed from in CSI-FiSh.

2.6.1 Unlinkability

To show that the scheme satisfies unlinkability, we need to prove the independent blinding
property and the signing with oracle reprogramming property. We begin with the easier of
the two, independent blinding. CSI-FiSh in fact satisfies the strongest possible independent
blinding, as the adversary’s advantage in distinguishing the two distributions is statistically
0. This is because the the distribution of RandBlind(pk, r) for a uniform r is actually uniform
over the entire public key space and independent of pk.

This fact comes from the group action structure. Because we are using a regular group
action, the act of sampling a group element g,; <—s Zy and applying it to E,; provides
a uniformly random element of the set, the distribution of which is thus independent of
Epii. So the act of blinding each entry in the public key with a uniform group element
causes the entire public key to be perfectly uniformly random and independent, and thus

the adversary’s advantage in distinguishing the two distributions is 0.

For the signing with oracle reprogramming property, the proof is again a relatively
straightforward consequence of the Fiat—Shamir paradigm. By choosing the indices
(c1,...,cp) that will be returned from H in advance, we can easily construct a signa-
ture that will verify by selecting 7; <—s Zy and computing E; <— r; x E,. It is easy to check
the correctness and to see that the fact that our group action is free and transitive will
guarantee that the distribution of the signatures generated is statistically identical. Fur-
thermore, the Extract function will return the point Fi||...||Ey||msg, and as the E; have
a distribution uniform over the set (which has size roughly 22°°), the resulting min-entropy
is 22°6M more than sufficient.
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bICSI-FiSh.Sign(msg, pk = (Epk)ic[r]: Sk = (Gsk,i)ic[L]> T)

1o (gridiein) — KDF((Epk,i)ieinllT)
2: forie[L]do

31 Gri < gri + gski (mod N)
4: Gr.—i < —gr; (mod N)

5: endfor

6: gro< 0

7: for i€ [M]do

8: b; <—sZn

9: E; + b;x Ey

10: endfor

11: (e1,...,cn) < H(EL|E2l| ... Envllmsg),ci € {—L,...,L}.
12: forie [M]do

13: ri < b — gre; (mod N)

14 : endfor

15: return o = (r1,...,70,Cly .., CM)

bICSI-FiSh.Verify(msg, blpk = (E;;)icir), 0 = (r1,- -, "M C15 - -, CMr))

1: Let Br _; = ¢ . the quadratic twist

T,
2: forie[M]do
3: E; —r;x ET,Cz‘

4: endfor

5: if (e1,...,epm) = H(E1||. .. ||Em||/msg) then return accept

6: else return reject

Figure 2.10: Signing and Verification algorithms for blCSI-FiSh signature scheme.
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2.6.2 Unforgeability

The proof of unforgeability is straightforward and not particularly impacted by the addition
of blinding. In the CSI-FiSh paper [35], the security of the scheme is proven by showing
that the scheme satisfies special soundness, unique responses, large min entropy and satisfies
honest-verifier zero knowledge. None of these proofs are changed by the addition of the
blinding factor. The blinding factor merely introduces an arbitrary ‘offset’ for each of
the parts of the public key, but this offset does not materially change anything about the
security of the scheme, even if an adversary knows the offset.

2.7 Extending LegRoast with Key-Blinding

LegRoast and PorcRoast are new adaptations of Picnic that use the Legendre symbol as
a symmetric PRF [34, 58]. In this section we show how the mathematical structure of
LegRoast enables a more efficient key-blinding signature scheme compared to naively using

the MPC-in-the-head framework.
Recall that the Legendre symbol modulo a prime p, denoted (2), is defined as 0 if

a = 0 (mod p), 1if a is a quadratic residue modulo p, and —1 if i]; is not. To use the
Legendre symbol as a single-bit keyed PRF with input X and key K, we can define a
function that returns values in {0,1}. For an odd prime p, define Lx(X) to return 0 if
K+ X is a quadratic residue or 0 (mod p), and 1 otherwise. This concept can be generalized
to consider the /-th power residue, instead of just quadratic residues. This allows for a

keyed PRF with log, ¢ bits of output to be defined as

LX) = i, if (X +K)/¢g"=h' (mod p) for some h € F
" 0, if K+ X =0 (mod p).

A key property of this PRF is that it is a group homomorphism from F to Z,. This is
helpful for proving statements in zero-knowledge about preimages of the PRF. To prove
knowledge of a K such that L% (X) = s, one can sample a random value r € [, and send
(K + X) -r and L5(r). The prover then only needs to prove that the multiplication of
(K + X) - r was computed correctly for the verifier to calculate s and be convinced of
knowledge of K.! Since the equation being proven consists of a single multiplication gate,
the resulting proof can be comparatively short.

IThe verifier must also be convinced that the prover did not lie about the value of £§(r). This is
accomplished by having the prover commit to this value before the challenge X is issued, so that the prover
cannot choose the output of the PRF in a way to help them.
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LegRoast and PorcRoast [31] expand this idea into a signature scheme that uses the
Fiat—Shamir heuristic. In LegRoast, the 1-bit Legendre PRF is used, while PorcRoast uses
the generalized log, ¢-bit output. In general, we do not distinguish between the two, and
present the scheme with the general log, ¢-bit PRF. Public keys consist of the output of
L computations of the Legendre PRF, with inputs Z = 4y, ...,7;, which can be public
parameters. We define the function F', which is parameterized by ¢ and Z, as taking in the
secret key K and returning L% (i,,) for m € [L]. Hence, key generation consists of sampling
a random secret key K € FX and computing the public key FE(K) = (L (i), - .., Li(ir))-

The same homomorphic property that makes the Legendre symbol an attractive option
for zero knowledge proofs is also what allows for a blinding mechanism. Hashing the nonce
and public key to a value T' € F, we can calculate L computations of the Legendre PRF
with separate inputs j1,...,jr. The public key blinded under the value T" becomes

(L5cin) + £5G), - Liclin) + £5(51))

where addition is performed modulo ¢. Due to the homomorphic property of £, this can

also be written as (L§((K + in) - (T +jm)))me[L].

As mentioned, LegRoast works by presenting parts of the public key multiplied by
random values %) € [, the results of which are denoted by 0. Then the signer proves
knowledge of K by presenting a zero knowledge proof that a random linear combination of
B (K 4+ 19) .70 — o) terms is equal to 0; here the 1) values are a random re-indexing
of the i) values in the public key. We call such a linear combination the error term, which
should be equal to zero. Once the coefficients {A\()} of the linear combination are defined,
the error term is

B B B
E=3"20 <(K 4 IO L) Oj) — K- 30000 | 4 $STAD(I00) - o)),
j=1 j=1 j=1

Since only the K and rU) values are secret, the only time we have a secret value multiplied
by a secret value is in the K - > AWr() term, so the error term can be verified to be 0
with only one multiplication gate.

If we are using a blinded public key, then the corresponding error term is the summation
of
)\(j)((K + [(j))<T + J(j))r(j) _ O(J‘))

terms. Through rearranging in a similar way to that of LegRoast, we get an error term that
has three multiplication gates as opposed to one. First, we discuss the blinding process.
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blLegRoast.KeyGen() blLegRoast.BlindPk((w; pk)ic(z), T)
1: K+sFp 1: T« KDF(pk||T)
2: forie€[L] do 2: forie€ [L] do
3: Wy ple E%«(’LZ) 3 Vi <= L%‘(ji)
4: endfor 4: Wi, r = W4 pk + v; (mod £)
5: return (pk, sk) = (w; pk)ic[r), K) 5: endfor
6: return pkr = (wir)ic(L)

Figure 2.11: blLegRoast.KeyGen and blLegRoast.BlindPk.

To complete the security assessment for blLegRoast, we still need to establish (i) the
independent blinding property, (ii) the signing with oracle reprogramming property, and (iii)
the existential unforgeability of the scheme. As the scheme uses the Fiat—-Shamir heuristic,
signing with reprogramming is possible by choosing the output of the hash function in
advance and constructing the signature accordingly. The existential unforgeability of the
scheme follows from how finding a K and T that satisfy the relations informed by the
public key is still hard. In the remainder of this section, we provide a complete description
of the scheme and the proofs of the unlinkability and unforgeability properties.

2.7.1 Algorithm Description

Here we detail the blinded version of LegRoast or PorcRoast. The scheme mostly resembles
the original, but with a few key changes. For the blinded version, we are proving knowledge
of a pair (K,T) € F, such that Ff(K) + F7(T) = pk, (more accurately, we are proving
a relaxation of this relation, but more on this later). This is done through proving that
the error term from equation 2.2 is equal to zero. LegRoast’s error term is very simple,
consisting of a single multiplication gate. Our blinded version requires three. This increases
the signature length, but also requires some revisions to how the signature scheme works.
Other than simple modular arithmetic, LegRoast relies on a small number of symmetric
primitives: hash functions Hy, Hs, Hs, H4, a commitment hash function H,.,,, a hash
function used to build a binary tree from a root value, and a Expand function that can be
used to generate an arbitrary number of values in F,,.
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-K.-|lT. Z O N Z/\(j)r(j)‘](j)
j=1 j=1
B B
+7- [ SoAO10p0) | 437 ( 76) J6) ) _ O(j)) (2.2)
j=1 j=1

One issue is that because LegRoast has a single multiplication gate, the output of the
gate is publicly known. This allows for some optimizations. As our blinded version has
multiple nested multiplication gates, we need to more closely follow the zero-knowledge
protocol from [20] that LegRoast uses. This means that the shares of the output gates z are
not known, and a correction term Az must be committed to by the prover. But since the
indices Iéj ) are not known until after the prover has committed to the seeds, the correction
values Az are known in a round after the other correction values. To fix this issue, we insert
an additional round for the prover. After the A\ challenge has been generated, the prover
must commit to the Az correction terms before they get the e challenge values. Other than
this, our protocol largely follows that of LegRoast, except with the added values for the
two additional multiplication gates used in the computation.
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blLegRoast.Sign(msg, pk, sk, 7), Part 1

S Ut W N =

10 :

11:
12:

13:

14 :

15:
16 :
17:

18:

19 :
20 :
21:

22 :

/| Prover Part 1: Generating Pre-processing triples and input shares
T + KDF(pkl||T)

Pick a random salt <s {0, 1}?*.
for e € [M] do

Sample root seed sde s {0, 1})‘.

Build a binary tree from sde with leaves sde 1,...,5de N.
for i € [N] do
(I)(e,i’ Te,(iv )
1 B
Teire o Teis
|
Sample shares: b<1-> b< ) b(3-> < Expand(sde ;).
i) 0
O]
Zﬁ,i ’ Ze,i ’ Zc,i
Commit to seed: come ; <= Hceom(salt, e, i, sde ;)
endfor
N N
Compute witness offsets: AK, «+ K — ZK‘“" ATe + T — ZTi,e
i=1 i=1

Adjust first shares: Ke 1 ¢ Ke,1 + AKe, Te1 < Te1 + ATe.
for k € [3] do

e, ’? e, ’?

N N
Compute triple: a(ek) — Za(k) b(ek) — Zb(k) c((ik) — agk) -bék)
i=1 i=1

N
Compute triple offset: Acgk) — cgk) — Z k)

e,i
i=1
Adjust first share: cikl) — cékl) + AP,

endfor
for j € [B] do

3
i=1

Compute residue symbol: sgj) — L§ (réj)).

endfor
endfor
Set o1 < ((ComE,i)ie[N]v (Sz(zj))je[B]vAK67AT6a (Acgk>)ke[3])e€[M] .

Figure 2.12: blLegRoast.Sign, Part 1 of 4.
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blLegRoast.Sign(msg, pk, sk, ), Part 2

23 :
24 :

25 :
26 :

27 :
28 :
29 :

30 :

31:
32:

33:

34 :

35:

36 :

37:
38 :
39:
40 :

41 :

/| Challenger part 1: Issuing public key index challenge
Compute challenge hash: hy < H1(msg, salt,o1).
Expand hash: (Iéj)7 J,gj))ee[M],jE[B] < Expand(h1).
/| Prover part 2: Compute public product values
for e € [M] do
for j € [B] do
Compute output value: oéj) +— (K + Iéj))(T + Jéj)) -réj).
endfor
endfor
Set 03 + (0)eernr,jeim)-
// Challenger part 2: Linear combination challenge
Compute challenge hash: hg < Ha(h1,02).
Expand the hash (AL, A%, A ey Expand(ha).
/| Prover part 3: Constructing output shares for multiplication gates
for e € [M] do
// Compute first multiplication gate offset:
Azél) «—T. (Z Agj)Té])> _ Z Zéli)
J i

// Compute second multiplication gate offset:
Azf) K. (Z A&”Jﬁj)réj) 4T ZAéj)réj) _ szi)
J J i
// Compute final multiplication gate offset:

AZ£3) —T. (Z )\gj)féj)'l‘éﬂ) _ Zzii)
J

i

for k € [3] do
Adjust first shares: zéfcl) — zgel) + Azgk).
endfor
endfor

Set o3 <+ (Azél),Azém,Azf))Ee[M].

Figure 2.13: blLegRoast.Sign, Part 2 of 4.
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blLegRoast.Sign(msg, pk, sk, T), Part 3

// Challenger part 3: Multiplication gate challenge
42 :  Compute challenge hash: h3 « Hs(ha,03).
43 : Expand the hash (621)7622),6é3))e€[1\4] < Expand(h3).

/| Prover part 4: Committing to the views of the MPC parties
44 : for e € [M] do

/| Views for first multiplication gate

45 : for i € [N] do
46 : Compute shares: az(l‘i) — aéli) + eél) “Te i,
e ) A0,
J
48 : endfor

49 : Compute values aél) — Za&) and ﬁé” — Z 6;12
i i

50 : for i € [N] do

51: Compute 'yile) — egl)zgi) — cilz + aé”b(;i) + ﬂél)agi).
52 : if i = 1 then set 'yé’li) — 'y;ll) — agl) ~ﬁél>endif .
53: endfor

/| Views for second multiplication gate
54 : for i € [N] do

55 : Compute shares: afi) — afi) + 522) - Ke i,
s6: B b a0 4 3D 0,0,
J

57 : endfor
58 : Compute values ag) — Zagl) and 6(52) — Z 6;22
i i

59 : for i € [N] do

60 : Compute 'yéi-) — e@zfﬁ — 0222 + a£2>b(ji) + ,3£2)a(5?3~
61 : if ¢ =1 then set 'yfi) — “/53,21) - (1(52) '5é2>-

62 : endfor

63 :

Figure 2.14: blLegRoast.Sign, Part 3 of 4.
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blLegRoast.Sign(msg, pk, sk, T), Part 4

64 :
65 :
66 :

67 :
68 :

69 :
70 :
71

72

73 :

74 :
75 :

76 :

77
78 :

79 :

80 :
81:

82:

Views for final multiplication gate
/
for i € [N] do
Compute shares: a( — a(s) + 523) “Te,;
ﬁ(S) b(3) + Z )\(J)I(J) (J)
e,

J
endfor

Compute values cx ) Z (3 (3) — ZB(ESZ).

PZ’

for i € [N] do

Compute 7&2) + 2@ _ (&) 4 a@p@) 4 gl

if i =1 then set 7"} « 7232 al® . 8P endif

Compute output values: we ; < z(2) + z<3) + Z )\(])I<])J(J) (J)
J
if i = 1 then set we ; ¢ we,; — > AP0l endif
J
endfor

endfor
Set o4 + ((Oc(em,ﬂgk) (a 21?7 é’?ﬁi 1))16[N])k6[3]7(we,i)iE[N])

// Challenger Part 4: Challenge on the sacrificing protocol

eE[M]'

Compute challenge hash hy < Ha(hs,04)
Expand hash (ie)cc[n) < Expand(hs), where each ie € [N].
/| Prover Part 5: Opening the views of the sacrificing protocol
for e € [M] do
Set seeds. < {log,(IN) nodes needed to compute sd. ; for i € [N]\ {ic}}.

endfor
salt,hy,hy,
(2, ATe, ot ot
¢ * (9 7,0 et
return o =
e 7 A
< 5 Ze )eE[M],kG[S]
(seedse, com,_
"/ e€[M]

Figure 2.15: blLegRoast.Sign, Part 4 of 4.
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blLegRoast.Verify(msg, pk,, o), Part 1

1:

© o N o o

11:

12:

13:
14 :
15:
16 :

17:
18 :
19:

20 :

21:

Parse signature o as

salt, h1, ha,
(AKe7 ATe, Ogl)’ T 02B)>
(k) gk) (k) A (K) e
o= A
(ae 1B ve T Aze )ee[M]»kE[S]

seedse, com_ -
( ’ €'/ ee[M)]

Compute ha < Ha <h17 (O(ej))ee[M],je[B]> .
Compute h3 < H3 <h2, (Azék))ee[M],kE[?,]) -
Expand challenge hash 1: Iéj), Jéj))ee[M]ij[B] < Expand(h1).

A AP AP e+ Expand(ha).

él) 6((52> 6((53)) |

Expand challenge hash 2:

Expand challenge hash 3: (e ) < Expand(hs).

o~ o~ o~ —~

Expand challenge hash 4:
for e € [M] do
Use seeds. to compute sde ; for i € [N]\ {i}.
for i € [N] do

ie)ce[m) < Expand(ha).

(I)(e,iaTe,(h )
1 B
Teire o Teis
o) @ o)
Sample shares: EARE NG + Expand(sde ;).
i
ce,i ) Ce,i ’ ce(i U
zélA 22 )

27 %e,n? Te,n

if ¢ =1 then
Adjust shares: K¢ 1 ¢~ Ke1 +AKe, T1 < T1 + ATe
for k € 3] do
) )+ A, ) 0 4 A
endfor
endif
Recompute commitments come ; <— Heom (salt, e, 1, sde ;).

// First multiplication gate
Kz e,

Recompute shares: afji) — aéli) + Eél) -Te Bl <~ b((ill) + Z Aéj)réﬂ).
J

// Second multiplication gate
5 0@ 4 K B b 42 4 AP 59,0,
J

1

Figure 2.16: blLegRoast.Verify, Part 1.
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blLegRoast.Verify(msg, pk,, o), Part 2

// Final multiplication gates

2 0 o 4T, B b £ 3 AD 9,9,
23 : for k € [3] do
24 : Recompute share: *(@ — e(k)z(k.> (k) + <k)b(k) + B(k) (k)
25 : if i =1 then set ﬁikl) — ﬁ(k) ék)ﬂgk) endif
26 : endfor
27 : Recompute output: we ; < 2(2) + z<3) + Z )\(J)I(J)J(J> (J)
J
28 : if i =1 then set We,1 < We,1 — Z)\gj)ogj) endif

J
29 : endfor

30 : for k € [3] do

. o . =(k) (k) (k)
31: Compute missing shares: %3 —agl — Zae’i

£

. 3(k) (k) (k)

32: By B’ =D Bei
£
33: Compute missing check value share: 'y ) Z (k).
7
34: endfor
35: Recompute missing output share: W, 7 < — Zwe i
i#i

36 : for j € [B] do
37: Recompute residuosity symbols: 57 Lg(oéﬂ) = pk,()-

38 : endfor
39: endfor

40 : Check 1: h1 = Hi(msg, salt, ((come,i)ie[nN]s (se )ielB] AKG,ATe,(Acg >)ke[3])ee[M])

41 : Check 2: ha = Hy <h3, ((aék), M (@ 2’?,/33“3772’?)1@]) €3] (we,i)ie[N]) )
e€[M]

42 :  Output accept if both checks pass, fail otherwise.

Figure 2.17: blLegRoast.Verify, Part 2.
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2.7.2 blLegRoast Proof

We now show that blLegRoast satisfies the independent blinding property (7). We define
randBlind by simply using a random 7' € F/ instead of having it determined by the hash

function. To show that Adv'"™ B"(4) is small, we need to reduce to the security of £ the

ability to distinguish whether K1 = Ky = --- = K,, or not in the following matrix:
FIK) + F5(T) | [ L i)+ £5,G1) o L (in) + £5,(7n)
Fr(K>) + F3(To) | | Lig(i) + L3,(h) - L (in) + L7, (n) (2.3)
F1(Ky) + F5(T,) Li, (i) + L3, (1) . Li, (i) + L7, (i)

The natural property of £ to reduce to is its security as a PRF. If, for each key T; the
result on the inputs {j,,} for m € [L] is indistinguishable from random, then each row
of the matrix is indistinguishable from uniformly random, independent of whether the K;
values are all the same or not. This means that rather than relying on a search version of
the problem that defines the security of the Legendre PRF, we require a decisional version.

Definition 10 (Decisional Fixed Input Power Residue Symbol Problem). Let p be an
odd prime and ¢ be a positive integer with ¢ | p — 1. Let J = (j1,J2,---,J10) € sz. Let
Opow be an oracle that, when queried samples a random 7' <s[F,, and returns F’ § (T"). Let
Oran be an oracle that returns a uniform element form ZL,L . The Decisional Fized Input
Power Residue Symbol Problem is, given p, ¢, J, L as input distinguish the two oracles with
non-negligible probability. We write Adv'"FRF(A) to denote

Pr[l ¢ A%e] — Pr[l ¢+ A% .

We note that the security of “plain” LegRoast does not depend on such a property.
It requires only a search version of the problem, where A is required to actually find the
corresponding 7" value. The security of the decisional variant and its relation to the search
variant is still conjectural. Damgard’s original 1988 paper [5%] that proposed the use of
the Legendre function as a PRF investigates statistical properties with respect to standard
randomness tests, but this does not constitute a serious cryptanalytic effort. Grassi et al.’s
2016 paper [32] is largely responsible for the renewed interest in the Legendre function as a
PRF. They defined a decisional variant similar to our own, except allowing for adaptive
queries. However, later cryptanalytic works [102, 33] focused on the search variant. Security
of our scheme relies on the decisional variant; significantly more research on the hardness
of the decisional variant is needed before this scheme can be confidently used.
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Lemma 9. If the Legendre PRF is pseudo-random, then blLegRoast satisfies the independent
blinding property (7). In particular, for any adversary A that distinguishes a random oracle
from the power residue symbols with advantage Adv'™ "R (A) (defined above), we have

that Advy 20d (A) < 2- Adv™PRF(A).
Proof. Let game Gg be one in which A is given independent blindings of the same public
key, and game G3 be where A is given independent blindings of independent public keys.
We will introduce intermediate games GG; and Go, and bound the difference in probability
between subsequent hops.

In game G, we replace the correct values from F f}(T,) with uniformly random outputs
in Z£ for i € [n]. Since the Tj values are uniformly random already, this replacement causes
at most a difference Adv™ " PRF(A), that is | Pr[l < A%] — Pr[l + A%]| < Adv'™PRF,

As FA(K) is now being added to uniformly random values, we can replace it with
whatever we like and cause no change in the distribution. Thus, for game G5 we replace
each the n instances of F¥(K) by drawing a random K; and using F£(K;) instead. Again,
this does not change the distribution of what the adversary has access to, so | Prg, [1

Al = Pre,[1 + A| = 0.

Finally, for game G3, we swap the F' é(Tz) values back to being honestly generated from
T;, instead of just uniformly random. At this point we have correctly generated Fr(K;) and
F%(T;) values, with all K; uniform and independent. This again introduces a difference
bounded by Adv™PRF Summing up the differences across all games, we obtain

Pr(l + A —Drll < AJ| <2- Adv™PRF(4).
O

It remains to be shown that the signing with oracle reprogramming property is satisfied
and the the scheme is existentially unforgeable. In LegRoast, the proof of existential
unforgeability has a fairly straightforward structure. First, the authors show that an
adversary A that attacks the existential unforgeability under chosen message attack can be
used to construct an adversary R that makes no signing queries. This is done by essentially
proving the signing with oracle reprogramming property that we defined in Section 2.4.
Then to justify the key-only security, they show that with high probability, an adversary
that has successfully constructed a signature has, with all but negligible probability, queried
a witness to a [-relaxation of the PRF relation. Finally, they show that, with all but
negligible probability, the only witness to such a relaxation is the actual secret key K.
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We take a similar approach for the blinded version of LegRoast. The proof that an
EU-CMA adversary implies a EU-KO one also works as a proof of the signing with oracle
reprogramming property, and closely mirrors the original proof. The proof showing that a
key only adversary can be used to recover a witness for the relaxed relation is also similar,
with appropriate modifications made for the additional multiplication gates and the extra
round. Finally, the proof that the only witness of the relaxation is the original (K, 7))
proceeds similarly, with a small modification needed to account for the flexibility in having
the T' parameter. We will present these proofs in the opposite order, starting by talking
about the underlying relation and building towards the proof of the EU-CMA security.

Underlying (relaxed) relation

The security of the blinded LegRoast scheme depends on the inability of the adversary to
find values K and T such that F5(K)+ F4(T) = blpk. In the signature scheme, because
only a random subset of the indices of the public key are verified, we need to consider a
[-relaxation of finding such a K and T, where only ‘enough’ of the indices match. We
adapt Definitions 1 and 2 from [31] to our situation.

Definition 11 (Additive fth-power residue PRF relation). For an odd prime p, a positive
integer ¢ | p— 1 and lists Z, J € Zﬁ we define the additive ¢th power residue PRF relation
R}, with output length L as

RE, = {(F{(K) + Fo(T),(K,T)) € Z; x F, x F,}.

Definition 12 (Additive S-approximate PRF relation). For g € [0, 1], an odd prime p,

a positive integer ¢ | p — 1, and lists Z,J € Zg define the additive S-approximate PRF
relation Rgﬁ with output length L as

R ={(s,(K,T)) € Zi x Fp x F, | Ja € Zy 1 d(s + (a,...,a), F{(K) + F7(T)) < L},
where d(-, -) denotes the Hamming distance.

We can then adapt Theorem 1 from [34] to our situation.

Theorem 3. Let B(n,q) denote the binomial distribution with n samples each with success
probability q. Let C(n,q,m) denote the cumulative distribution function with at least m
successes, i.e., C(n,q,m) = Pr[B(n,q) > m|. Take K,T € F, and s = FL(K) + F(T).
Then with probability at least

1 1 2
1—p*-CcL,-+—+=(1-p)L
p C<,£+\/Z_9+p,( ﬂ))
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over the choice of I,J, there exists only one witness for s € R;;EZ, which is (K, T), the

witness for the exact relation REZ'

To prove the theorem we will require Lemma 1 from [34].

Lemma 10. Let p be a prime and ¢ | p— 1. For any K, K' € F, with K # K', and a € Z,,
we have

1
J4 N b / . -
ig%p[ﬁ(f(—l—z)—ﬁ(f( —|—z)—|—a]§€ VAR

Proof of Theorem 3. For any K',T',j € [F, with K’ # K, and any a € Z,;, we let o’ =
LYT" + j) — LYT + j) + a. Then by Lemma 10 we have that the probability, over the
choice 7 that L/(K +14) = LK +1i) + a' is bounded. Rearranging the terms of a’ we have a
bound on the probability that L(K + i) + L(T + j) = LYK +4) + LY(T" + j) +a. As
each of the i values is sampled independently, we get that the probability that for a tuple
(K',T',a) we have that d(FL(K') + F5(T"), F5(K) + F5(T) + (a,...,a)) < BL is

C(L,1/t+1/\/p+2/p,(1 —p)L).

This is true for any K’ # K, and any 7" or a. There are (p — 1) choices for K’, p choices
for T", and ¢ choices for a. So the probability that there exists such a K’, T”, and a is upper
bounded by the previous probability multiplied by ¢(p — 1)p, which we replace with £p* for
simplicity. O]

Relaxed relation implies key-only security

Theorem 4. Let Geom, q1, G2, g3, and qg be the number of queries that an adversary A makes
to random oracles Hoom, H1, Ha, Hs, and Hy respectively. Fixz a constant § € {0,1}. If A
succeeds in breaking the existential unforgeability of blLegRoast with advantage a then there
exists an adversary R capable of finding a [B-approximate witness for blpk with probability

at least

MN (g, ’
“— (‘Jd*‘fl;gAQﬁqﬁ%) —PrX+Y+Z+W = M|

where X is a r.v. distributed as the max(Xy, ..., X, ), with each X; distributed as B(M, (1—

’ 41

B)B), and Y, Z, and W defined similarly, but with:

e Y, ranging from i =1 to qo andY; distributed as B(M — X,1/p),
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e 7, ranging from i =1 to q3 and Z; distributed as B(M — X —Y,3/p),

o W; ranging from i =1 to q4 and W; distributed as B(M — X —Y — Z,1/N).

Proof. We define how the reduction algorithm R will operate. To begin with, R is provided
s = F{(K) 4 F4%(T) which is passed along to A as the blinded public key. R will maintain
H.,,,H Hs, H3, and H, as random oracles. Typical to random oracle proofs, R will employ
the ‘lazy sampling’” methodology, and respond consistently when given repeated queries
and otherwise sample a random output and provide it to .4, maintaining a table of all
inputs and outputs. In general, the sampled output is entirely uniform, with some small
exceptions:

e The same value is never returned twice (no collisions).

e When the adversary makes a query to H; of the form ((comm)iem, . )ee[M], add
the com,; values to a list of values to never return for new queries. This means
that A cannot cannot provide a commitment and then later find an opening to that

commitment.

e Do the same thing for queries to Hy of the form (hq,02) (do not return hq), queries
to Hy of the form (hg, o3) (do not return hs), and queries to Hy of the form (hs, 04)
(do not return hgz). This ensures that the adversary is forced to adhere to the ‘correct’
order of the Fiat—Shamir paradigm.

Note that R clearly runs in time roughly the same as A. We will show that, if A
succeeds then with high probability, embedded into A’s queries to the random oracles is
enough information to recover a witness (K',7").

The remainder of the proof works very similarly as in [31]. We call specific attention to
the cases where the proof differs.

Extracting a -relaxed witness. To recover a witness, R looks at the queries made
to the hash function. Let Q; denote the set of query-responses to oracle H;. For each
query o1 = ((come;)ieng, - - - AKe, AT, .. )ecp) to Hy, check and see if each com,; is the
output for a query (salt, e, i, sde;) t0 Heom. If so, then by expanding sd.; to recover K. ;
for each e, i, summing them together over ¢ and adding in AK,, then doing the same for
T, we have a candidate witness. For each query to H; where this is possible, we maintain
a table 7; of inputs. The table 7; is indexed by a query o, and the round e and contains
the values K., T., (rgi)),;e[NLje[B], (a(k) b z(k))ie[NLke[g]. Our task is to show that if no

el Vet e ey
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such candidate witness can be constructed, then it is only with negligible probability that
A can create a valid signature.

Cheating in the First Phase. Let 0pcs,, hpest; be the best query-response pair from
H; that A receives. ‘Best’ here refers to maximizing the probability that A can cheat
from this query because the chosen indices that result from the output ‘line up’ in a way
favourable to the adversary. For a query-response pair ((msg, salt,o1),hy) to Hy, define

Gi(o1,hy = {]éj)}ee[M]Je[B]) as the rounds e € [M] for which:

e An entry at index [0y, €] exist in 7.

o LYK, + IOV + D) = s¥) + ph oy o for all j € [B].

We then rely on the following lemma from [34]:
Lemma 11. If a witness (K,T) cannot be recovered from the queries to Hy then for any
positive integer x, we have that for all query-response pairs to Hy

Pr[#G,(01,e) > x] < Pr[X > z]

where X is a random variable distributed as max(Xy, X, ..., X,,) where each X; is i.i.d.

B(M, (1-8)").

Cheating in the second phase. For the second round, any ‘functional’ (could possibly

verify) query-response pair ((hy, 09 = (o(j))ee[M]Je[B]), (Agj))EE[M]JqB]) we define the set of
good rounds G(hy, o, he) as:

e () if hy is not the output of a query oy to H;. Otherwise this cannot lead to a valid

signature. Let oy = (..., (sgj))je[B], o).

e () if there is an index (e, j) such that 54(09)) 4 s 4 pk,G) ;. If there is, then the
signature will not verify, because the check on h; will fail when reconstructing the s
values.

e The values e € [M] for which the following procedure passes:

— Using the associated o7, recover the inputs from 7oy, €].
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— With these inputs, as well as the 19 ), Je, ogj ), and )\éj ) values, calculate if the
error term F found in Equation 2.2 is equal to 0.

We once again must establish that if a witness for the relation cannot be recovered from
the inputs, then the size of Gi(hy, 09, hy) is bounded. Obviously we must be in the third
case, or else Go(hy, 09, he) is empty. There are two possibilities:

e A given index e € [M] is also in Gy(oy, hy).

e If the index in not in G;(oy, hy), then it must be due to the fact that there is an
index j € [B] such that £°((K. + [éj))(Te + Je(]))réj)) + s + pk,) - But since we
have that ﬁf(oéj)) = séj) + pk ) ;&), this means that the same index has the property
that L4((K. + I9)(T, + J9)r)) £ o). This in turn means that the error term is
a non-zero linear function in the )\g ) values. So, over the random choices of A, the
probability that the error term works out to be 0 anyways is equal to 1/p. This allows
us to establish the following Lemma:

Lemma 12. If a witness (K,T) cannot be recovered from the queries to Hy, then for any
positive integer x, we have that for all query-response pairs to Ho

Pr[#Gay(hy, 09, he) > x]leg Pr[X +Y > 2]

where X is a random wariable distributed as in Lemma 11, and Y 1is distributed as
max(Yy,Ys,...,Y,,) with each Y; is i.i.d. B(M — X, %)

This proof essentially states that we must either be in the first or second case, and that
in the second case the probability that a round works out is bounded by 1/p, as already
discussed. Remaining details for this part of the proof can similarly be found in [34].

Cheating in the third phase. For round three, we continue with our characterization
of the best possible input an adversary can construct. Recall that the input to H3 consists
of an hy and the Az¥) values. For an input-output pair, define the set G3(hg, 03, h3) as

e () if hy is not the output of a previous query (hy, 02) to Ho, which in turn is associated
with a query o; that has already been made to H;. Otherwise, the signature will
never verify.
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e The values e € [M] such that the following procedure passes: trace back to the
input to the fist phase and recover the seeds in order to generate the shares of K,
T, rD a® bp® c® and %) By summing over these shares and incorporating the
committed to A values, we get the candidate state of the equations at the time when
the € values become defined. This in turn allows us to define the corresponding
a® BE~®) and w*) values, by

a =aM 4 V. T, BY =)+ A
a? =a® 4+ 2 . K, BE =b® + 21 + 3 " A9 g )
a® —a® 4 ® .7, BB — b® 4 Z AG [0),0)

) —el]) 00 _ o) 4 ) 4 g R) gkz)ﬁgk)

22 429 4 Z AW 1) J)g-(9) Z AU o)
J

J

We

Then pass if all of yék) and wék) are equal to zero.

Again, we need to bound the number of such rounds in the event that a witness cannot
be recovered from the queries to H;. Clearly it must be the case that we can trace the
query hs back to the original input to Hy, or else the size of G3(hs, 03, h3) is zero. For
each index e € [M], it may be the case that the index is in Ga(hy, 02, hy). Assume it is not.
Since the index is not in G, we can see that it must be the case that the error term is
not equal to zero. A simple reduction shows that if z*) and y*) are the inputs to the kth
multiplication gate, we have that,

B — () (0 _ g0

A k) = ¢l (k)) — k) 4 q(k) . )

“Ye

We can see that this is equal to zero only if either:

o 2 = yék) and ¢ = o{® . p{? (that is, the Az and Ac®) values were chosen

properly so that z and c really are equal to the product of the inputs).
k k) (k k k k k) —
():(ag)-b()—cg))(() (k) ()) 1

[ ] 63 e Ze - fL‘e ° ye

As the € values are chosen umformly at random, for each of the ~ values, the chances
that ”yék) = 0 without zé ) = xék) yé is 1/p. But if, for each k, we do have zék) = azg ) yé )
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then the corresponding w, value will in fact be equal to the error term. But since we are
assuming that this round is not in Ga(hy, 02, hy) we have that the error term is in fact not
equal to zero. So we have that for least one of the fyék) terms we must have that z." is not
equal to the inputs. Thus the probability that all values are equal to zero is at most 3/p.

This allows us, as in the previous round, to bound the size of G3(hs, 03, h3):

Lemma 13. If a witness (K,T) cannot be recovered from the queries to Hy, then for any
positive integer x, we have that for all query-response pairs to Hs

Pr[#G3(he,03,h3) > 2] < Pr[X +Y + Z > z]

where X is a random variable distributed as in Lemma 11, and Y is distributed as in 12,
and Z is distributed as max(Zy, Zs, . .., Z,,) with each Z; is i.i.d. B(M — X =Y, %)

Cheating in the fourth phase. Assume without loss of generality that A verifies the
signature that they submit as a forgery. Recall that queries to H, should take the form

h3, o4 = ((agk), /Bék), (Oégfi)7 @E?’ %E?)z’e[m)ke[s], (we,i)ie[N])ee[M] .
For each such query o4 we can bound the probability that the response leads A to be able
to construct a valid signature.

As usual, we note that hs must be the output of a query to Hs3 — if the adversary
decided to come up with the hg value in some other way, then after they have queried it
to Hy no input that they provide to Hs will lead to hs. Similarly, we can work our way
backwards to the original query to H;.

Assume that in a given round e we have that e ¢ G3(hs, 03, h3). Then it is the case that
at least one of the associated ’yék) or w, values is not equal to zero. In this case, the only
way that we can end up with a valid signature is if exactly N — 1 of the parties behave
honestly. If all parties behave honestly, then the final signature will not validate because
the 75? or w,; values will not be correct. If more than N — 2 parties misbehave then the
verifier will not replicate that misbehaviour. With exactly N — 1 parties misbehaving, then
for any round, the probability that that party is chosen to stay concealed by the protocol is
clearly 1/N. As a result, we can give our final bound on the probability that the adversary
winning.

The reduction simulates all oracles correctly, except that it does not return collisions or
allow the adversary to cheat at commitments to the random oracles. In [31], the authors
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establish that the probability that an adversary notices this inconsistency is at most

MN(gsa+ @1 + g2+ g3 + q1)?

5 (2.4)

And given that the adversary does not notice this incongruence we have that the probability
that they are able to find a signature is less than

PrX+Y +Z+W = M],

where X, Y, and Z are distributed according to Lemmas 11, 12, and 13, and W is distributed
as max(Wq, ..., W,,) with each W, distributed ii.d. as B(M — X —Y — Z,1/N). O

EU-CMA implies key-only security and signing with oracle reprogramming

In order to simulate signatures with oracle reprogramming, we can define our Forge function
as follow.

1. To cheat in the first round, the simulator simply samples the values AK, and AT,
uniformly at random, rather than calculating them using 7. The simulator also aborts
if a salt is reused from an earlier round. The reduction queries the random oracle
(which is also managed by them) to obtain h;, which is expanded to the 19 ), J
values.

2. For the second part of proving, rather than genuinely generating the o values, the
simulator will sample them uniformly and then post select so that £ (09 )) —s9) =
blpk ) ;6 (since this can be done independently for each j and Le(ogj )) takes on one
of ¢ values this is not hard). Then they again query this to the random oracle to

obtain the )\éj ) values.

3. For prover part 3, simply select each Az value to be uniformly random. Set o3 in

the usual way and query for the e values.

4. For the simulation of prover part 4, the simulator will need to cheat so the openings
can be provided for the requested parties that look correct, and the overall proof
lines up. To do this, they will decide which parties will be opened in advance, and
then later program the random oracle to provide this output. So for each e € [M],
the simulator samples i, € {1,..., N} at random. Then it behaves entirely honestly
except for when working with the values for the i.th party in round e. This party
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is calculated last, and we set the v and w values according to how they are set in
verification, rather than how they are set in an honest signing instance. That is, we
set

R DR

i#ie i#ie

Then o0, is prepared accordingly. Rather than querying the random oracle H,, we
instead reprogram it so that (hs, 04) maps to the desired (i¢)een values.

5. Finally for part 5, the simulator can generate the seeds as desired and return the
signature as expected.

Simulation Indistinguishability. The random oracles are all simulated perfectly. The
programmed output is chosen uniformly at random, and so as long as it has not been
previously queried, the programmed output is indistinguishable from a real one. As the
oracle H, is reprogrammed on the point (hs,04), this is the output of the Ext function.
That is, Ext takes in the signature o, uses it to reconstruct hs and o, according to the
Verify function, and returns them as the reprogrammed point.

The min-entropy of this point is quite high. We need to consider the min-entropy of
this input from the beginning of the signing routine. All of the «, £, and  values are
derived in part from the a, b, ¢, and z values. These in turn are derived be expanding the
seeds, which are chosen from the uniformly sampled root seed sd.. Therefore the entropy of
the programmed point is bounded by the entropy of the sampled root vector. As a root

vector is sampled for each round, the min entropy of the overall programmed point can be
bounded by 2.

We must consider the distribution of the reprogrammed point and the returned signature.
Most of the parts of the signature are exactly the same as what they would have been
without any cheating (just possibly calculated a different way), except for the A correction
values: AK,, AT,, and Az are all chosen uniformly at random rather than calculated
based on K, T, and the output values. But, this does not actually change the overall
distribution of the signatures. Since the unknown shares K ; , T.; , zi’? are never seen
by verifier, and are generated uniformly from Expand(sd,;, ), they just as ’easily could have
been the values such that the A values are calculated correctly. Therefore the distribution,
conditioned on what a verifier sees as part of the signature, is exactly the same, and we can
sign with oracle reprogramming.
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We are being slightly duplicitous in the above statements about indistinguishability. In
general, the output of Expand has been considered to be a collection of elements in F,, but
in actuality it would be instantiated by a pseudo-random generator, and thus, be a string
of bits. The reason we are lax about distinguishing these two sets is because in practice, we
can choose our parameters so that the two are nearly identical. LegRoast takes p as the
Mersenne prime 2'27 — 1, and instantiates Expand by taking the output of a PRNG sixteen
bytes at a time and interpreting the result as an integer and reducing modulo p. So, if
we are given a uniform element z in I, and want to convert this into a nearly-uniform bit
string, we can simply sample a bit b and take the bit-representation of z +b- (22" —1). This
distribution is identical, except that we cannot get the all-one bit string with this method.
As this bit string is only ever part of the output of Expand with negligible probability, we
need not worry.

The distribution of the programmed output, ysorgeq is entirely unchanged from y,cq,
as both are taken uniformly from {1,..., N} and independent of anything else in the
signatures. So we can conclude that the statistical distance  between our real and forged
o and y is in fact 0.

For the complete details on how signing with oracle reprogramming shows that an
adversary attacking the existential unforgeability can be used to construct an adversary
attacking the key-only security, we refer to the LegRoast paper [31], which shows exactly
this in their Lemma 3.

2.8 A Generic Zero-Knowledge Key-Blinding Scheme

In this section we explain how one of the most unique submissions to NIST’s post-quantum
standardization effort, Picnic [50], can also be transformed into a key-blinded signature
scheme. Picnic improves upon techniques introduced in [93, 80] to construct a signature
scheme out of the generic zero-knowledge proof system ZKB++. A secret key in Picnic is
the secret key to a symmetric key encryption function, k& € {0,1}*. The public key is a pair
of values (z,y) € {0,1}** such that y = Ency(x) for some suitable encryption function Enc.

To sign a message msg, the signer constructs a generic zero-knowledge proof, dependent
on msg that they know a key k& under which x is encrypted to y. The hash of msg is then
mixed into the randomness used to generate this zero-knowledge proof in such a way to
result in an existentially unforgeable signature scheme. The zero-knowledge proof itself is
based on the ‘MPC in the head” methodology proposed in [93], which noted a fundamental
connection between zero-knowledge proofs and multi-party computation (MPC).
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We present a rough outline of the signature scheme Picnic, and refer to [50] for full
details. Consider three separate parties, A, B, and C', who possess private values a, b, and
¢, respectively. They are using multi-party computation to compute y = Encg(x) for some
fixed value z and £ = a ® b @ c. In the end, no party will learn k. Indeed, for certain
configurations of multi-party computation, even if two out of the three parties collaborate,
they cannot learn k.

We can consider the views of each of these parties, consisting of all incoming and
outgoing messages as well as all intermediate values in the computation. Because parties
can collaborate and still not learn k, the views of two out of the three parties similarly
do not contain enough information to decide k. However these views also attest—to a
certain extent—to the validity of the computation: One can examine the transcript of the
parties views to ascertain that all computations and incoming and outgoing messages were
computed correctly.

This realization allows the authors of [93] to show that a secure MPC scheme can be
transformed into a zero-knowledge proof. Someone who knows the secret key k can split it
up into three parts, a, b, and ¢, and then run the MPC protocol ‘in their head’, with each
party having a part of k. The respective transcripts of each parties view of the protocol
can be committed to, after which a verifier can challenge the prover to reveal the views
of two out of the three parties. For a prover to cheat, they must make at least one of the
parties misbehave, which can be detected by the verifier with constant probability. But
the scheme is actually zero knowledge, as transcripts can easily be simulated by having
the party who is not revealed misbehave. By applying the Fiat-Shamir transform, one can
obtain a signature scheme: this is Picnic.

Adding a key-blinding functionality to Picnic can be done by encrypting the public
key a second time, this time under information derived from the nonce 7. Then the
signature will be a zero-knowledge proof of the statement “I know the keys k, k. such that
Enck, (Enci(x)) = y,”. It’s easy to see that this simple mechanism gets us most of the way
towards key-blinding functionality. Anyone who knows 7 and the previous public key y
can derive the new public key y, simply by encrypting. Furthermore, the new y, is entirely
disconnected from y under standard assumptions on the security of the encryption scheme.
Anyone who knows 7 and y will be unable to sign messages, even though this gives them
k, as they do not have k and thus cannot construct the signature.

One issue with this system is that while y may be entirely changed by the blinding
process, x does not change. If we keep the current system of having the public key system
consist of both x and y, with x generated randomly by each user, then the unlinkability of
the system is trivially broken, as the  component will not change. To fix this, we must rely
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bIPicnic.KeyGen() bIPicnic.BlindPk(y, 7)

1: k+s{0,1}* 1: ks < KDF(y|lT)
2: y <+ Encg(z) 2: yr < Ency, (y)
// z is a system parameter 3: return pkr =y,

3: return (pk,sk) = (y,k)

Figure 2.18: Key generation and blinding algorithms for blinded Picnic (blPicnic) signature
scheme.

on the same technique that we did in the lattice case: x must be a fixed system parameter
shared by all users.

In Figure 2.18 we describe key generation and signing in blPicnic. The general idea
behind the blPicnic Sign and Verify algorithms does not substantially change from Picnic’s
sign and verification functions. The difference is that the circuit for security is twice as
long to perform two encryption functions. As MPC-in-the-head protocols like ZKB++
can handle arbitrary circuits and inputs, this does not change what is possible, just the
efficiency.

2.8.1 blPicnic Proof Outline

Here we outline the proof of unlinkability for blPicnic. For the independent blinding
property, we need to show that

RandBlind(pko; 1), . . ., RandBlind(pko; 1,,)
is indistinguishable from
RandBlind(pky;71), ..., RandBlind(pk,;,),

where for a public key y = Ency(x), we define RandBlind(y, r) as just Enc,(y). From this it
is clear why the proof of unlinkability applies. To distinguish the two distributions is to
distinguish many encryptions of the same plaintext versus many encryptions of different
plaintexts. This reduces to the indistinguishability of the encryption scheme used. We can
proceed by a simple game-hopping argument, where in game ¢ we swap RandBlind(pko; ;)
for RandBlind(pk;;7;). As long as the ciphertexts are indistinguishable, the hop is justified,
and we get that the advantage in breaking the independent blinding property is less than n
times the advantage in breaking the indistinguishability of the ciphertext.
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The proof of the signing with oracle reprogramming is similar to all Fiat—Shamir schemes.
While we do not include all of the details (because we do not explicitly describe the signing
protocol), we note that it is essentially the same as the proof for blLegRoast. Proceed
through the protocol, but choose which parties will ‘cheat’ in advance. Then, set the
outputs of those parties accordingly so that all checks pass. Reprogram the oracle so that
those parties internal states stay secret. All checks will pass and the distribution of the
signatures and reprogrammed points is identical.

The proof of the unforgeability of the scheme is similarly largely unchanged. The
zero-knowledge protocol is meant to work for arbitrary circuits, so it is still the case that
signatures do not leak any information about the secret keys.

Note however, that the statement that is being proven has changed. Before, signatures
proved knowledge of just a k such that Ency(z) = y, but now we are encrypting twice, that
is, proving knowledge of two keys (k,, k) such that Encg, (Encg(x)) = yiau. This is a subtly
different underlying problem, and its difficulty must be properly analyzed. Indeed, it is an
easier problem to solve, as double encryption opens the possibility of meet-in-the-middle
attacks.

If the length of the block is ¢ bits, then an adversary can create a list of 2¢/2 keys k' and
the associated value Ency (). By then sampling & values and seeing if Decy (y,) appears
in the list, an adversary can find a secret key that allows them to construct forgeries in time
roughly O(2%2). Thus, double encryption impacts the security of the underlying one-way
function, and the block length ¢ may need to be proportionally increased as a result.

2.9 Implementation Discussion

We implemented the blDilithium-QROM, the blCSI-FiSh, and blLegRoast schemes; code for
each is available at http://github.com/tedeaton/pg-key-blinding. The code for bICSI-
FiSh and blLegRoast is forked from the CSI-FiSh and LegRoast code respectively [37, 35]
and is written primarily in C. The code for blDilithium-QROM is written in Sage. Results
can be seen in Table 2.1 at the beginning of the chapter. Our performance metrics indicate
that the increase over the unblinded version of schemes is quite reasonable.

blDilithium-QROM. For blDilithium-QROM, key generation and verification are in fact
faster since a fixed parameter A is used for all users and can be pre-generated, rather than
being pseudorandomly generated each time. The signing procedure of blDilithium-QROM
is three times slower than that of Dilithium-QROM. We caution that, since our blDilithium-
QROM implementation is written in Sage, the implementation is non-optimized and results
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not be used an absolute measure of performance, but can still give insight when compared
to a similar Sage implementation of non-blinded Dilithium-QROM.

blLegRoast. Blinded LegRoast’s performance is compelling both in absolute terms (under
1 ms for key generation and blinding, under 20 ms for signing and verifying) and comparative
terms (no worse than 1.5x slower than unblinded LegRoast).

blPicnic. We leave an implementation of blPicnic as future work. New advancements to
the zero knowledge protocol that Picnic uses are still being made [19], so the performance
of the scheme, and any blinded version, will change. We can summarize what we expect
to see in a blPicnic implementation however. Public keys could keep the same size. The
block size needs to be doubled to account for the meet-in-the-middle attack mentioned in
Section 2.8.1, but the plaintext is a fixed value and does not need to be communicated. We
do not have exact calculations for the signature size, but the circuit being used is twice as
large (for two encryptions), so combined with the larger block size we might expect roughly
four times as large. In practice it may not be quite this large however, as some of the values
sent are independent of the length of the circuit.

blCSI-FiSh. Our bICSI-FiSh implementation achieves sizes and performance effectively
matching that of CSI-FiSh-unMerkleized. The CSI-FiSh and blCSI-FiSh implementations
use the CSIDH-512 parameter set. This parameter set aims to achieve NIST level 1 security
(comparable to the security of AES-128 against a quantum adversary), though whether
it achieves this level of security has been a matter of contention [123]. Unfortunately,
increasing the parameters in CSI-FiSh is a matter of great difficulty. It is essential to
CSI-FiSh that the structure of the class group be known. Calculating the order N of the
group was a subexponential computation that took the CSIDH authors 52 core years. If
the parameters are increased, then a new computation must happen, which will almost
certainly be infeasible. Quantum computers could calculate the structure of the class group
much more easily, so by the time CSI-FiSh is needed, there may also be the ability to use it
by computing the class group number.?

2.10 Chapter Conclusion

We have considered the problem of building post-quantum key blinding schemes. We
have shown that the unlinkability property can be reduced to two properties that are

2Crucially, this is because CSI-FiSh is an authentication protocol and thus using a quantum computer to
decrypt past messages isn’t a concern. In the next chapter we’ll look at using CSI-FiSh for key establishment,
where this poses more of an issue.
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often relatively easy to establish: that blinding properly re-randomizes the public key
(independent blinding) and that the distribution of signatures is only dependent on the
public key (signing with oracle reprogramming). We have shown four different ways that
post-quantum key blinding can be achieved: with supersingular isogenies via CSI-FiSh,
lattices via Dilithium-QROM, with only symmetric primitives via Picnic, and by a number
theoretic construction via LegRoast. We implemented blDilithium-QROM, blCSI-FiSh,
and blLegRoast, and saw small performance impact compared to the unblinded versions.

Each of these four schemes is built out of the Fiat—Shamir paradigm. We did not
consider any schemes built out of other ways to build signature schemes, such as hash-
based signatures like SPHINCS+ [31], or the hash-and-sign paradigm like Rainbow [62] or
Falcon [127].

It is difficult to envision a hash-based key blinding scheme. As public keys are the
root of a Merkle tree, the only simple operation to blind a public key would be to hash it
again. This could satisfy independent blinding, but not signing with oracle reprogramming:
hash-based signatures work by providing paths up to the root, so the identity public key
would be revealed on that path.

Hash-and-sign algorithms appear to have the opposite problem. A blinded version would
almost certainly satisfy the signing with oracle programming property. If the trapdoored
function is F', then by choosing a point x in the domain of F' and programming the hash
function so that H(msg) = F(x), we obtain a signature; this is how hash-and-sign signature
schemes often prove security. But it is not clear how to justify the independent blinding
property. The most simple blinding mechanism would be to compose the trapdoor function
F with another mapping G based on the blinding factor. This requires the range of F
to match the domain of G, which makes it an interesting problem to be used with a
hash-and-sign scheme. As well, to ensure the independent blinding property, we need
that F' o G cannot be decomposed into the two mappings, which is a more novel security
assumption. Because RSA is a trapdoor permutation, the structure of its mapping may
allow for key-blinding, but it is not clear if any post-quantum primitive immediately does.

For these reasons, signature schemes that follow the Fiat—Shamir paradigm appear to
admit key blinding much more readily. While homomorphic properties over the key space
are certainly useful for key blinding (as in Dilithium and CSI-FiSh), they are not actually
necessary, as the Picnic construction shows.

What this means for key-blinding in Tor. Recall that the motivation for this chapter was
to provide a post-quantum alternative to key-blinding as it is used in Tor’s onion service
rendezvous protocol. For onion services, identity public keys are the URL for .onion
addresses. This means that, unless the onion service lookup process changes, users directly
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interact with an onion service’s public key, whether by clicking on it as a link or copying
and pasting it into a browser window. This motivates keeping public keys as small as
possible. For this purpose, blPicnic and blLegRoast are the most attractive of the schemes
considered. In the context of Tor, the process for connecting to an onion service is quite
lengthy (several seconds, usually). This is due to the numerous intermediate connections
that must be resolved to build a connection. As a result, there may be less sensitivity to
increased computation time.
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Chapter 3

Post-Quantum Updatable Public-Key
Encryption

3.1 Introduction

Secure communication protocols are quickly evolving [17, , |, driven by the need to
meet simultaneous usability and security requirements, such as asynchronous communication,
forward secrecy, and post-compromise security for conversations that may last months, if
not years. Key-updatable public-key encryption (UPKE) schemes have been proposed as a
solution to improve weak forward secrecy properties of continuous key agreement schemes
that underpin existing secure messaging protocols such as the Message Layer Security
(MLS) protocols [9, 15, 95, , , 120]. In addition to standard public-key encryption
functionality, UPKE schemes allow encryption and decryption keys to be asynchronously
updated with fresh entropy. This can have the potential to heal the protocol by restoring
security even after exposure of secret values. Unfortunately, the security of all UPKE
schemes proposed to date relies on the hardness of the discrete logarithm problem.

Chapter Contributions and Structure. In this chapter, we perform the first assess-
ment of the viability of quantum-secure UPKE schemes. We focus on the functionality
of symmetric UPKE"', and assess the extent to which the isogeny-based cryptosystem
CSIDH [19] can be used to instantiate it. We model symmetric UPKE after a construc-
tion by Alwen et al. [9] to improve the forward-secrecy and post-compromise security of

ISymmetric here refers to the requirements of how the update operation is performed, not the style of
encryption.
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TreeKEM [39], the group key-exchange primitive used by MLS, where both encryption and
decryption keys are updated using the same secret update value. Further, we introduce the
notion of IND-CPA-U security, a generalization of a security model by Alwen et al. [9] for
UPKE constructions.

We then present a CSIDH-based symmetric UPKE construction which can be used
today with the existing CSIDH-512 parameter set, or any CSIDH parameter set where the
class group structure is fully known. Knowing the class group structure ensures unique
group element representation and uniform sampling of secret key material. Taken together,
these properties ensure that knowledge of a secret key prior to an update will not leak
information about the key after an update operation, thereby fulfilling forward secrecy
and post-compromise security. We prove that our CSIDH construction fulfils IND-CPA-U
security.

Related Work The most closely related work to our own is the already mentioned work
of Alwen et al. [9] as a mechanism to improve forward secrecy and post-compromise security
of TreeKEM [39]. Our symmetric UPKE primitive is modelled after their construction,
and our work is an effort to define a post-quantum UPKE variant suitable for similar use.
Further, we prove security in a more robust model that models the adversary’s capability
to both adaptively choose update values for the victim as well as corrupt their local state.
The work by Alwen et al. was in turn based upon work by Jost et al. [101], which relies on
a notion of ‘asymmetric’ UPKE.

Both secure messaging protocols and post-quantum protocols are still in active devel-
opment. Efforts to combine the two into post-quantum secure messaging are so far rare
in the literature, although we refer to [15] as a recent example of exactly this. Their
work constructs a version of Signal’s X3DH protocol out of the (ring)-learning with errors
problem.

More recently, work by Dodis et al. [63] has directly constructed two UPKE schemes,
based on the learning with errors problem (making it another example of a post-quantum
construction) and the decisional Diffie-Hellman problem. A key focus of their work was to
prove the security of their schemes in the standard model, as opposed to the random oracle
model.

Alternative (Unrelated) Notions of UPKE. There exists a separate notion of ‘up-
datable encryption’ in the literature [11, ]. In these schemes, a ciphertext is updated
using an update token such that the encrypted message becomes an encryption under a
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new public key without decrypting the message. These schemes should not be confused
with key-updatable UPKE schemes.

3.2 Background

3.2.1 CSIDH and CSI-FiSh

We have previously discussed CSIDH and CSI-FiSh in this thesis (Section 2.6). To reiterate,
CSIDH instantiates a free and transitive group action, with the group being the class group
Cl(O), with O being the endomorphism ring Endg, (E), the ring of endomorphisms from
an elliptic curve E to itself defined over I, which is an order in the imaginary quadratic
field Q(y/—p). CSIDH chooses p to be of the form 4 - p; - pa...py — 1, with each p; a small
distinct prime. This means that supersingular curves over F,, having p + 1 points, will
have many [F,-rational subgroups with order p;. In CSIDH, computing with the group is
done via a set of canonical generators {g;}ics, where g; is an ideal of the form (p;, 7 — 1),
where 7 is the Frobenius endomorphism. To apply a generator g; is to find the subgroup
of order p; defined over F, and use Vélu’s formulae to calculate the action of the isogeny
whose kernel is that subgroup.

In CSIDH, secret keys are represented by a vector of ¢ integers. For efficiency reasons,
the integers are usually chosen to be within a bound B, for example, B = 5 so that all
entries are between —5 and 5. Then the secret key [ej, e, ..., €] represents the group
element

91'97° -0y
Since the group is commutative, we have that if g is represented by [ey, ..., e/ and h is
represented by [fi,..., fi] then g - h can be represented by [e; + fi,...,e; + fi]. Note as
well that since the group operation works by applying the g; one at a time, the cost of
applying a secret key is dominated by the ¢;-norm of the secret key.

It has always been known that this representation of group elements does not preserve
distinctness. The g, generators are ‘overkill” in that they are sufficient but likely not necessary
to generate the entire group. But the exact structure of the group is not easily calculated
from the parameters of the system. It is a subexponential calculation to understand the
precise structure of the group. In CSI-FiSh [38], the authors performed this calculation to
find this structure for the CSIDH-512 parameter set. They found the value N such that
| C1(O)] = N. Tt is the product of 5 primes, the smallest being 3, and is approximately 22°7.
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As the group is abelian and its order is a product of distinct primes, it is cyclic and the
group is isomorphic to Zy. This means that it has a single generator, and in fact g; is such
a generator. This representation buys us two key aspects: first, we now do have a unique
or ‘canonical’ representation of group elements, and second we can sample uniformly over
the group. These properties are very nice for cryptographic purposes where secret material
needs to be masked and then released, such as in zero-knowledge proofs.

The problem with using the Zy representation of the group is that it is inefficient to
use directly. This is another major contribution of CSI-FiSh. The authors establish a way
to efficiently switch between the representation of a secret key as an element in Zy and one
in Z'. Their observation is that finding an efficient representation is essentially solving a
lattice problem. The vectors v € Z‘ that correspond to 0 in Zy form a lattice. Finding a
short representation in Z‘ means finding some representation (which is easily done), and
then finding the closest vector in the lattice, so that the difference between the two has
small norm. Thus, the authors use a closest vector problem (CVP) solver to try and find a
suitable representation.

Thus the overall group action is instantiated as follows:

1. Convert the representation in Zy to one in Z°.

2. Use a CVP algorithm to find an equivalent representation [eq, ..., e,] with small ¢;
norm.

3. Fori e {1,...,¢}, apply the g; ideal e; times by finding the subgroup of order p; over
[F, and iteratively applying Vélu’s formulae.

3.2.2 TreeKEM and UPKE

TreeKEM is a recent protocol to instantiate continuous group key agreement (CGKA) in a
way that communication scales logarithmically, rather than linearly or quadratically, with
the number of group participants. The main data structure in TreeKEM is a binary tree,
where participants in the group are situated as the leaf nodes and the shared group secret
lies at the root. Every node other than the root has a public and secret key pair associated
with it. Each participant knows the secret keys on the path from their leaf node to the
root, and the public keys on the co-path (the siblings to the nodes on the direct path). This
is where TreeKEM gets its logarithmic efficiency from—encrypting a message under the
public key of a node v allows for any participant in ©’s subtree to decrypt the message.
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Two of the desired security properties of a CGKA are forward secrecy (FS) and post-
compromise security (PCS). Informally, forward secrecy ensures that future compromises do
not allow for messages sent now to be decrypted, and post-compromise security similarly
ensures that past compromises do not allow for current messages to be decrypted (so long
as an uncompromised ‘refresh’ of key material has occurred). TreeKEM achieves both of
these properties through an ‘update’ process that allows any user to replace the group
secret at the root, as well as all of the keys on their direct path to the root. The update
process works as follows:

1. The user samples a seed s, from which they generate (via a pseudo-random generator)
another seed s; and a secret key sky. They calculate the corresponding pky and set
the keypair for their node to be (skq, pk).

2. From s; they generate the seed s, and secret key ski. The user can replace the key
pair of their parent node with the new (sky,pk;). They then also need to send s;
to their sibling node (the first node on the co-path) so that the sibling node can
generate sk, as well as pkg, the user’s new public key.

3. From here, the user can continue up the direct path to the root, replacing key pairs
and sending seeds and public keys to users who fall under the co-path so that they,
too, can replace key pairs.

4. Eventually the user will replace the root with the seed s;, where d is the length of
the path to the root. The root does not need a keypair associated with it.

Note that TreeKEM also includes methodologies for adding and removing users, but as
these discussions do not relate to UPKE, we do not discuss them here.

It is fairly easy to characterize TreeKEM’s post-compromise security properties. If an
adversary obtains the secret state of a user, they obtain that user’s secret key, and all the
secret keys up to the root, and the group shared secret. But as soon as that user performs
an update operation, all of those keys are replaced with entirely fresh keys. As long as the
user is not compromised during this update process, the adversary loses their advantage.

Analyzing the forward secrecy guarantees are somewhat more subtle. In an analysis
by Alwen et al. [9], the authors considered the notion of ‘epochs’ as the number of times
any user has performed an update. Naturally, for each epoch, the root group secret has
changed. For the scheme to be optimally forward secure, it should be the case that as soon
as any user has performed an update (thus replacing the root secret), a compromise of any
user does not allow for the decryption of messages under the previous epoch.
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Figure 3.1: A minimal example to demonstrate how previous version of TreeKEM were not
optimally forward secure.

Unfortunately, this is not the case. If the adversary captures all (encrypted) network
traffic, then by compromising certain critical private keys the adversary can recover root
nodes from previous epochs.

We consider an example in Figure 3.1. We begin with a tree with four parties, a through
d. User a then performs an update action, replacing keys on their direct path to the root
(in red) and encrypting seeds capable of generating parts of their direct path to the co-path
(orange). Next, ¢ performs an update, doing the same. We denote ¢’s direct path in blue
and their co-path in green. Then note that if party b’s secret state is compromised in the
second session, then the group secret in the first epoch can be recovered. This is simply
because their own (leaf) keypair has not changed between the first and the second epoch,
and as part of generating the first epoch, party a sent b a seed that generated the root
secret under that keypair.

In Alwen et al.’s analysis [9], they show that in general, roughly half of the keys need
to be updated before the forward secrecy property actually ‘kicks in’ for a given epoch.
Their solution to this problem is that when an update occurs, both the direct path and the
co-path are updated. This poses a problem however, as the updater is only meant to know
the secret keys on the direct path.

The solution they propose is to use a construction they refer to as updatable public key
encryption (UPKE). Their construction takes a CPA-secure KEM (with corresponding key
generation, encapsulation, and decapsulation procedures) and adds an update procedure.
The update procedure allows anyone to sample an ‘update value’ and apply it to the public
key to generate an updated public key. With the same update value, anyone who has
possession of the secret key can similarly update it to the new corresponding secret key.
Critically, knowing (or even controlling) the update value still does not let you decrypt
messages.

It is now clear how UPKE solves the problem of updating the co-path. When an update
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occurs, the user now replaces the direct path, and updates the co-path. They then know
the secret keys on the direct path, but not the co-path. Since this corresponds to just a
small amount of additional work for the co-path, the logarithmic scaling of TreeKEM is
preserved, but forward secrecy is repaired.

3.2.3 Security

We now present a generalization of IND-CPA (Indistinguishability under Chosen Message
Attack) security for UPKE schemes described by Alwen et al. [9], which we define as
indistinguishability under chosen plaintext attacks with updatability, or IND-CPA-U. We
present this notion of IND-CPA-U security in Figure 3.2. Our notion assumes a symmetric
UPKE construction, but extends to the Asymmetric UPKE setting by simply allowing the
adversary to learn public update values.

In Alwen et al.’s definition, the adversary is given the public key pky and provides a
sequence of updates i, ..., u,. The public and private keys are updated accordingly and
the adversary is issued an IND-CPA challenge under pk,.. The public and secret key are
updated again, this time with a secret update, and the adversary is given the resulting
public and secret key. They then must respond to the IND-CPA challenge.

Their model illustrates the fundamental idea behind how security works for updatable
encryption: the adversary may learn (or even control) either the update value or the
secret key, but as long as they do not have both, the updated secret key remains secure.
However they have the restriction that the adversary controls the updates prior to the
IND-CPA challenge, and receives the secret key afterwards. We generalize this by allowing
the adversary to adaptively choose whether they want to control the update or learn a
secret key, with the restriction that the IND-CPA challenge can only be issued on a public
key that has not been compromised in a straightforward way.

In Figure 3.2, we define the game. We first generate a keypair (pky, sky) and sending
pko to Adv. We initialize ¢ < 0 (the most recent version of the keypair will be (pk;, sk;)).
After this we let the adversary decide how the key will be updated. To this end, we provide
our adversary with the following oracles:

e The GiveUpdate(u) oracle corresponds to an update that the adversary controls. They
get to pick the update value u, which is used to update the key pair. We keep track
of the fact that the adversary provided the update so that if pk; 1 or pk; becomes
corrupted, the other does as well. While pk; is provided to the adversary, note that
they could also generate it themselves.
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IND-CPA-U Game: FreshUpdate()

/| Derive starting keypair 1: i+i+1

1: (pko,sko) < KeyGen(X\); i =0 2: p <+ GenUpdate()

2: U+ 0, C«+0 3: pk; + UpdatePublic(pk;_1, 1)
/| Adversary queries oracles, eventually 4: sk; < UpdatePrivate(sk;_1, )
J// returns a challenge index 5: return pk;

3. j P AdvGiveUpdate,FreshUpdate,Corrupt()

/| Generate challenge ciphertext Corru pt (])
Ko <3 KeySp TCU{]}
(e, K1) < Enc(pk;) 2: return sk;
b+s{0,1}
// The adversary outputs a guess for b )
[ AdvGiveUpdate,FreshUpdate,Corrupt(C7 Kb) |SFreSh (j)
if not IsFresh(j) return f+s{0,1} 1: if j € C return false
else return b’ = b. 20 g
3: whileiec U
GiveUpdate(,u) 4: if i — 1 € C return false
5: i1 —1
Lr dei+tl 6: i+—j+1
2: pk; UpdatePuinc(pki,l, /J,) 7: whileieU
ski < UpdatePrivate(sk;_1, 1) 8: if i € C return false
/| Keep track of which updates Adv provided 9: P i+1

U« UU{i}

5: return pk;

—_
o

return true

Figure 3.2: IND-CPA-U game definition.

e The FreshUpdate() oracle corresponds to updates happening that the adversary does
not control or know the update value for. It generates a random p <—s GenUpdate()
and then calls GiveUpdate(u), providing the new pk; to the adversary.

e The Corrupt(j) oracle provides sk; for an index j < ¢, and notes that j was corrupted.

Eventually, the adversary requests a challenge on an index 7 <i. A random key K| is
sampled and a genuine key and ciphertext is generated from Enc(pk;). A bit b<s {0, 1}
is sampled and (¢, K}) is provided back to the adversary. After making further queries to
the update and corruption oracles, the adversary must issue a guess b'. They are said to
win if b = b’ and the index j is fresh. The freshness requirement ensures that the adversary
cannot trivially win.

An index j is considered fresh if:

82



77777 » FreshUpdate

—— GiveUpdate

Figure 3.3: Visualizing how blocks of public keys become compromised depending on
whether the adversary controls the update.

e The adversary has not called Corrupt(j), and

e There is not a sequence of adversary-provided updates (in either direction) that
connects the index j to a corrupted index k.

In Figure 3.3 we visualize how the queries that the adversary has performed cause a
given index to be considered fresh or not. When an adversary issues a GiveUpdate query,
the new public key can be thought of as being in the same ‘block’™ as the previous key,
meaning that should one become compromised, the other will as well. FreshUpdate queries
on the other hand result in a new block, disconnected from previous ones.

To emphasize, this definition means that if the adversary does not know the secret key
associated with an index 7, but then provides an update themselves and corrupts index
7 4+ 1, the index 7 is corrupted and sk; can be easily calculated. One could hope for a
system without this property, where corruption can only be propagated in the forward
direction. This would be a notable improvement in the security of the system, but we leave
it as an open question whether a scheme can be made to accomplish this property without
weakening other parts of the security model.

Let Adv wins denote the event that the result of the IND-CPA-U game in Figure 3.2
outputs 1, that is the index is fresh and the adversary’s guess for b was correct. We define
1

the advantage of an adversary Adv against a UPKE scheme as |Pr[Adv wins| — 5.

Definition 13. A UPKE scheme is IND-CPA-U secure if for any polynomial-time adversary
Adyv, their advantage in the experiment in Figure 3.2 is negligible.

Unlike IND-CPA games for plain PKE schemes, the IND-CPA-U definition presented
in Definition 13 captures the notion of forward secrecy and post-compromise security by
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allowing Adv to learn any secret key material and provide whatever update values that
it wishes, with conditions preventing the adversary from trivially winning the IND-CPA
game.

3.3 UPKE Construction

3.3.1 CSIDH UPKE, first attempt

A basic design for a symmetric UPKE scheme would then be for the update value to be
a random group element, to update the public key by applying the group action, and to
update the secret key by adding the group elements together.

Unfortunately, this simple design is not secure. If each entry for the update value is
drawn uniformly from —B to B, then the distribution of each entry of the new public key
is centred at the old public key. This leaks a certain amount of information about the old
secret key. For example, if only one update has occurred, and an entry is 2B, then the
adversary immediately knows that the corresponding entry before the update must have
been B.

One fix may be to increase the bound B in an attempt to show that leaking the secret
key between certain updates still doesn’t reveal enough of the secret key to allow a break.
Such an analysis must be done carefully, but reveals another fundamental problem. As
more updates occur, the size of each entry in the vector is likely to grow. The efficiency
of CSIDH is directly dependent on the ¢;-norm of this vector, and so allowing it to grow
with updates will result in a slower and slower decryption process, eventually becoming
unacceptable.

Note that this is almost exactly the same problem that a first attempt at a lattice-based
scheme would run into. If one were to define a scheme based on the LWE problem, then
updates could be generated by sampling an LWE secret. The secret key would then be
updated by adding the update value to the old secret. But as described for CSIDH, this will
cause the error term to grow over time, eventually causing the system to fail. Furthermore,
because errors are not chosen uniformly, the distribution of a secret will always be dependent
on the previous secret, meaning some information about previous keys is leaked in the event
of a compromise.

One technique to circumvent this problem that has been to employ rejection sampling,
as in the signature scheme SeaSign [00]. However, rejection sampling only works when we
can reject the group elements that would leak information on the secret key. Since the
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party selecting the update value is not the owner of the public key, rejection sampling is
not an option in our scenario. Instead, we will need the group elements to be represented
in a way that has better properties.

As mentioned in Section 3.2.1, the signature scheme CSI-FiSh uses a different rep-
resentation for group elements. Let N denote the order of the group. To compute the
group action (i.e., apply the isogeny to an elliptic curve) one converts an element of Zy
(represented simply by an integer) to an ideal in Z‘ and then applies the action as in CSIDH.
Representing group elements as an integer in Zy gives a unique representation. It is also
still very easy to apply the group operation in this representation — it is just addition
modulo N.

3.3.2 Our Construction

To prevent leakage from secret key updates described above, our construction requires a
class group structure that is fully known, so that the secret key and update value can
both be represented in Zy. The calculation of this value N as well as the methodology to
convert the representation was a major contribution of the CSI-FiSh paper [38]. To update
a public key, we apply the group action, and to update the secret key we add modulo N.
Because we can sample uniformly over Zy, we have that the updated secret key leaks no
information about the previous secret key, as desired.

We now describe the scheme in full, relying heavily on group action notation. Let N be
the order of the class group Cl(QO) = Zy. To apply the group action onto a supersingular
elliptic curve E (denoted g x E), we first need to convert the element to a representation in
7' with a low ¢; norm, and then apply the action as in the original CSIDH paper.

KeyGen(): Sample gs, <—s Zy and set Eyp 1= gsx * Ey. Output (sk, pk) = (gsk, Epk)-

Enc(pk): Sample gepe s Zy and compute K < KDF(gene x Epk), Ect <= Gene * Eo.
Return (Eq, K).

Dec(sk, E): Calculate and return K’ <— KDF(gsx *x Eet).

GenUpdate(): Sample p <—s Zy.

UpdatePrivate(sk, 1): Output sk’ <— sk + p (mod N).

UpdatePublic(pk, i1): Output pk’ < p * pk.
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Theorem 5. Let Adv be an adversary capable of winning the IND-CPA-U game with
advantage € that makes qgen, queries to the FreshUpdate oracle. Then there exists an adversary
capable of winning an IND-CPA game in time approximately equal to the running time of
Adv with advantage €/(qgen + 1).

We demonstrate that our construction attains IND-CPA-U security, by showing a
reduction from an adversary capable of winning the IND-CPA-U game to one that can win
a plain IND-CPA game. By a plain IND-CPA game, we mean a game in which no calls to
the GenUpdate, GiveUpdate, or Corrupt oracles are made. This corresponds to the IND-CPA
security of CSIDH, except with secret key and encryption values drawn directly from Zy
and then converted to a vector to apply the group action. We present our complete proof
in Section 3.3.3.

3.3.3 Proof of CSIDH-Based UPKE

We now present the proof of Theorem 5, the IND-CPA-U security of the CSI-FiSh-based
construction.

Proof. As we are showing a reduction to a plain IND-CPA game, we will start by being
given a public key pk*. To begin, select a uniformly random index i <—s {0, ..., ggen}. The
idea of the proof is to set the public key after the ith FreshUpdate query to be pk*, and
hope that the adversary requests the IND-CPA-U challenge to be issued on a public key
that occurs before the next FreshUpdate. If we are correct, then the adversary’s ability to
distinguish which message was encrypted under pk* (or a related key) will allow us to win
the IND-CPA game.

At the start of the game, if i = 0 then we set pky — pk*. Otherwise, we sample a
new uniform pky from KeyGen. From here we proceed as normal. If the adversary makes
a corruption query, then we provide them with the corresponding private key. When a
GiveUpdate(u) query is made, we update the secret and public key and make note of the u
value.

When the ith query to FreshUpdate is made, we set the resulting public key to pk*. We
carry on, and when the next FreshUpdate query is made we sample a fresh public key from
KeyGen. We refer to the block of public keys (with their associated indices) between the ith
and the 7 4 1st FreshUpdate query as the target block. If the adversary ever makes a Corrupt
query on any of the keys in the target block, or requests a challenge for an index outside
the block, we abort. Because updates are sampled uniformly over Zy, the resulting
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public key is uniformly random over the public key space (this follows from the fact that
the group action is regular). So after a FreshUpdate has occurred, the adversary has no
information on the distribution of the secret key, and we can thus replace the public key
with the challenge public key pk*. The adversary has no advantage in distinguishing that
we have done this. So the distribution of which block of public keys the adversary chooses
to corrupt, and which one they may choose to issue a challenge for, is unchanged. There
are ¢gen + 1 blocks of public keys, so for the adversary to have any advantage over %, they
must leave at least one uncorrupted and make their challenge query within that block. This
means the chance that we abort is at most ggen /(1 + ggen)-

Eventually, the adversary requests the IND-CPA-U challenge on a public key with index
J, which by assumption is within the target block.

We then query for an IND-CPA challenge of our own, and receive back (C, K), with
C = g Ej for a random ¢, and K either a random key or K DF(gg+ * C'), depending on
the unknown bit b. Let uq, ps, ..., . be k queries to GiveUpdate after the ith FreshUpdate
query. We provide the adversary with (—py — g — -+ — pg) * C and K.

Note that if b = 1, then K = KDF(g*pk*) = KDF((—p1—- - - — g ) xgx (g +- - -+ g ) xpk™),
which means that the K we provide to the adversary has the right format. So, when the
adversary submits a guess for b, we can guess the same value, and if the adversary is correct,
SO are we.

Our advantage in winning the IND-CPA game is thus the adversary’s advantage in
winning the IND-CPA-U game times the probability we do not abort, which is €/(1 + ggen),
as desired. O]

We note that the techniques in this proof can also be applied to the classical construction
of Alwen et al. [9]. While they couple together the public key update and encryption
functions, the same general strategy can be used to show that the stronger IND-CPA-U
notion can be satisfied by their construction.

3.3.4 Implementation

Because uniform sampling and unique representation requires the structure of the class
group to be known, our CSIDH-based scheme can only be instantiated with parameter sets
for which that structure is known. At the present time, this requirement limits us to the
CSIDH-512 parameter set, which claims 64 bits of post-quantum security. Peikert [123] has
questioned this security claim, and more recent analysis [51] indicates that CSIDH-4096
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is necessary for NIST level 1 security. Computing the structure of the class group is a
sub-exponential computation, and so becomes feasible with the availability of a quantum
computer to perform the computation. As such, the scheme may not be able to be
instantiated until it is most needed.

Other than computing the class group, the main challenge in an implementation is in
computing the group action. To compute the group action, the element of Zy is converted
to a vector in Z‘, which represents the group element Hle g;" for a vector € and set of
generators {g;};. This vector is then applied to the elliptic curve as is done in CSIDH.

Thus the additional complication over any other CSIDH implementation is in converting
the element of Zy to a vector of integers. This process is described in the CSI-FiSh paper,
and the authors have provided code to do this (for the CSIDH-512 parameter set). The
authors of CSI-FiSh found that the process of converting to a vector only makes a key
negotiation 15% slower. Using their implementation of CSI-FiSh, we have a proof of concept
script that illustrates the process of updating the secret and public keys. Our script is
available at https://github.com/tedeaton/CSIDH-UPKE.

3.4 Chapter Conclusion

The post-quantum key-exchange protocol CSIDH instantiates a group action. In this
chapter we have shown how a group action can be used to instantiate key-updatable public
key encryption, a primitive used in continuous group key agreement protocol TreeKEM. We
made use of several properties of this group action, most notably that it was free, transitive,
that we could sample uniformly from the group and that we could give group elements a
unique representation. CSIDH itself cannot provide all of these properties (it is missing
unique group element representation), and so we needed to use the additional structure
provided by calculating the size of the class group, as in the signature scheme CSI-FiSh.

In ‘Cryptographic Group Actions and Applications’ [0], the authors present a framework
of group actions for cryptography, characterizing actions by the properties they provide.
In their terminology, our construction for UPKE requires a ‘Known-order Effective Group
Action’, or KEGA. Such group actions are among the strongest and hardest to instantiate
because of the large amount of structure they require. CSI-FiSh in particular is difficult
because it requires the size of the class group to be known. There is no efficient classical
algorithm known for determining this size for a given parameter set. This is problematic,
especially considering recent research that argues that the CSIDH-512 parameter pro-
vides insufficient protection against quantum computers compared to other post-quantum
schemes [123].
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https://github.com/tedeaton/CSIDH-UPKE

One should note however that there are efficient quantum algorithms for determining
the size of the class group. This places the scheme in a somewhat unique position: it can
be instantiated securely, but only after large scale quantum computers already exist. The
parameters require a quantum computer to generate, but once generated, the scheme can be
efficiently run on any classical computer. This does not help with a ‘pre-quantum’ period
of time, when quantum computers are imminent and quantum-secure cryptography should
be used to prevent later retroactive mass decryption, but it may be part of a solution suite
in a truly post-quantum era.
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Chapter 4

Collision Finding in Non-Uniform
Functions

4.1 Introduction

Hash functions are central and prominent in modern cryptography, and there have been
many ingenious designs of cryptographic hash functions [120, , 32, ]. One significant
property of a cryptographic hash function H, backed with intensive tests in practice, is
collision resistance. Namely, it should be computationally infeasible to find a collision,
which is a pair of distinct input strings (z,2’) with H(z) = H(z"). Because of this and
other nice features, hash functions are used in numerous cryptographic constructions and
applications, e.g., protecting passwords, constructing message authentication codes and
digital signature schemes, as well as various crypto-currencies exemplified by Bitcoin [118].

Theoretical analysis of a hash function H often refers to generic security, where one
ignores the internal design of H and views it as a black box. Moreover, the output of
H is assumed to have been drawn uniformly at random from some codomain of size N.
The complexity of finding a collision is then measured by the number of evaluations of
H, i.e., queries to the black box. By the well-known birthday bound, ©(v/N) queries
are both sufficient and necessary to find a collision in H. These principles are extended
and formalized as the random oracle model, in which a hash function is treated as a
truly random function that is publicly available but only through oracle queries [24]. This
heuristic has been widely adopted to construct more efficient cryptosystems and facilitate
security reduction proofs which are otherwise challenging or unknown [25, 75].
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But as with other areas of cryptography, quantum computers challenge long-standing
results on the abilities of adversaries to compromise security. As discussed in Section 1.2,
if H is treated as a black box, it is reasonable to allow a quantum adversary to query
H in quantum superposition: > u,|z,y) = >, oz ylz, H(z) ©y). In a 2015 paper,
Zhandry [150] built on previous results to show that ©(N'/3) quantum queries are both
sufficient and necessary to find a collision in a uniformly random function. This establishes
the generic collision resistance of uniformly random hash functions. But strict uniformity
shouldn’t be a necessary condition for security. Classically it is straightforward to show that
any function with a large enough codomain and high enough entropy can still be collision
resistant. Relaxing the condition of uniformity allows us to establish security for a wider
range of functions, and understand how changes from uniform to non-uniform functions
affect the abilities of quantum adversaries.

This motivates the question we study in this chapter: what is the complexity of finding
a collision in a non-uniform random function, under quantum attacks in particular?
Specifically we consider a distribution Dy on set Y which has min-entropy k, i.e., the
most likely element occurs with probability 27%. We want to find a collision in a function
H : X — Y where for each x € X, H(z) is drawn independently according to Dj. We call
it a rand-min-k function hereafter. Note that if Dy is uniform over Y (hence |Y| = 2¥),
this becomes the standard uniformly random function. Given H as a black-box, we are
interested in the number of queries needed by a quantum algorithm to find a collision in
H. As a result, this will establish the generic security of hash functions under a relazed
condition where the outputs of a hash function are drawn from a distribution of min-entropy
k rather than a strictly uniform distribution. This condition might be a more realistic
heuristic for a good hash function. Roughly speaking, a hash function designer will only
need to make sure that there is no single value y € Y that has a large set of preimages
(ie., f[TYy) ={z € X : f(x) =y} with |[f~1(y)| < |X]|/2¥). In contrast, modelling a hash
function as a uniformly random function would require certain reqularity such that the
preimage set of every codomain element has roughly the same size, which may be difficult to
justify and test in practice. We also note that a concrete application of collision finding in
rand-min-k functions appears in the famous Fujisaki-Okamoto transformation [75], whose
quantum security has been studied in [137].

As noted, classically it is not difficult to derive a variation of the birthday bound, which
gives ©(2%/2) as the query complexity in typical cases. In the quantum setting, Targhi
et al. [130] prove that Q(2%/9) queries are necessary for any quantum algorithm to find a
collision with constant probability. Compared to the tight bound 2%/ in the uniform case,
the bound is unlikely to be optimal and the gap seems significant. In addition, no quantum
algorithms are described or analyzed formally. Overall, our understanding of finding a

91



collision in non-uniform random functions is far from satisfying as far as quantum attacks
are concerned.

Chapter Contribution and Structure In this chapter, we characterize the complexity
of finding collisions in a rand-min-£ function when it is given as an oracle to a quantum
algorithm. We are able to prove matching upper and lower bounds in many cases. The
results are summarized in Table 4.1. In this table, 3 := m is the collision variable,
which equals 2% for flat-distributions (i.e., uniform on a subset of size 2¥), and lies in [2¥, 2]
for §-min-£ distributions (i.e., peak at one element, and uniform elsewhere), as well as for
general min-k distributions. As well, M refers to the size of the domain and N refers to
the size of the codomain. Bounds for all cases except when M = o(3/?) are original to this
work. As well, these bounds are made with the assumption that the adversary has exact

knowledge of the distribution Dy, except where otherwise stated.

Dy, M N Upper bound Lower bound Upper Z Lower
All M =o(BY?) N >2F oo (Lemma 15) oo (Lemma 15) v
All M =Q(pY?) N >2k BY3 (Thm. 11) 2k/3 (Cor. 3) X
flat-k M =Q(2K2) N >2F 2%/3 (Thm. 11) 2k/3 (Cor. 3) v
S-min-k M = SZ(Nl/Q) 2F < N < 23%/2 N3 (Thm. 11) N3 (Cor. 4) v
S-min-k M = Q(2F) 2%/2 < N < 2% 2F/2 (Thm. 12) 2k/2 (Cor. 4) v
S-min-k M = Q(2F) N > 2% 2k/2 (Thm. 12) 2%/2 (Cor. 4 and 5) v

Table 4.1: Summary of quantum collision finding in rand-min-k functions.

A simple special case is the flat distribution, which is uniform on a subset of size
2k In this case, not surprisingly, the same bound 2%/ for the uniform random function
holds. Another special case, which represents the hardest instances, concerns the d-min-k
distributions, where there is a mode element with probability mass 27% and the remaining
probability mass is distributed uniformly throughout the rest of the codomain. Here we
show that 2¥/2 queries are both sufficient and necessary. For general min-k distributions,
the complexity is characterized by the collision variable (D) for a distribution D, which
is the reciprocal of the probability that two independent samples from D collide. We prove
a generic upper bound /3, and a lower bound 2¥/3. For comparison, classically one can
show that the (generalized) birthday bound ©(5'/2), which equals ©(N'/?) for uniform
distributions, precisely depicts the hardness of finding a collision.

For the generic lower bound 2%/3, in Section 4.3 we follow the natural idea of reducing from
collision finding in uniform random functions (Theorem 8). We show that finding a collision
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in a uniformly random function of codomain size 2* reduces to that in flat distributions, and
then to general min-k distributions. Therefore the 2¥/3 lower bound follows. This approach
is in contrast to that in [136], where they basically extract close-to-uniform bits from the
output of a rand-min-£ function f by composing f with a universal hash function h. Note
that a collision in f is also a collision in ho f. In addition, ho f can be shown to be quantum
indistinguishable from a uniformly random function by a general theorem of Zhandry [119],
which relates sample-distinguishability to oracle-distinguishability. Therefore any adversary
for rand-min-k can be turned into an adversary for h o f, contradicting the hardness for
uniformly random functions. However, the discrepancy between h o f and a uniformly
random function gets accumulated and amplified in the sample-to-oracle lifting step, and
this may explain the slackness in their lower bound 2*/°.

Instead, given an oracle f whose images are distributed according to a distribution D,
our reductions employ a redistribution function to simulate an oracle f” whose images are
distributed according to another distribution D’ on Y”’. A redistribution function r maps a
pair (z, f(x)) to an element in Y’ and r is sampled from a proper distribution such that
f'(x) :==r(z, f(x)) is distributed according to D’, taking into account the random choice of
f as well. We show algorithms for sampling appropriate redistribution functions, called
redistribution function samplers, for the distributions we are concerned with. As a result, we
can use an adversary for the collision-finding problem in D’ to attack the collision-finding
problem in D. To complete the reductions, we show that a collision found in the simulated
oracle for f” will indeed be a valid collision in f with probability at least 1/2.

Along the same lines, it is possible to demonstrate that collision-finding in §-min-%
distributions is the hardest case. In fact, we are able to establish rigorously a strengthened
lower bound in this case (Theorem 9). Our proof proceeds by showing indistinguishability
between a random ¢-min-k function on a codomain of size N and a uniformly random
function on the same codomain. Then the lower bound in the uniform case translates to a
lower bound for the -min-£ case. The exact bounds vary a bit for different relative sizes of

N and k.

In Section 4.4 we consider upper bounds. Establishing upper bounds is relatively easy
(Theorem 11). We adapt the quantum algorithm of [150] in the uniform case. Basically we
partition the domain of a rand-min-k function f into subsets of proper size, so that when
restricting f on each subset, there exists a collision with at least constant probability. Next,
we can invoke the collision finding algorithm by Ambainis [10] on each restricted function,
and with a few iterations, a collision will be found.

Moreover, we give alternative proofs showing the lower bound for J-min-k distributions
(Theorem 10) and upper bound for all min-£ distributions (Theorem 12). They are helpful
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to provide more insight and explain the bounds intuitively. Specifically, we reduce an
average-case search problem, of which the hardness has been studied [92], to finding a
collision in a 6-min-k random function. On the other hand, when the mode element of a
min-k distribution is known, we show that applying Grover’s quantum search algorithm
almost directly will find a collision within O(2%/2) queries. This actually improves the
algorithms above in some parameter settings.

Finally, in Section 4.5 we consider what happens when we apply our redistribution
algorithms to (second-)preimage resistance. Doing this allows us to also show lower bounds
for the number of queries needed to find a (second-)preimage of a general min-k function.
This shows the flexibility and strength of the redistribution technique in proving results
about non-uniform functions.

Discussion Collision finding is an important problem in quantum computing, and a
considerable amount of work in this context exists. Brassard et al. [11] give a quantum
algorithm that finds a collision in any two-to-one function f : [M] — [N] with O(N'/3)
quantum queries. Ambainis [10] gives an algorithm based on quantum random walks
that finds a collision using O(M?/®) queries whenever there is at least one collision in
the function. Aaronson and Shi [1] and Ambainis [11] give an Q(N'/3) lower bound for a
two-to-one function f with the same domain and co-domain of size N. Yuen [I16] proves
an Q(N'/? /poly(log N)) lower bound for finding a collision in a uniformly random function
with a codomain at least as large as the domain. This is later improved by Zhandry [150]
to ©(N'/3) for general domain and codomain as we mentioned earlier.

We stress that, typically in quantum computing literature, the lower bounds are proven
for the worst-case scenario and with constant success probability. This in particular does
not rule out adversaries that succeed with an inverse polynomial probability which is
usually considered a break of a scheme in cryptography. Hence a more appropriate goal in
cryptography would be showing the number of queries needed for achieving any (possibly
low) success probability, or equivalently bounding above the success probability of any
adversary with certain number of queries. Our results, as in [150, 136], are proven in the
strong sense that is more appropriate in cryptographic settings.

Our work leaves many interesting possible directions for future work. One immediate
unsatisfying feature of our reductions is that they may take a long time to implement. Can
they be made time efficient? We have been mainly concerned with finding one collision; it
is interesting to investigate the complexity of finding multiple collisions in a non-uniform
random function. There are other important properties of hash functions such as preimage
resistance and second-preimage resistance, which are both weaker than and implied by
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collision resistance. Hence, our lower bound results also demonstrate the hardness of
finding a preimage and second preimage, though the bounds are not necessarily tight. In
Section 4.5 we extend the techniques for collision resistance and prove tight bounds for
preimage- and second-preimage resistance against quantum generic attacks. Finally, we
note that a stronger notion for hash functions called collapsing has been proposed which
is very useful in the quantum setting [113]. Roughly speaking, for a hash function to be
collapsing means that if an adversary prepares a quantum register of a superposition of
inputs to a hash function that all evaluate to the same output, then that adversary cannot
tell when a measurement in the computational basis has been applied to that register. Can
we prove that rand-min-k functions are collapsing? Note that a uniform random function is
known to be collapsing, and more recently it has been shown that the sponge construction
in SHA-3 is collapsing (in the quantum random oracle model) [57].

Independent work. In a concurrent and independent work by Ebrahimi and Unruh [72],
they give twelve bounds for quantum collision finding of min-k£ random functions. They
frame their results somewhat differently to ours, organizing their bounds according to how
they are quantified (e.g., for all adversaries, there exists a distribution such that at least so
many queries are needed). They also characterize, for each case, bounds in terms of both the
min-entropy k and the collision variable 5. Our bounds in Table 4.1 on the other hand, are
arranged according to distribution. Translating between the two, one sees that our results
match closely with theirs, and indeed, in most cases a similar proof approach was employed.
An exception to this is in the lower bound in terms of the min-entropy, where we achieve
a tighter 2¥/3 compared to their 2¥/5. This difference is due to a different approach—our
redistribution function technique is able to achieve a tighter reduction compared to the
‘levelling approach’ they use.

4.2 Chapter Background

Here we introduce a few notations and definitions. We also discuss basic results concerning
the collision probability and birthday bound in min-£ distributions.

Let D be a discrete probability distribution on set Y defined by probability mass
function D(y) := Pr..p[z = y|. The support of D is {y € Y : D(y) > 0}. We denote
YX :={f: X — Y} the set of functions for some domain X and codomain Y. The notation
f < YX indicates that f is a function sampled uniformly from Y.
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Definition 14 (Min-Entropy). Let D be a distribution on set Y. D is said to have
min-entropy k if k = —log,(maxy,ey {D(y)}). We refer to a distribution of min-entropy &
as a min-k distribution or simply a k-distribution.

Definition 15 (Flat-k-Distribution). We call a k-distribution D on set Y a flat-k-distribution,
denoted Dy, if the support S of D has size exactly 2. It follows that Yy € S, D(y) = 27

Definition 16 (J-k-Distribution). We call a k-distribution D on set Y a §-k-distribution if
there is a unique mode element m € Y such that Vy € Y

27k ify=m
D(y) = { 1—2-k

e otherwise .

We denote such a distribution Dy s. It is implicit that |Y| > 2. The support of D is the
entire set Y, and remaining probability mass 1 — 27 is distributed uniformly among all
elements in Y other than the mode.

Definition 17 (Function of min-entropy k). Let D be a min-k distribution on set Y. We
define DX to be the distribution on YX such that for every z € X, its image is sampled
independently according to D. f < D* denotes sampling a function in this way, and we
say that f is a function of min-entropy k.

Definition 18 (Collision problem). Let f <+~ DX be a function of min-entropy k. A pair of
elements x; € X and xo € X such that x; # x5 and f(x1) = f(x2) is called a collision in f.
We refer to the problem of producing such a pair as the collision finding problem in D.

Definition 19 (Quantum oracle access). A quantum oracle O for some function f imple-

ments a unitary transformation: ) ay,|z,y) 3 Yuy [T,y ® f(x)). An algorithm A that
makes (quantum superposition) queries to O is said to have quantum oracle access to f,
and is denoted A/,

4.2.1 Collision probability and non-uniform birthday bound

Definition 20. The collision probability of a probability distribution D is defined to be
the probability that two independent samples from D are equal. Namely

CP(D):= Pr [y1 =) ZD

y1,y2¢D
yey

We call B(D) := =5~ the collision variable of D.

CP(D
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B(D) will be an important variable determining the complexity of collision finding. In
fact we can derive a birthday bound for collisions in an arbitrary distribution D in terms of
B(D), analogous to the case of uniform distributions, using a key lemma by Wiener [115].

Lemma 14. (/1/5, Theorem 3]) Let Rp be the random variable denoting the number of

i.1.d. samples from a distribution D until a collision appears for the first time. Let ¢ > 1 be
nt d g = =2
an integer and v, )

Pr(Rp > q) <e 7 (1+417,).

Corollary 2. Let yy,...,y, be i.i.d. samples from D, and let Col?(D) be the event that

y; = y; for somei,j € [q]. There is a constant ¢ > 2 such that if ¢ > c\/B(D), then
Pr(Col?(D)) > 2/3.

Proof. Let E be the event that y; = y; for some ¢, j € [¢]. Then

Pr[E]>1—Pr[Rp >q| > 1—e (1 +7~,) >2/3,

1+ —1
when ¢ > ¢/f(D) because —51¢ < 0.3 whenever v, = qﬁ(D) > 2. O

We can also derive an upper bound on Pr[Col?(D)] in a straightforward manner.

Lemma 15. Pr[Col?(D)] < 30y

Proof. For any pair ¢ € [¢] and j € [q], let Col;; be the event that y; = y;. Then
Pr[Col;;] = CP(D). Therefore by the union bound, we have

Pr[Col"(D)] = Pr[U; jegColij] < (g) (CP(D) < 555

O

As a result, when ¢ = o(y/B(D)), essentially no collision will occur. Namely ¢ needs to
be Q(+1/B(D)) to see a collision, which is also sufficient by Corollary 2. This is summarized
below as a birthday bound for general distributions.

Theorem 6. ©(\/5(D)) samples according to D are sufficient and necessary to produce a
collision with constant probability for any classical algorithms.
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Finally, we characterize 5(D) for min-k distributions.
Lemma 16. Let Dy, be a min-k distribution on'Y with |Y| =N > 2% and k > 1.
e For a flat-k distribution Dy, B(Dgp) = 2%,
. . N if N < 2%k,
e For §-min-k distribution Dy s, B(Dys) =~ 22k if N > 92k

e For a general min-k distribution Dy, B(Dy) € [2%,2%].

Proof. For flat-k Dy, Dy(y) = 55 for all y € Y’ C Y with |Y'| = 2. Hence 3(Dy) =

s = 2*. For the Dy distribution,
yey’
L [ S W O it |
w0 CP(Dys) 92k 4 (17\[2_*;)2 N —2.2k 192k 92k f N

Different ranges of N give the estimation for 5(Dy s). For general Dy, it is easy to see that
272k < CP(Dy,) < 27% and hence B(Dy,) € [2F,22%]. O

4.3 Lower bounds: finding a collision is difficult

We prove our quantum query lower bounds for min-£ collision finding by security reductions.
Recall the hardness result for uniform distributions by Zhandry [150].

Lemma 17 ([150] Theorem 3.1). Let f : [M] — [N] be a uniformly random function. Then
any algorithm making q quantum queries to f outputs a collision in f with probability at
most C(q+ 1)3/N for some universal constant C'.

We show that collision finding in any min-£ distribution is at least as difficult as collision
finding in a uniform distribution on a set of size 2¥. We begin by demonstrating a reduction
of collision finding in a uniform distribution to collision finding in a flat-k distribution.
Then we show a reduction of collision finding in a flat-k distribution to collision finding in
a general k-distribution. Therefore we prove the following results.
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Theorem 7. Let f, < Dk)fb be a random function whose outputs are chosen independently
according to a flat-k-distribution Dy,. Then any quantum algorithm making q queries to f
outputs a collision with probability at most O((q + 1)3/2%).

Theorem 8. Let fp <+ D¥ be a random function whose outputs are chosen independently
according to a distribution D of min-entropy k. Then any quantum algorithm making q
queries to fp outputs a collision with probability at most O((q + 1)3/2F).

Corollary 3. Any quantum algorithm needs at least Q(2F/3) queries to find a collision with
constant probability in a random function fp < DX whose outputs are chosen according to
a distribution D of min-entropy k.

Each of the proofs describes an algorithm (i.e., a reduction) attempting to find a collision
in a random function f to which it has oracle access. The reduction will run, as a subroutine,
another algorithm which finds a collision in another random function g when given oracle
access to ¢ (these random functions are not necessarily sampled from the same distribution).
To adapt the subroutine which finds collisions in ¢ for the task of finding a collision in
f, the reduction simulates an oracle for g by building an oracle converter from the oracle
for f and a suitable redistribution function. In general the redistribution function must
be random, sampled from a particular distribution so that the distribution of its images
equals that of g. Given some distributions from which the images of f and g are sampled,
only some special sampling procedures will produce a redistribution function suitable for
building the oracle converter needed. We formalize the concept of a redistribution function
sampler as a generally randomized algorithm that performs such a sampling procedure
specific to the oracles the reduction has access to and needs to simulate.

Definition 21 (D — D’ Redistribution Function Sampler). Suppose f : X — Y is
a random function whose images are distributed according to a distribution D. Let
D’ be a distribution on Y’'. We call an algorithm S a D — D’ redistribution function
sampler if it returns a function r : X x Y — Y’ such that for all x € X and y € Y,
Pry, [r(x, f(z)) = y] = D'(y) and this probability is independent for each z.

We use the term redistribution function to refer to a function returned by a redistribution
function sampler, explicitly stating the distributions when necessary. The redistribution
function naturally induces an oracle converter.

Definition 22 (Oracle Converter). Suppose f <— D¥ is a random function whose images
are distributed according to a distribution D on Y. Let D’ be a distribution on Y’, and
r: X xY — Y beaD — D redistribution function. An algorithm C, having oracle access

to f and r, is called an oracle converter from f to g if C computes a function g : X — Y’
defined by g(z) :=r(x, f(x)).
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We may denote g = Cy,. We can immediately observe that g is distributed as if the
images were sampled independently according to D', when f and r are sampled according
to the above definition.

Lemma 18. The oracle converter defined above computes a function g that is distributed
identically to D', i.e., its images are independently distributed according to D', if f < D*
is chosen randomly and r is generated by a D — D’ redistribution function sampler.

We will be concerned with finding collisions in f and g. In particular, we are interested
in whether a collision of g constitutes a collision of f. We define the collision-conversion
rate to capture this property of an oracle converter.

Definition 23 (Collision-conversion rate). Let C be an oracle converter from f to g. We
say that it has collision-conversion rate p if for any x,2’ € X, and ¢’ € Y’X we have that

Prf(@) = (@) | g(z) = g(e) ng = g] Zp.

With these notions available, our reduction proofs basically sample a redistribution
function (with the correct distributions), and then simulate a correct oracle g distributed
according to D'* using an oracle converter accessing the given oracle f ~ DX. Then we
run a collision-finding adversary on D’ with oracle g. Whenever it outputs a collision, we
can conclude that a collision is also found in f with probability p by the collision-conversion
rate, which will lead to the desired contradiction. For each of the reductions, we will
describe a suitable redistribution function sampler and show that it has at least constant
collision-conversion rate. To do so, we assume that the reductions have full information
about D and D', as well as sufficient randomness. This is fine as far as query complexity
is concerned, and it is an interesting open question to make them time-efficient. We also
remark that, for the sake of clarity, the distribution of images of our redistribution function
is defined to be ezactly matching distribution D’. It suffices to approximate distribution D’
up to some negligible statistical distance.

Now we provide a generic formal description for all of our reductions, leaving the
redistribution function sampler as a modular component which we can describe individually
for each collision finding problem (for now we assume that each reduction has access to
an adequate redistribution function sampler in each case). We do this in part to formally
demonstrate how our reductions are compatible with quantum adversaries, allowing them
to submit queries in quantum superposition and receive the oracle responses in quantum
superposition. We will show that the oracle converters can be implemented as quantum
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Let f + DX be a random function whose images are sampled according to D on a set Y.
Let D’ be a distribution on a set Y’. Let S be a D — D’ redistribution function sampler.
Let A be an adversary for collision-finding in D’.
Run S and store its output as r. Implement an oracle for r.

2: Construct an oracle converter C using the oracles for f and r. The responses of C are
now distributed according to D’. Refer to the function implemented by C as g.

3: Initialize A. For each query made by A, forward the query to C and return the
response to A.

4: When A returns a collision (z1,z2) in g, output (z1,x2).

Figure 4.1: Generic Reduction via Oracle Converter

Figure 4.2: Quantum circuit that implements function g = C;, using two oracle calls to f.

oracles, so that the reduction can simulate the collision-finding problem for a quantum
adversary who submit quantum queries. As usual, we consider a reduction solving collision-
finding in D using an adversary for collision-finding in D’. The process is summarized in
Figure 4.1.

We emphasize that the functions f and r are random functions sampled before the
adversary begins the attack (the attack referring to the query-response phase in which
interaction with the oracle occurs), as f is simply a model for what would be a fixed,
publicly known hash function in a practical security setting, and r would be chosen by the
adversary according to some procedure specific to the hash function (this is the role played
by redistribution function sampler). Implementing the converter as a quantum-accessible
oracle is straightforward as shown in Figure 4.2. Note that the function r can be turned
into a unitary operator by standard technique |z, Z,y) ¥ |z, %,y @ r(z,%)). f is given as a
quantum oracle, which we just need to query twice to answer each query to g.

Now that we have a generic construction for our reductions, we will show a simple
reusable general result that will allow us to quickly construct reductions and extend
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query complexity lower bounds by simply demonstrating the existence of a satisfactory
redistribution function sampler for use in each reduction. In this context we say that a
reduction algorithm succeeds if the output pair indeed forms a collision in the given oracle
function.

Lemma 19. Suppose there exists an algorithm A which solves collision finding in a
distribution D' with probability at least P4, using q queries to an oracle for a function
g whose responses are distributed according to D' . Suppose there exists a D — D’
redistribution function sampler S such that the induced converter has collision-conversion
rate at least p. Then the process in Figure 4.1 initialized with S and A, denoted Rg 4,
solves collision finding in D with probability at least p - P4 using 2q queries to an oracle for
f whose images are distributed according to D.

Proof. Lemma 19 follows from the suppositions stated, from Lemma 18, and from the
definition of the collision-conversion rate (Definition 23). Let g = f(z,7(z)), and let A9
denote the adversary instantiated with g. We then need to consider, over the randomness
in f, r, and A, the probability that the output that A provides is a collision in f.

P&[f(xl) = f(za) | (z1,72) + A7

fir,
:fﬁ&[f(xl) = f(z2) | g(z1) = g(22), (21, 72) < AY] 'fE&[g(ﬁ) = g(@2) | (21, 72) = AY]
= Z (fgféx[f(%) = f(z2)lg(21) = g(22),9 = ¢, (w1, 22)  A7]

X fP&[g =g | (z1,22) + Ag]>PA

Here we have used Lemma 18 to reduce Prg(z;) = g(z2) | (z1,22) < A] to P4. For the
first probability in the summand, note that the definition of collision conversion resistance
means that for each ¢, for all x1, x5, this conditional probability is at least p. So the fact
that (x1, z2) was generated by AY is irrelevant, and we can reduce this to be simply p. Then
we recombine the summand and get the result p- P4. The observation that Rg 4 uses twice
the number of oracle queries as A proves the lemma.

]

IThe probability P4 reflects the randomness of oracle’s responses and of A.
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Therefore to prove Theorem 7 and 8, all that is left is to show suitable redistribution
function samplers.

Lemma 20. Let Uy be a uniform distribution on a set'Y of size 2%. Let Dy, be a flat-k
distribution on a set Yy, which has support Sy, C Y1, and Dy a general min-k distribution
on a set Ys. There exist Uy — Dy, and Dy, — Dy, redistribution function samplers, and
the induced oracle converters have collision-conversion rates at least 1/2.

Proof. We describe the two samplers below.

Uye — Dy, sampler. In this case the redistribution function sampler is nearly trivial
because a simple relabeling of samples from the distribution Uy will suffice to simulate
samples from the distribution Dy,. Let f be a function f : X — Y whose images are
distributed according to Usyr, to which oracle access is available. Let m : Y — Y] be any
bijection onto Sy;. Define S; as a one-step algorithm that returns a function 7 (z,y) = m(y).

By the definition of ry, Prlri(z, f(x)) = ¢/] = Pr[m(f(z)) = ¢/] for all z € X and
y" € Sk,. Since m implements an injective mapping from Y to Sy, Prim(f(x)) = ¢/| =
Pr[f(z) = m~(y')]. Since, by the definition of f, Pr[f(x) = y] = Ux(y) for all y € YV,
Pr(f(z) = m~(y)] = Uy (m~(y')) = 27%. Hence Pr[ri(z, f(z)) = ¢/] = Dy,(y') for all
z € X and y' € S, since Dy, (y') =27% for all ¢’ € Si,. Anything not in the support of
Dy, is also not in the range of m, and is returned with probability 0. It follows that S; is a
Use — Dy redistribution function sampler. We now show that the collision-conversion rate
of the induced oracle converter is exactly 1. Let (z1,x2) be a collision in g, the function
implemented by the oracle converter. Then r(z1, f(x1)) = ri(xs, f(z2)), from which it
follows that m(f(z1)) = m(f(x2)). Since m is an injective mapping,we can conclude that
f(z1) = f(x2), which shows that (z1,x9) is necessarily a collision in f.

Dy, — Dy, sampler. We provide an overview of the Dy, — D, redistribution function
sampler in the following few paragraphs. The complete redistribution function sampler is
given in Section 4.3.1, along with a detailed explanation of the reasoning behind it. We
reiterate that the redistribution function can be prepared before oracle access to the hash
function under attack is obtained, allowing the query-response phase of the attack to be
implemented as a quantum algorithm without concern for the quantum implementation of
the redistribution function sampler.

The basic challenge that must be solved by the redistribution function sampler is
to provide a mapping from the support of one distribution to the support of another
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distribution in such a way that the output is actually distributed according to the second
distribution, which we call Dj, when the input is distributed according to the first, which we
call Dy,.% In order to maximize the probability that Algorithm 4.1 succeeds, the mapping
must maximize the probability that two identical outputs correspond with two identical
inputs, i.e., the collision-conversion rate. Our construction for this redistribution function
sampler, which we call S (and which returns a function which we call ry), ensures that
this probability is no less than one half by allowing at most two elements of the support of
the Dy, be mapped to each element of the support of Dj. To provide intuition for how
this is achieved, we recommend visualizing each distribution as a rectangle divided into
‘bins’ representing the elements of its support, with each bin’s width proportional to the
probability mass of the corresponding element under the distribution. We refer to this as
the rectangular representation of the distribution. An example is shown below. We let Dy,
be a flat distribution of min-entropy 2, and Dy be a (non-flat) distribution of min-entropy
2. We label each bin with a number indexing the elements of the support in each case.

1 2 3 4 Dy

1 2 3 4 5 Dy

For each of the elements of the support of Dy, we must decide what the probability
mass corresponding to that element in Dy}, should ‘be sent to” by the redistribution function,
in the sense that whatever that element is mapped to will occur with the same probability
as that of sampling the element from Dy,. A natural solution that would correctly produce
the distribution D}, is to in some sense ‘project’ the distribution Dy, onto Dy, so that
each ‘location’ in the rectangular representation of Dy, is mapped to a ‘location’ in the
rectangular representation of Dy (by ‘location’ here we refer to horizontal position a
rectangular representation, selecting some specific probability density). We illustrate this
sort of projection by drawings lines between the two rectangular representations that show
where the boundaries between the elements of each distribution’s support fall in the other
distribution, shown below.

2A redistribution function formally is also provided the query z that is associated with the sample from
the first distribution, which is (in Algorithm 4.1) the response from an oracle whose output is distributed
according to the first distribution. This is necessary in cases where the second distribution has a larger
support than the first, since the image of the redistribution function cannot be larger than the domain. It
can safely be ignored otherwise (as in the construction for 7).
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1 2 3 4 D Dy,

From the fact that the width of each bin is proportional to the probability mass
associated with each element of each distribution, it follows that, if, for a given sample from
Dy, we sample an element from the support of Dj, according to the available probability
mass inside the projected bin from Dy, the sampling result will be distributed exactly
according to the distribution D,. This is difficult to communicate verbally, but visually,
one can imagine receiving a sample from Dy, as ’selecting’ the bin associated with the
sampled value in the rectangular representation of the distribution. Then, following the
lines bordering that bin, we find that the probability mass associated with the sample from
Dy, is mapped to probability mass corresponding to several elements of the support of
distribution Dj. If we now sample from these elements according to their share of the
probability mass corresponding to the sample from Dy, our samples will be distributed
according to Dy. For example, with reference specifically to the graphic above, suppose
that we receive element 2 as a sample from Dy,. Following the lines down from the bin
corresponding to element 2 in the rectangular representation of Dy}, we see that elements
2 and 3 in the support of Dy both partially reside in the space corresponding to bin 2
in the rectangular representation of Dy,. In particular, element 2 in the support of Dy,
consumes much more of the space than element 3. Hence we sample either 2 or 3, with a
bias toward 2 exactly equal to how much more of the space element 2 consumes (recall that
space in these rectangular representations corresponds to probability mass). Similarly, had
we received element 3 as a sample from Dy, we would have sampled from elements 3 and
4 in the support of Dy with little or no bias, since these seem to roughly evenly split the
space inside the boundaries of the bin corresponding to element 3 in the support of Dy, .

In Section 4.3.1 we show a proof that the process in Figure 4.1 initialized with S5 succeeds
with probability at least one-half given that the adversary it runs as a subroutine succeeds—
this proof derives and relies on a property of the redistribution function generated by the
sampling procedure just described—that an apparent collision in its output corresponds
with a collision in its input (which, recall, in Algorithm 4.1 is the output of an oracle whose
images are distributed according to Dy ;) with probability at least one-half. In Section 4.3.2
we prove that the redistribution function sampler Sy has a collision-conversion rate of at
least one-half. The intuition behind this property is that a sample from D, produced by
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the redistribution function could have been generated by, at most, 2 distinct samples from
Dy, since each bin in the rectangular representation of Dy, resides within the boundaries
of, at most, 2 bins in the rectangular representation of Dy,.

]

We have shown that S; and S, as just described, are Uy — Dy, and Dy, — Dy
redistribution function samplers, respectively. Finally, Theorem 7 and 8 follow easily. Note
that we write some of the constant factors in the probabilities with the common notation
C, even though they will not all take the same numerical value, in recognition that they
are not interesting for the study of asymptotic query complexity.

Proof of Theorem 7 & Theorem 8. By Lemma 20, there exists a Uyr — Dy, redistribution
function sampler S; for which the induced collision-conversion rate is at least one-half.
Therefore Lemma 19 implies that our reduction algorithm is an collision-finding adversary
making 2¢ queries to a uniformly random function f with success probability at least P4 /2.
However, Lemma 17 tells us that any 2g-query adversary can succeed with probability at
most C'(2¢ + 1)3/2%. Therefore the success probability P4 of any g-query adversary A is
O((q + 1)3/2%), which proves Theorem 7.

Theorem 8 is proved in the same fashion by invoking the Dy, — D) redistribution
function sampler S5 in Lemma 20 and with Theorem 7 taking the place of Lemma 17. [

4.3.1 Details relating to Lemma 20: D,, — D, redistribution
function sampler

In this section we describe the redistribution function sampler S5 in complete detail.
Annotated pseudocode for S; is found in Figures 4.3 and 4.4. Because the algorithm is
quite long and dense, we use this section to also explain the intuition behind the algorithm,
before proving that collision-conversion rate in Section 4.3.2.
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Let Dy be an arbitrary k-distribution on support Si. Let Dy}, be a
flat-k-distribution on support Sy ;. Let f, : X — Sy}, be an oracle for a function
whose images are distributed according to Dy,
Prepare to store a lookup table for a function ¢ : Sy, x S, — [0, 1]
Sort and label the elements y; of Si in order of decreasing probability mass under
distribution Dy, so that Dy(y1) = 2% (by the definition of min-entropy, there must
be one or more y; € Sy with Dy (y;) = 27)
Arbitrarily label the elements z; of S, with index j =1,2,... 2k,
forie1,2,3,...,2" do
if Dy(y;) = 27" then
Set c(yi, zi) = 1.
Set ¢(yi, z;) = 0 for all j # 1.
endif
if Dy(y;) < 27F then
i—1
Compute Z Dy(y;) (here j is a dummy-index for the sum and is unrelated to
j=1
the labeling of the elements of Sy }).
Save the result as the image of 7 under a function g : [|Sk|] — [0, 1].
if 27 divides ¢(i) then
Set (Ui, 2((g(3)j2-+)+1)) = 28 Di(y:) and c(y;, zj) = 0 for all j # (g(i)/27"%) + 1.
else
Set (i, 2[y(i)j2-+1) = 2*min([g(i)/27*] — (i), Dr(y:))
Set (Ui, 21900y j2-+111) = 2" (Di(yi) — min(Tg(i) /271 — (i), Di(w:)))
Set c(y;, zj) = 0 for all remaining z; € Sk
endif
endif

endfor

Figure 4.3: Redistribution Function Sampler Sy, Part 1.
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21: for z; € Sy

22 Construct the set W; containing all y; € Sy for which ¢(y;, ;) # 0.
23 : Store the set W; as the image of z; in a function b : Sy, — P(Sk).
24 : endfor

25 for each combination of one # € X and one z € S;, do

26 : Fix some mapping from an index ¢ to each element in b(z).
27 Compute my(y:) = c(yt, z) for each y; € b(z).
28 : Sample a < [0, 1].

i
29 : Iterate through ¢ = 1,...,]b(z)| until me(yt) > a.
t=1

30 Define ro(x, z) = y;.

31: endfor

32: return 79

Figure 4.4: Redistribution Function Sampler Sy, Part 2.

To facilitate intuitive understanding of why Ss is a suitable redistribution function
sampler for use in reducing collision finding in Dy, to collision finding in Dy, we visualize a
distribution D, as a rectangle divided into disjoint regions, each region representing one
element of the support S;. The total area of the rectangle is 1, representing the total
probability mass in Dj. For simplicity, consider momentarily a distribution of min-entropy
2 on a set of size 5, whose elements we label with the first 5 positive integers. In the
distribution represented below, the 1 element has 25% of the probability mass, while the
others share the remaining 75%. Thus 1 is the mode element and its probability mass
determines the min-entropy of the distribution.

1 2 3 4 5 Dy

Denote the oracle simulated by the oracle converter (which we denote C as fi. In
order to be used in Algorithm 4.1, the redistribution function’s output must be distributed
according the distribution Dy when given a query x € X and a response from an oracle for
fv. Clearly, in order to satisfy this requirement, there must be additional randomness ‘built
in’ to the way the redistribution function is sampled because the distribution Dy may, in
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general, have higher Shannon entropy than the distribution Dy, as |Sk| > [Sk,|. We can
accomplish this by treating the elements of S}, as ‘bins’, each associated with one or more
elements of S. In order to generate a sample from Sy, a sample from Sy, first selects a ‘bin’,
and then one of the elements of Sj associated with that bin is chosen randomly according
to a conditional probability distribution such that the marginal probability of sampling
that element (across all of the bins) is equal to the probability associated with that element
under distribution Dj. This process can be visualized intuitively by vertically aligning
rectangular representations of the distributions Dy, and Dj. The conditional probability
of sampling each element in S given a bin in Si; can be illustrated by projecting the
dividers between elements in the rectangle representing D), into the space between the two
rectangles. We show a trivial example below, using distributions of min-entropy 1.

1 2 Dy

c1,1) =1  22)=05 | ¢2.3)=05

1 2 3 Dy,

The diagram above also illustrates the role played by the function ¢ : Sy x Sk, — [0, 1].
This function specifies the conditional probability that r, returns a sample of a certain
element of S) given that the response of f, to a certain query is a certain element from
Skp. Formally, c(y, z) = Pr[ra(z, f,(z)) = y| f,(x) = 2], where x is a query produced by the
adversary in algorithm 4.1. Then the output of ro on input (z, z) is simply determined
by sampling from the chosen bin according to the conditional probabilities that c(y, 2)
specifies—this sampling step is where algorithm 4.3 injects the additional randomness that
will be needed to convert an oracle for f, to an oracle for f;. The values encoded into the
function ¢ therefore make up the non-trivial part of algorithm 4.3.

In the example above, the elements 2 and 3 have a total probability mass of 0.5 in Dy,
so they can be ‘binned’ into element 2 in Dy ;. Supposing that element 2 is returned by the
oracle f,, a single uniformly random bit would determine whether C will return 2 or 3 as
the response of f, since each are equally likely under Dy. If element 1 is returned by f,,
no additional randomness is needed, as ¢(1,1) = 1. This is always the case for the mode
element, because its probability mass under D, must exactly equal the probability mass of
any of the elements of Dy, since D), and Dy, have equal min-entropy.
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This procedure will ensure that the output of r, is distributed according to D, when the
2nd input is distributed according to Dy, since the marginal probability of sampling each
element in this fashion exactly replicates the associated probability in Dy. In this simple
case, any collision found in f; will necessarily be a collision in f,. However, this is not true
in general. If the elements of S cannot be grouped into bins each with total probability
mass under Dj, equal to 27, then some elements of S;, must have their probability mass
split among multiple bins. An example of such a case is shown below.

1 2 3 4 D)

)

1 2 3 4 5 D,

In cases like these, it is possible that a pair of identical outputs from ry, constituting
an apparent collision in f; from the perspective of the adversary in algorithm 4.1, do not
actually originate from identical responses from f,, and therefore do not constitute an
actual collision in f,, the function which 4.1 attacks. Luckily, it is possible to construct the
function ¢ such that the probability that a collision in f; corresponds to a collision in f, is
bounded below by one half (giving C a collision-conversion rate of at least one half), so
that Algorithm 4.1 instantiated with Sy can preserve the query complexity of the adversary
it leverages, from which Theorem 8 follows. Algorithm 4.3 contains a general method for
constructing such a function, which we explain now.

The first step is to sort the elements of Sy in order of decreasing probability under
distribution Dj. The utility of this is that it guarantees that any elements of S; which can
be trivially associated with an element in Sy, because they have a probability mass equal
to 27%, are mapped to a single element in Sk, with probability 1.

Next, Algorithm 4.3 iterates over the elements y; of Sy, setting the value of ¢(y;, z;) for
all elements z; of Sy, for each. This may be visualized as moving across the rectangular
representations of Dy and Dy, from left to right, determining the values of the function
c along the way. If the probability mass of y; under Dy, is 27%, then all of its probability
mass is associated with the element in Sy, with the same index, so ¢(y;, z;) = 1 (and of
course zero for all other z;). If the probability mass corresponding to y; in Dy is less than
27", then the probability mass from y; will not ‘occupy’ an entire bin in Dy}, so it must
share a bin with other elements of Si. But if the current bin is already partially occupied,
it may be the case that the probability mass of y; has to be split between the current bin
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and the next bin, where the ‘current bin’ and ‘next bin’ refer to the elements of S}, which,
at this point in execution of Algorithm 4.3, have the highest index out of the elements for
which ¢ has already been assigned and the lowest index out of the elements for which ¢ has
not already been assigned, respectively.

To check whether this is the case, Algorithm 4.3 computes the total probability mass in
Sk that has already been assigned, which it saves as g(7), and checks whether this value
is a multiple of 27%. If it is, then the current bin must be completely occupied, and the
probability mass corresponding to y; will fit completely inside the next bin. The next bin
will in this case be indexed by (g(i)/27%) + 1. If g(i) is not a multiple of 27%, then the
probability mass from element y; may need to be split between the current bin and the
next bin. In this case, the index of the current bin will be [g(i)/27*], because for example
if g(i)/27% = 2.1 then the first two bins are completely occupied, and one tenth of the third
bin is completely occupied, making the index of the current bin 3. The index of the next bin
will thus be the index of the current bin plus one. The value of c(y;, 2[4(;)/2-+7), representing
the conditional probability of sampling y; given the current bin has been sampled from
Dy, is set to 2*min([g(i)/27%] — ¢(), P(y;)). The minimum function guarantees that if it
is possible to fit all the probability mass from y; into the current bin then this is done, and
if not, whatever probability mass can fit into the current bin is assigned to the current bin.
Naturally, whatever probability mass is not assigned to the current bin must be assigned to
the next bin, to conserve marginal probability. The factors of 2¥ come from the denominator
of 27% in the conditional probability. It should be clear that the procedure just described
would lead to a ¢ function like the one illustrated below, for the example distribution Dy
which we introduced earlier. In general, the ¢ function that results from this procedure can
be visualized by projecting the dividers between elements in both rectangles into the space
between the two rectangles.
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1 2 3 4 5 D,

cL,1)=1  ¢2,2)=0.75 ¢(3,3)=05 c(4,4) =0.25
¢(3,2)=025 ¢(4,3)=05 ¢(5,4)=0.75

In the next step, for each element in Sy, Algorithm 4.3 saves the set of all elements in
S; which are associated with it via the ¢ function. These sets are saved in a function b and
will be used to ‘invert’ (using the term loosely) the ¢ function for the purpose of simulating
the responses of an oracle f, whose responses are distributed according to Dy.

Now that the appropriate conditional probability distributions are calculated (in the ¢
function), all Algorithm 4.3 has to do is sample from the conditional distribution specified
by ¢ for each possible combination of a query € X and a response z € Sy, of oracle
f». Essentially, the steps before this point were defining the distribution over the set of
all functions needed to sample a suitable redistribution function, and the remaining steps
sample the function from this distribution, one image at a time. It is simple to verify that
the last few steps in Algorithm 4.3 do exactly this via inverse transform sampling.

4.3.2 Proof that the oracle converter induced by S; has a collision-
conversion rate of at least %

Let Dy}, denote the flat-k-distribution on support Sy, and Dy denote a k-distribution on
support Si. Let f, be a function f, : X — S;, whose images are distributed according
to Dy, to which oracle access is available. Let ry : X x Si;, — S be defined as it is in
algorithm 4.3. Let f;, be an arbitrary function in Y'¥, and ¢ the oracle simulated by
the oracle converter induced by f and r. To provide a bound on the collision conversion
rate, take any x; and xo. We then need to consider the probability that f,(x1) = f,(z2),
conditioned on the fact that g = fi and g(z1) = g(x2).
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Let y denote fi(x1), this oracle’s response to query z1, and likewise let ¥ denote fi(z5).
Let z denote f,(z1) and 2’ denote f,(z2). Then the oracle converter’s collision-conversion
rate can be expressed as Pry, ,,[z = 2'|g = fr Ay = ¢/]. To help prevent confusion, we
stress that the probability here is taken over the random choice of f, <+ DWX and the
randomness in 4.3 when preparing rs.

We rewrite the constraint ¢ = fr Ay =y as g = f~ y, i.e., fi is a function where
fr(x1) = fr(z2). Then by Bayes’ theorem

Prs,.,[z = 7] _
Prlz=41]¢g= yy fir2l? Prlg=f'"" | 2=7% 4.1
== ) = g e el = 2=
Applying the law of total probability, we may write

2k
Pr[z =2] = ZPI‘[Z/ = zj|z = zj] - Pr[z = 2]

j=1
= Z Pr[2' = z;] - Pr[z = z5] (2 & 2’ independent)

2k
= 2:(2_k)2 = 27% (definition of a flat-k-distribution).

=1

From Lemma 18, we also have that

Then equation (4.1) can be rewritten as

271C .
Prlz=2"|g=fI" v = . Prlg= f7Vz2=7 4.2
[ 9= "] Lo De (@) lg=1""] ] (4.2)

Now we turn our attention to the conditional probability on the right. Applying the
law of total conditional probability, we decompose the conditional probability into a sum
over all possible values of the random variable z, so

Prlg = f/= |z = 2 ZPrg— V=2 = 2 Nz = 2] - Prlz = 2]z = 2]
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Applying Bayes’ Theorem again, this time to the conditional expression on the far right,
inside the summand, we get
Prjz = z;
[ ] -Prlz = 2|z = z].

Pifz = 2]

Using our prior result for Pr[z = 2/|, and the fact that all samples according to Dy,
have probability 27, we can see that the ratio in the above equation must be exactly one.
Hence we get

2k

Prlg= i |2 =2] =) Prlg=fI™ | 2 = ' = 2] - Pr[¢' = 2]

j=1

2k
= Pig= [V = =] 2
j=1

Again thanks to Lemma 18 we can break apart Pr[g = f,f:y/|z = 2/ = z;] into the
product for each x € X, as all are independent, except for x; and x3. So we can rewrite

this probability as

2 I D @) | D oPrly =y = 7V (x1)]z = 7' = 7]

zeX\{z1,x2} Jj=1

= . .
For convenience, set =" (z1) = y”. Then we can rewrite the summation as

2k
D Prly =yl = 2] Prly = o]z = 2] (4.3)

j=1
This step is only possible because 3’ and z are independent, so the presence of 2z’ in

the conditional involving ¢’ can be ignored. The same goes for y and 2’ in the second
conditional.

Now, recall that the function c is defined in algorithm 4.3 by c(y, z) = Pr[fi(x) =
ylfo(x) = z]. It follows, by the definitions of y, ¥/, 2z, and 2/, that each of the factors in the
summand are equal to ¢(y”, z;). Hence we may write equation 4.3 as

ok
Z C(yﬁv Z]')Z'
j=1
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From the details of how the values of ¢ are assigned in algorithm 4.3, the number of j values
for which ¢(y”, z;) is non-zero is either one (if all of y”’s probability mass is associated
with a single bin), or two (if the probability mass is split over two bins). If only one
value of j corresponds to a non-zero c(y”, z;), then c(y”, z;) must be 2¥Dy(y”). But we
are interested in the worst case, in order to establish a lower bound. If two values of j
correspond to a non-zero c(y”, z;), then we know that the two values of ¢ must sum to
28Dy (y"). In this case, the sum of the squares of these values will be less than 2% Dy (y").
We can express this sum as ¢} + c3 = ¢ + (2D (y") — ¢1)?. The minimum value for this
parabola is 271D, (y")?, when c¢; = 2871 Dy (y"). Therefore we may write,

Prlg = f{™ | 2= 2] >27* I[I D™ @) | 22 Dulf ™ @) Dil f (w2)

zeX\{z1,22}

S | ENGE)

zeX

Finally, plugging this into equation 4.2 we get the result

Prlz = #|g = f~]

2~k o
- k-1 Dy(fY (x
> Lo D) g{ K ()

Therefore we conclude that the oracle converter induced by Sy has collision-conversion
rate at least %

4.3.3 Stronger lower bound for /-min-k distributions

Note that following the same strategy, one can show a reduction of collision finding in an
arbitrary min-k distribution D to collision finding in a §-k-distribution. This is interesting
because it affirms that the d-k-distribution case is the most difficult out of all k-distributions.
Clearly, if no elements in the support of D are associated with a probability mass less
than 1/N, the proof of Theorem 8 can be adapted by replacing all references of 27% as the
probability of sampling each element from the flat distribution with a general probability
D(z), and replacing the general distribution D with a ¢-k-distribution Ds. The general
case where D has elements associated with smaller probability mass than 1/N may be
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resolved by considering the distribution removing these elements and showing that it is
computationally indistinguishable from the original.

In this section we give further evidence and establish an even stronger bound for finding
collisions in the J-k-distribution case.

Theorem 9. For any q-query algorithm A,

Pr [f(z) = f(&') : (z,2) « AT()] <O (3— + q—3> -

f+Dys* N

We give two proofs. The one presented here relies on a technique by Zhandry (Lemma 21).
We give an alternative proof in Section 4.3.4 based on a reduction from an average version
of a search problem which is hard to solve from the literature. This may serve as an
intuitive explanation of the hardness of non-uniform collision finding. It also connects to
the quantum algorithm we develop in Sect. 4.4.1 based on Grover’s search algorithm.

Lemma 21. [1/9, Theorem 7.2] Fiz q, and let Fy be a family of distributions on Y indexed
by A € [0,1]. Suppose there is an integer d such that for every 2q pairs (z;,y;) € X XY,
the function py = Pry_p, (f(z;) = v, Vi € {1,...,2¢}) is a polynomial of degree at most d
in A\. Then any quantum algorithm A making q queries can only distinguish Fy from Fy
with probability at most 2\d?.

This lemma enables us to prove another lemma in turn.

Lemma 22. For any q-query algorithm A,

Pr (Af()=1)— Pr (A’()=1)] <8¢*/2" +1/N.

f+Dys™ feyX

Proof. For every A € [0,1], define Dy on Y such that there is an element m € Y with

Dy(m) = X and for any y # m D,(y) = |1Y|;—/\1 Then define a family of distributions F on

Y where Fy := D)%, i.e., the output of each input is chosen independently according to
D,,.

For any {(xi,yi)}?il, pri=Pricp (f(z;) =y, Vi € [2q]) = )\t(nl/l;_’\l)Qq_t, where ¢ is the
number of occurrences of m in {y; ?il. Clearly py is a polynomial in A\ with degree at most

2q.
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Notice that Fy-» is exactly -min-k distribution Dy 5, and Fp is uniformly random on
VX, where Y := Y\ {m}. Therefore by Lemma 21,

Pr (A/()=1)— Pr (A/()=1)

< 2(2¢)%-27F =84%/2%.
f(*Dky(;X f(*YX

Since YX and YX has statistical distance (N

(5 — %) +3(x—0)=1/N, we
got that [Pry._p, x(Af(-) = 1) = Prp_yx(A/() = )‘ <8

qow
¢*/2F +1/N. O

[\

We are now ready to prove the stronger complexity for finding collision in a J-min-k
random function.

Proof of Theorem 9. Suppose that there is an A with

Pr [f(z) = f(a'): (z,2") « AT()] =

fDysX

using ¢ queries. Then construct A" which on input oracle f, runs A and receives (z,z")
from A. A’ then output 1 if and only if f(z) = f(2/). By definition, we have that
PrfeDk!éx(A’f(-) = 1) = . Meanwhile, note that A" makes ¢ + 2 queries. Therefore by
Zhandry’s lower bound on finding collision in uniform random function (Lemma 17), we
know that Pry, yx (A7 () =1) < O(“%- (g+3)° ). Then Proposition 22 implies that

(¢ +3)°

q+2)2+(q+3)3
N

)+8(q+2)2/2’“+1/N:O(< 57 N ).

e <O(

]
Corollary 4. Any quantum algorithm needs min{Qk/ 2 NV 3% queries to find a collision
with constant probability. Specifically we need Q(NY3) if 28 < N < 2%, and Q(25/2) when
N >2%.
4.3.4 Alternative proof of lower bound
Theorem 10. Suppose |X| = M = o(v/N). Any q-query quantum algorithm finds a

collision in f < XPrs with probability O(q?/2F).
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We prove this by reducing a variant of Grover’s search problem in [92] to finding a
collision here. Define the following distribution E\ on F : X — {0,1}: if F' < E), then for

any v € X
_J 1 with prob. A;
F(z) = { 0 with prob. 1 — .
It has been shown in [92] that searching for a preimage of ¢ in a function drawn according

to FE, is difficult. More precisely, for any quantum algorithm A making ¢ queries, we define
its success probability as
A 1. F
Succy , = FE%)\[F(I) =1l:x+ A"())].

Lemma 23. (/92, Theorem 1)) Succﬁ,q < 8\(q + 1)% holds for any quantum algorithm A
making at most q queries.

Proof of Theorem 10. Let A be any quantum algorithm that makes at most g queries to
[+ DMX and finds a collision in f with probability €. We show how to construct B that
solves the above search problem for A\ = 1/2% making 2¢ queries with probability & =& —~
and Lemma 23 then implies that ¢ < O(q?/2%).

B is given quantum access to F' <— Fy, and the mode m of Dys. Let h: X — Y \{m}
be a random function.® It simulates f : X — Y which answers the queries from A:

f(x)—{ mif F(z)=1;

h(z) otherwise.

After A has made ¢ queries to f, A outputs z and z’. B outputs one of them, e.g., x.

Note that B can implement each evaluation of f by two queries to F'. Therefore B
makes 2¢g queries to F' at most. Next observe that f is distributed identically as f « XPrs,
because Pr[f(z) = m] = Pre_pm [F(z) = 1] = 1/2% and the rest of f(z) is uniform over
Y\{m}. Therefore we know that f(z) = f(2') with probability . Finally notice that when
M = o(v/N), h will be injective except with probability negligible in k. Therefore the
collision only occurs at the mode, which implies that F'(x) = 1 and B successfully finds a

marked element in F. O
3This can be efficiently simulated by a 2¢g-wise independent hash function as justified by [150, Theorem
6.1] and [96, Lemma 2].
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Corollary 5. Any quantum algorithm needs Q(2%2) queries to find a collision in X Pks
with constant probability even if the mode m of D is known, when M = o(m).

This result is basically subsumed by Theorem 9. When N < 22 3(D) = N. Therefore
M = o(v/N) = o(y/B(D)), and the function drawn is almost always injective. Hence the
lower bound trivially holds. When N > 22* Corollary 4 gives the same lower bound 2¥/2.

The same proof strategy also works for general M, but then the probability that the
collision occurs elsewhere other than the mode will introduce error, and it will match the
bound we obtain from Theorem 9.

4.4 Upper bounds: (optimal) quantum algorithms

We derive a generic upper bound for finding collision in any min-£ random functions.
We adapt Ambainis’s algorithm (Lemma 24) and describe a quantum algorithm NU-ColF
(Figure 4.5).

Lemma 24. ([10, Theorem 3]) There exists a quantum algorithm ColF that makes O(|X'|*/3)
quantum queries to any function f: X' — Y with at least one collision that finds a collision
with constant bounded error.

Theorem 11. Let 3 := B(Dy). Let X be a set with | X| = M = Q(\/B). Algorithm 4.5
NU-ColF finds a collision in f < XPx within O(B'3) queries with constant probability.
Moreover with O(kB'Y3) queries the algorithm succeeds except with probability negligible in
k.

Proof. Since f is generated according to the min-k distribution, when restricting to any
subset X;, we can think of drawing each function value independently from Dj. Namely
fi ~ Dy~ holds for all i. Therefore, by Lemma 2, we have that when s > ¢+/f(D) for
some ¢ > 2, f; contains a collision with constant probability. If that is the case, Ambainis’s
algorithm will find a collision with constant probability using O(|X;|*/?) = O(B(D)/?)
queries. We only need to repeat t = O(k) times to succeed except with error negligible in
k. O

Note that our algorithm NU-ColF is generic, and needs no additional information about
Dy, except for the value of . By our characterization of 5(Dy) in Lemma 16, we obtain
specific bounds for the two special distributions.
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Require: f «+ DkX as an oracle. Let s,t be parameters to be specified later.

1: Divide X into subsets X; of equal size (ignoring the boundary case) | X;| = s.
2: Construct f; : X; — Y as the restriction of f on Xj.

3: forie{l,...,t} do

4: Run Ambanis’s algorithm ColF on f; and get candidate collision (z;,z}).

5: if f(z;) = f(z}) then

6: return (z;,})

7: endif

8: endfor

9: return L

Figure 4.5: Collision Finding in Non-uniform Function.

Corollary 6. There exists a quantum algorithm that finds a collision with constant proba-
bility using the following numbers of queries:

o flat-k: O(BY3) = O(2/3) and it is tight when M = Q(2F/2).

O(N'Y3) 28 < N < 2% tight when N < 23k/2
2k

o d-min-k: O(BY) = { 0(2%) N >2%

4.4.1 Quantum algorithm for min-%£ distribution with a mode
known

We design an alternative collision finding algorithm (Algorithm 4.6), which performs slightly
better in some settings. It is based on a version of Grover’s algorithm [12, 83] for multiple
marked items stated below.

Lemma 25. Let f: X — {0,1} be an oracle function and let Z; = |{x € X : f(x) = 1}|.
Then there is a quantum algorithm QSEARCH using q queries that finds an x € X such that

f(z) = 1 with success probability Q(QQ%).

Theorem 12. NU-ColF-Mode finds a collision using O(2/?) queries with constant proba-
bility.
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Require: f < D;X as an oracle. A mode element m of Dj,.
1: Run Grover’s algorithm QSEARCH on f to find  with f(z) = m.
2: Run Grover’s algorithm QSEARCH on f to find 2’ with f(x) = m and 2’ # .

3 : if Either run of Grover’s failed then

4: return |

5: else

6: return (z, ')
7: endif

Figure 4.6: Collision Finding in Non-uniform Function with a mode known.

Proof. Let Z; :=|f~*(m)|. Let p; be the probability that f is chosen, when drawn from
Dy~ . Since we invoke QSEARCH twice, we find (z,2') with probability ((QIQTZ{)Q> Then
algorithm NU-ColF-Mode succeeds with probability

q4 2 q4 2 q4 2
f f

1 if f(z) =m;
0 otherwise.

)

To compute E[Z7], we define for every € X an indicator variable Z, = {

where f « D, and clearly Z F = Y wex Za- Since each output of x is drawn independently
according to Dys, E[Z,] = € :== 27% for all z, it follows that E[Z,] = E[Z2] = ¢, and
E[Z, - Zy] = E|Z,] - E[Z,/] = €% for any x # 2’ by independence. Therefore

E[Z3] =Y E[Z+ > ElZ.Z.] = Q(M*?).
x xFx!

Hence the algorithm succeeds with probability Q(q%e?) = Q((g—i)2) As a result, with
q= O(Zk/ ) many queries, we find a collision with constant probability. O

Note that we still need M = Q(2%) to ensure there is a collision on m in f. When

N > 23%/2 Theorem 12 gives a better bound (2%/2) than Theorem 11 (N'/? when 23¢/2 <
N < 22% and 22%/3 when N > 2%).
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Require: Let f Dk’bX be a random function whose images are sampled according
to Dy, on a set Y. Let D' be a distribution on a set Y’ with min-entropy k. Let S5
be the Dy, — D' redistribution function sampler from Algorithm 4.3. Let A be an
adversary for (second-)preimage-finding in D’. Let y be the preimage target, or let x
be the second-preimage target.

1: Run S and store its output as r. Implement an oracle for r.

2:  Construct an oracle converter C using the oracles for f and r. The responses of C are
now distributed according to D’. Refer to the function implemented by C as g.

3: For the second-preimage problem, provide = as the second-preimage target. For the
preimage problem, sample a uniform z € X and provide 3’ = r(z,y) as the target.

4 : Initialize A. For each query made by A, forward the query to C and return the

response to A.

5: When A returns a (second-)preimage 2’ in g, return z’.

Figure 4.7: Preimage converter via oracle converter

4.5 Preimage- and second-preimage resistance of non-
uniform random functions

In this section we sketch out a proof that the same redistribution function sampler S5 from
Algorithm 4.3 can be used to demonstrate similar results to Theorem 8, but relating to
(second) preimage-resistance. First we give a formal definition for the problem of finding a
(Second) Preimage:

Definition 24 ((Second-)Preimage finding problem). Let f <= DX be a function of min-
entropy k. For any y € Y, we call x € X a preimage in f of y if f(x) =y. We refer to
the problem of finding a preimage of y which has been generated by sampling a uniformly
random = € X and computing y = f(x) as the preimage finding problem in D. We refer
to the problem of being given a uniformly sampled x € X and finding a 2’ € X such that
x # 2" and f(2') = f(x) as the second-preimage finding problem in D.

The reduction algorithm will then be similar to that of Figure 4.1, but specified to the
problem of (second-)preimage resistance, and using Redistribution Function Sampler S,
from Figure 4.3.

We then show a similar lemma to that of Lemma 19.
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Y: n Y2 Y3

Y 21 22 z3

a § p e 7

Figure 4.8: Visualizing how distributions line up for preimage problems.

Lemma 26. Suppose there exists an algorithm A which solves (second-)preimage finding in
a distribution D" with probability at least Py, using q queries to an oracle for a function g
whose responses are distributed according to D'. Then the process in Figure 4.7 initialized
with Sy and A, denoted R, a, solves (second-)preimage finding in Dy}, with probability at
least P4/2 using 2q queries to an oracle for f whose images are distributed according to
Dyp.

Proof. We have already shown that the function g presented to A in the algorithm in 4.7
will exactly have the distribution D’. Next we need to ensure that the target for the
(second-)preimage problem has the same distribution. For the second-preimage problem,
this can be seen to be the case, because the target is simply a uniformly random z € X, as
required.

For the preimage problem things are slightly more complex. Only the point y is provided
to R, 4, and so to sample a point y' € Y, we choose a uniformly random point z € X and
set ¥ = r(x,y). We must show that the distribution of 3/’ is exactly D’. Note that this is a
stronger requirement than what is guaranteed by Definition 21, which only states that the
distribution of r(z, f(z)) is exactly D', and does not specify what happens for r(x, y) when
y # f(x). However, Sy does in fact satisfy this stronger property, because r is constructed
for each (z,y) € X x Y, not just (z, f(x)) for z € X.

So our remaining task is to show that R, 4 succeeds with probability at least P./2.

At the end of the execution of Rg, 4, with probability P, A produces a 2’ € X such
that g(z') = r(2/, f(2')) =y = f(x,y). For the second preimage problem there is the
further restriction that ' # x and that y = f(x).

We then have solved the (second-)preimage problem, as long as f(z') = y. So we need
to consider the probability that f(z') =y, given that r(2/, f(2')) = r(z,y).

We show that with probability at least 1/2, it is the case that f(2’) = y. Consider the
following case. The ‘target point’ y that we are trying to find a (second) preimage to is ys.
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Our redistribution function, with the second half of the output being y,, may return
many possible outputs. For simplicity, and without loss of generality, we consider the case
where there are three possible outputs: zq, 2o, or z3. We will explain in more detail in a
moment why we may do this without loss in generality. While z5 = r(a, b) means b = ys, if
r(a,b) = z; then b = y; or ys, and if r(a,b) = 23 then b = ys or ys.

We define the following probabilities, taken over uniformly random a and b (visualized
in Figure 4.8):

0; :=Pr[r(a,b) =z, ANb=1y,], i=123;
a:=Pr[r(a,b) =2 ANb=wy], B:=Pr[r(a,b)=23Nb=ys|.

Then we can perform the calculation of the probability that f(z’) = y (conditioned on
the fact that y = ys) as follows:

Pr[f(2') = yo] =Pr[f(2') = o Ay’ = 2] + Pr[f(2') = o Ay = 2]
+Prif(z') = y2 Ny = 23]

=Prly’ = 21| Pr[f(2') = yoly’ = 2]
+Pr[y = 2| Pr[f(2') = yoly’ = 2]
+ Prly’ = 23] Pr[f(2') = yz!y’ = 23]

=2F§) ——— + 276, + 2%53

+5 B+ 53
62 62
=2" (s ! ).
(2+Oé+(51+(53+6>

We can see that we additionally constrained by the facts that a+d; < zik and 4045 < 2%
So we can see that this equation is minimized by setting: ds =0, « = = 6, = 03 =
In this case we get

1/22k+2 1/22k+2
2k [0 =1/2.
(“L 12n T /

The reason that this is without loss of generality is because the equation was minimized
by having g = 0. In other words, the probability of finding a correct second preimage was
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minimized when there was no z € Y’ such that f(a,b) = z guaranteed that b = y. Then
because there are at most two z € Y’ such that there are multiple b € Y with f(a,b) = z,
we have that this case with § = 0 does indeed minimize the probability of recovering a
(second-)preimage. O

Using this lemma, we can then compose and prove a formulation of Theorem 8, but
with respect to (second-)preimage resistance.

Theorem 13. Let fp +— DX be a random function whose outputs are chosen independently
according to a distribution D of min-entropy k. Then any quantum algorithm making q
queries to fp solves the (second-)preimage problem with probability at most 16 -27%(2q + 1)?

Proof. We have shown that an adversary A that can solve the (second-)preimage problem
on a distribution D in ¢ queries with probability P4 implies the existence of a way to
solve the (second-)preimage problem on a flat distribution function fp, , in 2¢ queries with
probability P,/2.

We can then reduce the hard average-case search problem in Lemma 23, to finding
preimiage and second-preimage in a flat distribution, following similar analysis for uniform
random functions as in [92]. As a result, any adversary’s success is at most 8 - 27%(q + 1)?
in q queries.

We have shown that if a quantum algorithm exists that can solve the (second-) preimage
problem on fp in q queries with probability P4, then there exists an algorithm that can
solve (second-)preimage resistance on a flat distribution in 2¢ queries with probability Py /2.
This tells us that

Py/2 <8-27%(2¢ + 1),

from which the result follows. O

Next, we apply (generalized) Grover’s search algorithm to solve the preimage and
second-preimage problems in min-k distributions.

Theorem 14. Let §:= f(Dy,). Let X be a set with size Q(B). Then in q quantum queries
the QSEARCH algorithm referred to in Lemma 25 solves (second) preimage problems with
probability Q(q?/B).
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Proof. Given = + X, f < D}~ let Z;, = ‘{z €eX:f(z)= f(x)}| be the size of the
preimage of f(x). By Lemma 25, QSEARCH will succeed in finding a preimage of f(z) with

probability
Z 7, ) 1

T T 2_E T Z x)
pr \X] =7y ta(Z1a)
We can estimate Ef,(Zs.) = |X|- >, Di(y)? = [X|/B. Therefore, we find a preimage with

success probability €(¢?/3)n. The same analysis works for finding a second preimage.
O
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Chapter 5

Instantiating the Quantum Random
Oracle

5.1 Introduction

In this chapter, we show that there exist digital signature schemes that can be proven secure
against any poly-time quantum adversaries in the quantum random-oracle model [10], but
they can be broken by a classical poly-time adversary when the random oracle is instantiated
by any poly-time computable hash function family. This extends to the quantum setting
the impossibility of instantiating a classical random oracle [21, 46, 47, 81, , ].

Given the classical result (e.g., [10]) that there exists a secure signature scheme in the
random oracle model but insecure under any efficient instantiation, the first doubt to clear
up is probably why it does not immediately follow that a quantum random oracle cannot
be instantiated as well. The reason is that the signature scheme in the classical result may
as well get broken in the quantum random oracle model. In other words, all one needs to
do is to prove quantum security of these classical constructions in the quantum random
oracle model. This is exactly what this work does: we show that three examples in the
classical setting [16, 17, ] can be proven secure in the quantum random oracle model,
and hence they demonstrate that the quantum random oracle model is unsound in general.

We dive into an overview of the proofs right away, so that those who are familiar with
this subject can quickly digest the gist and walk away satisfied (or disappointed). If you
are a more patient reader, you can come back here after enjoying the (more conventional)
introduction.
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Let us first review the classical examples [16, 17, ] to be analyzed in the quantum
random oracle model, and we present them under a unified framework which we hope
will be easy to grasp. They all start with a secure signature scheme ¥ and a function
F, and ¥ is “punctured” so that the signing algorithm would simply reveal the signing
key when the function F' is “non-random” (e.g., instantiated by a concrete hash function).
To break it, an adversary just needs to convince the signing algorithm that F'is indeed
non-random. Therefore, it boils down to designing a proof system where a prover (adversary
in the signature setting) proves “non-randomness” of a given function to a verifier (signing
algorithm); whereas if the function is indeed random, no prover can fool the verifier to
accept. The natural approach to such a proof system is based off the intuition that it is
difficult to predict the output of a random oracle on an unknown input. The three classical
examples nurture this intuition in two variations: predicting on a single input or multiple
inputs.

1. The basic idea in [10] is to have the prover provide an input where the output is
predictable and can be efficiently verified by the verifier. For starters, suppose we
want to rule out a specific hash function H, then the prover can pick an arbitrary x
and the verifier just checks if F'(z) = H(z). The verifier always accepts when F' is
instantiated by H, but accepts only with negligible probability if F'is random. This
immediately implies that for any function family, in particular the family of poly-time
computable functions H = {H,, = {H}seqoy»}', We can construct a signature scheme
following the idea above, where a (random) member in # is chosen as implementation
of F', and the signing algorithm reveals the signing key whenever the “non-randomness”
verification passes. Note that, nonetheless, the construction depends on the function
family, which is weaker than the goal of establishing a signature scheme that is secure
in the random oracle model, but insecure when implemented with a function from
the function family H.

Diagonalization comes in handy to reverse the quantifiers. The prover will provide a
description s of a function H,, which purportedly describes the function F'. Then the
verifier runs H; on s and checks if it matches F'(s). Clearly, when F' is implemented
by a member H, € H, the description s is public (i.e., part of the verification key),
and it is trivial for the prover to convince the verifier. Nonetheless, if F' is a random
oracle O, the event O(s) = H,(s) occurs only with negligible probability for any s
that a prover might provide.

We assume a canonical encoding of functions into binary strings, under which s is the description of a
function. Complexity is measured under security parameter n.
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A technicality arises though due to the time complexity for computing H(s) for all H.
Loosely speaking, we need a universal machine for the family A that on a description
s computes H,(+). Such a machine exists, but would require slightly super-polynomial
time, which makes the verifier (i.e., signing algorithm) inefficient. This final piece
of the puzzle is filled by CS-proofs introduced by Micali [I16]. A CS-proof allows
verifying the computation of a machine M, where the verifier spends significantly
less time than the time to run M directly. This naturally applies to the problem
here. Instead of running the universal machine to check Hy(s) = F'(s) by the verifier,
the prover generates a CS-proof on the input (M, s)¥" (relative to F) certifying the
statement M (s) := H(s) = F(s), which the verifier can check in poly-time. When
F = O is a random oracle, (M, s)© (relative to Q) is almost always a false statement,
and the soundness of the CS-proof ensures that verifier will reject with high probability.
Micali proved in general the soundness of CS-proofs in the random oracle model (to
avoid confusion, in CS-proofs think of a random oracle independent of F).

. Another strategy for proving “non-randomness”, as employed in Maurer et al. [ 13]
and Canetti et al. [17], is to predict on multiple inputs. This offers a direct information-
theoretical analysis without relying on CS-proofs.

In essence, a prover provides a machine 7 that allegedly predicts the output of F' on
sufficiently many inputs, and the verifier can run 7= and compare with the answers
from F. This is easy for the prover when F' is instantiated by F where the description
s is given. On the other hand, by tuning the parameters, a counting argument would
show that the randomness in a random oracle is overwhelming for any single machine
(even inefficient ones!) to predict. Specifically, the “predicting” machine 7 needs to
match with F' on ¢ = 2|7| 4+ n inputs (i.e., the number of correct predictions has to be
significantly more than the length of the description of the machine). Suppose that F’
is a random oracle O < {f : {0,1}* — {0,1}} that outputs one bit (for the sake of
simplicity), then for any 7 the probability that it will match O on ¢ inputs is at most
2-@I7+7) = A union bound on all machines of length n shows that p,, the probability
that some length-n machine is a good predictor, is at most 27 - 2=(@ntn) = 9-—n—k
Another union bound shows that regardless of their length, no machine can be a good
predictor, since p := Y " p, = 27"y 27" < 27" ! ig negligible. To get around
the issue of the run-time of the machine 7, the prover also has to provide an upper
bound ¢ on the run-time of 7 encoded in a unary representation. If 7 fails to complete
after ¢ steps, then a random output is returned. In this way, the runtime of signing
procedure is guaranteed to be polynomial in the size of the input. However, this
naturally implies that the signatures to be signed are quite long.
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3. Both examples above suffer from an artifact. Namely the signature schemes need to
be able to sign long messages or otherwise maintain states of prior signatures. This

is rectified in [17], where a stateless scheme that signs only messages of polyloga-
rithmic length is proven secure in the random oracle model but insecure under any
instantiation.

At the core of this construction is an interactive counterpart of the non-interactive
proof system in part 2 above. It can be viewed as a memory delegation protocol,
where a verifier with limited (e.g., poly-logarithmic) memory wants to check if the
machine provided by the prover is a good predictor. Roughly speaking, it will execute
the machine step by step and use the prover to bookkeep intermediate configurations
of the machine. However, the configurations may be too long for the verifier to
store and transit to the prover. Instead, the verifier employs a Merkle tree and
only communicates an authentication path of the configuration with the prover. In
particular, the verifier will memorize only a secret authentication key in between
subsequent rounds. The security of the “punctured” signature scheme reduces to
essentially a stronger unforgeability of a valid authentication path in a Merkle tree
with respect to a random oracle, which is proven classically.

All of these examples rely on a Turing machine representation of the description of the
function F'. The fact that we cannot a-priori determine the run time of F' when presented
with this description is what leads to requiring complications such as CS-proofs or stating
the run-time in unary. Different ways to describe F' can lead to different consequences
however. The circuit representation of a function means that the run time is inherently
embedded in its description. While this solves the issue of ensuring the signing protocol
runs in polynomial time in its input, it denies the function the ability to contain an arbitrary
loop, and so we focus on a Turing machine representation.

Proving security of separation examples in QRO. Once the constructions and
classical analysis are laid out, proving their security in the quantum random oracle model
becomes more or less mechanic, given the techniques developed for QRO so far [12, 13, 68,

, 149].

1. (Example in [16] with CS-proofs.) Following the classical proof, we first show that the
quantum security reduces to one of three cases: 1) hardness of a Grover-type search
problem, which ensures that an adversary cannot feed the CS-proof a true statement
in the case of a random oracle; 2) security of the original signature scheme; and 3)
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soundness of CS-proofs against quantum adversaries. A precise query lower bound for
the search problem follows by standard techniques. And thanks to a recent work [53],
CS-proofs are proven sound against quantum adversaries.

2. (Example in [17, ] based on information-theoretical analysis.) It is easy to verify
that the information-theoretical argument sketched above holds regardless of the kind
of adversaries, and as a result the “punctured” signature scheme remains secure in
the quantum random oracle model (and against quantum adversaries).

3. (Example in [17] that only needs to sign short messages.) Our proof follows the
classical one, where we first carefully verify and lift the reduction to the (stronger)
unforgeability of Merkle tree against quantum adversaries, and then prove this property
in the quantum random oracle model.

Specifically, we can model the unforgeability game as follows. Think of two cor-
related random oracles O : {0,1}* — {0,1}™ and O := O(ak,-) where ak is
a random authentication key kept secret. Given quantum access to O and clas-
sical access to O, the adversary needs to come up with an authentication path
({o1,...,04), {(v10,v11), - - (Vao,va1)), t) where o; € {0,1}, t = O'(d, O(0,v1,0,v1.1))
and v; ,, = O(i, V410, Vig11) for every i = 1,...,d—1. We prove that this is infeasible
by reductions from a randomized decisional search problem and collision finding in
random functions [12, 92, 150].

Background and motivation. The random oracle model, since its introduction [21], has
proven a popular methodology for designing cryptographic schemes. Basically a construction
is first described and analyzed in an idealized setting where a random function is available
as a black-box. To implement it in the real-world, one substitutes a cryptographic hash
function for the random oracle. This methodology often leads to much more efficient schemes
than alternatives. Examples include digital signatures by the Fiat—Shamir transform [7],
hybrid public-key encryption following Fujisaki-Okamoto-type transforms [25], as well as
succinct non-interactive zero-knowledge arguments that rise with the trending technology
of blockchain and cryptocurrencies [28]. Its popularity is also attributed to the fact that
one can often prove security in the random oracle model which is otherwise much more
challenging or simply unknown.

It is, however, exactly the latter advantage that stirred considerable debate. What does
a security proof in the random oracle model mean? To be pragmatic, a random-oracle proof
at least serves as a sanity check that rules out inherent design flaws. Indeed, in practice
most constructions that are instantiated from ones proven secure in the random oracle
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model have stood up to extensive cryptanalysis. More formal pursuit, however, arrives at
an irritating message. There are separation examples which show secure constructions in
the random oracle model, but will be trivially broken whatever “nice” functions we use to
instantiate the random oracle. Namely, the methodology is unsound in general. This does
not mean all schemes following this approach are insecure. In fact, some random-oracle
scheme can be instantiated under strong but reasonable assumptions and achieve desirable
security in the real-world [1041]. To say the least, a question mark lingers on schemes
developed under this methodology.

Quantum computing adds another layer of complication to the issue here (and the overall
landscape of cryptography). Because of the threats to widely deployed cryptosystems [132], a
growing effort is undertaken to design and transition to so called post-quantum cryptography
— a new set of cryptosystems that hopefully resist quantum attacks. In particular, the
random oracle model has been re-examined in the presence of quantum adversaries. Since
eventually a scheme (designed in RO) will be realized via a cryptographic function, whose
specification is known in public, a quantum adversary can in principle construct a coherent
quantum circuit that evaluates the hash function in quantum superposition. Consequently,
when analyzing the scheme in the idealized setting, it seems necessary to grant quantum
superposition queries to the random oracle by a quantum adversary. This brings about the
quantum random oracle model [10]. The rationale is, very informally, good cryptographic
functions are lacking structures for a quantum computer to exploit (aside from generic
speedup due to quantum search), and hence realizing a scheme proven secure relative to a
quantum random oracle this way is a fine practice.

Formally analyzing security in the quantum random oracle model turns out to be
challenging. Many classical proof techniques, such as simulating and programming a random
oracle on-the-fly or recording the queries, seem to fail due to unique features of quantum
information. Thanks to a lot of continued effort, in recent years, researchers managed to
develop various techniques for reasoning about the quantum random oracle model, and
restored the security of many important constructions against quantum adversaries [13, (4,

, 89, 92, , , |. This just adds more at stake regarding “what does it mean that
a scheme is proven secure in the quantum random oracle model?”

How to interpret this result? Our work shows that in general, security in the quantum
random oracle model could be vacuous in a real-world implementation. There seems a
dilemma, probably more puzzling than the classical situation. On the one hand, since a
quantum adversary is given more power (e.g., quantum computation and superposition
access), security in the quantum random oracle provides more justification that the con-
struction is solid. And this indeed explains the difficulty in establishing security in the
quantum random oracle. Hence it might occur that security in QRO would be sufficiently
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strong to imply security in the plain model and rule out separations. Our work nonetheless
shows otherwise, and it reveals the other side of the dilemma. Any bit of success in restoring
proof techniques in the quantum random oracle model just casts another bit of shadow
on this methodology, since the seemingly stronger quantum security does not promise the
security of real-world implementations, not even their security against classical adversaries
only.

On the other hand, many cryptosystems that have been proven secure in the random
oracle model have fared well in retrospect [105]. The use of the random oracle model to get
a proof can allow for schemes that are simpler and more efficient than those in the standard
model. While proofs in the quantum random oracle model appear more difficult, every
year new techniques, more general and user-friendly, are developed to establish quantum
random oracle model security [0, 87, 92, |. This has led researchers to question what
guarantees security in the quantum random oracle provides versus the classical random
oracle model. In this line, our results can be taken as further justification that the difference
between these models does not appear to be a large one. If one hopes to show that security
in the classical and quantum oracle model provide a similar set of assurances, then it seems
natural that the same instantiability problems exist in the classical random oracle model as
well as the quantum counterpart.

5.2 Chapter Background

5.2.1 The (Quantum) Random Oracle Model and Notation

The random oracle model, originally devised in [24], replaces a cryptographic hash function
with an entirely random oracle. The reduction algorithm is often allowed to manage this
oracle, and can perform operations like looking up the queries that the adversary makes to
it, or programming the oracle on inputs of interest. Using the random oracle model can
often greatly simplify a proof or even enable a proof where otherwise not known or possible.

The intuitive idea behind the soundness of the random oracle methodology is that an
adversary interacting with a scheme is unlikely to take advantage of the structure of the
hash function. For most cryptographic schemes, even the adversary is likely to treat the
hash function as a ‘black box’, and so by treating it as such, we can derive proofs for
schemes that otherwise may not exist.

However, as we discussed in the previous chapters, a full consideration of a quantum
adversary means that we should allow superposition queries to the random oracle. In the
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quantum random oracle model, the reduction algorithm still manages the oracle, but now
the adversary must be allowed to make a superposition query to this oracle. For an oracle
O : D — R, the reduction provides access to a unitary Up which performs the action

Uo: D agylo)ly) = D awylz)ly® O),

z€D,yeR z€D,yeR

where the input must be a valid quantum state, i.e., the sum of the square amplitudes of
the a,,’s must be 1.

For clarity, we will denote a random oracle as O, while actual instantiations of random
oracles (e.g., typically hash functions) are denoted H. When describing a scheme where a
function may replaced with a random oracle in the proof, or with a hash function in the
real world, we will denote this function with F. The security parameter of a scheme is
denoted by A, while the output length of a hash function is denoted n. While in general
these are two separate but related parameters, throughout this work it is the case that
A =n, and we do not distinguish between the two.

5.2.2 Computationally Sound Proofs

Computationally sound proofs, introduced by Micali in 2000 [1 16], allow extremely efficient
verification of a problem £ with the help of a prover. In our context, CS-proofs are useful
for showing the validity of a computation without having to run the computation. Imagine
a description of an arbitrary function f, which may take super-polynomial time to run on
an input x, but will result in f(z) =y. A CS-proof system allows us to generate a proof =
that f(x) = y. Even though f may take a super-polynomial amount of time to run, the
CS-Proof verification system allows a verifier, on input of f, x, y, and 7 to verify that
f(z) =y in only poly-logarithmic time.

For concreteness in our work, a CS-proof system consists of two algorithms: CSProve
and CSVerify. Both algorithms implicitly take a security parameter n. CSProve also takes
in a function f and an input z, and returns a value y and a proof m. The CSVerify function
takes in a function f, an input z, an output y, and a proof 7. It returns either accept or
reject, based on the validity of the proof. Crucially, the CSVerify function runs in time
poly-log in the security parameter n, and not in relation to the time it takes f to run.

The correctness property states that for an honestly generated proof 7, the CSVerify
function will always accept. The soundness property ensures that if f(x) # y, then it is
computationally infeasible to find a proof 7 that will cause CSVerify(f,x,y, ) to return
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accept. The soundness of CS-proofs was originally shown in the random oracle model. Very
recently, Chiesa et al. [73], proved the soundness of CS-proofs in the quantum random
oracle model, which we will rely on in this work.

In this work, while the function f is arbitrary, it is not allowed to depend on calls to
external oracles, and in particular, cannot depend on the random oracle. This is intended
to reflect the fact that f is meant to be an instantiation of the random oracle, and thus
should not depend upon it. However, recently this approach has been questioned. In a
recent paper by Zhandry [152], the author considers what happens to model separations
like these when f can depend on the random oracle.

5.3 Instantiating a Quantum Random Oracle

In this section we define three signature schemes, >, >, and X3, such that:

e Y, is secure in the quantum random oracle model, but insecure if that random oracle
is instantiated with some specific hash function H.

e Y, is secure in the QROM, but insecure when the random oracle is instantiated with
any of a pre-defined set of hash functions {Hy,..., H;,}.

e Y3 is secure in the QROM, but insecure if the random oracle is ever instantiated with
any polynomial-time function.

These signature schemes lift the results in [16] to the quantum random oracle model.
In all cases, the only assumption we require is that we have a signature scheme >y =
(KeyGen,, Sign,, Verify,) which is existentially unforgeable in the quantum random oracle
model. Examples of schemes secure in the quantum random oracle model with no addi-
tional assumptions include the stateful LMS signatures [66] and the stateless SPHINCS+
framework [31] (both hash-based signatures). If one is willing to accept a computational
assumption such as ring-LWE, many other signature schemes, including several of those
under consideration in the NIST standardization process serve as examples [103]. It is
a notable complication of ¥ is that we require it to be secure against a slightly super-
polynomial adversary. It must not be compromised by an adversary running in time n'°s(.
Security bounds for generic attacks against SPHINCS+ (relevant for the quantum random
oracle model) require on the order of v/2" quantum hash function evaluations in order to
compromise the security with constant probability. Thus by setting >y as SPHINCS+, we
satisfy all requirements.
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KeyGen, (1*) Sign, (sk, msg)
1: (pk,sk) — KeyGeny(1) 1: o9 « Signy(sk, msg)
2: return (pk, sk) 2: if F(msg) = H(msg) then
3 return o1 = ool|sk
Verify(pk, msg, 1) 4: else
1: parse o1 = ogl|lz o return o) = oo|[0'
2: return Verify,(pk, msg, oo) 6: endif

Figure 5.1: Signature scheme 3,

5.3.1 Warm up — schemes >; and >,

The first step in considering the instantiation of a random oracle is to consider instantiation
with a single hash function, H. Then we can define the scheme 3; in Figure 5.1. Clearly
this scheme satisfies the correctness property, as Yy does.

This scheme is existentially unforgeable under chosen message attack (eu-cma) secure
in the (quantum) random oracle model, where F' is replaced with an oracle O. This is
intuitively because in this case, the security reduces to that of ¥y unless an adversary is
able to find a msg such that O(msg) = H(msg) (which occurs for every possible input
with uniform and independent probability 1/2").

Furthermore, this scheme is insecure if it is instantiated with H replacing the random
oracle. Then the adversary is able to trivially break security, as the condition H(msg) =
H(msg) is always satisfied and o, = 0y||sk will be returned for any message.

The next step is considering a finite collection of m hash functions, H = {Hy, Hy ..., H,, }.
Then we can define Y5 similarly to >, but change the condition to first check if msg €
{1,...,m} (in some encoding of the integers 1 through m) and if so, further check if
F(msg) = Hmsg(msg)'

The analysis in the (quantum) random oracle model is again fairly straightforward.
For any random oracle O, the probability that O(i) matches H;(i) is 1/2", and so a
straightforward union bound establishes that the probability O(i) matches H;(i) for any i
in {1,...,m} is at most . When m is small (e.g., polynomially sized in A), this is small
enough that it is likely to not be possible that an adversary can make a query that provides
them with sk. Even for a large m, each ¢ € {1,...,m} will have the property that O and
H; match with probability 1/2", and so an adversary must perform an unstructured search
to find such an i. By the optimality of Grover’s algorithm [13], an adversary’s ability to
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break ¥, in the (quantum) random oracle model reduces to their ability to break Xy unless
the adversary makes a subexponential number of queries to the hash function.

However, as before, if F' is actually replaced by any one of the H,’s, an adversary can
easily break the scheme by querying ¢ to the signing oracle.

5.3.2 Signature scheme >3

Schemes >; and X are only to gain an intuition for the full result, 3, which is a signature
scheme that is secure in the quantum random oracle model, but insecure when the oracle
is instantiated with any polynomial-time function as the hash function. Following the
strategy for X5, we would like to fix some enumeration of all algorithms that one may use
as a hash function, say H = {Hy, Ha, ... }, with H; : {0,1}* — {0,1}"™. Then as before, we
would modify an eu-cma secure scheme ¥, to introduce a check in the signing algorithm
to interpret msg as a non-negative integer, and check if F(msg) = H,,54(msg). However,
there are several issues that must be resolved to make this fully rigorous. Such a set of
functions cannot simply be defined and used in the signature scheme, as the signature
scheme requires that on input ¢, hash function H; is actually run.

To fix this, we start with an enumeration of all algorithms, A = {A;, As, As,...}. We
make no assumptions about this enumeration except that we can efficiently swap between
the index 7 and some standard description of A; (as a Turing machine). Changing between A;
and ¢ should not be seen as a computational task to carry out, but rather a reinterpretation
of the same data. Algorithms are encoded, using some standard encoding depending on the
computational model, into bit strings, which can then easily be interpreted as an integer.
To think of a construction that achieves this, it is helpful to think of quantum circuits. If
we are working with [ registers, then we can interpret the index ¢ as a value in {0, 1}* which
specifies which gates are applied to which registers in what order. From a description of a
quantum circuit, it is easy to convert this into a binary string, and then an index, and vice
versa. To be reversible and match the format of a hash function, we can then consider all
circuits that perform the mapping |x)|y) — |z)|y ® A;(z)).

Note that not all of these algorithms necessarily run in polynomial-time in the security
parameter. It is of course impossible to tell which algorithms will even terminate. We would
like to assume that when a random oracle is instantiated, the function it is instantiated
with will run in polynomial time in the security parameter. As well, these algorithms do
not necessarily have the correct output length of n bits.

To fix this, we modify each algorithm in the following way: For each algorithm, stop
after taking n'°6™ steps, and pad or truncate the output (in an arbitrary way) so that each
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KeyGen,(1*) Sign,(msg, sk)
1: (pk,sk) « KeyGeng(1*) 1: oo <« Signg(sk, msg)
2 : Interpret msg as a non-negative integer
Verify,(msg, pk, 03) 3: Compute Hysg(msg)
4: if F(msg) = Hmsg(msg) then
1: parse o3 = ogl|z
. 5: return o3 = ogl|sk
2: return Verifyy(msg, pk,oo)
6: else
7 return o3 = oo|0'sk
8: endif

Figure 5.2: Signature scheme Y3, first attempt

algorithm always outputs n bits. The value n'°®™ is chosen so that asymptotically it bounds

all polynomial-time algorithms. We enumerate our modified algorithms H = {H;, Hy, ... }.
Notice that any algorithm that is polynomial time, and outputs n bit binary strings is
unmodified. So, any function that would be used as a hash function is not affected by this.

We can then make a first attempt at defining ¥3. Given an eu-cma (in the quantum
random oracle model) signature scheme Y3 and an enumeration of hash functions H as
described above, we define a first attempt at X3 in Figure 5.2.

There is a very noticeable problem in this scheme. We bounded the run time of the
H;’s by n'°¢" in order to make sure that we could leave every polynomial-time algorithm
unaffected. However, any algorithm A; that runs in > n'°8" steps will be modified to run
in n'°e" steps. If a message msg is signed which corresponds to such an algorithm, the
signer will have to evaluate H,,s,(msg). This means that the signing algorithm does not
run in polynomial time in the security parameter, and so it does not fit a valid definition of
a signing algorithm.

To resolve this issue, CS-proofs are employed.

Rather than directly checking to see if F'(msg) = H,,s,(msg), we can instead accept
a CS-proof m that F'(msg) = Hy,se(msg). This scheme is still trivial to break when F

is instantiated, but we are now guaranteed that the signing algorithm always runs in
polynomial time, no matter what is queried. We describe this in Figure 5.3.

This allows us to state the main theorem of this chapter.

Theorem 15 (Security of 33). Let g : {0,1}* — {0,1} be a random function such that for

1

each x, Prlg(x) = 1] = 5 and all outputs of the function are independent.
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KeyGen,(1*) Signs(msg, sk)
1: (pk,sk) < KeyGeny(1) 1: o9 < Signy(sk, msg)
2: parse msg as i||m, for an index ¢ and a string 7
Verify3 (msg’ pk7 0'3) 3: if 7 is a CS-proof that H;(i) = F(i) then
4: return o3 = ogl|sk
1: parse o3 = opllz
5: else
2: return Verifyy(msg, pk, oo)
6: return o3 = go||0%<k
7: endif

Figure 5.3: Signature scheme 3, corrected with CS-proofs

Let Q be a quantum adversary capable of breaking the existential-unforgeability of 35 with
probability p in the quantum random oracle model. Then there exists a reduction algorithm
R that, in slightly super-polynomial time, is capable of either breaking Y, breaking the
computational soundness of the CS-proof system, or finding an x € {0,1}* such that

g(x) =1.

5.3.3 Proof of Theorem 15

Proof. To prove that Y3 is secure in the quantum random oracle model, we reduce its
security to the adversary’s ability to do one of three things:

e Break signature scheme Y, in the quantum random oracle model in slightly super-
polynomial time.

e Find a marked item with respect to a random oracle g.

e Break the computational soundness of a CS-proof in the quantum random oracle
model.

The reduction algorithm has two main components: How it answers random oracle
queries and how it answers signature queries.

For handling a random oracle, we will need to construct a pseudo-random function
f that takes in two parameters: x and y. This function must satisfy that for each z,y
f(z,y) is indistinguishable from a uniform random element from the set {0,1}"\ {y} . Such
a function can be quickly constructed on a quantum accessible circuit by using 2¢-wise
independent hash functions.

139



Then consider the following oracle:

H;(7) if g(1) =1

OU)Z{ f(i, H;(i)) otherwise. (5-1)

By creating the proper quantum-accessible circuits, we can create such a circuit that

implements such an oracle in super-polynomial time. We will give the adversary Q access
to this oracle.

We also need to show that the adversary cannot distinguish between this oracle and a
truly random oracle. In fact, we can show something stronger than this, that this is in fact
a truly random oracle. To see this, take any y € {0,1}", and any ¢ € {0,1}* and consider
PriO(i) = y].

Pr{O(i) = y] =Prlg(i) = 1] Pr{O(i) = ylg(i) = 1] + Prg(i) = 0] Pr[O(i) = ylg(i) = 0]

_1 Pr[O(i) = ylg(i) = 1] + 22: ! Pr[O(i) = y|g(i) = 0].

2n

Then note that

Pr[O(i) = y|g(i) = 1] 0 otherwise

{ 1 ify = H(i)

o= =u={ &, 0

2n—1

In either case, putting these values into the equation gives that Pr[O(i) = y] = 5.
Furthermore, we can see that as long as g and H; are each 2¢-wise independent, the overall
hash function is 2¢-wise independent, and so we have that this gives us an oracle that is

indistinguishable from a truly random one, even by a quantum adversary.

We next describe how the reduction algorithm R handles the signature queries. On
input of a query msg, our reduction does the following:

e Parse msg as i||m, an index ¢ and a string 7.

e Run the CS-verification procedure, with 7 as the potential proof that H;(i) = O(i).
If it accepts, check if H;(i) = O(i).
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— If it is, then by construction, g(i) = 1 and we have successfully found such an i,
and may stop.

— If it isn’t, then we have a CS-proof of a false fact, and may stop.

e If it did not accept, then query the challenger for a signature on msg under the
scheme Sign, and return the signature oo||0%* to Q.

If we never stop on any signature query, then eventually the adversary would submit a
forgery (msg*,03), where msg* was never submitted to the signing oracle. We may then
parse o; as ogl|x. If this forgery is accepted by the verification procedure Verify,, then
msg*, op will form a forgery with respect to .

O

5.4 Extending to Short-Message Signatures

In this section we describe the scheme that appears in [17] and argue that the proof of
security that appears in that work translates to the quantum random oracle model. This
scheme has the same restrictions as the one that appears in the previous section — we want
a scheme that is secure in the quantum random oracle model, but insecure when the scheme
is instantiated with any polynomial-time function. At a high level, this is accomplished in
the same way as before. The signing algorithm will interpret all submitted messages as
a potential description of a hash function, and check to see if this hash function matches
the random oracle in such a way that proves that the random oracle is in fact, the hash
function. The main distinction is that the signing algorithm will only accept messages of
length poly-logarithmic in the security parameter. This means that the usage of CS-proofs
is no longer a possibility. To overcome this, the authors of [17] devised a proof system for
an NP-language in which the verifier need only accept multiple, short messages.

This proof system can then be turned into a signature scheme, and the adversary (who
acts as the prover) will submit a proof that the random oracle is not random by making
multiple signing queries. At first glance, it may seem that it is not hard to construct a
proof system that can take multiple short messages — all we need to do is to take a proof
system that requires one, large message and send that message in multiple rounds. However,
such a strategy would require the verifier to be stateful. The verifier would need to “save”
the messages that the prover sends them to be verified against future messages. When
translated to the context of a signature scheme, this makes the signer stateful as well. To
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rule out stateless signature schemes as well, the verifier in the proof system devised in [17]
needed to both accept only short messages and be stateless.

In this section we show that this proof system remains secure in the quantum random
oracle model. To do this, we first restate the proof system as it appears in [17], and then
discuss how it is used in a signature scheme similar to section 5.3. Finally, we show how
the security of the system remains unchanged in the quantum random oracle model.

5.4.1 A stateless interactive proof system with short messages

As mentioned, the proof system introduced in [17] is an interactive proof system with the
following goals:

e [t must only require short messages, so that the signing algorithm only needs to
accept short messages.

e [t must be stateless so that the signing algorithm also is.

e It must be unconditionally secure in the (quantum) random oracle model, again so
that the signature scheme may be as well.

At a high level, these goals are accomplished with the following strategy: the proof that the
verifier needs to process is modelled as a Turing machine. The initial state to this Turing
machine is “fed” to the verifier, one block at a time. Each time a block of the initial state is
fed to the verifier, they authenticate the current configuration, and send an updated tag to
the prover. This authentication tag is submitted to the verifier as part of each subsequent
update.

Remember however, that the verifier is completely stateless. While we may describe
this process as the verifier learning the configuration of the Turing machine, what is really
happening is that the verifier is incrementally authenticating each part of the configuration,
without ever knowing the whole state.

Once the initial state is ‘loaded’ the prover then proceeds by having the verifier execute
the Turing machine, one step at a time. The prover needs to tell the verifier the parts of
the machine that they need to know, as well as the authentication tags for those parts. The
verifier can then execute one step, update the authentication tags, and send these back to
the prover so that they may repeat the process. Since the authentication tags are small
(more on this later) and the prover only needs to communicate the parts of the Turing
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Non-randomness machine M (1%, )

1: parse 7 as the description of a Turing machine.
2: Letn=|n|

3: forie{l,...,2n+k} do

4: yi < O(i)

5: zi « 7(1)

6: if The first bit of y; and z; disagree then
7 return reject

8: endif

9: endfor return accept

Figure 5.4: Describing a machine that verifies O is non-random.

machine that are necessary to execute one step, the communication in each round is small.
Because the authentication tags cannot be forged, the only way for the prover to get the
Turing machine to be in an accepting state (authenticated by the verifier) is to have to walk
the verifier through each step of the computation, having them authenticate the process
along the way.

We now expand on this sketch, starting by describing (Figure 5.4) the machine that
the verifier will be executing to establish that the oracle is non-random.

The configuration is described in four tapes — the security parameter tape sp, the
oracle query tape ¢, the oracle reply tape r, and the worktape w initially containing 7. The
security of M when O is a random oracle is shown in [17]. To reiterate, while M is able to
access the random oracle through the tapes ¢ and r, 7 is not permitted to depend or make
calls to the random oracle. The encoding for 7 cannot affect these tapes.

Lemma 27 ([17], Proposition 2). If the oracle O is chosen uniformly, the probability that
there exists a description of a Turing machine 7 such that M (1%, ) returns accept is less
than 27F.

Note that this lemma refers to the existence of a Turing machine 7. This property
holds just as well when O is quantum-accessible. Also note again that if O is not a random
oracle, and is described by the Turing machine 7, then we can simply set m = 7 and have
that M7 (1%, ) — accept with certainty.
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To iteratively load and run the machine M, we need a mechanism for the verifier to
authenticate the current state of the machine, which is described by the four work tapes
(sp,q,r,w), the heads of the tapes hy, ..., hy, and the finite control F. These eight values
describe entirely the state of the machine M. Using some standard encoding method, they
may be encoded as a binary string. It is this string, denoted ¢ that the verifier will be
authenticating.

Say the oracle O returns values in {0,1}". Then we will pad the string ¢ to one of
length n - 2¢, where d is the smallest positive integer such that n - 2¢ > |c|. This allows us
to construct a Merkle tree out of the string ¢, with the leaf nodes consisting of bit strings
of length n, and the tree having height d. The Merkle tree is constructed out of the oracle
O by setting, for level ¢ of the tree, the value of each node to be O(i, left, right), where left
and right are the values (in {0, 1}") of the two nodes in the tree directly below.

Note, in particular, that domain separation is used to separate the different levels, but
not for the calculations within a level. This is done to speed up the process of creating a
Merkle tree when the configuration ¢ is homogeneous. For the parts of the work tapes that
entirely blank (as they will be in the initial configuration), when converted into a binary
string, and then a Merkle tree, their will be many repeated leaf values, which means that
the entire tree can be constructed in time polynomial in the security parameter, k.

The verifier V' will possess an authentication key ak, which is used to authenticate
the root of the Merkle tree as in a MAC scheme. The authentication tag for the tree is
computed as O(d, ak,root). The loading and execution machine then proceeds as follows
(Full details of this process are described in [17]).

1. The prover sends a message indicating that they wish to initialize the process. In
response, the verifier loads up a blank configuration ¢ in which the tapes are all empty,
the heads are at a starting position, and the finite control is empty. They compute
the root of the Merkle tree where this blank configuration forms the leaf nodes, and
authenticate the root of the tree, sending the authentication tag back to the prover.

2. The prover loads the initial state of the machine M leaf-node-by-leaf-node. For any
leaf node i they wish to update, they send a message to the verifier with the position
they want to update, the Merkle tree verification path for that leaf node, the new
value they want that position to take on, and the authentication tag for the most
recent root node. The verifier uses the Merkle tree verification path to reconstruct the
root node, which it verifies with the authentication tag and its key ak. Once checked,
the verifier produces an authentication tag for the tree with the desired update, by
swapping out the leaf node value, computing the new resulting root node (again, by
using the Merkle tree verification path) and constructing a tag for the root node.
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3. When the initial state of M has been loaded, the prover can then get the verifier to
begin executing M. To execute a step of M, the prover must send any leaf nodes
involved in one step of the computation (e.g., the leaf node the header is pointed
to, the values of the headers) and the Merkle tree verification paths for those leaves,
as well as the authentication tag. The verifier V' computes one step of the Turing
machine, recomputes the root node for the new state, and sends the authentication
tag for the new state to the prover. If the machine reaches the accepting state, then
the verifier accepts the state as valid.

We now proceed to prove a lifting of Proposition 4 in [17] to the quantum random oracle
model.

Lemma 28. Let ak be chosen uniformly at random in {0,1}", then for any prover P it
holds that

1
g)rk VO (1%, ak) — accept| < ot O(q*/2™), (5.2)

where q is the number of (quantum) oracle queries made by P.

Proof. As noted in Lemma 27, the probability over the randomness in O that there exists
an accepting machine 7 is less than 27%. Assuming there does not exist such a machine,
a dishonest prover must somehow manage to trick the verifier into reaching an accepting
state. Because an accepting machine cannot be loaded into the configuration, it must be
the case that some machine which should not accept was instead loaded, and the execution
of this machine is then tampered with by the prover. To tamper with the execution of the
machine, the adversary must, at some point, provide the verifier with a leaf node that was
not in the configuration that was just authenticated.

In order to load in a falsified leaf node, the adversary must still submit a correct
authentication tag. There are two cases: either the associated authentication tag was
provided by the verifier, or it was not.

First we consider the case where the authentication tag was provided by the verifier.
We consider the first time the adversary submits a leaf node that corresponds to an invalid
machine configuration. We know that the authentication tag matches a previously issued
one, but the corresponding leaf node was not part of how the previous authentication tag
was generated. There are two possibilities for how this may happen. It may be the case that
(i) at some point along the verification path we have values left, left’, right, right’ and ¢ such
that O(i, left, right) = O(, left’, right’). Of course, at most one of the left and right values can
be equal. The other possibility is that (ii) the root values of the resulting Merkle trees are
different, but we have a collision in the authentication tag: O(d, ak, root) = O(d, ak, root’).
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Because an adversary who is able to break the soundness of the proof system must
provide enough classical information to be able to construct a collision in the quantum
random oracle O, we can bound the success probability simply by the probability of being
able to find such a collision. This can be asymptotically bounded by a O(q¢®/2") term.

The second case happens when the authentication tag for the invalid machine configura-
tion was never previously issued. This means that the adversary was able to submit a tag ,
a value d, and a Merkle tree path that leads to a value root such that ¢t = O(d, ak, root)
when the value t was never before returned by the verifier.

Intuitively, this is a structureless search problem on the part of the adversary: in order
to provide a valid authentication tag, they must perform an unstructured search to find
the ak value that causes authentication tags to accept. To formally show this, we provide
a reduction from an adversary who can create a new authentication tag to one that can
distinguish between to functions, go and ¢;, both mapping {0, 1}" to {0,1}. The function
go simply returns 0 for all inputs x, whereas for g; there is precisely one random input on
which ¢; will return 1.

We are given quantum access to one of the two functions, g, and asked to determine b.
To do this, we first construct two independent quantum-accessible random oracles O, and
©O,. We then construct the oracle O as follows:

o)~ { QY T2 53

Note that since there is at most one x for which g,(z) = 1, O is itself a random oracle, for
anyone who does not have direct access to Oy and O;.

When the verifier needs to produce an authentication tag on an input (d,root), this
can simply be done by computing ¢t = O;(d, root). Then note that these tags will be valid
authentication tags with respect to some authentication key only when b = 1, in which case
the valid authentication tag will be the value x such that g(z) = 1.

When b = 1, the authentication tags that are issued by the verifier will be correctly
correlated with the oracle O, but when b = 0, the tags will be entirely uncorrelated with O.
In this case, the adversary’s ability to produce a forgery is bounded by a simple random
guess, which corresponds to a probability of 1/2". This is because in this case the oracle O
can tell the adversary no information about correct authentication tags. To try and guess
an authentication tag for a configuration (d, root*) would mean trying to guess the value of
O:(d, root*) without ever having queried it (and having made no quantum queries to it).
Any non-negligible difference in the success probability of the adversary P can be used in
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KeyGen,(1*) Sign,(msg, sk4)

1: Sample authentication key ak < {0,1}"
2:  (pko,sko) + KeyGengy(1*)
3: return (pks, ska) = (pko, (sko, ak))

parse skq = (sko, ak)
oo < Signg(msg, sko)

parse msg as an input to verifier V

B oW N R

Run V(ak; msg) to get output ¢ and whether the

Verify4 (msg’ o4, pk4) machine M reached the authenticating state
if M reached authenticating state then

1: parse o4 = ooz, pks = pko return o4 = ool|sko

2: return Verifyy(pko, msg, o) else
return o4 = opl|t

endif

© 0 N & U0

order to determine which function we are dealing with, and thus leads to a determination
of the unknown bit b.

The probability of determining such a bit in ¢ queries to g is bounded above by O(¢*/2")
from known result [92]. Note that each quantum query P makes to O corresponds to
exactly one quantum query to g,. Because the other case is bounded by a O(¢®/2") term,
we can drop this term entirely. O]

5.4.2 Signature scheme Y4

With the interactive, stateless, short messaged proof system fleshed out, we can now discuss
the signature scheme 34, built out of this proof system.

Theorem 16 (Security of X4). Let Q be a quantum adversary capable of breaking the
existential-unforgeability of 34 with probability p in the quantum random oracle model, with
q queries to the quantum random oracle O. Then there exists a reduction algorithm R that,
with probability (over the coins of R and the random choice of O) at least p — O(qg>/2") is
capable of either breaking Xy or finding an z, 2’ € {0,1}* such that O(x) = O(a').

Proof. 1t is easy to see that
Pr[Q wins eu-acma A fir : M©(1*, 1) — accept] > p — 27,

where the probability is taken over the randomness in the oracle O and the randomness of
the adversary, as well as whatever randomness is needed in the signature scheme .

147



There are then two cases: either the adversary submits a signing query that causes the
proof system to move into an accepting state, or they do not. If they do, then since we
know there is not a 7 such that M (1*, ), the only way for an adversary to do this is to
have found a collision in O, which can be found by looking at the (classical) signing queries
made by the adversary. We can bound the probability this happens by a O(q/2") term.
Assuming that the adversary does not submit such a message, then whatever forgery is
submitted by the adversary will work as a valid forgery to the signature scheme . O]
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Chapter 6

Quantum Annoying Security

6.1 Introduction

Password-authenticated key exchange protocols, or PAKES, are used in scenarios where
public key infrastructure is unavailable, such as client-to-server authentication. Without
public keys, authentication comes from a password provided by the user. This puts the
security of PAKEs in an interesting place. These passwords are assumed to have low
entropy, so it is possible for a malicious adversary to perform brute-force searches over the
password space. The challenge in designing PAKEs is to obtain the maximum amount of
security possible, despite the fact that authentication comes from low-entropy passwords.
One important property of PAKEs is resistance against offline dictionary attacks: if a
passive adversary observes an honest session, they still should not have enough information
to break security via a brute-force search through the password space. Moreover, for an
online adversary sending messages to a target session, each interaction should allow for
only a single guess of the password. Thus, despite relying on low-entropy secrets, a secure
PAKE can only be compromised with many online interactions, which would hopefully be
noticed and stopped by a participant.

In 2019, the Crypto Forum Research Group (CFRG) issued a call for candidate password-
authenticated key exchange protocols to be recommended for use in IETF protocols [135].
The goal was to recommend one balanced PAKE (where both parties share a password) and
one augmented PAKE (where one party only has information derived from the password).
Four balanced and four augmented PAKEs were considered, and in early 2020 the balanced
PAKE CPace and the augmented PAKE OPAQUE were selected as recommended for usage
in IETF protocols [131].
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As PAKESs inherently can only be as secure as the entropy of the password space allows,
extremely detailed and fine-grained security analysis of each scheme was a focus of the
selection process. In discussing potential security properties, Thomas proposed the notion
of a PAKE being “quantum annoying” [140]. If a scheme is quantum annoying, then despite
being based on a quantum-vulnerable assumption such as discrete logarithms, a quantum
adversary does not have an immediate ability to compromise a system; instead, each discrete
logarithm an adversary solves only allows them to eliminate a single possible password.
Essentially, during an offline dictionary attack the adversary must guess a password, solve
a discrete logarithm based on their guess, and then check to see if they were correct. This
property became a topic of frequent discussion throughout the process.

CPace tries to be quantum annoying by having the base used for the Diffie-Hellman
key exchange be a group element derived from the password: the parties exchange U = gy,
and V' = g7, and the shared secret is (roughly speaking) g,. Seeing U and V' does not
yield any information about the password, since in a prime order group for every pw’ there
exists a v’ such that g, = g;j,zu,. For a quantum adversary to check a password against a
transcript, it could pick a password guess pw, compute u = DLOG(g,, U), then check if
V" matches the session key. CPace would be quantum annoying if this is the best way to
check passwords. (The other PAKE recommended by CFRG, OPAQUE, is known to not
be quantum annoying.)

Current estimates for how long quantum computers will take to solve a cryptographically
relevant discrete logarithm problem vary depending on factors such as the error rate and
the number of coherent qubits available. In a recent analysis, Gheorghiu and Mosca [79]
estimated that, to solve a discrete logarithm on the NIST P-256 elliptic curve, it would
take one day on a quantum computer with 226 physical qubits, or 6 minutes on a 23%-
physical-qubit quantum computer. With early quantum computers taking hours or days,
and even mature ones taking minutes for a single discrete logarithm, brute-forcing passwords
in a quantum-annoying scheme is probably infeasible for all but the most dedicated and
resourceful adversary, so long as Gheorghiu and Mosca’s estimates remain accurate. For
well-chosen passwords from high entropy spaces, considerable quantum resources would be
needed to compromise a single password. In such a scenario it would of course be best to
replace PAKEs with a suitable post-quantum primitive, but quantum annoyingness is still
appealing.

However, there has thus far been little formal discussion or analysis of this property.
The perceived quantum annoyingness of each PAKE candidate was evaluated as part of
the recommendation process, but no proof for any scheme was provided. In fact, there
have been no efforts to even provide a formal definition. Quantum security models are
notoriously tricky to define and use in security proofs, especially when trying to consider the
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cost of using Shor’s algorithm [132]. Clarifying what quantum annoyingness really means
and establishing how the property can be assessed for a real scheme has thus remained an
open problem.

Chapter Contribution and Structure. In this chapter, we take the first steps towards
putting the quantum annoying property on solid theoretical foundations. There are many
difficulties in working within a fully quantum security model. Besides the typical challenges
in proving security in the quantum random oracle model [10], it is not even clear what
problem we could reduce to, or how that reduction would work, since we are considering an
adversary that can solve discrete logarithms.

Instead, we consider a classical adversary in the generic group model [114, | who has
access to a discrete logarithm oracle. This allows us to consider how ‘quantum annoying’ a
scheme is by considering how many queries to the discrete logarithm oracle are needed in
order to compromise security.

Part of the challenge in working with a discrete logarithm oracle is that the adversary
can freely mix together group elements to prepare an oracle query of their choosing. For
example, say we do not want the adversary to learn the discrete logarithm between group
elements A and C. If the adversary queries the oracle to get the discrete logarithm between
A and B, and then between B and C, they can calculate the target discrete logarithm
without querying it directly. One of the main technical difficulties we overcome in our
proof is to construct a system that allows us to carefully account for exactly how much
information the adversary has been able to extract from their discrete logarithm queries. We
show that no matter how the adversary prepares their queries to the oracle, the information
they get can be modelled as a linear system. In this view, questions about whether the
adversary is ‘aware’ of the discrete logarithm between any two group elements can be
reduced to questions on whether certain vectors appear in the rowspan of a matrix. The
probability of certain events can in turn be reduced to question about the rank of this
matrix. To our knowledge, this is the first time a generic group model proof has been
extended with a discrete logarithm oracle, and we think that the resulting system has an
interesting structure that illuminates questions about how solutions to discrete logarithms
help (or don’t) with the calculation of additional discrete logarithms.

Admittedly, a classical adversary in the generic group model with a discrete logarithm
oracle is from a perfect model of a quantum adversary. An innovative quantum adversary
could try to invent some new quantum algorithm inspired by Shor’s algorithm which
does not directly take discrete logarithms. For example, one can imagine using Grover’s
algorithm [$3] to search for the correct password, where the function f that marks a password
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as correct or not relies on Shor’s algorithm. Because our model insists on using the discrete
logarithm oracle classically, our model does not allow for this approach. Asymptotically,
using Grover’s algorithm will require fewer applications of Shor’s algorithm. For a password
space of size N, if Shor’s algorithm takes time tg then combining with grovers gives an
overall asymptotic performance of O(\/N -tg). In comparison, the difficulty of classical
search grows as O(N - tg).

Nonetheless, we claim that this approach is likely outperformed by a classical search
combined with Shor’s algorithm. Grover’s algorithm introduces an additional burden of
maintaining a coherent quantum state throughout the computation (as opposed to only
for each execution of Shor’s). This means that Grover’s algorithm may not outperform
classical guess-and-check unless passwords are chosen from a high-entropy space. We
leave as an open question a precise accounting of the cost of using Shor’s algorithm inside
Grover’s algorithm, similar to the costing in [79].

Parallelization also affects the comparison between classical and quantum search. With
P quantum computers, the search space can be divided so that each computer searches

N
P>

search time of O(¥ -tg). As this effectively lowers the size of the search space, it means
larger values of N are needed to make quantum search beneficial.

a space of size resulting in a quantum search taking time O(\/g -tg) and a classical

Early quantum-enabled adversaries will want to compartmentalize quantum compu-
tation to short instances that still make progress towards compromising security. Such
a compartmentalized, useful computation may well be a single discrete logarithm. So
while the model does not completely characterize the abilities of a quantum adversary, it
provides a simplified approximation of one, and allows for at least some formal assessment
of quantum annoyingness.

We leave invalidating the assumptions of this model as an interesting open problem. If
there is a quantum computation that can be performed, that is not significantly larger than
Shor’s algorithm, but that makes better progress in compromising the security of a quantum
annoying PAKE, this is very interesting. Such a computation would greatly impact the
understanding small amounts of quantum computation can have on cryptosystems.

Security analysis of CPace. To make use of our techniques, we focus on the protocol
CPace, which was selected by the CFRG as the balanced PAKE recommended for use in
IETF protocols. We prove that CPacep,s., an abstraction of the protocol that focuses on
the most essential parts, is secure in a variant of the BPR model [23].

Our analysis proceeds as follows. We begin in Section 6.3 with an informal discussion
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on some of the limitations of the quantum annoying property. Small design decisions can
easily invalidate the property, and in this section we explain some of these pitfalls. For the
central proof, we design in Section 6.4.1 a cryptographic problem called CPaceq. which in
some sense captures the cryptographic core of CPacey,s. Next, we calculate the probability
that an adversary can solve in the CPace o problem in the generic group model with a
discrete logarithm oracle; the success probability is measured in terms of the number of
online interactions with a protocol participant and the number of group operations and
discrete logarithms performed. An outline of the proof is provided in Section 6.4.2 and the
full proof is given in Section 6.5. Finally, we show in Section 6.6 that CPaceyp.s. is a secure
PAKE in our variant of the BPR model by relating it to CPacecore.

As a preview of our theorem, the probability that an adversary manages to win the
game is dominated by a (¢c + ¢p)/N term, where g¢ is the number of online interactions,
qp is the number of discrete log oracle queries, and N is the size of the password space. This
lines up exactly with the intuitive guarantees we would expect a quantum annoying system
to have: guess a password and try using it in an active session, or guess a password and take
a discrete logarithm based on it to see if it was the password used in a passively-observed
session.

6.2 Background

6.2.1 The CPace Protocol

CPace is a balanced PAKE with a simple and effective design, based on earlier protocols
SPEKE [91] and PACE [29, 73]. It can (optionally) be used as a subroutine for the augmented
PAKE, AuCPace [36]. The fundamental structure is for the parties, sharing a password,
to hash that password to a group element GG and then perform a Diffie-Hellman-like key
exchange with G acting as the generator. We describe it in full in Figure 6.1.

We will focus on CPacey,se, a theoretical variant introduced by Abdalla, Haase, and
Hesse [3] that distills CPace to its most essential elements. The changes between CPacepse
and the full CPace protocol are that CPacepase uses a (multiplicatively written) group with
prime order p (instead of composite order), and assumes that the random oracle H; maps
onto the group. This variant allows us to focus on the parts of the protocol relevant to
an adversary capable of solving discrete logarithms. Aspects of the security related to
the process of hashing a password to a group element have been extensively covered in
analysis by Abdalla et al. [3], who also give a security proof for CPacep,s. in the universal
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Client C Server S

Input: sid, S Input: sid,C

G < H,(sid||jpwc,s|loc(C, S)) G < H,(sid||jpwc,s|loc(C, S))
u s Zy, Vs Zp

U+ G u VG

K+« VU 4 K« UY

Abort it K = Ig Abort if K’ = Ig

sk « Hs(sid||K|joc(U,V)) sk’ < Hy(sid||K'|joc(U, V))
Output sk Output sk’

Figure 6.1: The CPacey,s. protocol.

composability framework. While their proof does not have any consideration of quantum
annoyingness (i.e., without considering an adversary who can compute discrete logarithms),
one benefit of their proof is that it does not rely on the stronger generic group model we
use here.

In a CPacey,ge session, the client C' and server S both have a copy of the shared password
pwe,s. They receive as input a session identifier sid, and the identifier of their peer. The
session identifier is assumed to come from a higher-level protocol; in some contexts, the
initiator is meant to choose an sid and provide it with the first message. We will assume
that the mechanism that distributes the sid to protocol participants always distributes
unique values; see Section 6.6.1 for details. The parties hash the session identifier, password,
and a channel identifier (which is the ordered concatenation oc(C,S) of the identities of
the parties sorted by a canonical order) to obtain a group element G, which they then use
as the base in a Diffie-Hellman key exchange. The final session key is generated from the
hash of the session identifier, the completion of the Diffie-Hellman key exchange, and the
ordered concatenation of the ephemeral public keys.

6.2.2 The Generic Group Model

The generic group model (GGM) [114, ] is a cryptographic model that idealizes groups,
similar to how the random oracle model idealizes hash functions. In the random oracle
model, the adversary must ask the challenger to answer all hash function queries; in the
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generic group model; the adversary must ask the challenger to carry out all group operations
using oracle queries. Group elements are represented as random strings in {0, 1}"; these
representations give the adversary no information about the structure of the group, except
what they can learn by querying for it.

The generic group model was first used to provide a lower bound on the number of
queries needed to solve the Diffie-Hellman problem [133] and establish bounds on reducing
the discrete logarithm to the Diffie-Hellman problem [I11]. As an idealization, proofs in
the generic group model justify the security of these problems against an adversary who
attacks them generically, regardless of the group. In the real world schemes can fall prey
to better attacks, such as the number field sieve attacking the discrete logarithm problem
over finite fields. However, analyzing a cryptographic scheme in the generic group model
can provide some understanding of security where there otherwise none may be available.

More recently, the generic group model has been used by Yun to consider the security of
the multiple discrete logarithm problem [147]. Yun showed that solving N distinct discrete
logarithm problems requires at least O(y/Np) group operations, which matched known
generic algorithms. The question of how much harder it is to solve N instances of the
discrete logarithm problem on a quantum computer, which is relevant to the quantum
annoying property, remains open.

6.3 Limitations to Quantum Annoyingness

6.3.1 Forward Secrecy

Providing a discrete logarithm oracle to an adversary makes them incredibly strong, and it
is impressive that some PAKESs can still achieve some manner of security in such a model.
But it is important to note that not all security properties we expect a PAKE to have
hold against an adversary capable of solving discrete logarithms. One such notion is that
of forward secrecy. In most PAKE security models, we would expect that if two honest
parties engage in a properly executed session, and then at some point later, the adversary
compromises the password used, this should not impact the security of previous sessions.

This is does not necessarily hold when the adversary has access to a discrete logarithm
oracle. For example in CPace, if an adversary holds the transcript U = g,V = g,,, for a
previous session and later compromises the password pw used for that session, then they
can easily calculate the generator g,,, used, make a single discrete logarithm calculation to
compute say u, and then easily recover the session key.
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This limits the types of statements we can make about quantum annoyingness. When
analyzing PAKE security, we need to change the definition of a fresh session that the
adversary can try to defeat. In the adapted version of the BPR model [23] as described
in Section 6.6.1, we restrict the adversary from trying to win on sessions where they have
ever corrupted the user. Contrast this with the traditionally desired property of forward
secrecy in the original BPR model, where the adversary is restricted from targeting sessions
where they had corrupted the user’s password before the session started and then actively
participated in the session, but is allowed to target sessions where a user’s password is
corrupted after the session completed.

Of course, forward secrecy is a desirable property. CPace has fortunately been shown
to have forward secrecy against a classical adversary [3]. The attack above shows it does
not have forward secrecy against an attacker with discrete logarithm powers, but our proof
shows that it is at least non-forward-secret secure against such attackers (in the generic
group model).

6.3.2 Session and Channel Identifiers

While in this text, we restrict ourselves to the specific CPacey,se protocol, CPace has a more
general design with various options for how different parts of the scheme can be configured.
In particular, the current CPace specification [85] is intentionally flexible about where the
session ID comes from and what information is included in the channel identifier. While this
is needed in order to allow the protocol to be used in more situations, it means that not all
instantiations of CPace may provide the same level of quantum annoyingness. Degenerate
session or channel identifiers may result in a loss of multi-user security: the more sessions
that take place, the fewer discrete logarithms needed to compromise at least one session.

It has been noted by participants on the CFRG mailing list that the uniqueness of the
sid affects the quantum annoying property in CPace [144]. Consider a situation where both
the session ID and the channel identifier are not used. For a set of N passwords {pw;};c[n,
all sessions and users will share the same set of generators determined by H;(pwy), Hy(pws),
etc. An adversary can then calculate the discrete logarithm of each generator with respect to
a global generator g, obtaining the py, po, ... such that Hi(pw,) = g, Hi(pws) = g2, .. ..
This allows the adversary to perform an offline dictionary attack on each user with a single
Send query as follows. The adversary begins a session with a target, and receives a group
element U; they respond with a group element g*, for a random z <—s Z,; after receiving a
message encrypted under the session key, they can check if the session key equals U%/?: for
one of the p; values, enabling password recovery.
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This is prevented by having unique session identifiers for each session. In this case, the
set of candidate generators for each session is unique, so the discrete logarithm computations
do not carry over from one session to another. There remains an interesting question on
what happens if the session identifier is not necessarily unique, but the channel identifier is.
If this happens, then for any given pair of users, the channel identifier, and thus the set of
candidate generators, is unique. But this pair of users always uses the same password in all
of their sessions. Thus, an adversary’s precomputation advantage would be restricted to one
pair of users. In our analysis, however, we consider the case where the session identifiers
are all unique.

6.3.3 Hashing Session Keys

In CPacepase, the session key is computed as sk «— Hy(sid||K||oc(U,V)). The BPR model
(described in full in Section 6.6.1) allows an adversary to obtain session keys by the Reveal
query. While such a query marks that session as ‘not fresh’, and invalidates it for a test
challenge, other sessions involving the same parties can still be considered fresh.

This makes the hashing of K critical for the quantum annoying property. If instead,
the Reveal query were to provide K itself to the adversary the scheme can be broken
with a single discrete logarithm. An adversary can compute DLOG(U, K) to recover v,
then compute V¥ ' to recover 9pw and perform an offline dictionary attack to obtain the
password.

It is perhaps not surprising that hashing the Diffie-Hellman completion to generate
the session key improves the security of the scheme, but it does show a clear difference
between what is possible for a classical vs. quantum adversary. When a classical adversary
obtains K it does not immediately provide an offline dictionary attack. For a password
guess pw, trying to determine if g,,, U, V, K is a valid Diffie-Hellman quadruple is exactly
the decisional Diffie-Hellman problem.

For an implementor interested in making the scheme as quantum annoying as possible
this is an important lesson: hash K and eliminate it from memory as soon as possible to
minimize an attack surface area.

6.4 Generic group model proof of CPace e

We now define the CPace e game, and prove an upper-bound on winning this game in the
generic group model. The CPace.q.. game is highly customized to go hand-in-hand with the
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task of proving security of the CPacep.se protocol, but the basic idea of adding a discrete
logarithm oracle to the generic group model as a way to capture quantum-annoyingness
may have applications beyond this specific scenario.!

6.4.1 CPace Core game definition

Overview. The game takes place over a collection of instances, each indexed by an
integer 4. For each instance 7, there are N generators g; ;. One of these generators is picked
at random (represented by a target index ¢;), and a Diffie-Hellman session is initiated,
picking random integers w;, v; <=s Z,, and calculating U; < g}, Vi <= g;.. All of this is
set up by calls to a Newlnstance oracle. We keep track of a counter variable ctr that is
incremented every time Newlnstance is called to keep track of the number of instances.
When Newlnstance is called, the adversary can optionally provide an index ¢ < ctr. This
indicates that they want the new instance to be linked to a previous instances; linked
instances use the same target index ¢;. When we interface with a PAKE adversary, this will
represent sessions being instantiated with the same password, since they are between the
same parties. Note that even though the index is repeated, the set of generators is distinct.

At the beginning of the game, a challenge bit s is drawn uniformly. Eventually the
adversary may call a Challenge oracle with an instance i, a group element W, and a bit b
indicating if they want to challenge the U half or the V' half. If the challenge bit s = 0,
then we provide H (i, W*i, oc(U;, W)) or H (i, Wi oc(V;, W)) depending on which half the
adversary chose to challenge. If the challenge bit s = 1, then the response they receive is
drawn uniformly from the set of confirmation values instead. The adversary is allowed to
query Challenge twice per instance, once each for the U and V' halves. The main challenge of
the adversary is to determine the challenge bit s by trying to figure out the Diffie-Hellman
completion without knowing which target index was used.

The interface with the Challenge oracle may seem somewhat arbitrary at first, with two
Diffie-Hellman halves provided, and then the adversary allowed to use them separately
when querying the Challenge oracle. When we interface with a real PAKE adversary in our

1We initially started out with a much simpler game in the generic group model with a discrete logarithm
oracle, and planned to put most of the complexity into the AKE proof. However, as we developed the
AKE proof, we frequently encountered steps where the only way we could see to proceed was to extend
the generic group model game. Interestingly, the proof of the generic group model game often did not
change very much as a result: the core idea of the proof—maintaining a linear system and checking for
certain events based on the rank of a consistency matrix—was robust for the many features we added to
the CPacecore problem.
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proof of CPacepase, this simply reflects the fact that some sessions may have one or both
endpoints not controlled by the adversary.

The adversary has access to a few other sources of information. The group operation (-)
and DLOG oracles are how the adversary can find new information about group elements
and the relationships between them. The GetGen oracle gives the adversary a representation
of a generator for an instance and index, and the GetTarget oracle tells the adversary the
target index for an instance ¢. In order to not make the game trivial, when GetTarget is
called, we change the behaviour of the oracle H, so that whatever information the adversary
was provided before is made to be consistent with H.

Details. For a positive integer m, [m] represents the integers 1 through m. If m =0
it represents the empty set. Define the set G C {0, 1}" to be the representation of group
elements provided to an adversary, for some suitably large n. Define C = {0, 1}* to be a set
of confirmation values.

Parameters of the game are N, the size of the password space and thus the number
of relevant generators; and p, the (prime) size of the group. The state of the game is
maintained by a non-negative integer ctr and a bit s, with ctr initially set to 0 and s sampled
uniformly from {0, 1}. The adversary is given (a representation of) a generator g of G, as
well as the identity element. The adversary has access to the following oracles:

e - : G x G — G: The group operation oracle.

DLOG : G x G — Z,: A discrete logarithm oracle.

H :ctr] x G x G x G — C: A confirmation value oracle. This acts as a random oracle,
taking in a counter, a Diffie-Hellman completion K, and the ordered concatenation
of two group elements, and returns a uniformly random confirmation value.

GetGen : [ctr] x [N] — G: On input (i, j), returns g; ;.

Newlnstance : [ctr] U{L} — G x G: This oracle creates a new instance of the problem.
If the input is L, a new instance independent from all previous instances is generated:
1. Increment ctr.
2. Sample fresh generators g ; <—s G for j € [N].
3. Sample a uniform target index tq, <—s [N].
4

: U U,
. Sample uniform vetr, Verr s Z,, and compute Uy — Getrters Vetr € Getr te -
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5. Return Uy, Vet

If the input is ¢ < ctr, the instance has the same target index as instance . The same
steps are repeated but the same target index as that of session ¢ is used: step 3 is
replaced by te, < t,. This instance is said to be linked to instance £, as well as all
other instances that instance ¢ is linked to.

e Challenge : [ctr] x {0,1} x G — C: On input (i,b, W;), if b = 0 we calculate K «+ W,
and if b = 1, K + W|. If K is equal to the identity element, return L. Otherwise
if the challenge bit s = 0 or GetTarget has been called on this or a linked instance,
then return H (i, K, o0c(U;, W;;)) or H(i, K,0¢(V;,W;;)) depending on b. If s =1
and GetTarget has not been called on a linked instance, return a randomly sampled

h; <—s C. This oracle can only be called twice per instance ¢, once with b = 0 and once
with b= 1.

o GetTarget : [ctr] — [IV]: Returns the target index t; for instance i. If s = 1, then for
each instance linked to instance ¢, we reprogram H to behave correctly: modify H
so that H (i, W5, 0C(Ui, Wip)) = hio, and H (i, W}, 0¢(V;, Wi 1)) = hi1, where hy,
is the value that was previously provided for the challenge. If Challenge has not yet
been called for one of the linked instances, but later is, H will skip the check for
the value of s and always return the output determined by H (so that responses are
consistent).

The adversary wins if any of three conditions is met:

1. The adversary queries H (i, W}, 0C(Us, Wiy)) after making a Challenge(i, 0, W;,)
query, but before making a GetTarget query on a linked instance.

2. The adversary queries H (i, W'}, 0c(V;, W; 1)) after making a Challenge(i, 1, W; 1) query,
but before making a GetTarget query on a linked instance.

3. At the end of the game, the adversary guesses s correctly.

We want to determine the probability of the adversary’s success in terms of the number
of queries they make. We count the number of queries as follows:

e (g, the number of queries to the group operation oracle.

e ¢p, the number of queries to the discrete logarithm oracle.
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e ¢y, the number of queries to Newlnstance (i.e., the total number of instances).

® gc, the number of queries to Challenge where the adversary did not submit (7,0, V;)
or (i,1,U;). In other words, the number of instances for which the adversary actively
participated in the Diffie-Hellman session, rather than passively observed one.

® (¢, the number of queries to GetGen.

While there are three conditions under which the adversary wins, in truth, there is
only one event that leads them to gaining an advantage in winning. The only way to
find information on the challenge bit s is to detect if the output of H is correct or not
for a given instance. If a GetTarget query is made, then the output of H changes to no
longer depend on s for that or any linked instance, and so the relevant query must be
made prior to a GetTarget query. Thus the advantage of the adversary is entirely quantified
by their ability to query Challenge(i, b, W;;) and then either H (i, Wi, 0c(U;, Wig)) or
H(i, W}, 0c(U;, Wi 1)) before ever making a GetTarget(i) query.

The heart of the proof comes from the fact that even though Newlnstance gives the
adversary U; = gft and V; = gft, it does not actually leak any information about what
index t; was used for instance i. We can write the elements of G in terms of the generator
provided to the adversary, g. The N generators for instance ¢ can be rewritten as

— ~Di, . — ~Pi2 . — ~Pi,N
gi,l_gllvgl,Q_gl 7"‘791,1\7_91 .

In this view, choosing a random generator corresponds to setting U; = gP»% " for a random
u; and ¢;. But note that each generator and corresponding p;;, value is equally possible,
as Py, - Ui = Pij - (P; J-lpi7tiui). Thus the only way for the adversary to proceed is to guess
the generator, compute the I/VZ“O value and query it to H. However each guess requires
the adversary to know the discrete logarithm of either U;, V;, or W;; with respect to the
generator g; ;. This requires either a discrete logarithm query to be made, or for the W;,
value to have been crafted so that the discrete logarithm between g¢;;, and W, is known to
the adversary. We will therefore establish that each query to DLOG and each customized
query to Challenge essentially provides one guess for the target index ¢;, so in expectation
an adversary must make roughly N such queries.

Other than this, there are small terms in the upper bound that are related to the
adversary finding collisions in the generators (and thus being able to make a single DLOG
query relevant to multiple instances) and the adversary calculating discrete logarithms
by making group operation, rather than DLOG, queries, both of which are divided by the
group order p, which is cryptographically large.
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Theorem 17. Let A be an adversary in the CPacecoe game. The probability that A wins

the game 1s at most

1 +
5+ 2+ O(a/p) + Oladl /).

6.4.2 Proof outline

As is typical for generic group model proofs, we will maintain a table T that translates
between the (additive) secret representation of elements as numbers in Z, and the (mul-
tiplicative) public representation provided to the adversary, which are random unique
elements of {0,1}". The secret representation of the identity element is 0, and the secret
representation of the generator g is 1.

For an instance 7 and bit b, let I¥;;, be the group element that the adversary submitted
to the Challenge oracle for the bit b, and let w;; be the discrete logarithm between g; 4,
and W;;). To provide an upper bound on the adversary’s ability to guess s, we need to
determine their ability to query gz Lm0 or gftwl to H. Except where it is relevant, for ease
of notation, we will focus on the b = 0 case for the adversary’s challenge queries, with the

understanding that an implicit ‘and similarly for b = 1’ follows.

If gt = g;4,, then this would mean that the adversary would be unable to make a
relevant query until the secret representation p; ;, u;w; o of gz ;:Ulo is added to T'. However,
rather than maintaining a specific p; ; € Z, as the secret representation of g; ;, we will
instead maintain a variable X; ;. For example, say the adversary queries g; ; - g to the group
operation oracle. With a specific p; ; in mind such that g, ; = gP*+', the secret representation
of such an element would be p;; + 1. Instead, we write the secret representation as the
linear combination X;; + 1, and, if we have not seen this linear combination before, choose
a new public representation for it and return that to the adversary.

Similarly, the adversary may query gi 1 - 91,1 to the group operation oracle. We would
record 2X; ; in the table, and assuming that this term has not appeared before, give it a
random unused representation. Other generators have corresponding variables X; ;. By
making group operation oracle queries combining these terms, arbitrary linear combinations
of these variables can be added into the table T'. This allows us to precisely quantify the
information that the adversary has obtained through the discrete logarithm oracle, which
in turn will allow us to precisely calculate the probability that the adversary is capable of
causing certain events to happen, like making relevant queries to H.

On the other hand, the discrete logarithm oracle informs the adversary of the relationship
between those linear combinations. For example, if the adversary has used the group
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operation oracle to figure out the representation of g¢ and g, and queries these to the
discrete logarithm oracle, they must be provided with ¢~*d mod p. Of course such a query
provides no additional information to the adversary as they could compute it themselves.
Useful queries to the discrete logarithm oracle involve group elements given to the adversary
from the Newlnstance or GetGen oracles. If the query DLOG(g, g; ;) is made, then a value
for the corresponding X; ; must be decided and provided as a response.

In order to query H with the completion of the Diffie-Hellman-like session, the discrete
logarithm between at least one of (g;+,,U;), (git;» Vi), or (git,;, Wip) must be defined. If all
are undefined, the completion is undefined as well, and not possible to query. In our table T,
the secret representation of U; should be u; X, ;,. However, we will instead choose a constant
;i € Z, and set that to be the secret representation of U; (the secret representation of V;
will be ;). This means that until the adversary makes a DLOG query that causes X, to
become defined, u; will not be defined.

When the adversary makes a Challenge query for an instance 4, they choose a bit b
and submit a group element W;;. In our table T, W;; will have a secret representation
of some linear combination of the X; ; variables, plus a possible constant. We must also
consider the adversary’s ability to cause DLOG(g;,, W) to become defined. Essentially,
the adversary will get one guess per challenge query. The adversary can select an index j
and hope that j = ¢;. Then they can construct the challenge so that they know the w;
such that W;, = gz) Zl_’b, in which case the discrete logarithm is defined and the adversary
can complete the challenge. We will establish however, that the adversary will only get
one such guess out of the Challenge queries that they craft themselves to try to make the

discrete logarithm defined.

So, the overall idea of the proof is that queries to the group operation oracle populate the
table T' with linear expressions and the discrete logarithm oracle enforces linear relationships
between those expressions. With enough queries to the discrete logarithm oracle, the
adversary can force enough relations between the various X;; values that each one is
entirely decided. But unless the value of X;;, has been defined by making the proper
queries to the discrete logarithm oracle, or the adversary manages to guess ¢; when making
a challenge oracle query, there is no way for the adversary to query gftzu’b to H, as that
value is undefined, and thus has not been given a public representation.

Each query to the DLOG oracle imposes at most one linear constraint on the X ;
variables. Since any given j is not more likely than any other from the adversary’s
perspective, we need to consider the expected number of linear constraints that need to be
put on the X variables before X, is defined. We will show that the probability X, is
defined after gp queries to the discrete logarithm oracle is at most ¢p /N, which corresponds
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exactly to picking one session and performing a brute force search of computing the discrete
logarithm of g; 1, ¢;2.... (Viewed as a PAKE, this matches the quantum annoying property
exactly: the adversary guesses the password, computes the generator that corresponds to
that password, and finds the discrete logarithm with respect to that generator to make a
guess towards the secret key.)

The remaining terms in the theorem’s bound, O((¢pgg+¢&)/p) come from the adversary’s
ability to distinguish that the oracle has been managed with unknown X; ; variables, rather
than ‘real’ secret representations. The O(gZ/p) term comes from the fact that we will
provide each generator with a unique representation, while in the real world, we would
expect there to eventually be collisions in the representation of the generators.

The numerator in the other term, qué, is asymptotically the same as the number of
queries to the group operation oracle required to calculate a discrete logarithm (e.g., using
the baby-step giant-step algorithm). So in our model, if the adversary uses the group
operation oracle to calculate a discrete logarithm, rather than the provided discrete logarithm
oracle, then they may notice that the discrete logarithm oracle is not behaving entirely
faithfully. This happens because, when calls to the discrete logarithm oracle are made,
the values of the X;; can become defined. If enough group elements have been added
to the table T', then it is possible that when an X;; becomes defined, two of the linear
polynomials in 7" will take on the same value in Z,, even though the adversary was given
different representations in the generic group. However for large p, roughly ,/p values need
to be added to the table T in order to expect a collision to occur (the birthday paradox
has come into effect).

Hence, the adversary’s advantage in distinguishing how the discrete logarithm and group
operation oracles are managed grows as O((q¢ + qpa)/p)-

6.5 Proof of Theorem 17

We now get into the specifics of the proof: how is the table T managed, what exactly are
the linear relations imposed by the discrete logarithm oracle, and proofs of the bounds.
Algorithms in Figures 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, and 6.8 provide a reference for how all of
the algorithms are simulated.

The main technical points of the proof consist of: how group operation oracle queries
add entries to T', how the Newlnstance, GetGen, and Challenge oracles allow the adversary
to begin interacting with the group, how discrete logarithm oracle queries are answered,
and how we guarantee that responses to the oracles are consistent with each other and with
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Simulating New Instance queries in GGM

Input: Integer ¢ < ctror L
1: Increment ctr
2: if input was integer ¢ then
3: Set the target index te, + tp
4: Mark instance ctr as linked to instance £ as well as all instances ctr is

linked to, and vice versa.

5: else
6: Sample a uniform e <5 [N]
7: endif

8 :  Sample a uniform pictr, Vet <3 Zg

9 : Sample public representations Uct,, Vetr
10 Add (petr, Uetr) and (Vetr, Vetr) to table Treturn Ucy, Vet

Figure 6.2: Simulating New Instance queries in the generic group model.

past responses. With this in hand we bound the probability that the discrete logarithm
between g;;, and U;, V;, or W, is defined after gp queries to the discrete logarithm oracle
and gc modified queries to the Challenge oracle.
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Simulating DLOG queries in GGM

Input: Query (gq,gp) € G X G, table T, matrix D, and row 7.
1: Use table T to look up secret representations g, < ag + Z a; ; X j
(2]
and g < by + Z bi,in,j
1,7
2: if either secret representation doesn’t appear in 1" then return | endif

3: Select a uniform § such that Ds = 7.
4: Compute d = (@-5) (b 3).
5: Compute the row da — b and the value by — dag

6: Append the row to D and the value to 7.

7: return J, D, 7.

Figure 6.3: Simulating DLOG queries in the generic group model.

Simulating Challenge queries in GGM

Input: Instance i € [ctr], bit b € {0, 1}, group element W;; € G.
1: if challenge query starting with ¢ and b has been made before then return | endif
2: if Instance ¢ or a linked instance has had a GetTarget query issued then
3: if b =0 then return H (i, W}, oc(Us, Wip))
4: else return H (i, W}, oc(Vi, Wip))

5 endif

6: else

7: hip <3 C, return h;
8 : endif

Figure 6.4: Simulating Challenge queries in the generic group model.
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Simulating GetGen queries in GGM

Input: Instance i € [ctr], index j € [N], table T
1: if X;; already appears in the table 7' then

2: return Corresponding public representation g; ;.
3: else

4: Sample a new public representation g; ;

5: Add (X;j,gi;) to the table T’

6: return g; ;

7: endif

Figure 6.5: Simulating GetGen in the generic group model.
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Simulating GetTarget queries in the GGM

10 :

11

12 :

13

14

15 ¢

16 :

17 :

18 ¢
19 :
20 :
21

22

Input: Instance i € [ctr].
if GetTarget has never been called before on ¢ or a linked instance then

for each instance j linked to instance ¢ (including i) do

Mark that instance has had a GetTarget query called on a linked instance.

Query DLOG(g;¢;,U;j) and DLOG(gj+,, V;) to cause Xj;.,v;;, to become
defined (if not already defined).
Calculate u; < X;é_uj, Vj X;é_zjj.
if Challenge(j,0, W;o)has been called then
if H (i, W;fg, oc(Uj, Wj)) has been called then
Adversary has won game, abort.
else

Program oracle H so that H (1, W;-fg, oc(Uj,Wj)) returns hj, the
response to the Challenge query.
endif
endif
if Challenge(j,1,W; 1) has been called then
if H (i, W;3,0¢(V;,Wj1)) has been called then
Adversary has won game, abort.
else
Program oracle H so that H (4, W;ﬁ, oc(Vj, Wj1)) returns hj1, the
response to the Challenge query.
endif
endif
endfor

endif

return ¢;

Figure 6.6: Simulating GetTarget queries in the generic group model.
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Simulating group operation oracle queries in GGM

oo

10 :

11 ¢

12 ¢

13 ¢

14 :

15 ¢

16 :

17

18 :
19 :

20 :

Input: query (gq,9p) € G X G, table T, matrix D, and row 7.

Use table T' to look up secret representations g, < ag + Z a; ; X
i?j

and gp < by + Z b@jX@j.

ihj
if either secret representation doesn’t appear in 17" then return | endif
if C()?) =ag+ by + Z(ai’j +b; ;)X ; appears in T' then
i?j
Return corresponding secret representaiton.

else

—

for each secret representation F'(X) in table T' do
Compute row § = [c11 — fi,1,¢12 — f1,2,-- -, Cqn N — fqn.N]
and value e = fy — ¢p.
if g is linearly independent from the rows of D then
continue
else
Find the h such that i - D = g.
if h-7= —e then
return public representation of F(X).
endif
endif

endfor
Sample a new public representation g. for C' (X ).

Add C(X), g. to the table T'.
return g,
endif

Figure 6.7: Simulating group operations in the generic group model.
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Simulating H queries in GGM

Input: Instance i € [ctr], group element K € G,

ordered group elements A, B € G2, hash table
1: if Query has been previously made or programmed then
2: return the same response h.

3: else Sample h+sC

4: Record query and h into hash table
5 return h
6 : endif

Figure 6.8: Simulating the random oracle in the generic group model.
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The group operation oracle and the table 7. The table 7" is used to convert between
the public representations provided to the adversary and the secret representation of
the element in the additive group Z,. To begin with, the table has just 2 elements in
it: a generator g and the identity element. The public representation of each of these
elements is chosen at random from {0, 1}". Note that it is common in generic group model
proofs to choose n large enough so that we do not need to worry about collisions in our
representations, or the adversary ‘guessing’ a group element that has not been added to
T'. Since new public representations are added to T" by queries to the group operation and
GetGen oracles, choosing n > log,(qg + q¢ + p) is sufficient. It is also easy to check and
see if a representation has already been used and, if so, re-sample. Since it is easy to choose
a large enough n, and it impacts no other parts of the proof, we omit a term that considers
the probability of picking the same representation twice.

The secret representation of g is naturally 1, the identity element 0, and the secret
representation of each g; ; from GetGen is represented by a variable X; ;. When the group
operation oracle is queried on elements g, and ¢,, the public representations are queried
in the table to find the corresponding secret representation. If no such representation
exists, then the query is considered invalid, and returned as such?. Otherwise, the secret
representation of g, and g, will be two linear combinations of the X ; variables as well as
a possible constant, which we can write as g, < ag + Zie[qN] EjG[N] a;; X;; = ap+a- X
and g, — by + Zie[qm Zje[]\]] b; ; Xi; = by + b- X, with a; j,b; j € Zy,. We can then compute
the secret representation of g, - g» < (ao + bo) + >_; ;(ai; + bi;)Xi ;. Once the secret
representation has been computed, we can check to see if this new linear combination
already exists in the table. If it does, then use the already existing representation of the
group element. If not, then we can generate a new random public representation for this
new linear combination and provide it to the adversary.

This simple check will only work until the adversary begins to make discrete logarithm
oracle queries. As queries to the discrete logarithm oracle impose linear relationships
between the X; ; variables, we need to check if that linear combination modulo the relations
defined already exists in the table. We will discuss more on this point when we explain
how linear relationships between the X; ; variables are defined by queries to the discrete
logarithm oracle. As a preview, these linear relations will be encoded into a matrix D. To
check and see if two secret representations @ and b actually encode the same group element,
we see if @ — b is linearly independent from the rows of D. If it is, then its value is not

2This is correct behaviour so long as the representation does not later become valid. Since representations
are randomly chosen, the probability that this happens is negligible in n, the bit length of the representations.
As discussed, we assume n is chosen to make this probability negligible.
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dependent on the linear relations that have been defined, and we can conclude that these
represent distinct group elements.

Note as well that the group operation oracle can be extended to allow for inverses
to be calculated as well. This simply means calculating —ag — > ;¢ (v 22 e[ @ijXi,; and
otherwise performing the same sequence of steps.

Oracles Newlnstance, GetGen, and Challenge. The game begins with the adversary only
aware of a single generator element and the identity element. In order to begin meaningfully
interacting with the game, Newlnstance must be called. When this happens, we increment
ctr, and if the instance is not linked to another instance, then we sample a new target index
tere from [IV].

Rather than earnestly generating a Diffie-Hellman-like instance from getr ., , we instead
sample values fictr, Ve <=8 Zy,. We will set Uy <— gher, Vg <= g7¢". We calculate the public
representation of these elements (which may be entirely new, requiring new entries into 7°),
and return the public representation to the adversary.

We do this, rather than sending honestly generated U; and V; values in order to allow the
discrete logarithm between g;;, and U; or V; to remain undefined. Note that this does not
affect the distribution of U; or V;. Since u; and v; are chosen uniformly at random, choosing
the products pictr and vy, uniformly matches the distribution exactly. But until X, ;, becomes
defined, the discrete logarithm between g;;, and U; and V; is similarly undefined.

After having created an instance, the adversary can access generators through the GetGen
oracle. When GetGen(i, j), where ¢ < ctr, is called, we sample a new public representation
and add it and X;; to T'. We always sample unique representations, and this does create
a small incongruity with the real game. In the real game, after sampling roughly /p
generators, an adversary would expect to see repetition in the public representations. But
we will always provide unique representations, no matter how many times the oracle is called.
This results in a O(gZ/p) term in the theorem statement, representing the adversary’s
ability to cause a collision in the generators.

The challenge oracle is how the adversary is able to gain an advantage in winning the
game. When Challenge(i, 0, W; ) is called, we are expected to respond with either a random
h; <=sC or H(i, W5, 0c(U;, Wip)). We will always respond with a random h;, so long as
GetTarget(i) has not been called on a related instance i. This is indistinguishable as long
as the adversary does not query WZUO without having previously made a GetTarget(i) query.
If such a query is made, we consider them to have won.
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The discrete logarithm oracle and the linear relationship matrix D. For queries
to the discrete logarithm oracle, we need to define what linear relations are imposed, and
how future oracle responses are managed for consistency. When group elements with secret
representations o and 3 € Z, are queried, the response should be a value 6 € Z, such that
a-0 =/ (mod p). So when a group element with secret representation o = ag+ > a; ; X;
and 8 = by + > X;; are queried, by returning a value § € Z, we are declaring that

5(&0 + Z ai,in,j) =bo + Z bi,j Xij
i,j i,J

or equivalently,
> (Bai; —bij)Xi; =bo— 6 - ao. (6.1)
1,J
When a discrete logarithm oracle query is made, we thus need to choose a value § consistent
with all previous ¢ values provided. To do this we maintain a matrix D and a vector 7 that
encodes all previous responses. That is, when a linear equation (6.1) is defined, we append

the row
[5 a1 — bl,l - ai2 — bLQ e - Qg N — quJV] (62)

to D and extend 7" by the entry by — d - ag. Thus the set of responses provided to the
adversary so far imposes the linear constraints DX = 7, where

Ya T
X = [X1,17X1,27' . 7X1,NaX2,17' <. 7XqN,N] .

With this linear system in place, when a new query comes in, we can pick an arbitrary
§such that Ds = 7’ i.e., an arbitrary solution. This can be done by, for example, finding
one solution and then choosmg an arbitrary point in the kernel of D. Then to respond to
the query (ap + @ - X ,bo + b- X we can replace the X; ; values with the random s; ; values,
and respond with § = (ag + @ - §) " (by + b - §). We then add the row from (6.2) to D and
append by — ¢ - ag to 7. Our new answer is guaranteed to be consistent with all previous
responses as it is consistent with §, which was chosen from the solution space.

This also allows us to tell if a given ag + @ - X has a value determined by D and 7,
and if so, what that value is. If we can construct a linear combination of the rows of
D that add up to @, then the value of the linear combination is determined. Let  be
the linear combination of rows, so that W D = @’. Then the matrix D is telling us that
i-X = (@"D)X = wT(DX) = WTF — -7 Thus the value (in Z,) of ag+a- X is ag+ -7,
where w is the linear combination of the rows of D that add up to a. If there is no such
linear combination, i.e., @ is not in the rowspace of D, then the value of ag + @ - X is not
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yet determined by D and 7. When D and 7 do determine a secret representation’s value in
Z,, we will write it as . So if W' D = a”, then ag + a - X ~ag+10-T.

Now we may discuss how we check if a linear combination modulo the linear constraints
has already appeared in the table 7. When a group operation oracle query is made that
will add the secret representation ag + @ - X to the table T , we consider the difference @ — b
between @ and the coeflicients of every other linear combination of X; ; values in the table
T, b. For each difference @ — b we need to check to see if the linear relat1ons set forth by D
mean that the new group element ag + @ - X is actually the same as by + b X.

To do this, we check to see if the rank of the matrix D is increased by appending @ — b
as a row. If the rank does increase, this tells us that the relation between @ and b is not
defined by D. But if the rank does not increase, then the relation is defined. This means
we can find the value ¢ € Z, such that @ — =

If ¢ = by — ag, then we know that these two group elements with secret representations
ap+a- X and by + b- X must be the same given the relations provided to the adversary
by the discrete logarithm oracle. In this case, a new entry does not need to be added to
the table T', and instead the public representation for the element already provided can
be given. If ¢ # by — ag, then the matrix D is telling us that @ and b differ by a constant
factor, but they are not the same element, and so the next b can be checked.

One counterintuitive aspect is that the group operation oracle is being simulated in a very
expensive way. Each time a query is made, the simulator checks against each previous query
made, resulting in quadratic expense. But this is not relevant to the bounds in the proof.
We are not reducing CPacecq. to another problem, but providing an information-theoretic
bound in terms of the number of oracle calls being made. Thus, it does not matter how
efficient the simulator is, only that it counts the number of queries to the various oracle
properly.

At this point, we have guarantees that (i) when a response to a discrete logarithm
query is provided, it is consistent with all previous responses to the discrete logarithm
oracle, and (ii) when a response to a group operation query is provided, it is consistent
with all previous responses to both the group operation oracle and the discrete logarithm
oracle. The remaining question is whether responses to the discrete logarithm oracle are
consistent with the previous responses to the group operation oracle. In fact, they are not
guaranteed to be so. Consider the case where the adversary enumerates through the entire
group to get the representation of g, g2, g°,...,g”'. These will all be given different public
representations, but the representations will also be different from those given to all of
the generators returned from GetGen. If a discrete logarithm query of the form (g, ¢g; ;) is
made, a specific p; ; € Z, will be provided. But we will have already given ¢” a different
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representation than g; ;, causing an inconsistency.

Since the discrete logarithm oracle responds with random answers from the solution
space, these inconsistencies require the adversary to make an enormous number of group
operation oracle queries to happen: it is only if O(,/p) queries to the group operation oracle
occur that we must worry about this inconsistency. We provide a full justification for this
claim after briefly discussing the adversary’s success probability.

We now return to the analysis of this game: what is the probability that the adversary
succeeds after making discrete logarithm queries, and what is the difference between
managing the group operation and discrete logarithm oracles in this way and a ‘proper’
way?

As discussed, the adversary must have done one of two things in order to possibly win.
For a session ¢ not linked to a session where a GetTarget query has been made, they must
either know the discrete logarithm between g;,, and either U;, V;, or W;;,. We need to
characterize when it is possible for an adversary to learn this based on the matrix D, and
then provide an upper bound on the adversary’s success probability in triggering that event.

Lemma 29. Let &4, be the standard basis vector in ZINN with a 1 in position (i,t;) and 0
everywhere else. Let W be the vector representation of W, the row vector whose entries
are the coefficients of the X, ; variables in the corresponding secret representation. Let D be
the matriz of linear relations defined by the queries to the discrete logarithm oracle. Then
the discrete logarithm between gy, and U;, Vi, or Wiy, is only defined if €, appears in the
rowspan of [%]

Proof. Recall that the secret representation of g, 4, is X;,, and for U; and V; it is a randomly
chosen pair p;, v; <—s ZZQ,. For the discrete logarithm between these two to be defined, the
value X;,, must be forced to have a specific value from the linear constraints of D. If it
is not entirely constrained, then it can still take on any value in Z,. For it to take on a
specific value, it must be the case that there is a linear combination of the rows of D that
add up to €.

Similarly, for W;;, we consider its vector representation w. For the discrete logarithm to
be defined, we must be able to rewrite this vector as a multiple of X;;,. We can assume
that X, is undefined, since it being defined was already covered by the previous case. So,
it must be possible, modulo the linear relations defined, to rewrite w as a multiple of €4,
But ‘zeroing out’ the other entries of ¥ like this means that €;,, is in the rowspan of [%},

as expected. O
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Corollary 7. Let W be the matriz whose rows consist of the vectorizations of each Wi

submitted to the Challenge oracle not equal to U; or V;. Then the instances i for which qub
can be queried to H are restricted to those where €, appears in [%]

This corollary allows us to calculate the overall probability of having the relevant discrete
logarithms defined, and thus the probability of querying a Diffie-Hellman completion and
winning the game. The rank of the matrix [%] is at most the number of rows of D plus the
number of rows of W, which is ¢p + g¢, the number of Challenge queries where a customized
Wi, was submitted. The rank also limits the number of basis vectors that can appear in

the row span to the same number, so at most qp + q¢ basis vectors can appear there.

This is how we can bound the probability that the adversary can submit the relevant
group element to H. To do this, they need to have an instance i for which no GetTarget
query has been made for any linked instance, and €;;, is in the rowspan of [%} Since no
GetTarget query has been made for this instance, the distribution of which ¢€; ; basis vectors
appear in the rowspan is independent of ¢;. Thus the adversary has qp 4+ go chances for a
target basis vector to appear in the rowspan. So the overall probability that one appears
can be upper-bounded as (gp + q¢)/N.

Next we consider the question of whether the adversary can detect that we are not
managing the group operation and discrete logarithm oracles perfectly. As mentioned, we
do not ensure that responses to the DLOG oracle are perfectly consistent with all previous
group operation oracle queries. With enough entries in 7' it is possible for the adversary
to notice a discrepancy in how queries were handled. For example, say the adversary has
queried for group elements with secret representation X; and d, and in the process of making
discrete logarithm queries, the value of X; is set to be d. Since that happens after having
queried X; and d, the two group elements will be given different public representations.

To determine the probability that any inconsistency occurs, we consider each pair of
linear combinations in the table T', (ag + @ - X ,bo + b- X ). For a given pair, we want to
check to see if a new linear constraint added to D has made these two previously distinct
elements take on the same value. This occurs if, before the discrete logarithm oracle query,
@ — b was linearly independent from the rows of D, but after updating to D', it is now
linearly dependent, and furthermore we have that @ — b by — ay.

For every pair of elements, the probability that this happens is at most 1/p. To see this
we will discuss the geometric structure of how linear constraints are added to D and what
two intersecting elements means in this geometry.

Each row of D and 7" adds a linear constraint to the system. If the first row of D is d
and the first entry of 7 is r then the solution space is constrained so that d- X = r. We can
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view this as an affine hyperplane, an (N — 1)-dimensional subspace of Zév . When a new
row is added, this corresponds to adding another affine hyperplane. The solution space is
the intersection of all hyperplanes.

The process of adding a new row to D is to select a random point in the solution space,
and then construct a response to the adversary’s query. The adversary’s query can be seen
as determining the direction of the affine hyperspace (i.e., the linear subspace that goes
through zero), but the response is determined by choosing a random point in the solution
space and offsetting the submitted linear subspace so that it goes through that random
point, constructing an affine space.

Meanwhile, pairs in our table T" collide if @ — b is linearly independent before a row is
added, but linearly dependent after. The vector a — b and value by — ag also can be viewed
as a hyperplane H. So the geometric interpretation of the linear relations (D, 7) forcing
(@— E) . X to be equal to by — ag is that the solution space S is contained entirely within
the hyperplane H.

This case occurs if, before a new hyperplane is added to the linear constraints, the
solution space is not entirely within the hyperplane H, but, after the discrete logarithm
oracle query, it is. As discussed, the process of adding a new hyperplane involves picking
a random point in the solution space and making sure the new hyperplane goes through
that point. For the resulting solution space to be entirely within H, it must be the case
that the random point that is chosen is also within H. So the question becomes, how many
points in the solution space S are also in H? Since it is not the case that S is entirely
contained within H, it cannot be all of them. Since S is generated by the intersection of a
series of affine hyperplanes, the intersection between that and H must be either empty, or
is at most a fraction 1/p of the space S, as desired. This is because the intersection of such
hyperplanes is an affine subspace with smaller dimension. Our base field is Z,, and so the
subspace must have a size a power of p.

So each time a new linear constraint is added to D and 7, for every two entries in
the table T" there is at most a 1/p chance that these two entries now represent the same
group element, modulo these constraints. Since this happens for each pair in the table,
we can upper bound the overall probability of any collision happening as O(¢g/p), and
the probability of a collision happening on any of the gp queries to the discrete logarithm
oracle as O(qpq3/p).

Thus the probability that the adversary notices the oracles misbehaving is at most
O(qu5 /p), the probability that it is noticed that generators are always unique is at most
O(g2/p), and the probability that they win assuming they do not notice misbehaviour is at
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most (¢p + qc)/N. So the overall probability of winning is at most

% +(gp + g0) /N + O((qpg3 + ¢&)/p)-

6.6 PAKE security of CPacep,s

In this section we show that CPacey,s is a secure password-authenticated key exchange
protocol in a variant of the Bellare—Pointcheval-Rogaway (BPR) model [23], assuming the
difficulty of the CPaceoe problem from Section 6.4. Our BPR’ security model differs from
the BPR model in that it does not provide forward secrecy, assumes a balanced PAKE
(i.e., the server stores the client’s password directly, not a transformation thereof), and
accommodates externally specified session identifiers, in addition to providing generic group
model oracles.

6.6.1 The BPR’' Model

Participants and passwords. Fix a non-empty finite set C U S of participants; each
participant is either a client or server, but never both. For each client-server pair (C,S), a
password pwc,s is chosen uniformly at random from a set P; each client and server has a
copy of the passwords relevant to them.?

Sessions and state. Each participant P can execute multiple instances of the protocol
simultaneously, each of which is called a session; sessions within a party are numbered
sequentially, and the ith session at participant P is denoted 7%. For each session i,
participant P maintains the following state variables:

e acch, € {true,false}: whether the instance has successfully accepted a session key

e term’, € {true, false}: whether the instance has terminated, meaning no more incoming
or outgoing messages

e statel: private state of the protocol execution

e sid’: the session identifier

3When CPace is run inside of AuCPace [%(], the CPace password is output from an earlier phase of
AuCPace.
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e pid’: the partner identifier (who U believes they are communicating with)

o skb: the session key

Adversarial interaction. The adversary in the security model has full control over the
network. The adversary initiates all actions, controls delivery of all protocol messages, and
can create, modify, delay, repeat, or delete messages. The adversary interacts with honest
participants via calls to the following oracles. In square brackets at the end of each query’s
description is the symbol we use to denote the number of queries made to that oracle.

e Send(P,i, M): Captures an active attack. An adversary-selected message M is
sent to instance 7%, which processes it based on its current state and returns any
response message to the adversary. The first call to Send for each instance may
include additional context information in M, such as the identity of the intended peer.
[Number of Send queries: ¢g]

e Execute(C, 4,5, j): Captures the adversary’s ability to passively observe honest sessions.

If both 74 and 7% have not yet been used, this query executes the protocol between
those two instances. The adversary is provided a transcript of the messages sent by
each party. [¢g]

e Reveal(P,4): The session key sk% is revealed, if it has been set. [qg]
e Corrupt(C, S): Reveals pwc g to the adversary. [geoo)

o Test(P,i): Issues the challenge for the adversary. Uniformly samples a bit b. If b =1
the session key sk% is revealed to the adversary. If b = 0 a uniformly random session
key is drawn and returned. This query can be called only once.

e (A, B): The group operation oracle. [gg]

e DLOG(A, B): The discrete logarithm oracle. [gp]

e Random oracles Hy, Hs. [qu,, qm,)

The adversary’s goal in the security experiment is, for a sufficiently uncompromised
target session, to distinguish the real session key from a random one. At the end of the

experiment, the adversary outputs a bit, which is its guess as to whether it was given the
real session key or a random one.
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Partnering and freshness. Since the adversary can compromise some values and
impersonate users, we have to restrict which sessions count as a win for the adversary.

Let 7¢; be a client instance and 7% be a server instance with accf, = accfg‘: true. We
say that 7/, and 7% are partnered if pidy, = S, pidy, = C, ski, = sk, sid, = sid%, and there
is no other accepting instance with the same sid.

Further, an instance 7% is considered fresh if all of the following conditions are satisfied:

e a Reveal(P,i) query has not been made;
e if a partnered instance ﬂ;, exists, then a Reveal(P’, j) query has not been made;

® 10 Corrupt(C’, S) query has occurred, where C' and S are the client and server among
P and pid’%.

Since we are aiming for security in the quantum-annoying model, we cannot hope to
achieve forward secrecy as noted in Section 6.3.1: in CPacep,se, an adversary with a discrete
logarithm oracle could Execute a session, Test its session key, then Corrupt the password,
hash it to get the corresponding generator, then use its discrete logarithm oracle to find one
party’s ephemeral shared secret and compute the session key. Thus, our freshness condition
above (specifically the third bullet point) does not capture forward secrecy.

Advantage. For a PAKE protocol II, we say that the adversary succeeds if they make
a single Test query to an instance that has accepted and terminated and remains fresh
throughout the game, and the adversary returns a bit b’ that is equal to the bit b that was
sampled in the process of answering the Test query. The advantage of the adversary A is
defined as

Advypg (A) = 2Pr[A succeeds] — 1.

6.6.2 Security of CPacepagse

The CPacecqe problem defined in Section 6.4 is somewhat unnatural and rather complex, but
the benefit of that complexity is that it captures in a single problem all of the characteristics
needed to prove the security of CPacep,s in the BPR' model.

In CPacep,se, session identifiers are externally provided. For example, when CPacey e
is run as a sub-protocol of AuCPace [30], an earlier stage of AuCPace establishes the a
session identifier. For the purposes of the proof, we will assume that session identifiers are
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provided by the adversary to sessions, with the constraint that, for any session identifier,
the adversary may initiate at most one honest client session and at most one honest
server session with that session identifier. (This corresponds to the idea that each honest
party contributes something fresh and unique-within-that-party to the identifier of each
session they participate in, which is the case with how session identifiers are established in

AuCPace.)

Theorem 18. Let G be a cyclic group of prime order p, and let Hy : {0,1}* — G and
Hy : {0,1}* — {0,1}* be random oracles. Let P be a password space of size N. If the
CPacecore problem is hard in the generic group model (with a discrete logarithm oracle)
for G, then the CPacey,s. protocol is secure. In particular, if A is an adversary against
CPacepase in the BPR' model, then there exists an adversary B against CPacecore such that

/ 4
AdePR (.A) < qH, + AdePacecore (B) ’

where A makes at most qm, queries to Hy. Moreover, the running time of B is about the
same as that of A, and the number of queries B makes to its CPace.oe oracles, in terms of
the number of queries A makes to its CPacey,se oracles, is as follows:

- (the group operation oracle): qg = qé

DLOG: ¢5 = qA

H: qf < qff,

GetGen: ¢5 < qﬁ,‘l

Newlnstance: ¢5 < g7 + %4 + Qéo + qfh

Challenge queries of type 1:* ¢5, < q%

Challenge queries of type 2: g5, < q&

GetTarget: ¢5 < qZ,.

Combining Theorem 18 with Theorem 17 yields:

4We distinguish Challenge queries that do submit either (i,0,V;) or (i,1,U;) and Challenge queries that
do not submit either of those as type 1 and type 2, respectively. This is because the bounds in Theorem 17
about CPacecqe only care about type 2 Challenge queries.
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Corollary 8. In the generic group model (with a discrete logarithm oracle) for a group G
of order p, for any adversary A making qg, H1 and qg, Hs random oracle queries, qs Send
queries, qg group operation queries, and qp discrete logarithm queries, the advantage of A
in breaking the security of CPacepase with a password dictionary of size N is at most

CPacepase qp +gqs 4QH2 + O(q?{ + qDQE)
Advp e (A) < T ) L .

of Theorem 18. We give a reduction B that, using a CPace.,. challenger, simulates the
BPR’ security experiment for CPacepase to A.

The idea behind the simulation B is as follows. B maintains a mapping ctr of how
CPacepase user pairs (C, .S) and matching sessions (C, S, sid) map on to CPaceco instances.
Recall that calling CPace.qr..Newlnstance with a previously used counter will cause the
CPacecore instance to re-use the same target index; this will correspond to sessions between
the same pair of users using the same password; and calling CPace,...GetTarget will allow
B to answer password Corrupt queries. B will use the CPace,..Newlnstance oracle to
simulate message generation and the CPace.q...Challenge oracle to compute session keys.
One significant difference in B’s simulation is that all session keys — even those returned
by Reveal, not just the one returned by Test — are either real or random depending on the
hidden secret s of the CPace.y game. But this will not be a problem, as detecting this in
the random oracle model requires a query to the random oracle Hy which is forwarded to
the CPacecoe.H oracle, and would lead to a win in the CPace,q. game.

Initialize ctr* <— 0. Define the following subroutine:
e GETUV(C, S,sid):

1. If ctrC,S&;d is defined: return (UC,S,sid7 VC,S,sid>‘
2. Else if ctro g is defined: set (U ssid, Vessia) < CPacecore.Newlnstance(ctre ),
increment ctr*, and set ctro ggq < ctr*. Return (Uc ssid, Ve s.sid)-

3. Else: Set (Uc,ssids Vossia) < CPacecore.Newlnstance(_L), increment ctr*, and set
ctres and ctre ggq to ctr.

B answers queries from A as follows:

e Execute(C, 1,5, j,sid): We use the Newlnstance (via GETUV) and Challenge ora-
cles of the CPace challenger to generate a transcript and session key, and re-
ceive a session identifier from the adversary, which must be previously unused
by C and S. Set sidy,sid} < sid. Set (U,V) < GETUV(C,S,sid). Set skl «
CPacecore-Challenge(ctre sgid, 0, V) and skg + ski. Return transcript (U, V).
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Send(C, i, M = (sid, S)) to a client C: We use the Newlnstance oracle of the CPacecore
challenger (via GETUV) to generate the message for the client side of a session. Set
sidy, + sid. Run GETUV/(C, S, sid). Return outgoing message U.

Send(S,j, M = (C,sid,U)) to a server S: We use the Newlnstance oracle of the
CPacecore challenger (via GETUV) to generate the message for the server side of a
session, and the Challenge oracle to generate the session key. Set sidf'g + sid. Run
GETUV(C, S, sid) and set ské + CPacecore.Challenge(ctre g 6id, 1, U). Return outgoing
message Vg.

Send(C,i,M = V) to a client C: We use the Challenge oracle of the CPacecoe
challenger to complete the session. Set sk < CPacecore. Challenge(ctr g g1, 0, V).

Reveal(P,4): Return skb, if it has been set.

Corrupt(C, S): We use the GetTarget oracle of the CPacecy. challenger to let the
CPacecore challenger pick which password is being used for this client-server pair. If
pwes is set, return it. If ctro g is not defined, run GETUV(C, S, sid) for a random,
unused sid. Let t <— CPacecoe.GetTarget(ctres). Set pwes < Plt] (i.e., the tth
password in password dictionary P). Return pwcs.

Test(P,7): Return skb.
(A, B) (the group operation oracle): Return CPacecore. - (4, B).
DLOG(A, B): Return CPacecoe.DLOG(A, B).

H,(sid||[pw||oc(C,S)): Separate out oc(C,S) into C, S (recall that the set of clients
and servers is distinct so this is possible). If ctregeq is not defined, then run
GETUV(C, S,sid). Let t be the index of pw in the password dictionary P. Return
CPacecore-GetGen(ctre s sia, t). We assume that the adversary does not elect to make
queries of this form, as they have no bearing on the protocol.

Hy(sid||K||oc(U, V')): If this query has already been asked, answer as before. Other-
wise:

— If there is no C, S such that ctre gqq is defined, we maintain the random oracle
ourselves using a table H. If H]sid|| K'||oc(U, V)] is not defined, select it uniformly
at random from the set CPacecore.C. Return H|sid||K|joc(U, V).

— If there exists C, S such that ctr¢ g4qg is defined: Return
CPacecore- H(ctre s sia, I, 0C(U, V).
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B runs A until either B wins the CPace,q. game, or A terminates and outputs a bit, in
which case B uses that bit as its guess of s in the CPace,. game.

In most ways, B correctly simulates the execution of CPacep,s to A. The password
pwe s for a client-server pair corresponds to the tth password in the dictionary, where ¢ is
the target index of all sessions between C' and S (since they use the same ctr = ctre g in calls
to CPacecore.Newlnstance). The messages in the Execute and Send queries are distributed
exactly as in CPacepase. The responses to Corrupt, -, DLOG, and H; are also all distributed
correctly.

Assuming the Test session 7k, remains fresh means that the adversary has not made a
Corrupt(C*, S*) query for the client C* and server S* in the test session prior to the Test
query. Therefore, B has not made a GetTarget(ctro« g+) query to CPacecoe prior to the
Challenge query being issued for the instance corresponding to the Test session, and thus
the session key in the test session is real-or-random, depending on the secret bit s of the
CPacecore game. Thus the response to the Test query is properly distributed.

The session keys set during Execute and Send queries are not perfectly simulated; in
the BPR’ experiment for CPacep,se, only the response to the Test query should be real-
or-random, but in B’s simulation, all session keys are real-or-random (since they all are
generated by a call to CPacecqe.Challenge) and thus all responses from Reveal are real-or-
random. Additionally, responses to Hs are not simulated correctly when called with a sid
which has not been already passed to a client or server instance via Execute or Send. The
rest of the proof focuses on why these inconsistencies are not a problem.

First we consider whether an adversary can detect that responses from a Reveal(P, 1)
query are real-or-random, not real. Since session keys are the output of the random
oracle Hy, this would mean that the adversary has to query Hy on sid%||K||oc(U, V) where
K = DH(U,V) and U,V are the messages used by instance m%; call this E;. Let C' and
S be the client and server instance respectively among P and pid}. If the adversary has
called Corrupt(C,S) or Corrupt(S,C) prior to this Reveal query, then B will have called
GetTarget(ctrc,s), and CPacecoe is defined such that a subsequent call to Challenge for
any instance linked to ctro g returns real session keys, regardless of the hidden bit. If the
adversary has not called Corrupt(C,S) or Corrupt(S,C) prior to this reveal query, then
B will not have called GetTarget(ctrcg). Since 7l is a session at a party simulated by
B, either U = Ugggq, (if P = C)or V = Vgggq (if P = S). Either way, at least
one of U,V was the output of a call to Newlnstance for ctrg g4, By construction, B
relays an Hy query for a defined sid} to CPacecore.H. Hence, B queries CPacegqre. H
with either (i*, W'y, 00(Us=, Wi=p)) (in the case where P = C, taking i* = ctre g g,
Up = U = Ugggai,, Wiro = V) or (i*,Wi'},00(Vix, Wi 1)) (in the case where P = S,
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taking i* = ctre g4, Vie =V = Vi ggai,» Wis1 = U), both of which are immediately
winning queries to CPacecoe. In other words, Pr[E;] < €, where € is the probability of
winning CPace.ye with the number of queries made by B.

Now we consider whether an adversary can detect that responses to Hs are not simulated
correctly when called with a sid which has not been already passed to a client or server
instance via Execute or Send; call this E5. We permitted the adversary to choose sids for
sessions, so we will not assume that sids are unpredictable before used in an session at an
honest party. However, when a session is activated at an honest party using either Execute
or Send, a fresh U or V value (depending on whether it is a client or server session) will
be chosen by the simulator. The chance that a U or V value used in an Hy query for an
undefined sid is the same as one of the U or V values chosen when an honest party runs on
that sid is at most 4/p, where p is the order of the group. If A makes qg, Hs queries, then
the probability the simulation is invalid is at most Pr[Es] < 4qp,/p.

Note that when a Corrupt query is made, the induced GetTarget query in CPacecoe
causes the oracle H to be reprogrammed, which in turn reprograms Hs. Thus we must
consider the adversary’s ability to notice such a reprogramming. However the only way
to notice a reprogramming is to already have queried Hs on a point that will induce a
query to H on a reprogrammed point. The reprogrammed points are those which will
eventually be used to induce session keys, queries of the form H(ctr, W, oc(Us, Wip)) or
H(ctr, W}, 00(V;, Wi1)). But these are precisely the points that, if queried to H before a
Corrupt query, then the reduction B wins the CPace . game. As a result, any advantage
the adversary has in noticing reprogrammed points is exactly conferred to an advantage B

has in winning CPaceye, and we need not be concerned with the probability this happens.

Assuming neither E; nor E; occur, there is no inconsistency in B’s simulation of the
BPR’ security game to A. If A’s output changes based on whether the answer to the Test
query was real or random, then B’s output will change based on whether the secret s in
CPacecore is 0 or 1. Combining these two statements yields

AdVBPR’ (.A) < 4‘;H2 + AdVCPacecorc (B) )

The runtime of B is the same as the runtime of A, plus a small bookkeeping overhead for
each query. Moreover, B makes a number of queries to oracles in correspondence with the
statement of Theorem 18. O
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Chapter 7

Conclusion

In this thesis, we have addressed a series of open questions in the study of post-quantum
cryptography. We have shown the flexibility of several post-quantum signature and key
establishment schemes, by establishing how they can be adapted to support features that
have been designed with the structure of the discrete logarithm problem.

In Chapter 2 we considered the primitive of key-blinding and how it could be made
post-quantum. We show how it could be constructed with four different post-quantum
signature schemes. These used different methods to accomplish the task of key-blinding.
CSI-FiSh was amenable to key-blinding because it instantiates a group action. DILITHIUM-
QROM was similarly amenable, because of the additive homomorphic structure between
the secret and public key space. Picnic and LegRoast supported key-blinding because they
both are built out of generic zero-knowledge proof systems, which can be adapted to the
needs of key-blinding. We also presented a generic proof framework for thinking about
the unlinkability property of key-blinding schemes and put it into action with each of the
schemes presented.

We also have considered the primitive of Updatable Public Key Encryption in Chapter 3,
and similarly shown how it can be instantiated with the key-exchange scheme CSIDH. More
specifically we borrowed techniques from the signature scheme CSI-FiSh, which provided
enough mathematical structure to instantiate a provably secure UPKE scheme.

As well as establishing how to extend post-quantum schemes, we have shown several
results that inform how we can model and reason about quantum adversaries. In Chapter 4,
we investigated and proved several results about the ability of quantum adversaries to
find collisions in non-uniform functions. We were able to characterize (usually tightly) the
number of queries necessary and sufficient in many configurations.
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In Chapter 5 we established a fundamental result on the instantiability of the quantum
random oracle model: that there exist signature scheme secure in the QROM that are
insecure when the random oracle is replaced with any real-world hash function. This extends
existing, similar results on the ROM [416] that have been highly influential in changing how
researchers view these proof models.

Finally, in Chapter 6, we considered a limitation of quantum computation. For an adver-
sary restricted to using quantum computation to solve discrete logarithms, we showed certain
password-authenticated key exchange protocols can remain somewhat secure, requiring
many discrete logarithms to be solved.

7.1 Future Work

While this thesis has solved many problems in the development of post-quantum cryptogra-
phy, many more remain. More complicated protocols, such as PAKEs [99], zero-knowledge
proof systems [20], group signatures [30, 131], threshold schemes [50, 106] and more are
seeing increased usage, especially as secure messaging protocols like Signal and advanced
usages of cryptography in blockchains are becoming more commonplace. Work on the devel-
opment of suitable post-quantum replacements for these is still early, and standardization
is even further off.

In addition to constructing primitives, work on quantum adversarial models in ongoing,
especially developing proof techniques in such models. There have been tremendous new
techniques and results in recent years [12, 54, (4, |. However many of these techniques
are only comprehensible to those who have expertise in quantum information theory, and
making them more accessible to cryptographers without such expertise is important ongoing
work.

The concept of quantum annoyingness also leaves many potential future research
directions. The first is in the model itself. The model we used for quantum annoyingness is
restrictive, as it only allows the usage of quantum computers for solving discrete logarithms.
There is a great need to either validate this model, and provide better evidence that
solving individual discrete logarithms is all an adversary would want to do, or expand the
model, showing the security of the protocol under more realistic assumptions of quantum
computation. Quantum annoyingness can also be shown for other schemes. We established
it for the PAKE protocol CPace, but there are other PAKE protocols that are plausibly
quantum annoying. It is an open question whether other schemes, such as continuous key
agreement protocols, can be argued to be quantum annoying.
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Post-quantum cryptography is in somewhat of a race against the physicists and engineers
working on developing scalable quantum computers. With proper research and development,
we can be prepared for a post-quantum world, and enjoy the benefits of quantum computation
without the general public ever having noticed the security disaster that was neatly avoided.
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