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ABSTRACT
Loot boxes are virtual items in video games that players
purchase to obtain randomised rewards of varying value. Such
randomised monetisation methods are prevalently
implemented globally. Loot boxes are conceptually and
structurally akin to gambling, and their purchase is positively
correlated with problem gambling in Western countries. Given
the potential harms loot boxes may cause, particularly to
vulnerable consumers, e.g. children, regulators and
policymakers are paying increasing attention. Some countries,
e.g. Belgium, have actively enforced existing gambling laws to
ban certain loot box implementations. However, less restrictive
regulatory approaches, e.g. requiring probability disclosures, are
also being considered. Amendments to existing law and new
laws dedicated to regulating loot boxes are likely forthcoming
in many countries. Companies’ discretionary and suboptimal
compliance with loot box probability disclosure law in the
People’s Republic of China reveals how future loot box laws
and industry self-regulations should be better drafted to
ensure maximum consumer protection.
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1. Introduction

Loot boxes are virtual items in video games that can be purchased to obtain randomised
rewards. Generally, most of the randomised rewards that can potentially be obtained by
the player are not valuable (and may even be effectively redundant), but a few rarer
rewards are valuable. Players continuously spend money on such mechanics to try to
obtain the valuable rewards, although they would most often only receive the not valu-
able rewards, because some rare prizes have a probability of as low as 0.0025% of being
obtained, as shown in Figure 5. Loot boxes are arguably conceptually and structurally akin
to gambling because players are paying for a random chance at potentially obtaining the
valuable rewards that they want.1 Loot box purchasing has been found to be positively
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correlated with problem gambling severity in 15 published studies using Western or inter-
national samples.2 Generally, those players who have higher problem gambling severity
spend more money on loot boxes than those with lower problem gambling severity.3 The
causal direction of this correlation is not yet known,4 nor is it known whether there is any
causal relationship at all between the two measures.5 Loot boxes are prevalently
implemented in video games: 59% of highest-grossing iPhone games in the UK contained
loot boxes,6 whilst 91% did in the People’s Republic of China (PRC).7 95% of UK games con-
taining loot boxeswere deemed suitable for children aged 12+,8 whichmay explain why the
UK Gambling Commission’s survey revealed that 23% of 11–16-year-olds have spent money
buying loot boxes.9 In the UK, the video game market is larger than the movie and music
industries combined.10 Indeed, players across the world spend a substantial sum on loot
boxes: the loot boxes of just one single game generated US$528,000 in one day, in one
country alone!11

Given the conceptual similarity between loot boxes and gambling; the identified positive
correlation between loot box purchasing and problem gambling; the prevalence and acces-
sibility of loot boxes, including to children; and the immense value of themarket, regulators
and policymakers around theworld have deemed loot boxes as being potentially harmful to
consumers, particularly children,12 and are considering whether to regulate the mechanic.13

Gambling regulators in many countries have expressed their concerns as to this ‘blurring of
lines between gambling and gaming,’14 or what has been referred to as the ‘convergence’ of
gambling and video gaming.15 Many gambling regulators have opined as to whether
implementations of loot boxes fall within the definition of gambling under existing national

2Shaun Stephen Garea and others, ‘Meta-Analysis of the Relationship between Problem Gambling, Excessive Gaming and
Loot Box Spending’ (2021) 21(3) International Gambling Studies 460. cf more recent research using a sample from a
non-Western country suggesting weaker correlations, see text to n 188.

3Wen Li, Devin Mills and Lia Nower, ‘The Relationship of Loot Box Purchases to Problem Video Gaming and Problem Gam-
bling’ (2019) 97 Addictive Behaviors 27.

4Søren Kristiansen and Majbritt Christine Severin, ‘Loot Box Engagement and Problem Gambling among Adolescent
Gamers: Findings from a National Survey’ (2019) 103 Addictive Behaviors 106254.

5David Zendle and Paul Cairns, ‘Video Game Loot Boxes Are Linked to Problem Gambling: Results of a Large-Scale Survey’
(2018) 13(11) PLOS ONE e0206767.

6David Zendle and others, ‘The Prevalence of Loot Boxes in Mobile and Desktop Games’ (2020) 115 Addiction 1768.
7Leon Y Xiao and others, ‘Gaming the system: suboptimal compliance with loot box probability disclosure regulations in
China’ (2021) Behavioural Public Policy <https://doi.org/10.1017/bpp.2021.23> accessed 10 June 2022.

8Zendle and others (n 6).
9UK Gambling Commission, ‘Young People and Gambling Survey 2019: A Research Study among 11–16 Year Olds in Great
Britain’ (2019) 39 <https://web.archive.org/web/20210129123612/https://www.gamblingcommission.gov.uk/PDF/
Young-People-Gambling-Report-2019.pdf> accessed 29 June 2021.

10BBC, ‘Gaming Worth More than Video and Music Combined’ (BBC News, 3 January 2019) <https://www.bbc.com/news/
technology-46746593> accessed 24 June 2021.

11David Zendle, Elena Petrovskaya and Heather Wardle, ‘How Do Loot Boxes Make Money? An Analysis of a Very Large
Dataset of Real Chinese CSGO Loot Box Openings’ <https://psyarxiv.com/5k2sy/> accessed 19 October 2020.

12David Zendle, Rachel Meyer and Harriet Over, ‘Adolescents and Loot Boxes: Links with Problem Gambling and Motiv-
ations for Purchase’ (2019) 6 Royal Society Open Science 190049; Heather Wardle and David Zendle, ‘Loot Boxes, Gam-
bling, and Problem Gambling Among Young People: Results from a Cross-Sectional Online Survey’ (2021) 24
Cyberpsychology, Behavior, and Social Networking 267.

13Annette Cerulli-Harms and others, ‘Loot Boxes in Online Games and Their Effect on Consumers, in Particular Young Con-
sumers’ (Policy Department for Economic, Scientific and Quality of Life Policies (EU) 2020) PE 652.727 <https://www.
europarl.europa.eu/RegData/etudes/STUD/2020/652727/IPOL_STU(2020)652727_EN.pdf> accessed 29 July 2020.

14UK Gambling Commission and others, Declaration of Gambling Regulators on Their Concerns Related to the Blurring of
Lines Between Gambling and Gaming (2018) <https://web.archive.org/web/20210528215648/http://www.
gamblingcommission.gov.uk/PDF/International-gaming-and-gambling-declaration-2018.pdf> accessed 29 June 2021.

15Heather Wardle, ‘The Same or Different? Convergence of Skin Gambling and Other Gambling Among Children’ (2019)
35 Journal of Gambling Studies 1109.
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laws,16 e.g. in theUK,17 France,18 Belgium,19 theNetherlands,20 andDenmark.21 Policymakers
in countries where loot boxes cannot easily be regulated by existing law have argued that
loot boxes should be regulated as gambling through future amendments of the law, e.g.
in the US,22 the UK,23 and Australia.24 Many countries are presently actively considering
whether to regulate loot boxes and if so how, e.g. in Spain,25 Brazil26 and the UK.27 It is impor-
tant to recognise that this issue affects developed and developing countries, regardless of
geography. Given that loot box regulation is likely forthcoming in many countries globally,
it is pertinent that the drafting language of such future laws be as well-written as possible
so as to ensure themaximum degree of consumer protection and avoid companies comply-
ing with the laws in suboptimal manners that may reduce their effectiveness.

The only country that has imposed specifically drafted regulation in relation to loot
boxes is the PRC,28 which requires video game companies to disclose the probabilities
of obtaining randomised rewards from loot boxes to increase transparency and

16Andrew Moshirnia, ‘Precious and Worthless: A Comparative Perspective on Loot Boxes and Gambling’ (2018) 20 Min-
nesota Journal of Law, Science & Technology 77; Stephanie Derrington, Shaun Star and Sarah J Kelly, ‘The Case for
Uniform Loot Box Regulation: A New Classification Typology and Reform Agenda’ (2021) 46 Journal of Gambling
Issues 302; Sheldon Evans, ‘Pandora’s Loot Box’ (2022) 90(2) George Washington Law Review 376 .

17UK Gambling Commission, ‘Virtual Currencies, ESports and Social Gaming — Position Paper’ (2017) <http://www.
gamblingcommission.gov.uk/PDF/Virtual-currencies-eSports-and-social-casino-gaming.pdf> accessed 19 October
2020.

18Autorité de regulation des jeux en ligne (ARJEL) [Regulatory Authority for Online Games (France)], ‘Rapport d’activité
2017–2018 [Activity Report 2017–2018]’ (2018) <https://web.archive.org/web/20200414184944/http://www.arjel.fr/
IMG/pdf/rapport-activite-2017.pdf> accessed 29 June 2021.

19Belgische Kansspelcommissie [Belgian Gaming Commission], ‘Onderzoeksrapport loot boxen [Research Report on Loot
Boxes]’ (2018) <https://www.gamingcommission.be/opencms/export/sites/default/jhksweb_nl/documents/
onderzoeksrapport-loot-boxen-final-publicatie.pdf> accessed 14 April 2020.

20Kansspelautoriteit [The Netherlands Gambling Authority], ‘Onderzoek naar loot boxes: Een buit of een last? [Study into
Loot Boxes: A Treasure or a Burden?]’ (2018) <https://www.kansspelautoriteit.nl/publish/library/6/onderzoek_naar_
loot_boxes_-_een_buit_of_een_last_-_nl.pdf> accessed 14 April 2020.

21Spillemyndigheden [Danish Gambling Authority], ‘Statement about Loot Boxes / Loot Crates’ (29 November 2017)
<https://www.spillemyndigheden.dk/en/news/statement-about-loot-boxes-loot-crates> accessed 3 March 2021.

22Josh Hawley, A bill to regulate certain pay-to-win microtransactions and sales of loot boxes in interactive digital enter-
tainment products, and for other purposes, S. 1629, 116th Cong. (2019). <https://www.congress.gov/bill/116th-
congress/senate-bill/1629/text> accessed 25 June 2021.

23Digital, Culture, Media and Sport Committee of the House of Commons (UK), ‘Immersive and Addictive Technologies:
Fifteenth Report of Session 2017–19’ (2019) HC 1846 <https://web.archive.org/web/20210609191037/https://
publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/1846/1846.pdf> accessed 20 June 2021; Select Commit-
tee on the Social and Economic Impact of the Gambling Industry of the House of Lords (UK), ‘Report of Session 2019–21:
Gambling Harm— Time for Action’ (2020) HL Paper 79 <https://web.archive.org/web/20200702195336/https://
publications.parliament.uk/pa/ld5801/ldselect/ldgamb/79/79.pdf> accessed 2 July 2020.

24Parliament of the Commonwealth of Australia Senate Environment and Communications References Committee,
‘Gaming Micro-Transactions for Chance-Based Items’ (2018) <https://www.aph.gov.au/Parliamentary_Business/
Committees/Senate/Environment_and_Communications/Gamingmicro-transactions/Report> accessed 13 March
2021; Parliament of the Commonwealth of Australia House of Representatives Standing Committee on Social Policy
and Legal Affairs, ‘Protecting the Age of Innocence: Report of the Inquiry into Age Verification for Online Wagering
and Online Pornography’ (2020) <https://www.aph.gov.au/Parliamentary_Business/Committees/House/Social_
Policy_and_Legal_Affairs/Onlineageverification/Report> accessed 13 March 2021.

25Ministerio de Consumo [Ministry of Consumer Affairs] (Spain), ‘Proceso Participativo Sobre La Futura Regulación de Los
Mecanismos Aleatorios de Recompensa En Videojuegos (Cajas Botín) [Consultation on the Future Regulation of Random
Reward Mechanisms in Video Games (Loot Boxes)]’ (18 February 2021) <https://www.ordenacionjuego.es/sites/
ordenacionjuego.es/files/noticias/20210218_proceso_participativo_futura_regulacion_videojuegos_cajas_botin.pdf>
accessed 25 June 2021.

26Marie Dealessandri, ‘Brazil Launches Inquiry to Ban Loot Boxes’ (GamesIndustry.biz, 6 April 2021) <https://www.
gamesindustry.biz/articles/2021-04-06-brazil-launches-inquiry-to-ban-loot-boxes> accessed 5 May 2021.

27Department for Digital, Culture, Media & Sport (UK), ‘Loot Boxes in Video Games: Call for Evidence’ (2020) <https://web.
archive.org/web/20200923134338/https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attac
hment_data/file/920393/Loot_Box_Call_for_Evidence_Document_.pdf> accessed 23 September 2020.

28In this paper, the PRC refers to Mainland China and excludes the Special Administrative Regions of Hong Kong and
Macau, and Taiwan, as the applicable laws in these areas are different.
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enhance consumer protection. However, an empirical assessment of the compliance
actions taken by the companies operating the 100 highest-grossing iPhone games in
the PRC revealed that most companies complied only in suboptimal ways that failed to
maximise the law’s consumer protection benefits: the probability disclosures are often
difficult to find and access.29 The use of inaccurate drafting language and the lack of
specific enforcement powers to police compliance may explain the widespread subopti-
mal compliance. This paper seeks to identify the strengths and weaknesses of the drafting
language of the PRC regulation, and of five Bills concerning loot boxes that never passed
into law in the US, in order to provide insights as to how future loot box regulation should
be drafted in other countries. However, before turning to the Chinese insights on how to
draft new laws to regulate loot boxes, the current UK regulatory position on loot boxes
(which is representative of many countries’ positions around the world) is critiqued to
demonstrate the inadequacy of existing law and the need for new regulation.

2. Inadequacy of existing UK law to ensure consumer protection

The UK is representative of many countries that have taken no regulatory actions against
loot boxes, despite their gambling regulators and policymakers recognising that this issue
is deserving of potential law reform.30 Existing UK law is insufficient and inadequate at
dealing effectively with the issue, which is why new regulation is needed.

2.1. Gambling Act 2005

The first port of call is the Gambling Act 2005 (GA), which established a regulatory regime
for legal gambling in the UK. Section 6 of the GA defines regulated ‘gaming’ as ‘playing a
game of chance for a prize’. The ‘prize’ in this context is defined as ‘money or money’s
worth’. ‘Money’s worth’ has been constructed plainly by the court in relation to previous
gambling legislation as meaning ‘the equivalent of money;’31 or that ‘[t]hey are worth
money;’32 or ‘anything which is capable of being turned into money’.33 Accordingly,
the UK Gambling Commission has determined that only loot boxes that provide prizes
that can be sold to other players for real-world money (a process known as ‘cashing-
out’) do constitute gambling under existing law.34 The vast majority of loot boxes do
not provide prizes that can be cashed-out. For this reason, purchasing most loot boxes
do not constitute gambling and therefore cannot be regulated as licensable gambling
activities in the UK, which would have restricted children’s and young people’s (under-
18-year-olds) access to them.35 However, crucially, empirical research has found that

29Xiao and others, ‘Gaming the system’ (n 7).
30UK Gambling Commission, ‘Virtual Currencies, ESports and Social Gaming — Discussion Paper’ (2016) <www.
gamblingcommission.gov.uk/PDF/Virtual-currencies-eSports-and-social-gaming-discussion-paper.pdf> accessed 24
July 2019; UK Gambling Commission, ‘Position Paper’ (n 17); Digital, Culture, Media and Sport Committee of the
House of Commons (UK) (n 23); Select Committee on the Social and Economic Impact of the Gambling Industry of
the House of Lords (UK) (n 23).

31R v Burt & Adams Ltd [1998] UKHL 14, [1999] AC 247, 251F (Lord Lloyd).
32ibid, 253E (Lord Nolan).
33ibid, 256E (Lord Hoffmann).
34UK Gambling Commission, ‘Position Paper’ (n 17). cf the UK Gambling Commission has in fact failed to enforce the law
in relation to such illegal loot boxes containing rewards that can be cashed out, see text to nn 108–109.

35GA ss 45, 46 and 48.
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purchasing loot boxes that cannot be cashed-out is still positively correlated with
problem gambling severity.36 Two UK parliamentary committees have separately rec-
ommended that loot boxes that cannot be cashed-out should be regulated as gambling
through amendments to the GA,37 or by immediate executive regulations as allegedly
(but erroneously38) permitted by Section 6(6) of said Act,39 both of which the UK Govern-
ment is currently considering adopting after closing its consultation and call for evidence
specifically dedicated to loot boxes in late 2020.40

Unfortunately, neither of these two proposed regulatory ‘solutions’ are ideal: one of
them is not even legally possible; they are addressed in turn. Firstly, in relation to the pro-
posal that paid loot boxes that cannot be cashed-out should be regulated as gambling,
this regulatory position has been adopted by Belgium: all paid loot boxes, regardless of
whether their prizes can be cashed-out, have been regulated as gambling.41 This has
not only caused loot boxes to be removed from certain games,42 but it has also caused
certain other games to be entirely removed from the Belgian market because it is no
longer commercially viable to operate those games there.43 Players’ freedom to play
those games in Belgium, and the companies’ commercial interests have both been nega-
tively affected.44 This is arguably overregulation because most players are unlikely to be
harmed by loot boxes: only the vulnerable consumers who may overspend beyond their
means require protection.45 Secondly, as to making executive regulations, i.e. secondary
legislation, under Section 6(6) of the GA, this is legally unsound. As outlined above, within
the definition of the Act, the two legal elements of gaming under Section 6 are: playing (i)
‘a game of chance’ for (ii) ‘a prize’. The difficulty with the legal definition in relation to loot
boxes that cannot be cashed out does not lie with the first element of ‘a game of chance’.
It is clear that all loot boxes plainly satisfy this element because of its randomisation
process. The difficulty lies instead with the second ‘prize’ element: prizes of loot boxes
that cannot be cashed out are not ‘money or money’s worth’. The Gambling Industry
Committee of the House of Lords’ recommended that:

…Ministers should make regulations under section 6(6) of the Gambling Act 2005 specifying
that loot boxes and any other similar games are games of chance, without waiting for the
Government’s wider review of the Gambling Act.46

36David Zendle and others, ‘Paying for Loot Boxes Is Linked to Problem Gambling, Regardless of Specific Features like
Cash-out and Pay-to-Win’ (2019) 102 Computers in Human Behavior 181.

37Digital, Culture, Media and Sport Committee of the House of Commons (UK) (n 23) para 98.
38Secondary legislation cannot in fact be used to regulate on this point, see text to nn 47–48.
39Select Committee on the Social and Economic Impact of the Gambling Industry of the House of Lords (UK) (n 23) 115,
para 446.

40Department for Digital, Culture, Media & Sport (UK) (n 27).
41Belgische Kansspelcommissie [Belgian Gaming Commission] (n 19).
42See e.g. 2K Games, ‘Statement Belgium’ (2K Games Official Website, 2018) <https://www.2k.com/myteaminfo/be/>
accessed 12 March 2021; Blizzard Entertainment, ‘Paid Loot Boxes and Loot Chests Disabled for Players in Belgium’
(Official Overwatch Forums, 27 August 2018) <https://eu.forums.blizzard.com/en/overwatch/t/paid-loot-boxes-and-
loot-chests-disabled-for-players-in-belgium/8139> accessed 12 March 2021.

43See e.g. Nintendo, ‘Belangrijke informatie voor gebruikers in België [Important Information for Users in Belgium]’ (Nin-
tendo Belgium, 21 May 2019) <https://www.nintendo.be/nl/Nieuws/2019/mei/Belangrijke-informatie-voor-gebruikers-
in-Belgie-1561911.html> accessed 3 August 2020.

44Leon Y Xiao, ‘Regulating Loot Boxes as Gambling? Towards a Combined Legal and Self-Regulatory Consumer Protection
Approach’ (2021) 4 Interactive Entertainment Law Review 27.

45Cerulli-Harms and others (n 13).
46Select Committee on the Social and Economic Impact of the Gambling Industry of the House of Lords (UK) (n 23) 115,
para 446.
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Section 6(6) of the GA states the following:

The Secretary of State may by regulations provide that a specified activity, or an activity
carried on in specified circumstances, is or is not to be treated for the purposes of this
Act as—

(a) a game;
(b) a game of chance;
(c) a sport.

Making executive regulations under Section 6(6) to deem loot boxes as games of
chance achieves nothing, because they are already games of chance within the
meaning of the Act and satisfy that element. The Gambling Industry Committee’s
ill-advised recommendation, if adopted, would fail to achieve anything under
existing law, contrary to what the Committee believed (‘The recommendation
above will deal with the immediate issue of loot boxes… ’47). This is because the
inability of the Gambling Commission and the GA to regulate most loot boxes is
due to the failure to satisfy the second ‘prize’ element, rather than the first
‘game of chance’ element. The deeming provision that is Section 6(6) applies only
to the ‘game of chance’ element.48 There is no analogous deeming provision for
the ‘prize’ element. Therefore, loot box rewards that are not money or
money’s worth cannot presently be deemed to be prizes for the purposes of
the Act by executive regulations. The making of any such secondary legislation on
the ‘prize’ element would be the Government acting ultra vires. Loot
boxes containing only rewards that cannot be cashed-out cannot be regulated
under existing UK gambling law under either primary or (prospective) secondary
legislation.

2.2. Consumer Protection from Unfair Trading Regulations 2008

The Consumer Protection from Unfair Trading Regulations 2008 (CPUTR)49 implemented
the EU Unfair Commercial Practices Directive 200550 into UK law. CPUTR prohibit unfair
commercial practices, which includes misleading actions;51 misleading omissions;52 and
automatically unfair commercial practices.53 A trader proved to be engaging in such
unfair commercial practices is guilty of an offence.54 Several potential breaches of the
CPUTR may be made out in relation to specific implementations of loot boxes, for
example:

47ibid 115, para 448.
48Lord Foster of Bath and Baroness Barran, ‘Question for Department for Digital, Culture, Media and Sport, UIN HL12486,
Tabled on 25 January 2021, Answered on 8 February 2021’ (UK Parliament) <https://questions-statements.parliament.
uk/written-questions/detail/2021-01-25/HL12486/> accessed 30 June 2021.

49SI 2008/1277.
50Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive 84/450/EEC,
Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and Regulation (EC)
No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial Practices Directive’) [2005] OJ
L149/22.

51CPUTR (n 49) reg 5.
52ibid reg 6.
53ibid sch 1.
54ibid regs 9, 10 and 12. Nota bene, criminal liability exceptions as to breach of certain automatically unfair commercial
practices, see ibid reg 12.
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(1) failure to disclose the probabilities of obtaining randomised rewards from loot boxes
may be a misleading omission,55 whilst disclosing false or inaccurate probabilities
may be a misleading action;56

(2) implementation of mechanics that change the probabilities of obtaining randomised
rewards (i.e. ‘pity-timer’ mechanics57) may be a misleading action and failure to dis-
close doing so may be a misleading omission;

(3) falsely advertising certain loot boxes as being available for sale or at a particular dis-
count only for a limited amount of time, but then offering the same loot boxes for sale
or at the same (or an even better) discount at a later time, may be an automatically
unfair commercial practice;58

(4) Creating the false impression that selling loot boxes whose rewards can be cashed-
out, which is illegal without a licence under the GA,59 is legal may constitute
another automatically unfair commercial practice;60 and

(5) paying for content creators (e.g. YouTubers) to create advertorials showing loot box
openings (which may be doctored to only show ‘lucky’ openings in which the
content creator won valuable rewards) without denoting such content as sponsored
may be yet another automatically unfair commercial practice.61

Potential contraventions of the CPUTR by loot box implementations are easily identifi-
able. However, despite there being such instances of CPUTR breaches that are known to
have been committed by video game companies, there has been no report that the rel-
evant enforcers of the CPUTR (e.g. Trading Standards) have brought any actions against
obvious contraventions. Indeed, proving causation under the CPUTR may be difficult: in
relation to misleading actions and misleading omissions, to establish criminal liability
under CPUTR, it must be proved that ‘but for the relevant misleading action or omission
of the trader, the average consumer would have made a different transactional decision
from that which he did make’.62 The relevant misleading action or omission does not have
to be the ‘sole cause’ of the average consumer’s decisions; however, the CPUTR are not
infringed if ‘but for the misleading act or omission, the average consumer would nonethe-
less have [made the transactional decision] as he did’.63 This means that the relevant mis-
leading action or omission must play a role, however small, in changing the player’s
decision-making as to whether to purchase the loot boxes. Indeed, for example, if the
court determines that the average consumer (being reasonably circumspect and there-
fore appreciating that loot boxes involve random chance64) would still have bought

55George Spence-Jones and Leon Y Xiao, ‘Loot Boxes – Video Gaming Industry’s Hidden Treasure or a Pandora’s Box That
Misleads Consumers?’ [2020] Gough Square Chambers Website 8.

56As to disclosing false probabilities being able to significantly increase revenue for the video game company and thereby
constituting a particularly egregious (non-legal) act of harm against consumer interests, see Ningyuan Chen and others,
‘Loot Box Pricing and Design’ (2020) 67(8) Management Science 4809.

57See text to n 97.
58CPUTR (n 49) sch 1, para 7.
59See text to n 34.
60CPUTR (n 49) sch 1, para 9.
61ibid sch 1, para 11.
62Office of Fair Trading v Purely Creative Ltd [2011] EWHC 106 (Ch), [2011] CTLC 45 [71] (Briggs J).
63ibid.
64See ibid [62] (Briggs J).
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the loot box even if given the probability disclosure (which was not in fact provided), then
causation and therefore contravention of the CPUTR are not proved.65

Further, the fatal weakness of applying the CPUTR to ‘solve’ the problem of loot box
regulation is that, similar to the GA,66 it cannot be extended to stop the implementation
of loot boxes whose rewards cannot be cashed out generally. The CPUTR can only ensure
that implementations of such loot boxes are not particularly unfair to the consumer by
stopping the implementation of specific loot boxes. The fact that the loot box as a
product, regardless of any subsidiary aspects of its implementation or sale being unfair,
may by itself be inherently ‘unfair’ is not the sort of matter that was intended to be
dealt with by the CPUTR.

Other legal provisions, such as the Consumer Rights Act 2015, which regulates the
underlaying contract of sale between the player and the video game company offering
the loot box, also cannot be transplanted to regulate loot boxes because they were
never intended to achieve such a purpose. In conclusion, the existing law of many
countries (both in terms of gambling law and consumer protection law) is unsatisfactory
when responding to novel issues involving new technology, such as loot boxes, which the
original drafters could never have predicted or accounted for. This is why amendments to
existing law or new regulation, both of which would require new legal provisions to be
drafted, has been deemed necessary to respond to the potential harms of loot boxes.67

What can be learned from loot box law in the PRC and the loot box Bills that failed to
pass into law in the US can inform such future regulations in other countries across the
world and ensure that such prospective laws are effective at maximising their consumer
protection benefits.

3. What we can learn from PRC loot box probability disclosure law

Instead of regulating loot boxes as gambling and potentially banning their sale (which
negatively impacts consumer freedom and companies’ commercial interests), requiring
the disclosure of loot box probabilities that reveal how likely a player is to obtain random-
ised rewards has been proposed as an alternative consumer protection measure.68 This
non-restrictive approach seeks to achieve a balance between preserving consumer
freedom (to buy loot boxes) and providing consumer protection (from potential gam-
bling-related loot box harms).69 Such a measure may be a more considered and holistic
solution than simply extending gambling law. Probability disclosures may be required
through industry self-regulation70 or by law. The PRC is presently the only country in

65Spence-Jones and Xiao (n 55).
66See text to nn 31–48.
67Digital, Culture, Media and Sport Committee of the House of Commons (UK) (n 23); Select Committee on the Social and
Economic Impact of the Gambling Industry of the House of Lords (UK) (n 23).

68Xiao, ‘Regulating Loot Boxes as Gambling?’ (n 44); Cerulli-Harms and others (n 13) 42.
69Xiao and others, ‘Gaming the system’ (n 7).
70Self-regulation has been in effect in, e.g., Japan, South Korea and the United States, see NHN Japan 株式会社 [NHN
Japan Corporation] and others, ‘ゲーム内表示等に関するガイドライン [Guidelines for In-Game Disclosures and
Other Matters]’ (2012) <https://web.archive.org/web/20120709220824/http:/www.gree.co.jp/news/press/2012/0622_
01/In-game_display_guidelines.pdf> accessed 6 July 2020; 한국게임산업협회 [Korea Association of Game Industry;
K-GAMES], ‘건강한 게임문화 조성을 위한 자율규제 시행기준 [Criteria on Implementation of Self-Regulation for
Healthy Game Culture]’ (2018) <http://www.gsok.or.kr/regulations-on-self-regulation/?uid=89&mod=
document&pageid=1> accessed 9 July 2020; Entertainment Software Association (ESA), ‘Video Game Industry
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the world to adopt this measure as law by imposing a legal obligation on video gaming
service providers to publish the probabilities of obtaining randomised rewards from loot
boxes.71 This requirement is set out in the Notice on Regulating the Operation of Online
Games and Strengthening Concurrent and Ex-Post Supervisions (hereinafter, the ‘Notice’)
published on 1 December 2016, and effective since 1 May 2017.72 A closer examination of
the drafting language of the PRC law and the consequent compliance actions taken by
companies reveals that the drafting language of the law can, and should, be improved
before it is considered for adoption or transplantation by another country. Indeed,
what can be learned from PRC loot box probability disclosure law is not only applicable
to prospective loot box probability disclosure law in other countries, but also applicable
to loot box regulation in general, e.g. a law seeking to ban their sales.

3.1. Why terms like ‘loot boxes’ are misleading and should not be used

The drafting language of the Notice did not use the term ‘loot boxes’ or a more generic
term for randomised monetisation methods. Instead, the law referred to ‘随机抽取机制

[randomised ‘pull’ mechanics]’ in all relevant paragraphs of the Notice (Paragraphs 6–8)
and additionally to ‘合成,’ which is an abbreviation for ‘随机合成机制 [randomised
‘fusion’ mechanics]’ in Paragraph 6. The concept of paid ‘loot boxes’ is understood in
the literature as broadly referring to in-gamemonetisation methods that provide random-
ised rewards to the purchasing player.73 The term ‘randomised “pull” mechanics’ used by
the PRC law is conceptually equivalent to how the English literature appreciates the term
paid ‘loot boxes’. However, neither term is ideal for the purposes of being drafted into
legislation.

In relation to the term ‘loot boxes,’ randomised monetisation methods do not necess-
arily have to be visually represented as ‘boxes’ to be recognised as ‘loot boxes’ by the lit-
erature. Indeed, the UK Gambling Commission, when it surveyed UK children, referred to
‘loot boxes/crates/packs’74 rather than simply ‘loot boxes’ in order to avoid potentially
confusing respondents given that randomised monetisation methods may be
implemented in various forms.75 For example, Figure 1 shows a screenshot of the ‘loot
box’ in 灌篮高手 [Slam Dunk] (2018, DeNA). This implementation does not take the
form of a box, a crate or a pack, and instead is represented as a prize wheel: when the
player engages with the mechanic, the selection cursor moves from one reward to
the next in a circular motion until it stops; the player then obtains whichever reward

Commitments to Further Inform Consumer Purchases’ (ESA Official Website, 7 August 2019) <https://www.theesa.com/
perspectives/video-game-industry-commitments-to-further-inform-consumer-purchases/> accessed 12 March 2021.

71文化部 [Ministry of Culture] (PRC), ‘⽂化部关于规范⽹络游戏运营加强事中事后监管⼯作的通知 [Notice of the
Ministry of Culture on Regulating the Operation of Online Games and Strengthening Concurrent and Ex-Post Supervi-
sions] 文市发〔2016〕32号’ (1 December 2016) para 6 <https://web.archive.org/web/20171220060527/http://www.
mcprc.gov.cn:80/whzx/bnsjdt/whscs/201612/t20161205_464422.html> accessed 5 October 2018.

72ibid.
73See, e.g., Drummond and Sauer (n 1) 530; Zendle and Cairns (n 5) 1; Chanel J Larche and others, ‘Rare Loot Box Rewards
Trigger Larger Arousal and Reward Responses, and Greater Urge to Open More Loot Boxes’ (2021) 37 Journal of Gam-
bling Studies 141, 142; Gabriel A Brooks and Luke Clark, ‘Associations between Loot Box Use, Problematic Gaming and
Gambling, and Gambling-Related Cognitions’ (2019) 96 Addictive Behaviors 26, 26.

74UK Gambling Commission, ‘Young People and Gambling 2018: A Research Study among 11–16 Year Olds in Great
Britain’ (2018) <https://www.gamblingcommission.gov.uk/pdf/survey-data/young-people-and-gambling-2018-report.
pdf> accessed 14 June 2020. UK Gambling Commission (n 9).

75Nielsen and Grabarczyk (n 1) 174.
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the cursor stops on. Nonetheless, the literature would recognise this mechanic as consti-
tuting a ‘loot box,’ as it is a randomised monetisation method. This conceptual jump of
calling a mechanic that shares no structural similarities with a ‘box’ and visually does
not look like a ‘box’ a ‘loot box’ might be difficult for people unfamiliar with video
games to understand (e.g. parents whose children play video games but who themselves
do not play video games). The overuse of the term ‘loot boxes’ to refer to a wide variety of
randomised monetisation methods that do not take the form of boxes is therefore poten-
tially misleading and incorrect, and arguably should be refrained from in the academic
literature76 and in any drafting language of the law. This is because, if the term ‘loot
boxes’ is used in legislation, a company may seek to argue that the term should be restric-
tively interpreted to mean only randomised monetisation methods that are visually rep-
resented as a ‘box,’ and not to mean other randomised monetisation methods, e.g. that
the implementation shown in Figure 1 would not be covered by the regulation. Compa-
nies may then simply change the visual representation of their loot box to be, e.g. a loot
‘bag’ and seek to dodge regulation.

Similarly, in relation to the term ‘randomised “pull” mechanic’ used by the Notice,
although many loot box implementations do involve the player character physically
‘pulling’ rewards out of treasures chests and packs of cards, the process of the player
obtaining the reward in other games is not necessarily visually represented as physically
‘pulling’ the reward out of a container. Therefore, the term ‘randomised “pull”mechanic’ is
also potentially misleading and should not be used for legal drafting, because its use
implies a definition that is conceptually more restrictive than the drafters’ intentions: a
company can argue that its randomised monetisation method is indeed a randomised
monetisation method generally, but is not a ‘randomised “pull” mechanic’ specifically,
and therefore the law does not apply. Indeed, the difficulties with defining ‘randomised
“pull” mechanics’ might be why the term is not statutorily defined by PRC law,
within the Notice or elsewhere: companies have had to interpret the meaning of this ter-
minology themselves.

Figure 1. Screenshot of the ‘loot box’/’randomised “pull” mechanic’ in 灌篮高手 [Slam Dunk], which
is represented as a prize wheel. © 2018–2020 上海蛙扑; DeNA Co.,Ltd.

76ibid.
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Finally, the term ‘randomised “fusion” mechanic,’ used by the Notice in Paragraph 6,
refers to randomised monetisation methods that, rather than providing tangible
‘object’ rewards (such as an additional weapon that the player can use), instead
provide in-game services, such as upgrading a weapon that the player already owns to
do more damage, on a randomised basis: after the player has paid, the in-game service
will always be attempted; however, whether or not the attempt would be successful is
randomised. For example, artefact upgrade in Raid: Shadow Legends (Plarium Games,
2018) is such a mechanic: the player can pay for a random chance at potentially improving
the strength of weapons that are already in their possession.77 ‘Randomised “fusion”
mechanics’ are not as widely implemented as ‘randomised “pull” mechanics’. Therefore,
to understand the term ‘randomised “fusion” mechanic’ requires substantial familiarity
with video gamemechanics in general or with the specific game implementing the mech-
anic, which is why this term is also unsuitable for inclusion in the drafting language of any
legislation: interested parties who do not themselves play video games (e.g.many parents
and policymakers) may be unable to understand the term’s meaning.

Further, the use of the terms ‘randomised “pull” mechanics’ and ‘randomised “fusion”
mechanics’ in conjunction in the same paragraph of the Notice implies that the drafters of
the PRC law thought that the two mechanics are separate, i.e. that ‘randomised “fusion”
mechanics’ do not constitute a type of ‘randomised “pull” mechanics’. This suggests that
the term ‘randomised “pull” mechanics’ is less inclusive than the term ‘randomised mon-
etisation methods’. Indeed, no work in the English academic literature has yet to specifi-
cally identify and recognise ‘randomised “fusion” mechanics’ as a type of ‘loot boxes’.
However, such paid fusion mechanics possess the requisite structural characteristic for
them to constitute randomised monetisation methods: specifically, they are either
‘embedded-embedded’ or ‘embedded-isolated’ random reward mechanisms (RRMs) as
defined by Nielsen & Grabarczyk: ‘any RRM consists of three components: Eligibility con-
dition → Random procedure → Reward’.78 The ‘eligibility condition’ is the ‘cost’ that the
player must pay to ‘trigger the random procedure’. The ‘random procedure’ determines
whether or not the player will obtain a reward, and what kind of reward the player will
obtain. The ‘reward’ is ‘any element in the game that can be awarded to the player’
and which possesses ‘value’ either in-game or also additionally in the real-world.79

Embedded-embedded RRMs cost real-world money to engage with and its rewards
possess real-world value, in addition to in-game value. Embedded-isolated RRMs also
cost real-world money to engage with, but its rewards do not possess real-world
value.80 ‘Randomised “fusion” mechanics’ therefore plainly constitute a type of ‘random-
ised monetisation methods’.

A more generic term that does not refer to any specific aspects of loot box design that
are not implemented in all loot boxes (i.e. no references to ‘box’ or ‘pull’) would be a better
alternative than the terms used in the Notice. The term ‘random reward mechanisms’
(‘RRMs’) have been proposed as a neutral and technical term to refer to all types of

77Plarium, ‘Artifacts Overview’ (Raid: Shadow Legends Support Website, n.d.) <https://web.archive.org/web/
20210621145621/https://raid-support.plarium.com/hc/en-us/articles/360014657140-Artifacts-Overview> accessed 21
June 2021.

78Nielsen and Grabarczyk (n 1) 174.
79ibid 174–175.
80ibid 196.
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loot boxes, including those that do not require the player to pay real-world money to
engage with.81 However, when referring specifically to paid loot boxes, the term ‘random-
ised monetisation methods’ is preferable. This is because, if the term ‘random reward
mechanisms’ is adopted instead to describe paid loot boxes, references would have to
be made to both ‘embedded-embedded random reward mechanisms’ and ‘embedded-
isolated random reward mechanisms’ to emphasise that both types require payment of
real-world money to engage:82 these two terms represent language that is too technical
and complex for an average consumer to understand. In contrast, the term ‘randomised
monetisation methods’ is inclusive of both terms and references neutrally that such
mechanics involve randomisation and are mechanics used by video game companies
to monetise (and therefore require payment from the player to engage), and therefore
is preferable.

Neither the term ‘randomised “pull” mechanics’ nor the term ‘randomised “fusion”
mechanics’ is statutorily defined by PRC law, within the Notice or elsewhere. Companies
seeking to comply with the Notice must therefore attempt to interpret the terms them-
selves. This lack of a clear definition for randomised monetisation methods may have
meant that certain companies decided that certain ‘loot boxes’ within their games
satisfy the definition, whilst others do not. A survey of the 100 highest-grossing iPhone
games in the PRC was able to find probability disclosures for 96% of games containing
‘loot boxes’.83 The 4% of games containing ‘loot boxes’ whose probability disclosures
could not been found (after considerable efforts were expended to find them) most
likely did not publish probability disclosures.84 This is not necessarily because these com-
panies were not aware of the law or were actively trying to break the law (given the sub-
stantial potential negative consequences), and may instead be because the companies
operating these games did not believe that the randomised monetisation methods
they implemented in their games constituted either a ‘randomised “pull” mechanic’ or
a ‘randomised “fusion” mechanic,’ as set out in the Notice. Further support for this expla-
nation can be identified amongst a portion of the 96% of games whose probability dis-
closures were found: multiple randomised monetisation methods were implemented
within some of these games; however, probability disclosures were found to have been
published only in relation to some, but not all, of the identified randomised monetisation
methods.85 The companies’ decision to disclose the probabilities for some randomised
monetisation methods indicates that they were aware of and were seeking to comply
with the law. A hypothetical unscrupulous company would have either not disclosed
any probabilities or disclosed inaccurate probabilities to maximise profit.86 Partial compli-
ance incurs costs on the company but remains non-compliant and liable for enforcement
action. Partial compliance is therefore irrational. Assuming that partial non-disclosure did
not result from mistake, one explanation for this phenomenon may be that the PRC law’s
failure to explicitly define randomised monetisation methods led game companies to

81ibid 174.
82ibid 196; Leon Y Xiao, ‘Which Implementations of Loot Boxes Constitute Gambling? A UK Legal Perspective on the
Potential Harms of Random Reward Mechanisms’ (2022) 20(1) International Journal of Mental Health and
Addiction 437.

83Xiao and others, ‘Gaming the system’ (n 7).
84ibid.
85ibid.
86Chen and others (n 56) 11–12.
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erroneously believe that certain implementations did not fall within the ambit of regu-
lation, and therefore they were not obliged to disclose the relevant probabilities.

The Chinese experience demonstrates that if and when loot box regulation is to be
adopted in another country, the drafting language should refer to a neutral terminology,
such as ‘randomised monetisation methods,’ rather than to terms such as ‘loot boxes’ or
‘randomised “pull” mechanics,’ which imply specific aspects of implementation that are
not applicable to all randomised monetisation methods and may therefore be misleading.
Use of a neutral and simple-to-understand terminology would ensure both that consu-
mers and interested parties (e.g. parents of child video game players who do not them-
selves play video games and therefore have little to no video gaming knowledge) can
understand when they can expect to see probability disclosures published, and that
video game companies are able to understand the full extent of their legal obligations
and comply effectively with the regulation. It is encouraging to see that the Spanish Min-
istry of Consumer Affairs recently adopted the neutral terminology ‘Los mecanismos alea-
torios de recompensa (cajas botín) [Random reward mechanisms (loot boxes)]’ in its
recent consultation paper:87 the continued additional use of ‘loot boxes’ in brackets
may be useful during a transitional period, especially when communicating to consumers,
because this has hitherto been the widely accepted terminology and because many
players continue to use the phrase ‘loot boxes’ colloquially to refer to randomised mon-
etisation methods; however, this phrase should not be used in isolation in future
regulation.

3.1.1. Some insights from the US
Five Bills in the United States and in the State of Hawaiʻi drafted in 2018 and 2019 should
also be consulted for potential pitfalls in their drafting language that should be avoided
by any future loot box regulation, even though none of these Bills passed into law. Section
1 of Senate Bill S. 1629 sought to ban the publication and distribution of video games con-
taining ‘pay-to-win microtransactions’ and ‘loot boxes,’ which are marketed at children or
which may be played by children under 18.88 The Bill explicitly referred to and defined
‘loot boxes’ as follows in Section 2(8):

LOOT BOX.—The term “loot box” means an add-on transaction to an interactive digital enter-
tainment product that—

(A) in a randomized or partially randomized fashion—

(i) unlocks a feature of the product; or

(ii) adds to or enhances the entertainment value of the product; or

(B) allows the user to make 1 or more additional add-on transactions—

(i) that the user could not have made without making the first add-on transaction; and

87Ministerio de Consumo [Ministry of Consumer Affairs] (Spain) (n 25).
88Josh Hawley, A bill to regulate certain pay-to-win microtransactions and sales of loot boxes in interactive digital enter-
tainment products, and for other purposes, S. 1629, 116th Cong. (2019). <https://www.congress.gov/bill/116th-
congress/senate-bill/1629/text> accessed 25 June 2021.

INFORMATION & COMMUNICATIONS TECHNOLOGY LAW 13

https://www.congress.gov/bill/116th-congress/senate-bill/1629/text
https://www.congress.gov/bill/116th-congress/senate-bill/1629/text


(ii) the content of which is unknown to the user until after the user has made the first add-on
transaction.

The term “add-on transaction,” used in Section 2(8) is further defined in Section 2(6) as
follows:

ADD-ON TRANSACTION.—

(A) IN GENERAL.—The term “add-on transaction” means, with respect to an interactive digital
entertainment product, a payment to the game publisher of an interactive digital entertainment
product, an affiliate of the publisher, or any other person who accepts such payment for the
benefit of the publisher, of either money or an in-game proxy for money, such as a virtual
currency, that can be purchased with money, that—

(i) unlocks a feature of the product; or

(ii) adds to or enhances the entertainment value of the product.

(B) EXCLUSION.—Such a term shall not include a payment (including a payment of a regular sub-
scription fee) which is made only to allow a user to access the content of an interactive digital
entertainment product, provided that users do not have the option to pay different amounts to
access the same content in order to unlock a feature of the product or to enhance the entertain-
ment value of the product.

The combination of Sections 2(6) and 2(8) managed to define the two crucial components
of a randomised monetisation method: those being (i) that it must be additionally paid for
with real-world money and (ii) that it involves some manner of randomisation. The further
definition provided in Section 2(8) was correctly drafted to expand on the literal meaning
of ‘loot boxes’ and therefore avoided the problem that non-‘box’-like implementations
would not be covered by the law. However, the Bill does suffer from the flaw of mislead-
ingly using a word (‘box’) that is not applicable to all randomised monetisation methods
to refer to all randomised monetisation methods. In summary, Senate Bill S. 1629 appears
reasonably satisfactory. However, following the recommendations made above in this
paper, the one improvement that can be made in the drafting language is to either
not use the term ‘loot boxes’ at all and instead only use the term ‘randomised monetisa-
tion method,’ or, alternatively, to use the combined term of ‘randomised monetisation
method (loot boxes)’.

In addition to Senate Bill S. 1629 (which had it passed into law would have been federal
law that applied to the whole of the United States), four Bills were introduced to the
Hawaiʻi State Legislature: H.B. 2686;89 H.B. 2727;90 S.B. 3024;91 S.B. 3025.92 H.B. 2686
and S.B. 3024 were effectively the same and sought to ban the sale of video games con-
taining loot boxes to those under the age of 21: notably, these two bills sought not just to
ban the sale of loot boxes to children, but instead to ban the sale of any games containing
loot boxes to children. This means that a video game cannot simply disable its loot box

89H.B. 2686, 29th Leg., Reg. Sess. (Haw. 2018). <https://www.capitol.hawaii.gov/session2018/bills/HB2686_.HTM>
accessed 25 June 2021.

90H.B. 2727, 29th Leg., Reg. Sess. (Haw. 2018). <https://www.capitol.hawaii.gov/session2018/bills/HB2727_HD1_.HTM>
accessed 25 June 2021.

91S.B. 3024, 29th Leg., Reg. Sess. (Haw. 2018). <https://www.capitol.hawaii.gov/session2018/bills/SB3024_SD2_.HTM>
accessed 25 June 2021.

92S.B. 3025, 29th Leg., Reg. Sess. (Haw. 2018). <https://www.capitol.hawaii.gov/session2018/bills/SB3025_SD1_.HTM>
accessed 25 June 2021.
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features for child users to comply with the law. Specifically, H.B. 2686 and S.B. 3024 sought
to introduce the following section into law:

§481B.—Video games; restrictions.

(a) It shall be unlawful for any retailer to sell to any person under twenty-one years of age a
video game that contains a system of further purchasing that includes:

(1) A randomized reward; or

(2) A virtual item that can be redeemed to directly or indirectly receive a randomized
reward.

(b) For purposes of this section:

“Randomized reward”means a reward in a video game that is based on a variable ratio sche-
dule, wherein a player receives a reward after a random number of actions.

… 93

H.B. 2727 and S.B. 3025, as originally drafted,94 were effectively the same and sought to
require loot box probability disclosures and a health warning (referring to potential
harms and addiction) to be displayed on video game packaging. These Hawaiian Bills
avoided the issue of misleadingly using the term ‘loot boxes’ to mean randomised mone-
tisation methods, and instead used the term ‘a system of further purchasing that includes a
randomised reward’ and did not use ‘loot boxes’ at all in their drafting language. This
neutral phrasing is lengthy but is not incorrect. However, by referring to ‘variable ratio sche-
dule’ when defining ‘randomised reward,’ the Bills inappropriately used overly technical
language that neither a player nor a video game company would likely be able to under-
stand without extensive research. The ‘“variable ratio schedule” of reinforcement’ is a
concept in behavioural psychology that refers to when a subject is being rewarded after
an unpredictable number of responses.95 Gambling games are generally seen as adopting
the variable ratio schedule because the player never knows on which attempt they
might win: for example, the player cannot predict when they would win at roulette by
placing single number bets because on which number the ball lands on is always random.96

In the randomised monetisation method context, a loot box adopts the variable ratio
schedule if, for example, it contains ten rewards with nine rewards having a probability of
11% of being obtained and one (rarer and more valuable) reward having a probability of
1% of being obtained, because the player cannot predict when the more valuable reward
with a 1% chance of being obtained will in fact be obtained. On the surface, most
implementations of randomised monetisation methods appear to be based on a variable
ratio schedule; however, implementations can also be based on a fixed ratio schedule. If
the loot box in the previous example instead contains ten rewards each with a probability

93H.B. 2686 s 2; S.B. 3024 s 2.
94S.B. 3025, later during its legislative process, had all of its loot box-relevant sections deleted, and was amended to
concern an unrelated matter. See Michael Brestovansky, ‘“Loot Box” Bills Fail to Advance’ (Hawaii Tribune-Herald, 24
March 2018) <https://www.hawaiitribune-herald.com/2018/03/24/hawaii-news/loot-box-bills-fail-to-advance/>
accessed 26 June 2021.

95For a discussion of the variable ratio schedule of reinforcement, as applied conceptually to loot boxes, see Xiao, ‘Reg-
ulating Loot Boxes as Gambling?’ (n 44).

96Amos Tversky and Daniel Kahneman, ‘Judgment under Uncertainty: Heuristics and Biases’ (1974) 185 Science 1124.
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of 10% of being obtained, and assuming that all rewards are always subjectively of
equal value to the player and that no duplicate rewards can be obtained, then this loot
box implementation is operating on a fixed ratio schedule and not a variable ratio sche-
dule.97 This is because the player is guaranteed to obtain all ten rewards after ten tries and
therefore they can predict that they will ‘win’ after ten tries because the process is not
always random. This latter example is arguably fairer and more ethically designed than
the first example; however, this latter implementation still represents a randomised mon-
etisation method that poses the same potential harms (albeit potentially arguably less) as
the first example. The Hawaiian Bills, however, would fail to capture this later example
within its regulatory ambit because this hypothetical implementation is not using a ‘vari-
able ratio schedule’ as defined, even though it is a loot box: this surely cannot have been
the drafters’ intentions.

Additionally, 66% of highest-grossing iPhone games in the PRC containing loot boxes
implemented a submechanic known as a ‘pity-timer,’ which increases the probabilities of
obtaining certain rarer rewards as the player purchases more loot boxes without obtaining
a rarer reward.98 Most implementations of pity-timers eventually guarantee that the player
will obtain a rarer reward after a predetermined number of failed attempts: for example, the
player is ‘guaranteed’ to obtain at least one rare ‘S-rank battlesuit’ within 100 loot
box purchases in Honkai Impact 3rd (2016, miHoYo), as shown in Figure 2. The player
may get ‘lucky’ and obtain an ‘S-rank battlesuit’ before buying and opening the 100th
loot box; however, importantly, the player is guaranteed to obtain an ‘S-rank battlesuit’
when they buy and open the 100th loot box, if all previous 99 loot boxes did not
provide an ‘S-rank battlesuit’. By including a pity-timer submechanic, the randomised mon-
etisation method arguably no longer employs a variable ratio schedule and instead adopts
a fixed ratio schedule because, eventually, there will be no randomisation and the player is
guaranteed to win. Therefore, the player can predict the results, albeit only the worst-case
scenario. Accordingly, any randomised monetisation method implementing a pity-timer
that guarantees specific rewards are arguably adopting a fixed ratio schedule of reinforce-
ment and not a variable ratio schedule, and therefore may not necessarily be caught by the
regulatory ambit of the Hawaiian Bills. Pity-timers are potentially capable of causing
financial harms because they are designed to incentivise additional purchases and they
complicate the decision-making environment for the player.99 Allowing loot boxes imple-
menting pity-timers to be immune from regulation is again undoubtedly contrary to the
drafters’ intentions, which would have been to minimise and prevent harm.

Due to the example loot boxes presented above being able to potentially dodge the
law, any reference to ‘variable ratio schedule’ should be refrained from in any future loot
box legislation. Indeed, it was entirely unnecessary to include this technical term as part of
the definition in the Hawaiian Bills.

97For more detail on this arguably fairer and more ethically designed example loot box, see Leon Y Xiao and Philip WS
Newall, ‘Probability disclosures are not enough: Reducing loot box reward complexity as a part of ethical video game
design’ (2022) Journal of Gambling Issues <https://doi.org/10.4309/LDOM8890> accessed 10 June 2022.

98Xiao and others, ‘Gaming the system’ (n 7).
99ibid.
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3.2. How a technical ‘ban’ was interpreted away: the need for enforcement
powers

Having discussed the importance of using a neutral terminology to refer to randomisedmon-
etisation methods in future loot box regulation, and the pitfalls of unnecessarily using irrele-
vant technical terms, this paper turns to other aspects of the PRC loot box probability
disclosure law that were unclear and allowed for discretionary interpretation by video
game companies for their own benefits. Paragraph 6 of the Notice requires that video
gaming service providers ‘must not require’ users to spend either legal tender (i.e. Chinese
Renminbi Yuan) or ‘online video gaming virtual currency,’ defined in PRC law as ‘in-game
virtual currency which can be directly or indirectly bought at a certain conversion rate
from the video gaming service provider using legal tender’100 (colloquially known as
‘premium’ in-game currency), to purchase and engage with ‘randomised “pull” mechanics’.

A strict literal interpretation of this Paragraph, specifically of the term ‘must not
require,’ would conclude that all ‘randomised “pull” mechanics’ that require the player
to spend real-world money to buy and engage with (e.g. paid loot boxes, rather than
‘free’ loot boxes bought using non-premium virtual currency which can only be
obtained through gameplay or obtained by completing in-game tasks, such as defeating
enemies) are effectively banned in the PRC as game companies are prohibited from pro-
viding them in return for either legal tender or premium virtual currency. This strict
interpretation has been adopted by, for example, Blizzard Entertainment, a leading US
game developer and publisher. Blizzard announced in June 2017 that it will change
the method by which loot boxes in Overwatch (2016, Blizzard Entertainment) and
card packs in Hearthstone (2014, Blizzard Entertainment), both ‘randomised “pull” mech-
anics,’ can be bought by players in the PRC ‘in order to comply with new law and

Figure 2. Screenshot of the explanation that accompanies the randomised monetisation method in
Honkai Impact 3rd [崩坏3], which, as annotated, discloses the pity-timer mechanic implemented. ©
2016–2021 miHoYo Co., Ltd.

100文化部 [Ministry of Culture] (PRC) (n 71) para 4; 文化部 [Ministry of Culture] (PRC) and 商务部 [Ministry of Com-
merce] (PRC), ‘文化部、商务部关于加强网络游戏虚拟货币管理工作的通知 [Notice of the Ministry of Culture
and the Ministry of Commerce on Strengthening the Regulation of Virtual Currency in Online Video Games] 文市发
〔2009〕20号’ (4 June 2009) para 1 <https://www.mct.gov.cn/whzx/bnsj/whscs/201111/t20111128_751250.htm>
accessed 11 June 2020.

INFORMATION & COMMUNICATIONS TECHNOLOGY LAW 17

https://www.mct.gov.cn/whzx/bnsj/whscs/201111/t20111128_751250.htm


regulations’.101 The timing of these announcements (June 2017) allows the inference to
be drawn that the ‘new law and regulations’ (a phrase used in both announcements)
that Blizzard was seeking to comply with must have been the Notice which became
effective on 1 May 2017 and which was the only contemporaneous randomised mone-
tisation methods-related regulation. Blizzard decided that, instead of directly selling loot

Figure 3. Screenshot of the purchase screen of the ‘loot box’/’randomised “pull”mechanic’ in部落冲
突：皇室战争 [Clash Royale], which, as annotated, states that the randomised monetisation method
is ‘gifted [赠]’ if virtual currencies are purchased, and that ‘赠送的宝箱可以立即打开！[The gifted
treasure chests can be opened immediately!]’. © 2016–2020 Supercell Oy

101Blizzard Entertainment, ‘中国地区补给购买方式改动——预告信息 [Amendment to PRC Region Loot Box Purchas-
ing Method: Information Forecast]’ (Overwatch Official PRC Website, 5 June 2017) <http://bbs.ow.blizzard.cn/forum.
php?mod=viewthread&tid=748510> accessed 11 June 2020; Blizzard Entertainment, ‘中国地区《炉石传说》卡牌
包购买方式改动 [Amendment to PRC Region Hearthstone Card Pack Purchasing Method]’ (Hearthstone Official PRC
Website, 28 June 2017) <https://hs.blizzard.cn/article/13/10024> accessed 11 June 2020.
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boxes in exchange for either legal tender or premium virtual currency (which it must
have believed to contravene the Notice), it will sell premium virtual currency for legal
tender and additionally ‘gift’ the purchasing player loot boxes ‘for free’. The premium
virtual currency sold has minimum practical value,102 and the number of loot boxes
‘gifted’ to the player for their purchase of premium virtual currency under the new
system was the same as the number of loot boxes that the player would have received
had they spent the same amount of money to directly buy loot boxes prior to the
change under the old system. Blizzard’s compliance was therefore duplicitous and has
been referred to as a ‘sham,’103 because it took advantage of a loophole in the drafting
language and obeyed only the letter of the law but not the spirit of the strict interpret-
ation of the law. Nonetheless, Blizzard did adopt a strict interpretation of Paragraph 6;
believed that the sale of loot boxes for legal tender and premium virtual currency is
legally prohibited; and sought to comply with the law.

A less strict interpretation of Paragraph 6 that is more convenient for the video gaming
service providers is also tenable due to the imprecise drafting language of the Notice:
specifically, the term ‘must not require,’ could instead be interpreted as meaning that ‘ran-
domised “pull”mechanics’ can be offered in exchange for legal tender or premium virtual
currency, but only if the player is also allowed the opportunity to engage with these same
‘randomised “pull” mechanics’ without spending either legal tender or premium virtual
currency. Under this interpretation, video gaming service providers are not prohibited
from providing paid ‘randomised “pull” mechanics’ as long as, for example, the player
is allowed one free attempt every month or if the player can also purchase the same ‘ran-
domised “pull”mechanics’with non-premium virtual currency earned exclusively through
gameplay. This less strict interpretation of Paragraph 6 appears to have been adopted by
nearly all video game companies: 91% of the 100 highest-grossing iPhone games in the

Figure 4. Screenshot of the purchase screen of the ‘loot box’/’randomised “pull”mechanic’ in荒野乱
斗 [Brawl Stars], which, as annotated, offers randomised monetisation methods directly for sale
without references to ‘gifting [赠]’ them to players in exchange for purchasing virtual currencies. ©
2017–2021 Supercell Oy.

102Edwin Hong, ‘Loot Boxes: Gambling for the Next Generation’ (2019) 46 Western State Law Review 61, 71.
103ibid.
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PRC were found to have contained such a mechanic,104 and only one game surveyed (部
落冲突：皇室战争 [Clash Royale] (2016, Supercell)) adopted the strict interpretation and
attempted to offer only virtual currency for sale and additionally ‘赠 [gift]’ the player with
loot boxes, as shown in Figure 3.

The widespread implementation of randomised monetisation methods in the PRC and
the lack of any enforcement actions taken against their implementation indicate that the

Figure 5. Screenshot of the in-game loot box probability disclosure of Ode to Heroes (2020, DH-
Games), which is an Individual Reward-Based Disclosure. Note that the probabilities of obtaining
different rewards in the same 5-star heroes category are different (0.0025% for some and 0.0053%
for others). © 2020–2021 DH-Games.

104Xiao and others, ‘Gaming the system’ (n 7).
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correct interpretation of the Notice is the second, more lenient interpretation. Supercell,
the company operating the game shown in Figure 3, which attempted to ‘gift’ players
with loot boxes rather than to sell them directly, has in its more recently published
game, 荒野乱斗 [Brawl Stars] (Supercell, 2020105), simply sold loot boxes directly, as
shown in Figure 4. This suggests that even game companies that adopted the strict
interpretation in the past has now transitioned to the more lenient interpretation upon
appreciating that the more lenient interpretation is the version that is enforced. The
Chinese experience suggests that if a country is to decide to ban certain implementations
of randomised monetisation methods, then it ought to use clear wording when legislating
on this point.

Further, for the ban to be effective, a regulator must be appointed to enforce the law by
identifying both non-compliant companies and companies that may be trying to abuse
loopholes in the law, e.g. Blizzard’s questionable ‘compliance’ with the strict interpretation
of the Notice in the PRC described above. By enforcing existing gambling law, Belgium has
effectively banned all implementations of randomised monetisation methods, whilst the
Netherlands has effectively banned certain implementations where the obtained rewards
can be sold to other players for real-world money.106 The Belgian and Dutch loot box regu-
lations appear to have been effective at forcing video game companies to comply by chan-
ging the designs of their games because the respective gambling regulators of both
countries have sought to actively enforce the law,107 e.g. the Dutch gambling regulator
fining Electronic Arts for implementing illegal loot boxes in its FIFA games (a decision
which has since been upheld by the court, but which continues to be under appeal).108

In contrast, in the UK, although the gambling regulator has opined that certain implemen-
tations of randomised monetisation methods where the obtained rewards can be sold to
other players for real-world money contravene existing gambling law (identical to the
Dutch position),109 the regulator has taken no regulatory actions against plainly obvious
contraventions, e.g. Electronic Arts’s FIFA games remain unregulated.110 This has meant
that potential loot box harms persist in the UK, despite the fact that existing law should
have been able to provide a degree of protection, albeit limited. Any future loot box regu-
lation should designate a regulator that will enforce the law, and that regulator should
actively enforce the law, to ensure that consumers would in fact be protected from poten-
tial harms as intended. Any future regulation should also ensure that the regulator is
empowered to impose appropriate sanctions against non-compliant companies, e.g. fines
and injunctions.111 On this enforcement point, it is encouraging to see that Section 3 of
Senate Bill S. 1629 had provided for enforcement powers by both the Federal Trade Com-
mission to impose civil penalties for any violation, and by state attorneys general to apply to
the court to seek, inter alia, an enjoinment and restitution.

105Brawl Stars was initially released in other countries in 2017 and later released in the PRC in 2020.
106Xiao, ‘Regulating Loot Boxes as Gambling?’ (n 44).
107See e.g. 2K Games (n 42); 2K Games, ‘Statement Netherlands’ (2K Games Official Website, 2018) <https://www.2k.com/
myteaminfo/nl/> accessed 12 March 2021.

108Electronic Arts Inc & Electronic Arts Swiss Sàrl v Kansspelautoriteit (2020) Rechtbank Den Haag [District Court of The
Hague] (15 October 2020) <https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2020:10428>
accessed 11 March 2021.

109UK Gambling Commission, ‘Position Paper’ (n 17). See text to n 34.
110Xiao, ‘Which Implementations of Loot Boxes Constitute Gambling?’ (n 82).
111Xiao, ‘Regulating Loot Boxes as Gambling?’ (n 44).
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3.3. Unnecessary discretion led to suboptimal compliance

3.3.1. Locations of probability disclosures
Paragraph 6 of the Notice specified that loot box probability disclosures made either
in-game on the loot box’s purchase page or on the game’s official website are compliant
with the law. This gave unnecessary discretion to video game companies as to where
probability disclosures should be published: (a) only in-game; (b) only on the official
website; or (c) at both locations. In a survey of the highest-grossing iPhone games con-
taining loot boxes in the PRC, probability disclosures were found at both locations for
34% of games and at only one of either location for 62% of games.112 This means that
only a minority of games chose to disclose at both possible locations even though
doing so would have maximised the potential consumer protection effects of the law
by providing consumers with two alternative channels of obtaining the relevant infor-
mation. When given discretion as to how to comply with the law, companies did not
choose to exercise it in the way that would have most benefitted consumers. This discre-
tion allowed by PRC law was therefore unnecessary and unsatisfactory.

Further, when given the choice (as was done through the Notice), video game compa-
nies prefer making website disclosures rather than in-game disclosures, even though
website disclosures are predominantly inferior to in-game disclosures in terms of visual
prominence and ease of access.113 Generally, most website disclosures require players
to expend more effort than most in-game disclosures to find because players need to
exit the game app, open their internet browser, and search for the disclosures either
through a search engine or by browsing the game’s official website. Many players may
not even realise that website-only disclosures are available, as there is almost always
no indication of their existence when they purchase loot boxes in-game. In contrast,
most in-game disclosures can be accessed through the loot box’s purchase page,
although some in-game disclosures would require more additional steps than
others.114 Accordingly, website disclosures are in theory less easily accessible than most
in-game disclosures to players of the game. Further support for this proposition was
found in a survey of more than 800 PRC video game players. Of participants who pur-
chased loot boxes in the past year, more participants reported seeing probability disclos-
ures in-game on the loot box purchase page (72%) than on the official website (43%).115

This is despite the fact that more of the highest-grossing iPhone games in the PRC dis-
closed probabilities on the official website (73%) than in-game on the loot box purchase
page (57%).116 These empirical results demonstrate that in-game disclosures are indeed
more readily accessible than official website disclosures in practice, despite being less
widely implemented. However, many video game companies did not choose to make
the more accessible in-game disclosures, and instead chose to make only official
website disclosures: of the games containing loot boxes that disclosed probabilities at
only one of either location in Xiao et al.’s survey, 37.5% disclosed probabilities only in-
game on the loot box’s purchase page and 62.5% disclosed probabilities only on the

112Xiao and others, ‘Gaming the system’ (n 7).
113ibid.
114See ibid.
115Leon Y Xiao, Tullia C Fraser and Philip WS Newall, ‘Opening Pandora’s Loot Box: Novel Links with Gambling, and Player
Opinions on Probability Disclosures and Pity-Timers in China’ <https://psyarxiv.com/837dv/> accessed 28 May 2021.

116Xiao and others, ‘Gaming the system’ (n 7).
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game’s official website.117 Through such suboptimal compliance, by choosing website
disclosures over in-game disclosures, companies exercised their discretion (unnecessarily
allowed by PRC law) to the detriment of the consumer by causing the probability disclos-
ures to be more difficult to access and therefore rendered players less likely to benefit
from the measure’s consumer protection benefits.

Indeed, providing in-game disclosures only is also inadequate at providing sufficient
consumer protection because of two reasons. Firstly, even though in-game disclosures
may be more prominent, official website disclosures are not redundant because Xiao
et al.’s survey of PRC video game players found that 9% of loot box purchasers reported
only seeing disclosures on the official website and not seeing them in-game, and were
therefore solely relying on official website disclosure for access to this information.118

Accordingly, if official website disclosures are not published, then a substantial minority
of players may potentially never have access to probability disclosures. Secondly,
players are not the only people interested in the relevant probability disclosures. For
example, when children are playing video games and considering buying loot boxes,
their parents may be the actual ‘consumers’ because the parents may be ultimately
paying for the loot boxes. Additionally, parents have an interest in being made aware
that their children are engaging with a mechanic that has been linked to gambling.
Even parents who play video games and are familiar with the concept of loot boxes do
not necessarily play the same game as their children, and so would not necessarily be fam-
iliar with every loot box mechanic that their children may encounter. Similarly, the regu-
lators assigned to monitor compliance with loot box probability disclosure requirements
would need to examine thousands of games, and it would be particularly inefficient if
such regulators can only, and therefore must, access the disclosures after significant
periods of irrelevant gameplay. Therefore, parents and other similarly interested parties
(including regulators) should also be provided with easy access to the probability disclos-
ures. However, accessing an in-game-only disclosure requires a person to invest time and
play the game for an extended period of time up until the loot box feature is introduced
(on average, this takes 20–30 min, but it may potentially take significantly longer to
encounter a specific loot box that appears late in the game). Parents and other interested
parties may not want to, or be able to afford to, spend such a length of time, and they may
even find it too difficult to progress that far through the game, and therefore they would
not be able to easily access in-game-only disclosures. For this reason, probability disclos-
ures should also be provided at other locations, such as on the game’s official website, to
facilitate ready access by non-players, e.g. parents, who are nonetheless interested in this
information.

Website-only and in-game-only disclosures both fail to maximise consumer protection:
disclosing at both locations is evidently better than disclosing only at one of either
locations. However, a majority of video game companies (62%) in the PRC have not
sought to provide maximum consumer protection to their players and other interested
parties such as parents by disclosing at both locations, and have instead sought to
comply only minimally with the law by disclosing probabilities at only one location.119

117ibid.
118Xiao and others, ‘Opening Pandora’s Loot Box’ (n 115).
119Xiao and others, ‘Gaming the system’ (n 7).
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The potential consumer protection benefits of the PRC law can be improved by explicitly
requiring video game companies to disclose loot box probabilities both in-game and on
the official website. Video game companies are likely to incur minimal additional compli-
ance costs, but players and other interested parties alike will be better informed and
benefit from the increased transparency. Indeed, there are other additional locations
where disclosures can be made: for example, pinned to the top of the game’s social
media posts, and included in video trailers and other advertisements of the game. It
might be suggested that policymakers, especially advertising regulators, should consider
additionally explicitly requiring disclosure at such other locations. However, empirical
data suggest that only 2% of loot box purchasers reported only seeing probability disclos-
ures at locations other than on the in-game loot box purchase page or the official website,
and were therefore solely relying on disclosures at these other locations.120 This suggests
that disclosures at other locations, such as on social media accounts and game forums, are
likely to be only of minor assistance to most players and may be redundant even to this
very small minority of players, if probability disclosures are already prominently published
in-game and on the official website. Disclosures at other locations are potentially helpful
for a very small minority of players, and the costs incurred by companies to publish them
there (in addition to in-game and official website disclosures) are likely minimal. Disclos-
ure at various locations should be encouraged to assist that very small minority of players,
but empirical data suggest that regulation should focus on requiring prominent in-game
and official website disclosure.

Therefore, PRC loot box probability disclosure regulation can be improved: Paragraph 6
of the Notice should be amended to explicitly require disclosure both in-game and on the
official website by switching the conjunction of ‘或者 [or]’ used in the drafting language
to ‘以及 [and]’ or ‘和 [and]’. It was not necessary in this context to have given companies
discretion as to where they should publish probability disclosures: allowing them this dis-
cretion only led to suboptimal compliance with the law that failed to maximise the
measure’s consumer protection benefits. If loot box probability disclosure is to be
required by law in other countries, the drafting language of the relevant regulation
should explicitly require disclosure both in-game on the loot box’s purchase page and
on the official website of the game. Hawaiian Bills H.B. 2727 and S.B. 3025, which
sought to require probability disclosures, failed to explicitly delineate exactly where prob-
ability disclosures should be made and instead stated only that:

Video game publishers… shall prominently disclose and publish to the consumer the probability
rates of receiving each type of randomized reward or rewards at the time of purchase and at the
time any mechanism to receive a randomized reward or rewards is activated so as to meaning-
fully inform the consumer’s decision prior to the purchase or activation of any mechanism to
receive a randomized reward or rewards.121

The wording of ‘disclose… at the time of purchase and at the time any mechanism… is
activated’ can be interpreted to mean the in-game purchase page where the randomised
monetisation method can be bought, as that would be when the purchase would be
made and when the mechanism would be activated. However, if the in-game loot box
purchase page was the drafters’ intended location for where disclosures were to be

120Xiao and others, ‘Opening Pandora’s Loot Box’ (n 115).
121H.B. 2727 s 2; S.B. 3025 s 2.
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made, then this should have been explicitly stated. Further, the Hawaiian Bills cannot be
interpretated as having required official website disclosures, which as evidenced above, is
of potential benefit to a substantial minority of players who only access official website
disclosures, and is of significant and irreplaceable potential benefit to interested non-
players who do not want to, or cannot, play the game to find the relevant disclosure,
e.g. parents of child players and regulators seeking to monitor compliance across thou-
sands of games. The Hawaiian Bills could have been improved to emulate the Notice
by explicitly stating the locations at which the disclosures should be made.

3.3.2. Accessibility of disclosures
A second aspect where PRC loot box probability disclosure regulation gave game compa-
nies discretion as to how to comply with the law is with the prominence and accessibility
of the published disclosures. In relation to in-game disclosures, the most prominent
format found was automatically displaying the disclosure without requiring any
additional input from the player; in contrast, the least prominent in-game format was
requiring the player to contact the customer support bot and ask for the probabilities.122

In relation to official website disclosures, the most prominent format found was directly
linking the probabilities from the homepage of the website; in contrast, the least promi-
nent official website format was not linking the webpage from the official website at all,
and instead requiring players to search for the relevant webpage containing the prob-
ability disclosures through a search engine.123 Other formats of both in-game and
website disclosures which were middling in terms of accessibility were also identified.124

It is obvious that more prominent and accessible disclosures would be of more benefit to
the consumers because more players will easily see them and no player would be
required to struggle for an extended period of time whilst trying to find the disclosure
(some players may give up on trying to find the disclosure if they cannot easily find it
after a short period of time and therefore derive no benefit from the measure).
However, Xiao et al.’s survey of the highest-grossing iPhone games found that only
19% of games containing loot boxes used a reasonably prominent disclosure format at
either location, and only 1% of games containing loot boxes used reasonably prominent
disclosure formats at both locations.125 These results reflect that the vast majority of video
game companies have not sought to implement prominent and accessible disclosure
formats when they were given discretion as to how to comply with the law. PRC law
can be improved by requiring uniform and prominent disclosures at both locations. Simi-
larly, future loot box probability disclosure regulation in other countries should set out
specific requirements before being imposed. Hawaiian Bills H.B. 2727 and S.B. 3025,
which sought to require probability disclosures, failed to do so: instead, these required
only that the disclosures should be made ‘prominently’.126 Firstly, prominence is subjec-
tive, and it would be difficult for a standard to be identified and applied to assess whether
a disclosure is compliant. Secondly, reference only to prominence fails to ensure that the
disclosure made across different games would be uniform. It would be most useful to

122Xiao and others, ‘Gaming the system’ (n 7).
123ibid.
124ibid.
125ibid.
126H.B. 2727 s 2; S.B. 3025 s 2.
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players if they are able to find probability disclosures in different games using the same
method, similar to uniform product warning labels on alcoholic beverages in the US, for
example.127 An industry standard method of disclosure should be required.128

3.4. Level of detail that should be required

Another aspect to consider when drafting loot box probability disclosure regulation is the
level of detail that the required disclosure should provide. Two different levels of detail
can be identified in existing implementations:

(6) ‘Individual Reward-Based Disclosures’ disclosed the probabilities of obtaining each
potential reward, meaning that, if a loot box contains ten different rewards
(Rewards 1–10) of three different rarity categories (Rarity levels A–C), the disclosure
would show the probabilities of obtaining each of the ten different rewards (as
shown in the left column of Table 1 and in Figure 5).

(7) ‘Category-Based Disclosures’ disclosed the probabilities of obtaining a reward in each
rarity category, meaning that, if a loot box contains ten different rewards of three
different rarities, the disclosure would show the probabilities of obtaining a reward
from each of the three rarity categories (as shown in the right column of Table 1
and in Figure 6).

The exact level of detail required by PRC law is set out in Paragraph 6 of Notice: the
‘names; properties; contents and quantities’ of ‘all’ virtual rewards or ‘value-adding ser-
vices [i.e. randomised fusion mechanics]’ must be disclosed alongside the relevant prob-
abilities. This means that PRC law requires Individual Reward-Based Disclosures because a
Category-Based Disclosure alone fails to disclose the names of all virtual rewards and their
corresponding probabilities, as required. This particular issue has been reported in China
Consumer News, the newspaper supervised by the State Administration for Market Regu-
lation [国家市场监督管理总局] and sponsored by the quasi-governmental China Consu-
mers Association [中国消费者协会]: an article published in January 2021 recognised that
Category-Based Disclosures, as implemented in the game Shining Nikki [闪耀暖暖] (2019,
Papergames), were non-compliant with the law and that only Individual Reward-Based
Disclosures would have been compliant.129

Both disclosure types have advantages and disadvantages. Individual Reward-Based
Disclosures ensure that a consumer will be able to find specific, detailed information
about any potential reward that they are looking for. However, a legally compliant Indi-
vidual Reward-Based Disclosure can result in information overload that is detrimental
to the consumer’s interests.130 As an example, the probability disclosure for one loot
box type implemented in Game of Thrones: Winter Is Coming (Yoozoo Games, 2019)
listed 80 different possible rewards, in addition to providing information on how its

127Michael E Hilton, ‘An Overview of Recent Findings on Alcoholic Beverage Warning Labels’ (1993) 12 Journal of Public
Policy & Marketing 1.

128Xiao and others, ‘Gaming the system’ (n 7).
129任 [Ren] 震宇 [Zhenyu], ‘如何不让算法“算计”消费者 [How to prevent algorithms from manipulating consumers]’
(中国消费者报 [China Consumer News], 15 January 2021) <https://web.archive.org/web/20210217235907/http://
zxb.ccn.com.cn/shtml/zgxfzb/20210115/164737.shtml> accessed 18 February 2021.

130See Petra Persson, ‘Attention Manipulation and Information Overload’ (2018) 2 Behavioural Public Policy 78.
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pity-timer mechanic131 further influences the probabilities of 19 rewards on the tenth pur-
chase of the loot box.132 This culminated in a probability disclosure which was presented
on a lengthy spreadsheet, which may be intimidating for a player to read and may simply
be providing too much information for them to comfortably process, thus resulting in
information overload that may actually reduce the effectiveness of the disclosure.
Players (particularly those with limited numeracy skills) may conceivably decide not to
attempt to read this complicated disclosure, and therefore derive no consumer protection
benefit from the PRC law. This problem is further excecated by the fact that the above-
mentioned disclosure was made using a screenshot of the spreadsheet and not text,
which means that the player cannot use their devices’ search functions to quickly and
easily find the specific information that they are looking for.133 Certain loot boxes are
known to contain more than 1000 different potential rewards:134 when Individual
Reward-Based Disclosures are required by law, video game companies may seek to

Table 1. Hypothetical loot box probability disclosures illustrating the two different levels of detail.
Individual reward-based disclosure Category-based disclosure

Reward 1: 1% Rarity level A: 1%
Reward 2: 3% Rarity level B: 9%
Reward 3: 3% Rarity level C: 90%
Reward 4: 3%
Reward 5: 15%
Reward 6: 15%
Reward 7: 15%
Reward 8: 15%
Reward 9: 15%
Reward 10: 15%

Note: Reward 1 belongs to rarity level A; Rewards 2–4 belong to rarity level B; and Rewards 5–10 belong to rarity level C.

Figure 6. Screenshot of the in-game loot box probability disclosure of AFK Arena (2019, Lilith Games),
which is a Category-Based Disclosure. © 2019–2021 Lilith Games.

131See text to n 97.
132《权力的游戏 凛冬将至》官网运营团队 [Game of Thrones: Winter Is Coming Official Website Operations Team],
‘七神圣堂概率公示 [Great Sept of Baelor Probability Disclosures]’ (27 June 2019) <https://archive.vn/3ynBO>
accessed 20 August 2020.

133Xiao and others, ‘Gaming the system’ (n 7).
134Nick Ballou, Charles Takashi Toyin Gbadamosi and David Zendle, ‘The Hidden Intricacy of Loot Box Design: A Granular
Description of Random Monetized Reward Features’ <https://doi.org/10.31234/osf.io/xeckb> accessed 25 January
2021.
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reduce the effectiveness of this consumer protection measure by complicating loot box
design to contain more and more rewards and overload the probability disclosure with
an extreme amount of information.135

On the other hand, Category-Based Disclosures are technically non-compliant with
PRC law because they fail to provide the consumer with the exact probabilities of
obtaining every potential reward, meaning that the consumer would be unable to
find out the relevant probabilities of obtaining any specific reward that they are
hoping to obtain. Category-Based Disclosures imply that all rewards in the same cat-
egories have the same probabilities of being obtained, but as shown in Figure 5, the
probabilities of obtaining different rewards belonging to the same category are some-
times actually different in certain games: providing a Category-Based Disclosure in
such a game would have been misleading. However, there are also unique benefits
to a Category-Based Disclosure: there are usually no more than five rarity categories,
meaning that the length of a Category-Based Disclosure would usually be significantly
shorter than an Individual Reward-Based Disclosure. From a consumer protection per-
spective, a substantial proportion of players would benefit simply by being informed
of how unlikely it is to obtain a high rarity reward and thereby discouraged from
making unreasonably large purchases: these players do not necessarily need to
know, nor do they want to know, the probabilities of obtaining every individual
reward. For these players, a concise, unintimidating and easy to understand
Category-Based Disclosure listing no more than a handful of percentages (e.g.
Figure 6) would not only be sufficient, but also likely to be the more helpful disclos-
ure format when compared to Individual Reward-Based Disclosures.

A balance ought to be struck between providing consumers with all relevant infor-
mation and avoiding subjecting them to information overload. Providing consumers
with the option to access both formats of disclosure would achieve this goal: for
example, initially automatically providing a simple Category-Based Disclosure to all
players and then allowing interested players to access the more detailed Individual
Reward-Based Disclosure by pressing a specific button, e.g. a button stating ‘More disclos-
ure details’. As argued above, future loot box probability disclosure law should seek to
require prominent and uniform disclosures to best help inform consumers: such regu-
lation should incorporate the following requirements: (i) both Category-Based Disclosures
and Individual Reward-Based Disclosure should be shown; (ii) Category-Based Disclosures
should be shown first; and (iii) Individual Reward-Based Disclosure should be easily acces-
sible to those consumers who do want to see it.

3.5. Pity-timers and changing probabilities

One final aspect that loot box probability disclosure regulation should be mindful of is
when the probabilities change. One widely implemented method by which the probabil-
ities of obtaining potential rewards change is through pity-timers:136 generally, these sub-
mechanics increase the probabilities of obtaining rarer rewards as the player buys more
loot boxes without obtaining a rare reward. Pity-timers may be implemented in two ways:

135Xiao and Newall (n 97). See Persson (n 130).
136See text to n 97.
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(1) ‘Separate Probability Table Pity-Timers:’ some games’ loot boxes use a different prob-
ability table for specific numbered pulls, for example, in PES CARD COLLECTION (2017,
Konami), the 1st to 10th pulls use one the regular loot box probability table that
allows for all potential rewards of all rarities to be obtained, whilst the 11th pull
uses a different probability table that only allows for rewards of higher rarities to
be obtained. The probabilities of obtaining any particular reward from either table
never changes; the pity-timer improves the player’s probabilities by literally applying
a different probability table.

(2) ‘Constantly Changing Probability Pity-Timers:’ other games’ loot boxes change the
probabilities of obtaining various rewards after each individual pull: this generally
means incrementally increasing the probabilities of obtaining rarer rewards every
time the player purchases a loot box, e.g. the probability of obtaining a specific
rare reward would change from 1% to 1.01% after one pull; 1.11% after ten pulls;
5% after 80 pulls; and 100% after 99 pulls, as implemented in Mario Kart Tour
(2019, Nintendo).

Paragraph 6 of the Notice requires that the probabilities disclosed must be ‘true and
effective’. Future loot box probability disclosure regulation in other countries will
undoubtedly similarly require accurate disclosures. Separate Probability Table Pity-
Timers are comparatively easy to disclose. The company has to disclose: the fact that mul-
tiple tables are used; when these tables are used; and the probabilities of each reward on
all the tables. If all of these elements are disclosed, then the company has complied with
its probability disclosure obligations. In contrast, Constantly Changing Probability Pity-
Timers are more difficult to disclose because the probability values constantly change.
If a game implements pity-timers, but fails to disclose how exactly the relevant probabil-
ities would change, then its disclosure would be non-compliant with the law, e.g. when
only a single unchanging probability table is disclosed when the game also discloses
that it implements a pity-timer, as is done in Langrisser (2018, Zlongames). When a
pity-timer is implemented, the probabilities on the unchanging disclosed table will
only be accurate when the player has purchased no loot boxes, and the table will inevi-
tably and immediately become inaccurate when the probabilities change after the player
purchases just one single loot box. Other companies that have sought to disclose how the
probabilities would change have adopted two different methods of disclosure for Con-
stantly Changing Probability Pity-Timers. The first method is to provide a constantly
updated probability disclosure table, as is done in Mario Kart Tour, as shown in
Figure 7. Calculations need to be made after every single loot box purchase to ensure
that the disclosed probabilities remain accurate, but such a disclosure would be com-
plaint with PRC law.

The second method is to disclose the original, lowest possible probability of obtaining
the rarer rewards that would apply if the player bought no loot boxes, and also to disclose
the probability calculated after including the pity-timer mechanic into the calculation
(‘the “consolidated” probability’), as is done in Genshin Impact (2020, miHoYo). For
example, this means that if a player has a 0.6% chance of obtaining a rare reward and
that a pity-timer mechanic guarantees that the player will obtain at least one rare
reward in every 90 pulls, then the original probability of 0.6%, and the
consolidated probability that accounts for the pity-timer of approximately 1.4%, should
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be disclosed.137 The aforementioned 0.6% chance of obtaining a rare reward and the pity-
timer mechanic guaranteeing at least one rare reward in every 90 pulls are implemented
in Genshin Impact, according to its probability disclosure. However, the game did not dis-
close 1.4% as the probability accounting for the pity-timer, and instead disclosed 1.6%.
This has led to players uncovering that the game failed to disclose the true extent of
how its pity-timer mechanic works: the game appears to have implemented an additional
secondary pity-timer mechanic which increases the probabilities of obtaining rare
rewards after 75 pulls.138 The second method of pity-timer probability disclosure fails
to reveal how exactly the pity-timer mechanic works. Game companies are in a position
to easily and cheaply provide a constantly updated probability disclosure table, as done in
Mario Kart Tour, because the game itself relies on this very table to decide what random
rewards to allocate whenever the player buys a loot box.

The inaccurate (or at least incomplete) way in which the pity-timer mechanic in
Genshin Impact was disclosed reveals that constantly changing loot box probabilities
make it mathematically complicated for a player to calculate how likely they are to
obtain a specific reward and how much they should expect to spend to do so. Pity-

Figure 7. Mario Kart Tour implements a Constantly Changing Probability Pity-Timer, and its prob-
ability disclosure is updated live as the player purchases more loot boxes, as demonstrated by the
corresponding values in the differently coloured circles: the left screenshot was taken before any
loot boxes were bought, whilst the right screenshot was taken after 10 loot boxes were bought. ©
2019–2020 Nintendo.

137u/sm0rky, ‘R/Genshin_Impact – Gacha Rates Listed in Details Are Wrong/Misleading (A Computer Simulation Prob-
ability Perspective)’ (reddit, 13 October 2020) <https://web.archive.org/web/20201105114843/https://www.reddit.
com/r/Genshin_Impact/comments/ja7c0b/gacha_rates_listed_in_details_are_wrongmisleading/> accessed 5 Novem-
ber 2020.

138u/Bunloagus, ‘R/Genshin_Impact – Whale Watching Logs 2: The Blue Whale’ (reddit, 5 November 2020) <https://web.
archive.org/web/20201105115718/https://www.reddit.com/r/Genshin_Impact/comments/jod9o4/whale_watching_
logs_2_the_blue_whale/> accessed 5 November 2020.
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timer mechanics significantly obfuscates the decision-making environment for loot box
purchases. To counteract this, regulation should require a constantly updated probability
disclosure table to ensure that the consumer is always provided with the correct probabil-
ities that will apply to their next purchase. Indeed, regulation should also consider
whether to require the disclosure of exactly how the pity-timer mechanic works, and
even whether pity-timer mechanics should be banned outright considering the confusion
and the potential ensuing harms that they cause to consumers. Players’ widespread con-
fusion is evident through the many forum posts of players asking for advice about the
pity-timer mechanics in Genshin Impact because the game has failed to explain this trans-
parently and effectively.139

4. Industry self-regulation

4.1. Probability disclosure requirements

The same flaws in the drafting language, which allows for multiple potential interpret-
ations and suboptimal compliance, identified in relation to the PRC law is also relevant
to industry self-regulatory requirements. For example, Apple, the hardware and software
platform provider for the iOS system, requires on the Apple App Store worldwide that:

Apps offering “loot boxes” or other mechanisms that provide randomized virtual items for pur-
chase must disclose the odds of receiving each type of item to customers prior to purchase.140

The use of the terminology of ‘loot boxes’ in combination with the neutral term of ‘other
mechanisms that provide randomized virtual items for purchase’ renders the definition
provided satisfactory. However, similar to PRC law, Apple’s self-regulatory rule made no
requirements as to the location or accessibility of the disclosure, and therefore can be
improved upon in those aspects. Further, Apple’s requirement that ‘the odds of receiving
each type of item’ be disclosed is open to interpretation. ‘Each type’ could mean each type
of individual item, or it could mean each type or category of item. It is therefore unclear
whether Apple requires Individual Reward-Based Disclosures or Category-Based Disclos-
ures. Google Play Store on the Android platform also imposes self-regulatory loot box
probability disclosure requirements:

Apps and games offering mechanisms to receive randomized virtual items from a purchase
including, but not limited to, “loot boxes” must clearly disclose the odds of receiving those
items in advance of, and in close and timely proximity to, that purchase.141

By using ‘ … including, but not limited to,… ,’ Google admirably recognised that ‘loot
boxes’ is just one type of randomised monetisation method. Apple and Google being
able to not overuse and rely solely on the terminology of ‘loot boxes’ reflect that, both
being industry companies, they have a better understanding of the intricacies of loot

139See u/Alice_Is_Third, ‘R/Genshin_Impact – We Need a Pity System FAQ. The Daily Questions Megathread Is Filled with
Questions about Them.’ (reddit, 15 November 2020) <https://web.archive.org/web/20210628220314/https://www.
reddit.com/r/Genshin_Impact/comments/juf835/we_need_a_pity_system_faq_the_daily_questions/> accessed 28
June 2021.

140Apple, ‘App Store Review Guidelines’ (Apple Developer, 11 September 2020) para 3.1.1 (emphasis added) <https://
developer.apple.com/app-store/review/guidelines/> accessed 3 August 2020.

141Google, ‘Monetisation and Ads – Payments’ (Google Play Developer Policy Centre, 2019) <https://support.google.com/
googleplay/android-developer/answer/9858738> accessed 30 June 2021.
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box design, and what this video gaming term actually means, than the drafters of PRC
law.142 Google also appears to be making a requirement as to prominence and accessibil-
ity of disclosures by requiring that the odds must be clearly disclosed ‘in close and timely
proximity to [the] purchase’. An official website disclosure is arguably not sufficiently
physically and temporally close to the purchase to satisfy the requirement. Similar to
Apple’s self-regulatory requirements, Google’s self-regulation can also be improved
using the recommendations made in this paper. In the wider video game industry, so
too can TIGA’s (The Independent Game Developers’ Association’s) Five Principles for Safe-
guarding Players143 and the Entertainment Software Association’s (ESA’s) recent commit-
ment to disclosing loot box probabilities be improved.144

4.2. Disclosure of the presence of loot boxes

Apple additionally requires the general disclosure of the presence of ‘In-App Purchases’
(which is a broad term that would include, but would not be limited to, randomised mon-
etisation methods145) by video game companies with a corresponding text label on the
relevant Apple App Store page, but does not provide companies with the ability to specifi-
cally disclose the presence of randomised monetisation methods with a dedicated label.
In contrast, PEGI (Pan-European Game Information)146 and the ESRB (Entertainment Soft-
ware Rating Board),147 the video game content age rating providers for Europe and North
America, respectively, began in 2020 to require the explicit disclosure of loot box pres-
ence in video games, in addition to the general presence of in-game purchases, with
the dedicated content descriptors of ‘In-Game Purchases (Includes Random Items)’ and
‘(Includes Paid Random Items),’ respectively. The mere disclosure of the presence of ran-
domised monetisation methods by itself, without reference to other aspects of their
implementation, such as pricing and whether competitive advantages may be obtained,
arguably does not provide sufficient information to consumers for them to make
informed purchasing decisions.148 Nonetheless, such a specific content descriptor does
equip consumers with more information, and therefore Apple (and other software plat-
forms) should adopt a similar self-regulatory approach by requiring video game compa-
nies to explicitly disclose the presence of loot boxes and similar randomised monetisation
methods, particularly in relation to games rated suitable for children, in order to better
inform consumers (and parents) as to the content of the games they (or their children)
may choose to download and play. Indeed, legal regulation could also consider imposing
this disclosure obligation, which video game companies can easily comply with at

142See text to n 72.
143TIGA (The Independent Game Developers’ Association), ‘TIGA’s Five Principles for Safeguarding Players’ (25 February
2020) <https://tiga.org/about-tiga-and-our-industry/tigas-five-principles-for-safeguarding-players> accessed 30 June
2021.

144Entertainment Software Association (ESA) (n 70).
145Apple, ‘In-App Purchase’ (Apple Developer, 2021) <https://developer.apple.com/in-app-purchase/> accessed 30 June
2021.

146Pan European Game Information (PEGI), ‘PEGI Introduces Notice To Inform About Presence of Paid Random Items’ (PEGI
Official Website, 13 April 2020) <https://pegi.info/news/pegi-introduces-feature-notice> accessed 14 April 2020.

147Entertainment Software Rating Board (ESRB), ‘Introducing a New Interactive Element: In-Game Purchases (Includes
Random Items)’ (ESRB Official Website, 13 April 2020) <https://www.esrb.org/blog/in-game-purchases-includes-
random-items/> accessed 13 April 2020.

148Leon Y Xiao, ‘ESRB’s and PEGI’s Self-Regulatory “Includes Random Items” Labels Fail to Ensure Consumer Protection’
(2021) 19(6) International Journal of Mental Health and Addiction 2358.
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minimal cost, as a non-restrictive, protective measure, whilst evidence of the potential
harms of loot boxes is being collected.

4.3. Age rating of games containing loot boxes

One final aspect in relation to self-regulation that should be discussed is the age rating of
video games containing randomised monetisation methods. The Apple App Store age
rating for a game app is determined based on the video game company’s self-declaration:
the company must answer a series of questions about the game’s content posed by Apple
and is then automatically given an appropriate age rating.149 This system is based on
honesty and Apple does not have a self-regulatory enforcement system in place to
punish companies for mis-rating games, the consequences of which, according to
Apple, are external only: ‘If your app is mis-rated, customers might be surprised by
what they get, or it could trigger an inquiry from government regulators’.150 According
to Apple App Store’s age rating system, a game containing ‘Infrequent or mild simulated
gambling’ would be rated 12+, whilst a game containing ‘Gambling or contests’ and/or
‘Frequent or intense simulated gambling’ would be rated 17 + .151 This means that
games rated suitable for children aged 4 + and 9 + should not contain any simulated gam-
bling or actual gambling. Loot boxes are conceptually either simulated gambling or actual
gambling depending on their implementation,152 even if they do not necessarily satisfy
the legal definition for gambling in certain jurisdictions.153 For this reason, if loot boxes
are perceived as simulated gambling by video game companies, then games containing
loot boxes should not be rated 4 + or 9 + . However, of highest-grossing iPhone games
containing loot boxes, 34% in the PRC and 56% in the UK were rated either 4 + or
9 + .154 It appears that many video game companies are not recognising and self-declar-
ing loot boxes as simulated gambling. Further, loot boxes are often a core monetisation
mechanic in the video games that contain them, and therefore, the appearance of loot
boxes in most games containing them are ‘frequent,’ if not also ‘intense’. For this
reason, most if not all games containing loot boxes should be rated 17 + according to
Apple’s age rating system because of the inclusion of ‘Frequent or intense simulated
gambling’. However, it appears that many video game companies are also not recognis-
ing and self-declaring loot boxes as ‘frequent’ simulated gambling: of highest-grossing
iPhone games containing loot boxes, only 37% in the PRC and 5% in the UK were
rated 17 + .155

This lack of recognition of loot boxes as simulated gambling (and by extension certain
implementations as actual gambling which would satisfy the ‘Gambling or contests’
Apple age rating content descriptor and therefore mandate a 17 + rating) by Apple’s
age rating system mirrors the position taken by PEGI and the ESRB of not recognising
loot boxes as simulated gambling or actual gambling when deciding on the appropriate

149Apple, ‘App Store Review Guidelines’ (n 140) para 2.3.6.
150ibid.
151Apple, ‘App Ratings – App Store Connect Help’ (2021) <https://help.apple.com/app-store-connect/#/dev269f11291>
accessed 10 July 2020.

152Drummond and Sauer (n 1).
153Xiao, ‘Which Implementations of Loot Boxes Constitute Gambling?’ (n 82).
154Xiao and others, ‘Gaming the system’ (n 7); Zendle and others (n 6).
155ibid.
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age rating to assign to a game.156 PEGI has refused to label loot boxes with the ‘Gambling’
Content Descriptor (which indicates that ‘The game contains elements that encourage or
teach gambling. These simulations of gambling refer to games of chance that are nor-
mally carried out in casinos or gambling halls’.157) because ‘[PEGI] cannot define what
constitutes gambling’.158 Games with the PEGI ‘Gambling’ Content Descriptor must
have an age rating of at least PEGI 12, meaning that such games would be appropriate
only for those aged at least 12 and up.159 Indeed, the Digital, Culture, Media and Sport
Committee of the UK House of Commons, citing academics, has recognised that loot
boxes satisfy PEGI’s ‘Gambling’ Content Descriptor definition,160 and has recommended
that PEGI ‘apply the existing “gambling” content labelling, and corresponding age
limits, to games containing loot boxes that can be purchased for real-world money and
do not reveal their contents before purchase’.161 PEGI stated in October 2017 that: ‘If a
gambling commission would state that loot boxes are a form of gambling, then we
would have to adjust our criteria to that’.162 However, despite the Gambling Commission
of the United Kingdom,163 the Belgian Gaming Commission,164 The Netherlands Gaming
Authority165 and the French Regulatory Authority for Online Games166 all having con-
cluded that certain types of loot box implementations constitute gambling under their
national law, PEGI has continued to refuse to label games containing such loot boxes
with the ‘Gambling’ Content Descriptor. Similarly, the ESRB has repeatedly denied that
loot boxes constitute gambling.167 If the ESRB identifies that ‘Player can gamble
without betting or wagering real cash or currency’ in a video game, then it would be
required to assign that game the Content Descriptor of ‘Simulated Gambling’ and at
least the age rating of T: ‘suitable for ages 13 and up’.168 Further, if the ESRB identifies
that ‘Player can gamble, including betting or wagering real cash or currency’ in a video
game, then it would be required to assign that game the Content Descriptor of ‘Real Gam-
bling’ and the age rating of AO: ‘suitable only for adults ages 18 and up’.169 The ESRB age
rating system is exclusively self-regulatory and not legally enforceable in the United
States,170 but is legally enforceable in some Canadian provinces, e.g, Manitoba.171 The

156Xiao, ‘ESRB’s and PEGI’s Self-Regulatory “Includes Random Items” Labels Fail to Ensure Consumer Protection’ (n 148).
157Pan European Game Information (PEGI), ‘What Do the Labels Mean?’ <https://pegi.info/what-do-the-labels-mean>
accessed 14 April 2020. [https://web.archive.org/web/20200414184355/https://pegi.info/what-do-the-labels-mean]

158Alessio Palumbo, ‘PEGI on Loot Boxes: We Can’t Define What’s Gambling, Only A Gambling Commission Can’ (Wccftech,
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PEGI age rating system has been recognised by the European Commission as ‘a good
example of self-regulation’172 and does not have legal status in most European countries;
however, it is legally enforceable in a few countries, e.g. the UK.173 This is why had video
games containing loot boxes been rated appropriately, a limited degree of consumer pro-
tection would have been provided to young children in some territories. However, similar
to Apple’s age rating system, the granting of both PEGI174 and the ESRB175 age ratings are
based on self-declarations made by the relevant video game companies, and may then be
amended by PEGI and the ESRB. It appears neither the video game companies nor the age
rating boards are deeming loot boxes as simulated gambling or gambling.

The current Apple age ratings of many games do not appear to account for loot box
presence,176 and neither does PEGI’s nor the ESRB’s. The presence of loot boxes is not con-
sidered by many video game companies and video game content self-regulators as a rel-
evant factor when determining the appropriate age rating for a game. This approach
should be reconsidered given that previous research has established that loot boxes
are structurally and psychological similar to gambling, and that loot box purchasing is
related to problem gambling and may therefore be potentially harmful.177

5. A few words of caution

5.1. Are probability disclosures even effective?

Loot box probability disclosure was recommended as a consumer protection measure178

and adopted in the PRC without any empirical assessment as to their effectiveness having
been conducted. A cross-sectional survey of PRC video game players suggests that this
measure is unlikely to be effective at reducing loot box spending because only 16.4%
of players who purchased loot boxes in the past year self-reported having spent less
money on loot boxes because of seeing probability disclosure;179 indeed, even if prob-
ability disclosures are required by well-enforced law to be prominent and accessible

172Commission of the European Communities, ‘Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions on the Protection of Con-
sumers, in Particular Minors, in Respect of the Use of Video Games’ (22 April 2008) 9 <https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=COM:2008:0207:FIN:EN:PDF> accessed 6 July 2021.

173In the UK, it is a criminal offence to sell video games in breach of their PEGI classification (e.g., selling a game rated PEGI
18 to children who have not attained the age of 18), or to possess or to sell video games that have not been classified
by PEGI. See Video Recordings Act 1984 ss 9, 10 and 11.

174Pan European Game Information (PEGI), ‘How We Rate Games’ (PEGI Official Website, n.d.) <https://pegi.info/page/
how-we-rate-games> accessed 5 July 2021.

175Entertainment Software Rating Board (ESRB), ‘Ratings Process’ (ESRB Official Website, n.d.) <https://www.esrb.org/
ratings/ratings-process/> accessed 5 July 2021.

176Xiao and others, ‘Gaming the system’ (n 7).
177See text to nn 2–5.
178By both gambling and video gaming disorder researchers and legal scholars, see e.g. Daniel L King and Paul H Delfab-
bro, ‘Video Game Monetization (e.g., “Loot Boxes”): A Blueprint for Practical Social Responsibility Measures’ (2019) 17
International Journal of Mental Health and Addiction 166; Daniel L King and Paul H Delfabbro, ‘Loot Box Limit-Setting Is
Not Sufficient on Its Own to Prevent Players From Overspending: A Reply to Drummond, Sauer & Hall’ (2019) 114 Addic-
tion 1324; Moshirnia (n 16); David J Castillo, ‘Unpacking the Loot Box: How Gaming’s Latest Monetization System Flirts
with Traditional Gambling Methods’ (2019) 59 Santa Clara Law Review 165; Kevin Liu, ‘A Global Analysis into Loot Boxes:
Is It “Virtually” Gambling?’ (2019) 28 Washington International Law Journal 763; Matthew McCaffrey, ‘The Macro
Problem of Microtransactions: The Self-Regulatory Challenges of Video Game Loot Boxes’ (2019) 62 Business Horizons
483; Leon Y Xiao and Laura L Henderson, ‘Towards an Ethical Game Design Solution to Loot Boxes: A Commentary on
King and Delfabbro’ (2021) 19 International Journal of Mental Health and Addiction 177; Xiao, ‘Regulating Loot Boxes as
Gambling?’ (n 44).

179Xiao and others, ‘Opening Pandora’s Loot Box’ (n 115).
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such that all players will see them, loot box probability disclosure would only have a
theoretical maximum effectiveness of 19.3% at reducing spending.180 Further study of
the effectiveness of loot box probability disclosures as a consumer protection measure
is required to make conclusions as to the potential long-term benefits of this measure.
Regulators and policymakers should be cautious when considering imposing probability
disclosure requirements because this measure is unlikely to ‘solve’ the problem of loot
boxes and prevent all potential harms. Indeed, the short-term imposition of probability
disclosure requirements, as an interim measure, to address the risks of potential loot
box harms may be appropriate based on the precautionary principle of public health
(that the lack of scientific certainty cannot justify regulatory inactivity in cases of high
risk); however, long-term imposition should be informed by further empirical research
as to the harm minimisation effectiveness of probability disclosures.

5.2. Limitations of existing ‘international’ policy recommendations

Prior legal research on loot boxes tended to focus on recommending regulatory solutions
and law reform that seek harmonisation and are, allegedly, applicable internationally181 or
at least to multiple countries in a region, e.g. the European Single Market.182 Three
assumptions underlie these prior works: firstly, that loot boxes are implemented by
video game companies in different countries in the same way; secondly, that consumers
in different countries engage with loot boxes in the same way and to the same extent; and
thirdly, that the same consumer protection measures would be equally effective across
different countries. Recent empirical results with cross-cultural perspectives suggest
that these three assumptions are not necessarily true, potentially because of social
factors and differing legal contexts (e.g. whether gambling is regulated as a licensable
activity or prohibited).

As to the first assumption, the prevalence of loot boxes in Western and non-
Western video game markets is vastly different: 59% of the 100 highest-grossing
iPhone games in the UK contained loot boxes in 2019,183 whilst a significantly
higher 91% did in the PRC in 2020.184 Other countries could have significantly lower
loot box prevalence. A regulatory measure on loot boxes, if imposed in the PRC,
would require substantially more video games to change how they are designed in
order to comply with the law, than if the same measure is imposed in the UK or
another country with even lower loot box prevalence. As to the second assumption,
the primary jurisprudential basis for regulating loot boxes that has been, and con-
tinues to be, relied upon by academics and policymakers is the positive correlation
between loot box purchasing and problem gambling severity,185 and that consumers,
especially children, should be protected from potential harms, despite the current lack
of scientific evidence of harm, due to the high level of risks involved, based on the

180Xiao and Newall (n 97).
181See, e.g., Xiao, ‘Regulating Loot Boxes as Gambling?’ (n 44); Derrington, Star and Kelly (n 16); Xiao and Henderson (n
178).

182Cerulli-Harms and others (n 13).
183Zendle and others (n 6).
184Xiao and others, ‘Gaming the system’ (n 7).
185See, e.g., Select Committee on the Social and Economic Impact of the Gambling Industry of the House of Lords (UK) (n
23) paras 432–436; Digital, Culture, Media and Sport Committee of the House of Commons (UK) (n 23) paras 82–86.
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precautionary principle of public health.186 This means that the justification for regu-
lation would be weaker in countries where this relationship between loot box purchas-
ing and problem gambling severity is weaker, or even non-existent. Such national and
cultural differences do exist: a cross-cultural study examining three countries found
that the strength of this relationship in Aotearoa New Zealand is weaker than those
in the US and in Australia.187 Significant differences in the strength of this relationship
in various countries may justify different jurisdictions to take divergent regulatory
approaches to loot boxes, especially in light of the fact that this difference identified
by Drummond et al. was amongst three countries in Western society that are relatively
homogenous, and therefore more similar to each other than they are to non-Western
countries.188 Another study of this relationship in a non-western country, the PRC,
failed to find a statistically significant correlation,189 which suggests that relationships
between loot boxes and gambling in the PRC is generally weaker than those pre-
viously observed in Western countries.190

Consumers in certain countries, such as the PRC, are more likely to be exposed to
loot boxes than consumers in other countries, such as Western countries, because of
the increased prevalence of loot boxes. However, the strength of the relationship
between loot box purchasing and problem gambling severity appears weaker in the
PRC than in Western countries. Given the existence of such structural differences in
the video game markets, and such psychological differences in the players’ loot box
purchasing behaviour, the third assumption that the same consumer protection
measures would somehow be effective across different countries therefore ought to
be questioned. Regulators and policymakers in different countries should consider
taking divergent approaches to loot box regulation by finding solutions which
would best protect their unique population of video game players (‘playerbase’),
whilst balancing the economic interests of their distinctive video game market,
rather than to blindly follow the regulatory approach of another specific country.
More practically, countries should conduct national research on loot box harms
before imposing long-term legal restrictions on loot box sales that are likely to
curtail both the players’ freedom to purchase loot boxes and play certain video
games, and the video game companies’ commercial interests. Instead of attempting
to achieve an international standard of consumer protection,191 divergent yet conscien-
tious regulatory actions in different countries may therefore not only be justifiable, but
also be more desirable.

6. Conclusion

The potential harms of loot boxes, or more accurately, randomised monetisation
methods, have been increasingly recognised by regulators and policymakers.

186Digital, Culture, Media and Sport Committee of the House of Commons (UK) (n 23) para 79.
187Aaron Drummond and others, ‘The Relationship between Problem Gambling, Excessive Gaming, Psychological Distress
and Spending on Loot Boxes in Aotearoa New Zealand, Australia, and the United States—A Cross-National Survey’
(2020) 15 PLOS ONE e0230378.

188ibid.
189Xiao and others, ‘Opening Pandora’s Loot Box’ (n 115).
190cf. Garea and others (n 2).
191cf. Xiao, ‘Regulating Loot Boxes as Gambling?’ (n 44); Derrington, Star and Kelly (n 16).
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Regulation of some manner is likely forthcoming in many countries. The drafting
language of such future laws ought to not only be sufficiently technically aware so
as to prevent suboptimal compliance by video game companies seeking to skirt the
rules, but also not be overly technical so as to be too difficult for consumers to under-
stand and for companies to comply. By examining the drafting language of loot box
probability disclosure law in the PRC, and of five Bills concerning loot boxes that
never passed into law in the US, and by interpreting the results from two empirical
studies on the compliance actions taken by companies and on the self-reported
effects of probability disclosures on players’ loot box purchasing behaviour, a
number of recommendations have been made. Firstly, in the drafting language of
future laws, the use of a neutral terminology such as ‘randomised monetisation
method’ to describe these mechanics should be preferred over the use of the terminol-
ogy of ‘loot boxes’ (and of other terms such as ‘randomised “pull” mechanics’ and ‘ran-
domised “fusion” mechanics’) in isolation to avoid misleading players and companies
alike as to what mechanics would be covered by the regulation. Secondly, any future
regulation should be complemented with adequate enforcement powers by assigning
a regulator that can ably monitor compliance, and deter and punish non-compliance.
Thirdly, any future regulation should delineate specific methods of compliance rather
than to allow companies discretion as to how to comply with the law: in relation to
probability disclosures, this means explicitly requiring disclosures at specific locations
(in-game on the loot box purchase page and on the game’s official website); to
provide a sufficient, but not overly complicated, degree of detail (initially Category-
Based Disclosures but with the option for players to subsequently access Individual
Reward-Based Disclosures); and to be accessible in a specified, uniform and industry-
standard manner. Fourthly, prospective regulation should recognise certain submecha-
nics of loot boxes, such as pity-timers, which gradually change the player’s probabilities
of obtaining rarer rewards and carefully consider how to regulate them: should they be
required to be disclosed in a specific way or should they be banned outright? Finally, in
light of potential differences in the structure of national video game markets (e.g.
prevalence of loot box implementation) and in the cognition and purchasing behaviour
of players from various jurisdictions, policymakers in different countries should consider
what degree of loot box regulation is appropriate for their country, rather than to
blindly copy the regulation adopted in another country.
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