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Abstract

In this work we show that simple classic models of power grids, albeit frequently

utilized in many applications, may not be accurate or reliable for investigating

cascading failures problems. For this purpose, we develop a novel model, based

on a structure-preserving approach, to obtain a network-based description of a

power grid, where nodes correspond to generators and buses, while the links

correspond to the physical lines connecting them. In addition, we also consider

classic voltage and frequency protection mechanisms for lines and buses. Con-

sidering the Italian power grid as a case study of interest, we then investigate

the propagation of an initial failure of any line of the power system, and com-

pare the predicted impact of the failure according to the simpler and the more

accurate model. In particular, it can be observed that more realistic models are

crucial to determine the size of the cascading failure, as well as the sequence of

links that may be involved in the cascade.
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1. Introduction

1.1. Motivation

The increasing amount of power generation from renewable sources with its

associated intrinsic uncertainty, together with the ever-decreasing inertia of con-

ventional generation units, are driving the interest of research communities in5

improving the resilience of current power grids, and in predicting possible oc-

currences of cascading failures. For the latter purpose, current practises involve

the utilization of massive Monte Carlo simulations of a very detailed electro-

mechanical description of the devices in the power grid to predict the behaviour

of power grids as a consequence of particularly unlucky sequences of faults.10

Such brute-force approaches suffer from obvious limitations in terms of required

computational burden, due to the combinatorial nature of the problem, and can

not guarantee resilience of the network under unlikely and not tested sequences

of faults. Accordingly, other researchers have investigated the cascading failure

problem in a simplified framework, where only the topology of the power net-15

work is considered, or where simple ordinary differential equations (ODEs) are

used to model loads, generators and the connecting lines. While such methods

have the advantage to quickly provide an insight of critical lines that may indeed

trigger cascading failures, yet the ability of such models to realistically describe

complex physical systems such as power grids is usually limited, and the value20

of their predictions may be regarded as questionable.

There is somewhat a gap between very simple static, or ODE-based, mod-

els, and more sophisticated Monte Carlo power grid simulations, and whether

cascading failures may be realistically predicted based on analytic tools remains

today an open problem. Besides, the aforementioned ever increasing presence of25

inertia-less devices on the generation side is further demanding for this problem

to be addressed in a timely manner. Accordingly, the objective of this paper

is to develop a novel model for power systems, that may serve as a reasonable

trade-off between unrealistically simplistic models and sophisticated power sys-

tems simulators, and to assess the ability of simpler models to make realistic30
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predictions of after-faults evolutions.

1.2. State of the art

Due to its practical relevance, the problem of modeling cascading failures

in power grids has attracted a lot of interest in different scientific communi-

ties. Previous approaches to the study of the problem may be classified into35

three classes: 1) network-based structural approaches; 2) techniques based on

either DC or AC power flow calculations; 3) models explicitly incorporating the

dynamics of the power grids.

The first class includes a series of models that do not incorporate any de-

scription of the electrical phenomena taking place in the power grid, but only40

consider the structural properties of the network of interconnections [1, 2, 3, 4].

All these works assume that a failure may be modeled by removing a component

of the network, and investigate what happens in terms of the new power flows

after the failure. Different assumptions are however considered to model the

loads, either at the level of a node [2, 1], or of an edge of the network [1, 4].45

Other approaches are based on percolation theory focusing either on cascades

triggered by node removals [5] or link failures [6]. More sophisticated inter-

dependencies between different structures taking into account, for instance, the

physical network of the power grid and the overlying communication network

have been also addressed using model-based multi-layer structures in [7].50

The second class comprises approaches that take into account the physical

properties of the power grid, but limited to the steady-state equilibrium. They

consider the power flows obtained by solving the DC or AC power flow equa-

tions [8, 9, 10, 11, 12]. These models, relying on a quite simple but tractable

description of the electrical mechanisms underlying power grids, prompt for55

the definition of optimization-based methods for the identification of the lines

leading to the worst-case cascading failures [13].

The third class comprises models that explicitly take into account the dy-

namics of the electro-mechanical phenomena occurring in the power grid. The

level of description of these phenomena can vary significantly, often, simplified60
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models are applied to provide a coarse-grained description of the dynamics of

the power grid [14, 15]. This approach, however, could suffer from oversimplifi-

cation of the dynamics of the power grid, leading to under- or over-estimates of

the cascades occurring in the power grid.

1.3. Contribution65

The first contribution of this paper is to introduce a novel model for the study

of cascading failures in power systems. The model is intended to provide a trade-

off between unrealistically simplistic models and sophisticated power system

simulators. With respect to the dynamical models introduced in [14, 15], our

paper proposes a different model for the power grid. In fact, while Ref. [14] uses70

a Hamiltonian-like system model and Ref. [15] a model based on synchronous

machines, in our work we consider a network-based, structure-preserving model.

In addition, our model explicitly incorporates several protection mechanisms for

the line and the bus which have not been considered in the two above mentioned

papers. Then, the second contribution is to assess to ability of simpler models75

to accurately predict and describe possible cascading failures.

2. A structure-preserving dynamic model of failures

We now illustrate the proposed model for simulating power systems. As

mentioned in the introductory section, the model was chosen to conveniently

represent a trade-off between too simplistic ODE-based models and too sophis-80

ticated power system simulators. In particular, we now first describe the model

adopted for representing nominal operation of the power grid, which is inspired

by the classic structure-preserving model of [16], and in the following section we

describe the protection mechanisms considered in our model.

2.1. Power System Model85

Let us consider a power network having N0 buses and Ng generators, and let

us add fictitious buses to represent the internal generation voltages, such that

the augmented network has N = N0 + Ng nodes. Let δg(t) with g = 1, . . . , Ng
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denote the rotor angle of the g-th generator at time t, ωg(t) its angular speed

relative to the reference frame given by the power line frequency Ω = 2πf , with90

f = 50Hz or f = 60Hz, and let θi(t) with i = 1, . . . , N denote the i-th bus

angle. Without lack of generality, let us enumerate the buses so that the first

Ng (i.e., with indices i = 1, . . . , Ng) corresponds to the fictitious buses of the

generators, while the remaining indices (i.e., i = Ng + 1, . . . , N) correspond

to load buses. For simplicity of notation, in the following we drop the time95

dependency when not necessary.

The dynamics of the generators is described by the swing equation:

δ̇g = ωg

Mgω̇g = PMg
− EgVg

Xg
sin(δg − θg)−Dgωg

(1)

with g = 1, . . . , Ng. Here, Mg is the inertial term associated with the g-th

generator, Dg is the damping constant, Xg is the (fictitious) generator internal

reactance, PMg
is the mechanical power, Eg is the generator voltage, and Vg is100

the bus voltage. Note that, thanks to the adopted labeling for buses, generator

g is only connected to bus i = g.

Synchronous generators are usually equipped with governors that can change

the input mechanical power to help to stabilize the system’s frequency (often

referred to as ”primary frequency control”). There are many different standard105

governor models [17] for thermal and hydro generator in the detailed power

system dynamic simulation. In this paper, a simplified governor model is used

for the convenience of calculation. This module simplifies the whole governor

dynamic into a first - order delay module. The governor model is presented in

Fig. 1, where PMg(0) is the pre-fault steady-state mechanical power, PMg(max) =110

1.2PMg(0) and PMg(min) = 0.8PMg(0) are the maximum and minimum allowable

input mechanical power, K = 32 and T = 2 are proportionality coefficient and

time constant, respectively.

The transmission lines are modeled assuming that active power losses are

negligible, and, hence, the admittance of the generic line (i, j) can be approxi-115

mated by only its imaginary part Bij , i.e., neglecting the line resistance. Taking
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Figure 1: Simplified governor model.

this into account, the equations for the buses are given by the following algebraic

constraints:

0 = Pdi
−

N∑
j=1

BijViVj sin(θi − θj)

0 = Qdi
+

N∑
j=1

BijViVj cos(θi − θj)
(2)

with i = 1, . . . , N . Here, Bij is the generic coefficient of the admittance matrix

of the augmented network. Pdi
and Qdi

represent the active and reactive power120

of load i, and they are modelled assuming they depend on the voltage of the

node, as in classic ZIP (or polynomial) load models (see for instance [18, 19]).

These models combine together the constant impedance (Z), constant current

(I) and constant power (P) terms as follows:

Pdi = Pdi,0

(
KZ

(
Vi
Vi,0

)2

+KI
Vi
Vi,0

+KP

)

Qdi
= Qdi,0

(
KZ

(
Vi
Vi,0

)2

+KI
Vi
Vi,0

+KP

) (3)

where Pdi,0, Qdi,0 and Vi,0 are the values at the initial operating conditions, and125

KZ , KI , and KP are appropriate non-negative coefficients, weighting the con-

stant impedance, constant current and constant power terms. In our simulations

we have set KZ = KI = 0.5, and KP = 1−KZ −KI = 0.

All together, equations (1-3) form a system of differential-algebraic equa-

tions (DAEs) that describe the dynamics of the power grid. This system is130

integrated in MATLAB using the ode15s DAEs solver, deriving the evolution of

the variables δg(t), ωg(t), Vi(t) and θi(t) with g = 1, . . . , Ng and i = 1, . . . , N .
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2.2. Models of Faults

2.2.1. Line Failures

We consider that each line of the power grid is equipped with two protection135

systems: to deal with tie-line flow limits among regions (overload protection)

and out-of-step protection. If one of the two protection devices is triggered,

then the line is tripped from the rest of the network.

In particular, we assume that a tie-line constraint violation (an overload

fault) occurs when the power flow on a line exceeds a percentage of the line140

capacity for a period of time larger than τlo. More specifically, the flow along

the line connecting bus i and bus j is given by Fij(t) = ViVjBij sin(θj(t)−θi(t)).

The capacity Cij of a line is defined as a fraction of the maximum flow, which

is given by Bij , i.e., Cij = αBij , where α ∈ [0, 1] is a tunable parameter (see

[15]). Accordingly, an overload condition is said to occur at a time t = t̄ when145

|Fij(t)| > αBij ,∀t ∈ [t̄− τlo, t̄]. (4)

In addition, we have considered a further protection mechanism to account

for out-of-step events. This out-of-step protection mechanism is commonly used

to split the network into several components in case of such events [20, 21].

Real out-of-step protection mechanisms are often based on the evaluation of

the impedance at one terminal of a transmission line, calculated as the ratio150

between the voltage and the current measured at the node. Then, since during

a swing this impedance is not constant, the protection mechanism evaluates the

variation of the measured impedance to eventually trip the line. Here we take

a simplified implementation approach by checking whether the phase difference

(in absolute value) of the bus angles exceeds 2π, i.e., |θj − θi| > 2π. When this155

condition is satisfied, then we assume that the out-of-step protection system

triggers the disconnection of the line [20].

2.2.2. Failures of Load Buses

Bus failures may either occur at load or generator buses. Let us first discuss

the case of a load bus: we assume that each load bus is equipped with both160
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voltage and frequency protection systems. These systems may determine either

a full or partial tripping of the bus. In particular, here we assume that a load

bus is generally only partially tripped, whereas it is fully tripped only in the case

of a significant overvoltage. Each protection mechanism is associated with an

inequality condition, and the protection mechanism is triggered if the condition165

is violated for a given interval of time.

Consider a bus i and its associated bus voltage Vi. Two mechanisms are im-

plemented accounting respectively for undervoltage load shedding control, that,

in power systems, is used to prevent voltage collapse [22], and for overvoltage

tripping that is used to simulate the damage caused by overvoltage and pro-170

tect the device [23]. For the overvoltage protection mechanism, we consider two

trigger conditions depending on the severity of the overvoltage. A first milder

condition is given by:

Vi(t) > rLhv,1Vi(0),∀t ∈ [t̄− τLhv,1, t̄] (5)

where the term rLhv,1Vi(0) represents the smaller threshold value and τLhv,1 the

time delay before the protection mechanism comes into play. As it can be175

noticed, the threshold depends on the initial value of the bus voltage and a

constant parameter rLhv,1. If this condition is met, then the load bus is partially

tripped. A second overvoltage protection mechanism regulates the most critical

condition as follows:

Vi(t) > rLhv,2Vi(0),∀t ∈ [t̄− τLhv,2, t̄] (6)

where rLhv,2 and τLhv,2 have an analogous meaning to that of Equation (5), but180

now the load bus is fully tripped when this condition is satisfied. Obviously,

rLhv,2 > rLhv,1 and τLhv,2 < τLhv,1, so that the second mechanism is activated when

a higher overvoltage is experienced.

In an analogous way, we include a protection mechanism for the undervoltage

case, associated with the following condition:185
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Vi(t) < rLlvVi(0),∀t ∈ [t̄− τLlv, t̄] (7)

where the term rLlvVi(0) represents the low voltage threshold and τLlv the corre-

sponding delay before the protection system should be triggered. If this condi-

tion is satisfied, then the load bus is partially tripped.

In addition to the voltage protection systems, we also consider frequency

protection systems in each load bus of the power grid. In fact, in power systems,190

load buses are often equipped with low-frequency load shedding control [24],

which aims at maintaining a stable system frequency, eventually tripping the

load as a function of the deviation from the nominal frequency. Similarly, loads

could be also equipped with over-frequency protection mechanism to deal with

scenarios where loads are sensitive to the frequency and could require tripping in195

case that the oscillations at a frequency higher than the nominal one arise [25].

However, not to increase further the burden to the whole system, over-frequency

events do not lead to load tripping in our model.

To model these protection mechanisms, we consider the instantaneous fre-

quency of load buses defined as ω̃i(t) =
dθi(t)
dt

and check the condition200

ω̃i(t) < ωL
lf ,∀t ∈ [t̄− τLlf , t̄] (8)

for low frequency protection. The parameter ωL
lf represent the threshold for

underfrequency protection, and τLlf the associated delays for the protection to

be activated. When the above condition is satisfied, then the load bus is partially

tripped. In particular, in case of partial tripping, the node active and reactive

powers are set to a fraction of their values as determined by the ZIP model,205

that is:

Pdi = αL
kPdi,0

(
KZ

(
Vi
Vi,0

)2

+KI
Vi
Vi,0

+KP

)

Qdi = αL
kQdi,0

(
KZ

(
Vi
Vi,0

)2

+KI
Vi
Vi,0

+KP

) (9)
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here the index k labels the different protection mechanisms considered, i.e.,

k = {hv1, hv2, lv, lf}. For each one of them, αL
k indicates the fraction of par-

tial tripping of the load, whose value thus depends on the specific event that

caused the partial tripping. For the undervoltage and underfrequency protection210

mechanisms, the amount of tripping depends on how much the value (voltage or

frequency) differs from the threshold. In particular, for αL
lv we have considered:

αL
lv =



0.9 if 0 < V L
lv − Vi(t) ≤ 0.02

0.85 if 0.02 < V L
lv − Vi(t) ≤ 0.04

0.8 if 0.04 < V L
lv − Vi(t) ≤ 0.07

0.75 if 0.07 < V L
lv − Vi(t) ≤ 0.09

0.7 if V L
lv − Vi(t) > 0.09

, (10)

while for αL
lf we have

αL
lf =



0.95 if 0 < ωL
lf − ω̃i(t) ≤ 0.005

0.9 if 0.005 < ωL
lf − ω̃i(t) ≤ 0.01

0.85 if 0.01 < ωL
lf − ω̃i(t) ≤ 0.015

0.8 if 0.015 < ωL
lf − ω̃i(t) ≤ 0.02

0.75 if 0.02 < ωL
lf − ω̃i(t) ≤ 0.08

0.7 if ωL
lf − ω̃i(t) > 0.08

. (11)

The parameters used for the protection mechanisms for the load buses are

reported in Table 1.215

rLhv,1 1.1 τLhv,1 1 αL
hv,1 0.7

rLhv,2 1.5 τLhv,2 0.1 αL
hv,2 0

V L
lv 0.87 τLlv 0.5 αL

lv Eq. (10)

ωL
lf -0.02 τLlf 0.5 αL

lf Eq. (11)

Table 1: Values of the parameters used in the structure-preserving dynamical model for the

protection mechanisms for load nodes.

In the case of the simultaneous activation of more than one protection mech-

anism, then the resulting amount of tripping is determined by all the triggered
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mechanisms. For instance, if the low frequency and low voltage shedding events

occur at the same node, then, the load is tripped with a factor equal to αL
lv ·αL

lf .

Finally, we note that full tripping of the load nodes corresponds to set to zero220

the active and reactive power, that is, Pdj
= 0, and Qdj

= 0.

2.2.3. Failures of Generation Buses

Protection mechanisms for the failure of generation buses are very similar

to those for the failure of load buses described in Section 2.2.2. Let us starting

with the overvoltage protection mechanism, which aims at preventing generator225

over-flux and insulation damage [25]. Two overvoltage conditions are considered

and in both cases they result in fully tripping the node (which corresponds now

to a generator bus). The first condition is given by

Vi(t) > rGhv,1Vi(0),∀t ∈ [t̄− τGhv,1, t̄] (12)

where the term rGhv,1Vi(0) represents the smaller threshold value and τGhv,1 the

time delay before the protection mechanism comes into play. A second over-230

voltage protection mechanism occurs when the following critical condition is

met:

Vi(t) > rGhv,2Vi(0),∀t ∈ [t̄− τGhv,2, t̄] (13)

where rGhv,2 and τGhv,2 have an analogous meaning to that of Equation (12).

Obviously, rGhv,2 > rGhv,1 and τGhv,2 < τGhv,1, so that the second mechanism is

activated when a higher overvoltage (in a smaller time) is experienced.235

For undervoltage events, we do not equip an undervoltage protection that

directly trips the generator. In fact, undervoltage events usually do not cause

direct damage to the generator, such that, in real power plants, these events

typically generate warning signals for the plant operator without tripping the

generator. On the other hand, undervoltage events may cause overcurrent which240

can be handled by the overcurrent protection mechanism considered in our paper

[25].
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Two thresholds are considered again for overfrequency events occurring at

generators buses, to take into account milder and more critical events. Ac-

cordingly, at the i-th bus generator we have a first protection mechanism that245

triggers to maintain the system frequency stability, and acts by partially trip-

ping the generator by a quantity which depends on the intensity of the event

[26]. The triggering condition is expressed by:

ωi(t) > ωG
hv,1,∀t ∈ [t̄− τGhf,1, t̄] (14)

where ωG
hf,1 is the smaller threshold value and τGhf,1 the time delay before the

protection mechanism comes into play. If this condition is met, then the gen-250

erator bus is partially tripped. A second overfrequency protection mechanism

regulates the most critical condition as follows:

ωi(t) > ωG
hf,2,∀t ∈ [t̄− τGhf,2, t̄] (15)

where ωG
hf,2 and τGhf,2 have an analogous meaning to that of Equation (14), but

now the generator bus is fully tripped when this condition is satisfied. Obviously,

ωG
hf,2 > ωG

hf,1 and τGhf,2 < τGhf,1, so that the second mechanism is activated to255

protect the generator itself [25], when a higher overfrequency is experienced.

On the other hand, the underfrequency case is usually also critical, and we

assume that a full tripping of the generator bus occurs when an underfrequency

situation is observed for a long enough time, as follows:

ω̃i(t) < ωG
lf ,∀t ∈ [t̄− τGlf , t̄] (16)

where as usual ωG
lf is the low frequency threshold and τGlf is the corresponding260

delay before the protection system is triggered.

For generation nodes, partial tripping is implemented setting the active

power to a fraction of its value, that is:

Pdi
= αG

k Pdi,0 (17)

In the case of overfrequency events, then the amount of tripping is function

of the difference between the instantaneous frequency ω̃i(t) and the threshold265
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value ωG
hf , according to the following law:

αG
hf =



0.95 if 0 < ωG
hf − ω̃i(t) ≤ 0.005

0.9 if 0.005 < ωG
hf − ω̃i(t) ≤ 0.01

0.85 if 0.01 < ωG
hf − ω̃i(t) ≤ 0.015

0.8 if 0.015 < ωG
hf − ω̃i(t) ≤ 0.02

0.75 if 0.02 < ωG
hf − ω̃i(t) ≤ 0.09

0 if 0.09 < ωG
hf − ω̃i(t)

. (18)

The parameters set in our simulations for the protection mechanisms at the

generation buses are given in Table 2.

rGhv,1 1.1 τGhv,1 10 αG
hv,1 0

rGhv,2 1.5 τGhv,2 0.1 αG
hv,2 0

ωG
hf 0.01 τGhf 0.5 αG

hf see Eq. (18)

ωG
lf -0.04 τGlf 1 αG

lf 0

Table 2: Values of the parameters used in the structure-preserving dynamical model for the

protection mechanisms for generation nodes.

3. An alternative simpler model for cascading failures in power grids

In this Section, we briefly discuss an alternative model to study cascading270

failures in power grids. We start with the dynamical model presented in [15]

and, then, as an example of models based on a quasi-static approach, we discuss

the case study derived from the dynamical model of Ref. [15].

3.1. Synchronous-machine dynamic model

The model considered in [15] is based on a synchronous-machine represen-275

tation of the power grid. According to this representation, each node of the

grid is modeled as a rotating machine whose dynamics is described by a swing

equation. In this model, the number of nodes, N , corresponds to that of the

buses, N0. The network nodes are divided into loads or generators according to

the sign of the power Pi, which can be either positive, Pi > 0, for nodes that,280
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injecting the power into the system, act as generators, or negative, Pi > 0, for

nodes that, absorbing the power from the system, act as loads. Each node is

characterized by a swing equation describing the dynamics of the mechanical

rotor angle θi(t), that corresponds to the voltage phase angle, and by its angular

velocity ωi = dθi/dt, with i = 1, . . . , N . These quantities are expressed relative285

to the rotating reference frame with velocity Ω = 2πf , where f = 50Hz or

f = 60Hz.

To derive a set of simplified system equations, a series of specific assump-

tions that simplify the power flow equations: i) the voltage amplitudes Vi are

assumed to be constant; ii) the ohmic losses are assumed to be negligible; iii)290

the variations in the angular velocities, ωi, are considered to be small compared

to the reference Ω. Under these assumptions, the system behavior is modelled

by the following swing equations:

dθi
dt

= ωi

Ii
dωi
dt

= Pi − γiωi +
N∑
j=1

Kij sin(θj − θi)
(19)

where Ii represents the inertia associated to the rotating machine in node i,

γi its damping constant, and Kij the elements of a weighted adjacency matrix295

describing the topology of the power grid. The terms Kij are related to the

node voltages by the relationship Kij = BijViVj .

The model presented in [15] only considers line failures, as modeled by the

condition (4). In particular, in [15] for most of the scenarios analyzed this condi-

tion is checked instantaneously, i.e., with τlo = 0, but some selected case studies300

with τlo > 0 are presented in the Supplementary Material. In the following, we

consider this model with τlo = 0.

4. Simulation results

4.1. Case study

In our simulations, we consider a simplified description of the Italian high-305

voltage (380kV) power grid [27], which consists of N = 127 nodes (34 generators
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and 93 loads) connected by 171 edges, as depicted in Fig. 2. Since we are only

interested in comparing different models, here for simplicity we assume that the

network is undirected and unweighted, that is, Bij = Bji = B. Correspondingly,

in the SM model we have Kij = kaij , where aij = {0, 1} are the elements of310

the adjacency matrix encoding the network connectivity. Similar assumptions

have been considered in other works, e.g., [28, 29, 30, 31, 32]. Here, we assume

B = 0.04 (k = 25) which guarantees that, in the absence of faults, the network is

synchronized. In addition, we consider α = 0.6. Finally, the damping parameter

Dg and the (fictitious) generator internal reactance Xg have been assumed to315

be homogenous along the generation nodes and set to Dg = D = 0.1 and

Xg = X = 0.0547.

In the following we analyze the effect of removing a single line of a network

(accounting for a fault due to some exogenous event), starting from an equilib-

rium condition. As a consequence of the initial fault, the network is no more at320

the equilibrium and, depending on its dynamical evolution, cascading failures

can be generated. For each initial fault, we thus monitor which lines are subject

to subsequent failures.

Figure 2: Schematic representation of Italian high-voltage (380kV) power grid [27].

4.2. Different predictions of cascade failures

A first observation deriving from our simulations is that the SP (Structure-325

Preserving) and the SM (Synchronous-Machine) models make different predic-
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(a) (b)

Figure 3: Cascading failures induced in the Italian power grid by an initial fault in link 17

(highlighted in red), according to the SP and SM model: (a) with protection mechanisms

enabled; (b) without protection mechanisms.

tions about possible cascading failures. As a specific example, let us consider

the case that a fault occurs at link 17, highlighted in red in Fig. 3. As a conse-

quence of the initial fault of this line, the SP model does not produce any other

failure; however the loads of 59 buses, which are highlighted in red in Fig. 3(a),330

are reduced with different intensities by the low voltage protection mechanism.

Conversely, for the same initial fault, the SM model predicts a cascading failure

that involves six lines, highlighted in light blue in Fig. 3(a). It is also important

to note that in the absence of protection mechanisms, the two models still lead

to different results. In particular, Fig. 3(b) illustrates the outcome of the SP335

model in absence of protection mechanisms, showing that different failures are

predicted.

From the comparison of Fig. 3(a) and Fig. 3(b), it is also possible to

appreciate the effect of the protection mechanisms that are able to eliminate

the cascading failures following the fault of line 17, as without such protection340

devices there are three lines that fail. This indicates that the protection mech-

anisms are actively involved in reducing the size of the cascade and neglecting

them may yield to overestimate it.

As a second example, we consider an initial fault located in line 107. Again,
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(a) (b)

Figure 4: Cascading failures induced in the Italian power grid by an initial fault in link 107

(highlighted in red), according to the SP and SM model: (a) with protection mechanisms

enabled; (b) without protection mechanisms.

the SP and the SM model provide different predictions, which are shown in345

black and blue respectively in Fig. 4, but, in this case, both models predict

a failure in line 105 (depicted with pink dashed segment). Without protection

mechanisms, instead, the lines that are predicted to fail in the SP and SM model

are two (lines 105 and 142).

4.3. Criticality of lines in the Italian power grid350

We now assess the criticality of single lines of the Italian power grid, in terms

of the size of the cascading failure that is triggered, if any, by the removal of the

line. Roughly speaking, a line is denoted as critical if its removal triggers the

failure of a large number of lines. Again, different models provide different as-

sessments. In particular, the SP model with protection mechanisms (illustrated355

in Fig. 5(a)) predicts that 8 of the 171 lines induce subsequent cascades. All of

these lines are mildly critical as they produce a cascade with less than 5 other

failures, and the two most critical lines give rise to 2 subsequent failures. In

addition, there are 3 load nodes with degree one (i.e., that they are connected to

a single other node), such that the failure of the single line linking them to the360

rest of the network obviously results in a critical disconnection from the power

grid, and the power demand of these nodes cannot be satisfied.
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As anticipated while discussing the behavior of lines 17 and 107, the presence

of protection mechanisms drastically reduces the size of the cascading failures.

This result can be appreciated in Fig. 5(b) that corresponds to the case when365

protection mechanisms are not activated. In this case 10 lines are causing a

cascade failure and the size of the resulting cascade is bigger: two lines trigger

a cascade of more than five lines and the overall 20 more lines fail. It is worth

noticing that inducing a failure of line 39 causes a cascade with the protection

mechanisms in force, but it does not lead to any line tripping when the protection370

is off. This single case reveals that, for a more realistic scenario, the parameters

of the protection mechanisms need to be adjusted for each particular line to take

into account the specific characteristics of a system made by different devices.

Finally, Fig. 5(c) shows the prediction of the SM model. Here, the difference

is the number of lines leading to a cascade and the size of the cascade for each375

line. This is clear from figure Fig. 5(f) where 22 lines among the total 171 cause

failures in the network. For nine of them the size of the cascade is less then

five, while for the remaining ones the size of the cascade is between six and

thirteen. The most critical cases are associated with a fault occurring at line

47, which yields a cascade of 12 lines, or at line 83 with a cascade of 13 lines.380

These two lines are represented in red in Fig. 5(c). It is worth noticing that, in

both approaches, the lines leading to failures are located in the northern part

of the power grid.

5. Conclusions

In this work, we developed a network-based, structure-preserving model for385

the investigation of cascading failures in power grids. The model describes the

dynamics of the power grid with a system of differential-algebraic equations and

incorporates several protection mechanisms for lines and buses. This approach

provides a compromise between an accurate representation of the real system

dynamics, but with a limited computational complexity. The model was then390

compared with a simpler static ODE model for a case study inspired by the
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Figure 5: Size of the cascades triggered by faults at the lines of the Italian power grid: (a)

SP model with protection mechanisms enabled; (b) SP model without protection mechanisms;

(c) SM model; (d) comparison of the models.
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Italian high-voltage power grid, in terms of cascading failures triggered by in-

duced line outages. The comparison was performed for two operating modes of

the proposed model: in the first one, line protections, as well as bus frequency

and voltage protection mechanisms, were in force; in the second one, only line395

protections were enabled. In both cases, the results showed that simpler ODE

models may not be reliable in performing the required task, as they tend to

overestimate the size of the cascade and could lead to wrong predictions of

after-fault impacts.

While the main purpose of this work was to highlight the weaknesses, in400

terms of poor reliability, of frequently used simplified models of power grids for

investigating cascading failures, our future research interests include considering

more realistic power grids, and introducing possible control strategies to mitigate

the cascading failures.
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