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ABSTRACT

When the Islamic State used Unmanned Aerial Vehicles (UAV) to target coalition
forces in 2014, the use of UAVs rapidly expanded, giving weak states and non-state
actors an asymmetric advantage over their technologically superior foes. This asymmetry
led the Department of Defense (DOD) and the Department of Homeland Security (DHS)
to spend vast sums of money on counter-unmanned aircraft systems (C-UAS). Despite
the market density, many C-UAS technologies use expensive, bulky,
and high-power-consuming electronic attack methods for ground-to-air interdiction.
This thesis outlines the current technology used for C-UAS and proposes a defense-in-
depth framework using airborne C-UAS patrols outfitted with cyber-attack capabilities.
Using aerial interdiction, this thesis develops a novel C-UAS device called the
Detachable Drone Hijacker—a low-size, weight, and power C-UAS device designed
to deliver cyber-attacks against commercial UAVs using the IEEE 802.11 wireless
communication specification. The experimentation results show that the Detachable
Drone Hijacker, which weighs 400 grams, consumes one Watt of power, and costs
$250, can interdict adversarial UAVs with no unintended collateral damage. This thesis
recommends that the DOD and DHS incorporates aerial interdiction to support its C-

UAS defense-in-depth, using technologies similar to the Detachable Drone Hijacker.
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Executive Summary

This work makes the case that the current U.S. framework for countering unmanned systems
is insufficient be cause it la cks th e ro bustness ne eded to th wart a mu Iti-pronged attack
from an adversarial group. Because of the technological limitations required to respond
to high-flying U AVs, terrestrial s urface-to-air missiles a nd o ther g round-based counter-
unmanned aircraft system (C-UAS) technologies are flawed if used as stand-alone systems.
Conversely, a networked squadron of UAVs designed for aerial interdiction, despite their

own technological complications, presents a novel way to counter the adversarial UAVs.

This thesis begins by identifying the C-UAS technologies currently in use by the Depart-
ment of Defense (DOD) and the Department of Homeland Security (DHS). Then, this
thesis discusses the radio frequency (RF) jamming techniques used to disrupt digital com-
munications links and the communication protocol vulnerabilities that can be exploited
with cyber-attacks. Next, this thesis creates a theoretical framework for developing low-
size, weight, and power (SWaP) cyber-attack devices that can be attached to a host-UAV.
Using the knowledge gained from modern defensive operations and aerial interdiction,
this thesis illustrates UAV-to-UAV interdiction through two hypothetical scenarios where a

hydroelectric power facility is attacked by an insurgent group’s unmanned systems.

Finally, this thesis conducted three separate experiments to develop a UAV-to-UAV interdic-
tion capability called the Detachable Drone Hijacker. The Detachable Drone Hijacker was
built from a Raspberry Pi 4 Model B, an Alfa AWUSO36ACH wireless network card, and
(2) 18650 Batteries and it was set up for remote access using a virtual network
computing (VNC) connection [1]. Three commercial UAVs were chosen based on their use
of the IEEE 802.11 wireless communication standards and the security afforded by their

use of WPA2 encryption with a pre-shared key.

Experiment one consisted of field testing the Detachable Drone Hijacker during ground-
to-air and air-to-air operations. Meanwhile, experiment two conducted benchtop testing
of the Detachable Drone Hijacker in a sub-freezing environment and experiment three
conducted thermography [2] tests of the Detachable Drone Hijacker. Deauthentication and

Transmission Control Protocol (TCP)/Synchronize (SYN) flood a ttacks w ere ¢ hosen as

Xvii



cyber-attack techniques. RF jamming and other electronic attack techniques methods were
excluded because of the collateral damage to other systems operating in the 2.4GHz and
5SGHz frequency bands. Additionally, the power consumption requirements for RF jamming

were too high for consideration in this thesis.

To evaluate the efficacy of cyber-attacks against 802.11 WiFi UAVs, this thesis measured
the following characteristics during each attack: the target’s behavior, the distance between
target and the Detachable Drone Hijacker, the power consumption associated with each
attack method, and the thermal signature of the Detachable Drone Hijacker. After baseline
testing, the preferred attack method proved to be the deauthentication attack targeting the
Parrot Bebop [3] and the Skydio 2+ [4].

In the first experiment, despite a moderate amount of environmental clutter, the Detachable
Drone Hijacker had no issues identifying and mitigating the threat posed by the target UAV
from 250 meters away causing the target to expend additional battery power in hover mode.
Next, the research team created a scenario where an adversarial UAV attacked a hydroelectric
power facility. Beginning at 250 meters away from the Detachable Drone Hijacker and flying
at 15 kilometers-per-hour and at changing elevations, once the attack was initiated, the target
stopped in its place 80 meters from its intended destination. Initially, the target hovered in
place and flew back to its launch point. Then, the UAV landed itself at the location where it
last connected to its GCS—100 meters from the Detachable Drone Hijacker. Throughout
testing, the Detachable Drone Hijacker proved effective in identifying and mitigating the

targets without any interference to the host-UAV or surrounding environment.

The sub-zero temperature tests identified the need for better temperature sensors on the De-
tachable Drone Hijacker to ensure more accurate readings. However, even when exposed
to sub-zero temperatures for thirty minutes, the Detachable Drone Hijacker severed the
communication link of its target. For the Detachable Drone Hijacker to be used opera-
tionally, there will need to be a ruggedization process to ensure the device can operate in

extreme-weather environments, which may increase the SWaP requirements.

In the thermography experiments, still images were taken using a FLIR A320 Tempscreen [5]
and analyzed by the research team. Still images were taken from top-down, front, and
bottom-up look angles of the Detachable Drone Hijacker before operational use, after

five minutes of continuous operation, and five minutes after operation. The thermography

Xviii



experiments show that after five minutes of operations, the temperature of the Detachable
Drone Hijacker increases by only 3.3°C.

The experiments conducted proved to be very promising when integrating the Detachable
Drone Hijacker onto another aerial platform. Not only did the research team prove that the
system will work against WPA?2 encrypted UAVs, but this research identified ways to grow
the current prototype into a networked family of systems. The sub-zero experiments proved
that the Detachable Drone Hijacker will operate sufficiently in mu ltiple environments.
From the baseline prototype development and aerial experiments, to the sub-zero and
thermal testing, the Detachable Drone Hijacker is at a Technology Readiness Level Six.
This Technology Readiness Level is an important milestone to develop a concept into a

capability.

In its current form, the Detachable Drone Hijacker is meant to be a configurable “bolt-
on” solution to be hosted on a variety of platforms. Depending on the host-UAV there
could be issues with system integration. Specifically, the CPU versus ambient temperature
differential during operational testing showed that depending on the specifications of the
host-UAV, consideration should be given to the thermal characteristics when integrating on
a host. Additionally, when running the cyber-attack, the VNC connection to the Detachable
Drone Hijacker gets severed which denies the operator’s ability to control the Detachable
Drone Hijacker for troubleshooting purposes. This issue can be remedied by using the
ethernet port on the Detachable Drone Hijacker with an embedded RF module to establish
a separate connection back to the ground station. The research team conducted a baseline
test of this functionality, with a Persistent Systems MPUS [6] radio which is important for

future system integration with other unmanned aircraft.

In summary, the C-UAS market remains nascent and ripe for disruption. High-performance
computer modules are getting smaller and consuming less power, while increasing in capa-
bility. Companies developing C-UAS technologies should refocus their efforts on leveraging
high-performance with low-SWaP to create less expensive, but more capable C-UAS de-
vices. Additionally, the DOD and DHS should create requirements for designing low-SWaP
cyber-attack systems for aerial C-UAS. This thesis and the experiments using the Detachable
Drone Hijacker prove that it is possible to deliver an aerial cyber-attack against multiple

UAVs with minimal effect on the host device. This framework is not meant to usurp the
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current methodology but is meant to augment and increase the effectiveness of C-UAS
technology to meet the needs of the operating environment. While this study focused on
countering consumer drones to protect military bases and critical infrastructure, the past
two European wars have shown that terrestrial short-range air-defenses are no match for
high-flying UAVs with kinetic strike capabilities. Thus, there are many opportunities for
future work to counter consumer and government UAVs, enhance doctrine, and design an

aerial network of C-UAS devices.
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CHAPTER 1

Introduction

Unmanned aerial vehicles (UAV), are not new to the modern battlefield. The U.S. used
unmanned aircraft in the Vietnam War for intelligence, surveillance, and reconnaissance
(ISR) during the Son Tay raid [1]. The first UAVs were built with mechanical gyros and
stabilizers that allowed them to fly a pre-planned route and collect thousands of images
during their flight [2]. Since then, unmanned aircraft have become integral not only for ISR
missions, but also for delivering weaponry on the battlefield. They have expanded from
the one-way devices used in Vietnam to integrated systems that can be remote controlled
via satellite from anywhere in the world. While the term unmanned aircraft systems (UAS)
is used somewhat interchangeably with UAV, the Department of Defense (DOD) defines
an UAS as any device relating to the whole system, to include a remote ground control
station (GCS), the UAV, and any sensor packages placed onboard the UAV [3]. The DOD
also classifies UAS into the five groups seen in Figure 1.1 based upon their weight, operating

altitude, and speed.



oA Marimem Normal Speed Representative
Categor Gross Takeoff Operating
91 Weight (bs) | Altitude () Ll UAS

WASP Ill, TACMAV
RQ-14A/B, Buster,

Group 1 0-20 < 1200 AGL 100 kts Nighthawk, RQ-11B,
FPASS, RQ16A,

Pointer, Aqua/Terra

Puma
Group 2 21-55 <3500AGL = <250 | Scankade. SilverFox,
RQ-7B Shadow, RQ-15
E <1320 <250 Neptune, XPV-1 Tern,
XPV-2 Mako
Sl St MQ-5B Hunter, MQ-8B
- unter, -
Group 4 - 1320 Ay | Fire Scout, MG-1C
P Gray Eagle, MQ-1A/B/C
Predator
Group 5 _Any MQ-9 Reaper, RQ-4
>1320 > 18,000 MSL = Airspeed | Global Hawk, RQ-4N
Triton

Figure 1.1. JP 3-30 Unmanned Aircraft Systems Categorization Chart.
Source: [3].

Groups 1-3 UAS, also known as small unmanned aircraft system (sUAS), pose a signifi-
cant threat to the security of U.S. critical infrastructure. Primarily due to their operating
frequencies, small radar cross section (RCS), low noise characteristics, and because they
look similar to birds in flight, SUASs are difficult to detect and track using traditional air
defense systems [4]. This has been well-documented within the last decade as SUASs give
adversaries an asymmetric means of conducting ISR activities in addition to kinetic strike

abilities.

Since the UAV threat emerged, the DOD and Department of Homeland Security (DHS)
funded research into negating their ability to conduct ISR and strike missions. The use
of kinetic (e.g., bullets and projectiles) and non-kinetic (e.g., radio frequency (RF) jam-
ming, global navigation satellite system (GNSS) spoofing, and cyber-attack) UAV counter-
measures have had wide-ranging effectiveness, legal implications, and collateral damage

associated with their use.

This thesis explores the current measures used in countering UAVs and argues for a shift in

the framework by which counter-unmanned aircraft systems (C-UAS) technology is devel-
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oped. Through exploring potential non-kinetic C-UAS technologies, this thesis advocates
for the use of low-size, weight, and power (SWaP) devices for aerial interdiction of ad-
versarial UAVs. Specifically, these low-SWaP devices should use cyber-attack techniques
that exploit the protocol vulnerabilities found in digital communications. Furthermore, we
prototype a proof-of-concept device, termed the Detachable Drone Hijacker (DDH), to
show the feasibility of air-to-air cyber interdiction for C-UAS procurement. In developing a
small, lightweight, and low-power device that can be easily attached to a friendly UAV, this
thesis assesses viability considerations for using a friendly UAV enabled with a cyber-attack

(and potentially detachable) payload to mitigate the threat posed by adversarial UAVs.

1.1 Thesis Motivation

In the past decade, UAV technology has proliferated on the 21st century battlefield, often
giving non-state and weaker state actors an advantage over their more technologically
sophisticated and numerically superior competitors. This was never more evident than in
2014 when the Islamic State of Iraq and Syria (ISIS) used consumer UAVs to surveil
and target coalition forces during their seizure of Raqqa [5]. The terrorist group then
leveraged their Facebook and Twitter presence to record and post jaw-dropping videos
of their ambushes using sUAS retrofitted with grenades [6]. More recently, the Second
Nagorno-Karabakh War fought between Armenia and Azerbaijan demonstrated the need for
robust C-UAS plans while the numerically inferior Azeri military dismantled the Armenian
army and destroyed over 350 armored vehicles [7] [8]. These two examples show how
inexpensive technologies used in a sophisticated manner can eliminate an opponent’s center

of gravity.

Asymmetric warfare, also known as irregular, or guerrilla warfare, is conflict between a
strong and weak combatant, where the weaker opponent engages in indirect or unconven-
tional tactics instead of engaging in force-on-force pitched battles [9]. When done correctly,
this gives the weak actor an advantage over the strong, as the weaker combatant is able to
control the pace of the conflict by preying on a stronger opponent’s critical vulnerability.
Typically, irregular conflicts are characterized by the use of inferior and sometimes crude
weaponry in conjunction with a sophisticated psychological operations campaign that seeks
to garner support for their insurgent cause. In the case of ISIS, they waged an unconventional

war against the numerically superior Iraqi and coalition forces to seize and occupy strate-
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gically significant locations in Iraq and Syria. In part because ISIS leveraged commercial
UAVs as a pseudo-air force, they were able to rapidly gain ground and easily defeat the

coalition, despite the latter’s strength in numbers.

In the Second Nagorno-Karabakh War, a mid-intensity conflict fought between Armenia and
Azerbaijan, Azerbaijan used surveillance UAVs as forward observers to spot and record for
their armed UAV attacks. In the Azeri capital of Baku, the Defense Ministry of Azerbaijan
broadcast and reposted the footage of UAVs striking Armenian troops [10]. The Azeri usage
of UAV footage for propaganda and manipulation of the information environment, scored

easy victories over the Armenians in both the physical and information domains.

Ivan Arreguin-Toft’s theory of asymmetric conflict from How the Weak Win Wars becomes
useful in understanding conflicts where weak actors handily defeat stronger ones [9]. As
seen in Figure 1.1, in symmetric conflicts, where both sides fight war in the same manner,
the stronger opponent typically wins the battle of attrition. However, in a conflict where the
weak actor employs an asymmetric or guerrilla strategy, a weaker opponent can overcome

their technological and numerical inferiority if the stronger actor employs a direct strategy.

Table 1.1. Arreguin-Toft, Strategic Approach Model. Source: [9].

Weak Actor Strategic Approach

Direct Indirect
Strong Actor Direct Strong Wins Weak Wins
Strategic Approach Indirect Weak Wins Strong Wins

What Table 1.1 shows is that by engaging in a war of asymmetry, where an actor’s interests
and political vulnerability are inversely proportional, strong actors frequently lose opposite
approach interactions [9]. Throughout his book, Arreguin-Toft takes a look at conventional
attacks, barbarism, conventional defense, and guerrilla warfare as the conditions for success
in strategy and counter-strategy. Through analyzing The Murid War (1830-1859), The
Boer War (1899-1902), The Italo-Ethiopian War (1935-1940), The Vietnam War (1965-
1973), and The Soviet-Afghan War (1979-1989), Arreguin-Toft finds that when there is an
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asymmetry in strategic interaction, the weaker opponent has a higher probability of winning

the conflict.

While Arreguin-Toft focuses on interactions at the strategic level of war, his model is useful
in understanding how technologically inferior opponents are able to achieve battlefield
success at the tactical level of war. The U.S. and its allies have seen this asymmetry over
the past several years as nations like China, Russia, Iran, and North Korea have leveraged
information technology to conduct ransomware and other attacks in cyberspace [11]. In the
future, countries and state-sponsored militias may use solo UAVs or even networked UAV
swarms to target strategic infrastructure or seek to assassinate political officials. Therefore,
by understanding the nature of low- and mid-intensity conflicts where UAVs are used,
the U.S. and its partners can recognize the asymmetric threat posed by these emerging

technologies and develop a framework to defend their strategic infrastructure.

1.2 Lessons Learned from the ISIS Insurgency

In 2014, Twitter and Facebook feeds exploded with horrific videos of ISIS fighters ambush-
ing coalition forces during fighting in the Syrian city of Raqqga [5]. Then in early 2017,
ISIS again shocked western audiences with their sophisticated use UAV's retrofitted to drop
grenades during the 2017 Battle for Mosul [6]. These videos gave a look into how terrorist
groups could leverage emerging commercial technology to disrupt coalition operations [5].
As ISIS improved their ability to wage war with UAV technology, the west scrambled to

find answers to this new threat [12].

Commercial UAVs may not be as sophisticated or as lethal as their military counterparts, but
they do not have to be. Their lightweight and inexpensive nature gives insurgent groups the
ability to procure their own air force at a fraction of the cost to conventional militaries, giving
them a means of conducting aerial ISR and kinetic strike missions [13]. During the ISIS
capture of the city of Mosul in Northern Iraq, small mortar shells with effective blast radii
of 30-45 feet, killed and maimed countless Iraqi government troops, creating a panic that
led to a rapid retraction of government forces [6]. At the outset, Pentagon officials believe
that UAVs had minimal military significance and would not affect the Iraqi government’s
ability to stave off the ISIS invasion. However, this estimate proved untrue, and by 2017,

coalition forces needed equipment to meet the threat posed by these sUAS [13].



Initially, the coalition forces repurposed older counter-improvised explosive device (IED)
equipment, such as the MODI and CREW systems, that proved useful in jamming remote-
controlled IEDs in Iraq and Afghanistan. However, as coalition forces gained ground
throughout 2016 and 2017 to retake Mosul, ISIS stepped up their efforts by further weaponiz-
ing their UAVs as I[EDs and exploding decoys [14]. This led the Pentagon to increase funding

for the development and acquisition of UAV-detection and jamming equipment [15].

While the ISIS UAV operations in Fallujah, Ragqa, and Mosul had little tactical significance
on the outset, the videos recorded during these operations proved useful for propaganda in
the information war [13]. On 12 October 2016 in Erbil, two Peshmerga died and two French
Special Forces soldiers were critically wounded after an ISIS UAV exploded near them after
it was shot down [16]. This event marked the first Western military casualties from irregular
UAV operations. Then in June 2017 near the Syria—Iraq border, US-led special forces were
struck by a UAV-launched missile. These events were a sudden escalation from the typical
ISIS assaults, and showed an increasing need to mitigate the threat posed by ISIS UAV
attacks [17].

The ISIS insurgency created the market conditions by which the C-UAS ecosystem was
born. By using commercial UAVs as an air force for ISR and close air support (CAS), ISIS
fighters offset the technological superiority of Iraqi, Kurdish, and U.S. forces, achieving
an asymmetric advantage over the coalition. Had ISIS fighters not used UAVs in their
occupation of Mosul and Raqqa, the West would have largely ignored the disruption caused
by sUAS proliferating on the battlefield, leading to a lack of maturity in the current C-UAS

ecosystem.

Today, the ISIS case study serves as warning for how terrorist organizations can procure and
weaponize consumer UAS technology to create asymmetric advantages, in both the physical
and information domains, over its technologically superior opponent. ISIS surprised its
enemies from the air by implementing widely available commercial technology with a
sophisticated tactical understanding of the battlespace to create more favorable battlefield
conditions [13]. The terrorist organization’s adept usage of emerging technologies and social
media led to an increase in their audience as their instructional YouTube videos showed
beginners how to modify and weaponize commercial UAVs, leading to countless spin-off

organizations that gave them more support worldwide [5].



1.3 Lessons Learned from the Nagorno-Karabakh War

In November 2020, Russian peacekeepers brokered a deal between Azerbaijan and Armenia
to end the nearly six-week war between the neighboring nations. That mid-intensity conflict
provides operational insights into the capabilities and doctrine needed for a future conflict
between similarly armed adversaries that employ an asymmetric strategy of waging war [18].
Much like the lessons learned from the Arab-Israeli War of 1973, which led to the use of
laser- and GPS-guided precision munitions in the U.S. engagement in Iraq during the First
Gulf War, the Nagorno-Karabakh War provides useful insights into how a future conflict
might play out where similarly armed adversaries use networked unmanned aircraft as CAS

to execute Suppression of Enemy Air Defense missions, kinetic strikes, and ISR.

ARMEMNIA AP™ERREA A M

Figure 1.2. Map of Armenia-Azerbaijan Pre-Conflict. Source: [19]

Since 1994 when Armenians were victorious over Azerbaijan in the first Nagorno-Karabakh
war, the Nagorno-Karabakh region shown in Figure 1.2 has been hotly contested. The loss
of the Nagorno-Karabakh region led the Azeris to focus their efforts on developing an
arsenal that asymmetrically countered the Armenian advantages in army size and equipment
numbers [8]. By focusing on the acquisition of high-tech weaponry designed for battlefield

superiority and training its military personnel in the implementation of their new equipment,
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it is clear the Azeris enjoyed a qualitative advantage [20]. The conflict can be broken into
four phases:

In Phase 1 both sides inflicted mutual blows in a balanced fight with the Armenians
destroying dozens of Azeri tanks and Armored Personnel Carriers while downing
aircraft, UAV, and commando helicopters. Meanwhile, the Azeris used armed UAV's

and loitering munitions to fight back but made little ground progress.

Phase 2 saw Azeri UAVs, loitering munitions, and attack helicopters implemented for
CAS missions to target Armenian ground forces, which enabled the Azeris to make

significant gains on the ground.

In Phase 3 Armenia launched inaccurate ballistic missiles towards Azerbaijan in
frustration while the Azeris continued to use armed UAVs and loitering munitions for
the attrition of Armenian tanks and artillery pieces, enabling the Azeri ground forces

to make more gains south.

In Phase 4 the Armenians fired rockets and missiles at Azerbaijan cities, while the
Azeri army continued with its advances from the north and deep penetration to the

southern edge of Nagorno-Karabakh along the Iranian border.
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Figure 1.3. Map of Armenia-Azerbaijan Post-Conflict. Source: [18].

Ultimately, the Armenian use of rockets and missiles proved futile as the Azeris won out in
the peace deal brokered by the Russian Federation. Armenia ceded a significant portion of

the Nagorno-Karabakh region, as seen in Figure 1.3 [21].

The use of UAVs and loitering munitions to systematically neutralize any Armenian advan-
tage is particularly interesting and relevant for study of future combats. Because Armenia’s
integrated air defense system (IADS) architecture was filled with outdated Soviet-era equip-
ment, the Armenians found no success in combating Azeri UAVs which could fly higher
than the Armenian IADS target capability [22]. This allowed the Azeris unfettered access to
the skies where they could launch their UAVs to destroy military targets and unrecognized
infrastructure in the contested zone. The CAS and ISR enabled by the Azeri UAVs gave
them a cheap air force that could have devastating effects without ever having to send highly
skilled and trained pilots into the air, increasing the survivability of their manned Su-24,
Su-25 attack aircraft, and Mi-24 helicopter [23].



Using the Turkish built TB-2, a Group 4 unmanned vehicle that mirrors General Atomics’
MQ-1 Predator, the Azeri military destroyed Armenian armament with impunity. The CAS
provided by the TB-2s allowed ground troops to execute complicated suppression of enemy
air defense missions to destroy dozens of Armenian surface-to-air missile (SAM) sites,
including the once-exquisite SA-6, ZSU 23-4, and S-300. When the Armenian SAM threat
was neutralized, the TB-2s moved on to destroy 130 artillery pieces, 245 tanks, and disrupt

anti-tank guided missile teams [24].

Most surprising in the conflict was not just the use of UAVs by the Azeri military , but the
extent to which their systems were integrated as a part of doctrine, training, and standard
operating procedures. Integrating the TB-2 with its 24-hour loiter time, the Harpy-2, a
loitering munition capable of a 6-hour flight time; and the Hermes-900, an ISR platform
with a 36-hour time on station, alongside other Groups 1-5 UAVs enabled the Azeris to
move through the kill-chain process and strike targets with precision beyond the forward

line of troops.

The once vaunted Soviet S-300 is still an extremely capable SAM platform to destroy enemy
aircraft. However, because the Armenian S-300 was meant for larger aircraft defense and
not C-UAS missions, the platform has minimal effectiveness against smaller, unmanned
aircraft with smaller radar cross-sections such as the TB-2. Once Azerbaijan targeted and
destroyed the guidance stations, radars, and erector launchers of the S-300 [20], it easily
exploited the gaps in the Armenian IADS architecture by using its large fleet of UAVs to

destroy the vulnerable armor and heavy ground units.

The Baykratar TB-2, purpose built for ISR and armed attack missions, proved to be the
most lethal UAV on the battlefield. With an 18,000- to 27,000-foot flight envelope, fully
automatic flight controls, and autopilot systems it provides the ground control station with
real-time image transmission and processing for a 24-hour loiter time [25]. Throughout
the conflict, the TB-2 dominated the skies accounting for destruction of 16/24 2S1 self-
propelled artillery pieces, 6/18 KS-19 anti-aircraft guns, 54/103 D-30 122mm howitzers,
45/74 D-20 152mm Howitzers, 16/21 9K33 Osa SAM, and 1/11 ZSU 23-4. In total, the
TB2 alone accounted for the destruction, capture, or damage of 1708 pieces of equipment.
If only accounting for the destruction rate, the TB-2 was responsible for destroying 63%, or

512 of 820 pieces from the Armenian order of battle [26]. Because the Armenian ground-
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based IADS and electronic warfare (EW) systems failed to meet the needs of an unmanned
conflict, they were forced to improvise and develop rudimentary thermal and RF signature
management techniques that failed to stave off the TB-2 onslaught—ultimately proving
futile.

The Nagorno-Karabakh War offers clear indications of how autonomous and unmanned
systems impact the modern character of war. The Azeri integrated high-tech systems with
sophisticated training to handily defeat their rival. The takeaways from this conflict mirror
the lessons learned from the Arab-Israeli War in 1973 in preparation for the First Gulf War:
airpower wins against large infantry and tank division, especially when there is no viable
threat to said airpower [27]. First, close and deep air support was primarily provided by
unmanned systems with high loiter times. Even though MQ-9 Reaper and MQ-1 Predator
dominated the sky in the Global War on Terror in Iraq, Syria, and Afghanistan, the fact
that a poor nation such as Azerbaijan can accomplish the same effect is remarkable. Lastly,
the Nagorno-Karabakh War provides insight into thinking differently about key terrain,
maneuver space and the implications for ground troop survivability and airpower, especially
as unmanned systems continue to proliferate on the battlefield of the 21st century, while

viable countermeasures lag behind [20].

Other technologies in the Nagorno-Karabakh War such as the Harop, known as the Harpy-2
and built by Israel Aerospace Industries, provide a useful look into how loitering munitions
and UAVs can be networked into a constellation of unmanned systems that could be con-
trolled autonomously. The Harpy can be ground, sea, or air launched with a six-hour loiter
time and 2,000 kilometer range at an altitude of 15,000 feet. Despite its relatively slow speed
at a maximum of 259 miles-per-hour, the Harpy-2 is only 8.2 feet in length and has an RCS
of <0.5m? or -3.01 dBsm. The RCS on the Harpy-2 is so small that it compares to the RCS
of the most high-end cruise missiles, rendering many of the current target identification
methods inoperable. The onboard electro-optical/infrared (EO/IR) and RF sensors assist in
target identification and two-way data-link control for striking high-value and high-payoff
targets by crash landing [28]. Had Azerbaijan employed the Harpy more widely into the

heart of Armenian territory, they could have caused an untold amount of destruction.

While the TB-2 and Harpy-2 are not the cheap commercial UAVs used by ISIS, the prolifera-

tion of low-cost UAVs gives an insight into how commercial and government UAV programs
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can outpace the development of expensive C-UAS solutions [22]. The shear force laydown
of Azerbaijan’s highly capable unmanned vehicle suite shows that a country with a 2020
Gross Domestic Product of only $42.6 billion [29], can still possess elements of a top tier
military at relatively low cost. The government and commercial unmanned systems market
is continuing to grow rapidly, and eventually it will only take what amounts to a few lines
of code with commercially available hardware to create a fully networked and interoperable

constellation of unmanned systems that operate autonomously or semi-autonomously.

Ultimately, the diffusion of technology like UAVs and cyber-techniques gives way to a more
lethal battlefield rife with precision guided munitions. Had the Armenian military integrated
multiple layers of short-range air defense, old-fashioned anti-aircraft artillery, and modern
EW, they may have been able to counter the modern aerial threat. Most importantly, had the
Armenian military not focused on the pomp and circumstance of military affairs, the war’s
outcome may have been different [30]. The Nagorno-Karabakh War should be a reminder
for western nations: invest heavily in the training and equipping of your military personnel,
and you will reap the rewards. Failure to do so could lead to failure on the battlefield in a

conflict with near-peer adversaries such as Russia or China, and even non-peer threats.

1.4 Counter Measure Preparation

Both the ISIS and Nagorno-Karabakh War highlight the need for effective countermeasures
against unmanned combat air vehicles. Because of their low RCS, traditional integrated
air defense measures are rendered essentially useless. Taking the lessons gleaned from
Ivan Arreguin-Toft’s theory of asymmetric warfare, it is evident that an inferior force can
inflict great damage, and even win, against a numerically superior opponent. In a future
conflict with China, Russia, North Korea, or Iran it is increasingly likely that the U.S. and
its partners could fight a highly networked and integrated swarm of low-cost, unmanned
vehicles. These swarms will be used to limit air power, deny sea power, and destroy armored
personnel on the ground. However terrifying this reality may be, these autonomous systems
all have inherent vulnerabilities leaving them susceptible to electronic jamming, spoofing,
and cyber-hacking. It is here that this thesis explores the current state of C-UAS affairs,
and where the U.S. should focus its efforts to rethink the way the DOD and DHS counter
unmanned systems through the use of UAV-based devices for aerial interdiction. Clearly,

middle-tier countries have learned from the Navy’s concept of Network Centric Warfare [31],
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it is time to harvest battlefield information found at the edges of western purview to learn

new lessons in battlespace integration.

The most significant benefit of a UAV-based device is the maneuverability it provides for
a defender. When biplanes were introduced to the battlefield in World War I (WWI) for
intelligence gathering, there was a natural progression to weaponize the planes for close
air support of ground troops, and dogfights to interdict an enemy’s air assets. This gave
defenders an offensive edge and the ability to push their defensive lines further ahead of
what they could in the trenches. Additionally, when ground-based anti-aircraft artillery
came into the mix, aircraft avoided the flak and projectiles by flying higher. So, the natural
way to force aircraft to lower altitudes into a kill-zone was to use aerial interdiction patrols.
The flexibility afforded by aircraft designed for air-combat extended the effectiveness of a
defense and created a new type of warfare defined by maneuver and surprise, rather than
stagnation like the trenches of WWI.

Thus, it is easy to extend this same natural progression to aerial combat with unmanned
systems. With the right type of friendly UAVs on hand, an aerial interdiction patrol using low-
SWaP payloads becomes reality. Instead of designing only general-purpose EW platforms
like the Marine Air Defense Integrated System (MADIS), Sentry Tower, and Skytracker, the
DOD and DHS can develop a suite of aerial interdiction platforms designed for purpose-built
EW and cyber-attacks.

According to the Bard report, the only C-UAS device on the world market that uses a UAV-
based EW-mitigation payload structure is the Leer-3 from JSC Concern Radio-Electronic
Technologies [32]. JSC Concern is a subsidiary of Rostec, a state-owned Russian holding
company that specializes in investing in defense and high-tech industries. This study indi-
cates that a state-owned Russian company has the upper hand in aerial C-UAS technology,
and may also have an upper-hand in the defense of their critical infrastructure. If the U.S.
fails to build its own UAV-based EW and cyber-payloads, the country may not be unable to
defend against an enemy’s most dangerous course of action—a swarmed, multi-axis attack

using UAVs hardened against RF scanning methods and EO/IR cameras.

13



1.5 Thesis Scope

Despite war’s unchanging nature, technology continues to evolve in the coming decades,
meaning that the individual characteristics of how wars are fought will change as well.
Most notably, as information technology expands and autonomous systems proliferate on
tomorrow’s battlefield, the U.S. and its partners should adapt to the future of warfare. The
intent of this thesis is to study the current suite of C-UAS technology and Joint Chiefs of
Staff (JCS) doctrine in order to identify where improvements may be made. This will inform
the shift in C-UAS strategy and the development of new products, such as that proposed in
this thesis.

* Chapter 2 reviews the capabilities and limitations of C-UAS technology by analyzing
where the current and future systems succeed or fall short in kill-chain processing.
This will assist in identifying where the DOD and DHS could redesign their ac-
quisition strategy for C-UAS technology. Additionally, this chapter looks at current
C-UAS doctrine, tactics, techniques and procedures (TTP)s, and standard operating

procedures to identify ways the DOD can improve its strategy for countering UAVs.

* Chapter 3 explores the non-kinetic RF mitigation measures used in jamming digital
communications links. This technical discussion focuses on electromagnetic (EM)
wave propagation, link budget analysis, the principles of low-probability of detection
(LPD) and low-probability of intercept (LPI), spread spectrum communications, and

RF jamming principles.

* Chapter 4 builds on the information contained within Chapter 3 and explore ways
to exploit the communication protocol vulnerabilities onboard consumer UAVs. This
chapter looks at the Open Systems Interconnection (OSI) model, its relation to digital
communications, and how cyber-attack techniques might be developed to provide a

precision attack against adversarial UAVs.

* Chapter 5 uses the Marine Corps’ defense-in-depth model for defensive opera-
tions [33] to maintain an offensive mindset to limit an adversary’s use of Group

1-3 unmanned systems [34]. This chapter also discusses the how combat aircraft are
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used as aerial interdiction to defend critical infrastructure. Additionally, this chapter
provides comparison charts to explore the current C-UAS architecture, what integrat-
ing airborne cyber-attack and EW devices could look like, as well as the pros and
cons associated with the proposed architecture. Lastly, this chapter concludes with
two hypothetical scenarios where an insurgent group attacks a hydroelectric power

facility using a swarm of unmanned suicide UAVs.

* Chapter 6 outlines the experiment methodology, setup, and data collection methods
used in Chapter 7 where a prototype of the Detachable Drone Hijacker was designed
and built.

* Chapter 7 describes the experimentation process used to create a prototype of the
concepts outlined in Chapter 5. The experiments conducted in this chapter deliver
a denial of service (DoS) attack against an adversarial UAV, launched from the
Detachable Drone Hijacker, which is attached to a friendly UAV.

» Chapter 8 concludes the thesis. There is a discussion of the proposed architecture in
Chapter 5 as well as the experimentation from Chapter 7. This chapter concludes with

the implications for future C-UAS system procurement and doctrinal development.

A December 2019 study by the Bard College Center for the Study of The Drone, identified
537 systems dedicated to countering unmanned aircraft [32]. While the countermeasures
available have met the needs of the DOD and the DHS in the late 2010s and early 2020s, they
will likely fail to hold up in a multi-pronged attack. Despite the market density, each system
has technological, societal, and legal limitations associated with their use. Additionally,
many of the fielded countermeasures are expensive and bulky, and only getting more so,
making it difficult to procure and sustain enough C-UAS devices to cover all potential attack
vectors. Meanwhile UAVs are getting cheaper, smaller, and increasingly more networked—
leading to a future where the current systems may not hold up against a swarmed attack.
This phenomena is playing out in real-time in the Ukraine’s war with Russia, as Ukraine

has leveraged UAVs to devastating effect. Namely, the one-million-dollar Bayraktar TB-2
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has wreaked havoc on the Russian military, destroying over fifty-million-dollars of surface-
to-air missiles in a single airstrike [35]. This makes it easy to foresee a scenario where an
adversary uses a swarm of UAVs to conduct a multi-wave and multi-frequency attack on
U.S. strategic infrastructure. The following chapter is devoted to outlining the current suite
of C-UAS technology and in understanding that there has yet to be a definitive means of

countering unmanned swarms, without drastic unintended consequences.
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CHAPTER 2:

Current Counter Unmanned Systems Technology

The lessons learned from the ISIS insurgency and the Nagorno-Karabakh War show that
many militaries, including the U.S. military, have gaps in their research, development,
acquisition, and integration of C-UAS technology. This chapter is devoted to understanding
the current technologies involved in the C-UAS processing chain, also known as the kill-
chain. Additionally, there is an important, albeit brief, discussion on the current state of
published C-UAS doctrine. By outlining the current C-UAS systems, this thesis looks
to identify shortcomings and describe how the DOD and the DHS might improve the
acquisition and implementation of C-UAS technology. Given the pace of technological
development, the U.S. military and the DHS should update their doctrine, standard operating

procedures, and tactics to meet the nascent threat posed by unmanned systems.

2.1 C-UAS Processing Chain and Kill-Chain Analysis

The DHS defines the full C-UAS kill-chain process in Figure 2.1, as the detection, tracking,
identification, and mitigation of a UAV threat [36]. While different terminology exists
between government and industry, each kill-chain describes the same process of moving

from threat detection to mitigation.

Locate/Track Classify/ldentify

Figure 2.1. Counter-Unmanned Aircraft System Kill-Chain. Source: [36].

From Figure 2.1, the technology used in the first three-quarters of the kill-chain are separate
from the measures used for threat mitigation. The digital signal processing required for the
detection, tracking, and identification of the threat is the most complex issue for C-UAS
companies to tackle. This is due to the low-energy output of small unmanned systems in

addition to the optical and physical characteristics that make Groups 1-3 UAVs appear as
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small birds on many sensors. Several technology companies like CACI [37] and Anduril [38]
have created fixed, ground-based platforms to meet the needs of the first three-quarters of the
kill-chain by building target libraries to help in the digital signal processing and computer
vision-based algorithms used in EO/IR sensors. However, the downside to many of the
current C-UAS systems are the costs for deployment, maintenance, and calibration, as
well as the power consumption requirements and the potential for collateral damage to

surrounding electronic systems [39].

It should be noted that the accuracy and effectiveness of non-kinetic C-UAS technologies
are susceptible to system degradation in adverse weather conditions [39]. Kinetic systems
such a nets, explosives, and projectiles are more weather-proof than the non-kinetic systems,
in general. This is due to the way electromagnetic waves propagate in general, and when

subject to rain, fog, or adverse terrain, EM wave propagation is severely hampered [40].

Other characteristics of C-UAS technology that should be noted include the use of directional
antennas like phased arrays that increase the gain and directivity of a system by focusing the
EM waves [41]. Phased arrays are typically the antenna of choice for many ground-based
radar and RF detection systems because they have an increased detection range that can
operate below the noise floor [40]. Phased arrays are chosen over omnidirectional antennas
and dipoles as these older antenna types have significant attenuation losses and fail to meet

the needs of coherent reception at higher frequencies.

As the digital communication revolution has expanded, so too have the modulation tech-
niques for LPD, LPI, and low-probability of exploitation (LPE) communication [42]. For
commercial and government UAVs, the remote control link between the GCS and the UAV
is modulated using spread spectrum digital communication techniques such as frequency
hopping spread spectrum (FHSS) and direct sequence spread spectrum (DSSS) [39]. Lastly,
each system is at risk to counter-countermeasures which is discussed at the end of this

chapter.
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2.2 Capabilities and Limitations of Detect, Track, and
Identify Technologies

2.2.1 Radio Frequency Sensors

For the purposes of this thesis and the experimentation that follows in Chapter 7, the RF
scanning method is the most important sensor system to understand. An in-depth under-
standing of digital communications is covered in further detail in Chapter 3. Understanding
the fundamentals of EM wave propagation is critical to understanding how UAVs commu-

nicate and to know which countermeasures exist to mitigate these threats.

Capabilities:

RF sensors scan the most common frequency bands used by for communications between
an UAV and its GCS. Typically, these are set to scan the 433 MHz, 915 MHz, 2.4 GHz,
and 5.8 GHz frequency bands [43]. Similar to modern radar systems, RF sensors use field
programmable gate arrays (FPGA) and graphical processing units (GPU) hardware to allow

for software defined signal processing, thus eliminating the need for a human in the loop [44].

Limitations:

There are two primary issues with RF scanning. First, the frequency bands used in UAV
communications are wide and because many of them employ FHSS techniques, determining
the sub-band a UAV transmits on requires detailed of the UAV’s communication protocol
[45]. Second, because there is a lot of environmental noise from other devices in the
four main frequency bands used in UAS communications, discerning signals of interest is
resource intensive [45]. For example, a wireless router operates using the 2.4 and 5.8 GHz
Industrial, Scientific, and Medical (ISM) frequency bands. Since these routers are ubiquitous
in densely populated areas, it is difficult to discern between an adversarial communication

link and normal traffic due to the surrounding RF clutter.
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2.2.2 Radar Sensors

Capabilities:

Radar sensors are among the most capable sensors used in detecting and tracking unmanned
systems. These sensors use radio frequency pulses to detect and track an unmanned vehicle’s
RCS [40]. Modern radar systems are built with advanced computer chips such as FPGAs
and GPUs allowing the radar systems to become software defined. This allows each system
to employ digital signal processing algorithms that both classify UAVs based on size and
distinguish UAVs from birds.

Limitations:

Using radar sensors to detect, track, and identify SUASs is one of the most difficult problems
for radar engineers to solve. The RCS of a target is used to describe a target’s scattering
properties in decibel square meters, similar to how an antenna’s gain, or directivity, is
calculated [40]. Radar is primarily limited by the target’s size, the characteristics of the
radar system and its components, as well as the viewing angle from which the radar sees the
target [46]. Due to the size of SUAS, they have much smaller cross sections than manned
aircraft, making it more difficult to distinguish them from environmental clutter when

compared to traditional air defense radar [47].

2.2.3 Electro-Optical and Infrared Cameras

Capabilities:

EO/IR cameras are typically also employed with a computer-vision algorithm that enables
the onboard computer to detect, track, and identify a UAV based on its visual and/or heat
signature [48]. These cameras can be used separately but are typically employed together.
Depending on the sophistication of the algorithm used with the EO/IR cameras, they can
be very useful in detecting, identifying, and tracking small RCS threats like UAVs and
snipers [48].

Limitations:
EO/IR cameras face several limitations. First, because of the computer-vision algorithms,

FPGAs, and GPUs, EO/IR cameras are expensive to build, manufacture, and maintain [48].
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Second, the technology necessitates large amounts of power, leading to their implementation
as terrestrial platforms—an easier target for adversaries. Lastly, the autonomous or semi-
autonomous use of computer-vision algorithms are reliant upon accurate data points while
training the algorithm. If the algorithm is trained with inaccurate or forged data [49], the

computer fails to discern adversarial UAVs from friendly UAVs or even birds [50].

2.2.4 Acoustic Sensors

Capabilities:

Acoustic sensors are used to detect UAVs based on the motor’s distinct sound [50]. For
target classification, these systems passively listen for specific reverberations and match the
detected signals to a library of known sounds [51]. When multiple acoustic sensors are used

at dispersed distances, the probability of detection vastly increases [52].

Limitations:

Because of the surrounding environmental noise, acoustic sensors have a limited detection
range and are not very effective in densely populated environments or during periods of
high wind [50] [51].

2.2.5 Combined sensors

Capabilities:

Combining multiple sensors allows for a robust countermeasure system rather than one
lone device. This is evident with Anduril’s Sentry Towers [38] and CACI’s Skytracker, [37]
which combine radar, RF, and EO/IR sensors. For good reason, these systems have been
procured by the DHS and DOD for border and infrastructure security against unmanned

systems.

Limitations:
Sensor combination is inhibited by the chosen technology used in the C-UAS system.
While CACI and Anduril have deployed their sensors in multiple theaters, there are inherent

limitations in their designs that are primarily due to adverse weather conditions [39].
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Additionally, combining different systems makes them less mobile and expeditionary, which
leads to the bulky and expensive towers. In 2019, the Marine Corps formalized a program
of record for an expeditionary ground-based platform with their MADIS, a mobile EW

platform capable of moving on semi-improved surfaces [53].

2.3 Capabilities and Limitations of Non-Kinetic Mitiga-
tion Measures

Non-kinetic mitigation measures, also known as the less-than-lethal or soft-kill measures,
are the actions taken to degrade, deny, or disrupt an adversary’s capability without physical
destruction. Soft-kill measures are usually temporary and are delivered through EW or
cyber-missions. The two primary methods to target UAVs are through RF jamming or
GNSS spoofing—both of which have been around for decades. Laser, directed energy, and
high-powered microwave weapons are emerging technologies that defense contractors are

exploring as precision mitigation measures [54].

2.3.1 RF Jamming

Capabilities:

RF jamming is designed to sever the communication link between an UAV and its GCS
by injecting large amounts of electromagnetic energy, referred to as noise, into a receiving
antenna [55]. Uplink jamming disrupts the receiving antenna of the target UAV, while
downlink jamming interferes with the receiving antenna of the GCS [56]. Uplink and
downlink jamming can be accomplished by two types of jammers: stand-off and stand-in.
Stand-off jammers are devices located amongst friendly forces. Typically they are large
terrestrial or aerial sites (e.g., the MADIS [53] and EA-18G [57]) that consume copious
amounts of power to overcome the free-space path loss associated with their use [58].
Stand-in jammers are within the weapons engagement zone of their targets (unlike stand-off
jammers), but can have an outsize impact by significantly reducing the power requirements
for signal disruption [59] [60]. Historically, RF jamming has been the most common C-UAS

mitigation technique and both stand-off and stand-in jammers can be seen in Figure 2.2.
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Figure 2.2. Stand-off and Stand-in Jamming Attack Geometry, Adapted
From: [60].

Limitations:

RF jamming is limited by terrain, weather, equipment cost, and potential disruption of
friendly and civilian devices [39]. Terrain in the operational environment affect an RF
jammer by causing increased signal attenuation from power lines, trees, and buildings.
Adverse weather, such as rain, fog, and ice, also negatively affect the ways in which RF
waves propagate [61]. Particularly in the 1-300 GHz ranges, where most commercial UAV's
operate, these weather phenomena tend to exacerbate the attenuation issues from multiple
users operating in the same frequency band. RF jamming techniques is covered in further
detail in Chapter 4, but each technique is also limited by the type of UAV an intruder is
using [55] and collateral damage considerations for surrounding communications devices.
Many modern devices are hardened against rudimentary RF jamming techniques, which

has led to new jamming techniques which require high-power consumption, thus increasing
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the complexity and cost of the C-UAS device.

2.3.2 GNSS Jamming

Capabilities:

GNSS jamming uses the same principles as RF jamming to disrupt the link between a
UAV and its navigational satellite [62]. This ultimately leads to a denial of service for the
UAV operator and may trigger the device to execute an alternate course of action, such as
returning to home. As with RF jamming, GNSS jamming can be accomplished through
uplink or downlink jamming. Because the frequency bands of commercial devices operate
on the known frequencies, GNSS jamming can be accomplished fairly easily to overpower

the communications link between a target and its ground station [62].

Limitations:

The primary limitation of GNSS jamming is the increased collateral damage to friendly
satellites or other systems operating in the same GNSS sub-band [62]. Additionally, even if
a GNSS link is severed on a fixed-wing craft, the device continues to glide despite losing
guidance. Finally, UAVs, who mask their operating frequencies may not be affected by

GNSS jamming.

2.3.3 GNSS Spoofing

Capabilities:

GNSS spoofing is the most common cyber-attack method used in C-UAS technology. It
is similar to jamming, except that it allows an attacker to impersonate and take control of
the UAV by feeding it false communications or navigation links [63]. Spoofing GNSS grid
locations is fairly easy to accomplish if the device is using commercial frequencies to send
fake signals to the target. One of the most common types of GNSS spoofing is known as
a Carry-Off Attack, in which an adversary synchronizes its receiver with the target, then
gradually increases the power of its counterfeit signal to draw the target away from its

legitimate GCS to a pre-designated location of the attackers choosing [64]. Recently, Russia
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has implemented GNSS spoof attacks in Syria to cause target devices to land in an area of

their choosing or just disrupt normal operations [65].

Limitations:

GNSS spoofing is limited by the same loss functions associated with RF and GNSS jamming,
requiring extensive consideration for uplink and downlink spoofing [63]. Additionally, this
attack method relies on knowledge of the operating frequencies of the target device. Many
commercial UAVs do not have spoofing protections. Typically, this can lead to a positive
countering outcome; however, if done from a friendly-UAV, GNSS spoofing can interrupt
the navigation of the friendly-UAV itself. Additionally, if the UAV is a military target,
an ample amount of intelligence must be gathered to reverse engineer the UAV’s signal
characteristics—especially if it uses a protected GNSS signal [66]. Lastly, with the rise in
spoofing of commercial and government systems, many unmanned devices are moving to
FHSS-based modulation schemes in addition to increasing the data authentication standards
for devices using GNSS navigation methods. FHSS communications make it more difficult
to implement a spoofing attack as the attacker must hop onto the correct channel and follow

the hop rate to inject malformed packets that contain the rogue GNSS information [63].

2.3.4 Laser Dazzling

Capabilities:

Laser dazzling uses a high-intensity laser beam to blind the camera system on a UAV [67].
The Marine Corps, as well as the Army, have both begun procuring the Compact Laser
Weapons System (CLaWS), for use as a ground-based laser system that can integrate with
the MADIS and the Stryker vehicles [68]. By blinding the camera system of an adversarial
UAV, laser systems have the potential to disrupt an adversary’s ability to accurately control

their UAV for its assigned mission.

Limitations:
Lasers are primarily limited by the beam strength required to reach the UAV and saturate its
camera system. This is a difficult feat for a human operator to do from the ground because of

interference and beam scattering [67]. This would require having at least some knowledge
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of the camera’s look angle to best target the adversarial UAV. Additionally, lasers are
susceptible to environmental conditions like rain, fog, dust, buildings and windows which
can cause beam scattering, reflection, and refraction—all of which lead to a reduction
in mitigation effectiveness. Laser systems consume significant amounts of power [69]
[68], which necessitate their use on the ground and further accelerates the aforementioned
environmental and signal scattering issues. Finally, laser systems require a lot of coordination
for their operational use. From [70], the CLaWS “requires approval from the Office of the
Secretary of Defense, as it involves various factors such as legal reviews, concepts of
employment, rules of engagement, tactics, potential collateral damage and human effects,

proposed public affairs guidance and other relevant information.”

2.3.5 High Power Microwave/Directed Energy

Capabilities:

Directed energy weapons focus large amounts of high intensity microwave energy at a
target UAV to disable the aircraft’s electronic systems [71]. These systems can be very
effect against single, or multiple, devices with precision. Additionally, several of these
directed energy weapons from Epirus are being integrated with the Army’s Stryker vehicle,

a General Dynamics-led contract [72].

Limitations:

Directed energy weapons suffer from the same limitations as laser weapons in that they are
affected by rain, clouds, fog, dust, or buildings that can cause beam divergence, refraction, or
reflection, reducing beam’s ability to mitigate UAS threat [71]. These systems also require

large amounts of power, are very expensive, and are not expeditionary.

2.4 Capabilities and Limitations of Kinetic Mitigation
Measures

Kinetic mitigation measures, also known as hard-kill measures, seek to degrade an adver-
sary’s use of, or permanently destroy, a target [32]. In the C-UAS fight, hard-kill measures
employ nets, projectiles, or collision UAVs. By-and-large, the current suite of kinetic mit-

igation measures fail to adequate address the problem posed by adversarial UAS. During
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the initial stages of the ISIS UAV operations, coalition forces responded by shooting the
UAVs out of the sky with light- and medium-machine guns, before employing the counter-
IED equipment from Iraq and Afghanistan [5]. Since the initial measures were taken, the
C-UAS community responded with myriad techniques to combat the threat—each having
significant physical or legal limitations. For example, the use of kinetic mitigation mea-
sures such as explosives and projectiles can harm innocent civilians or damage surrounding

infrastructure. This creates a number of problems for employment in the U.S. and abroad.

2.4.1 Nets

Capabilities:
Nets can be launched aerially via a host-UAV or from the ground to entangle a target UAV
or its rotors. The usage of nets lessens the collateral damage when compared to other kinetic

countermeasures [73].

Limitations:

Nets are constrained by their effective range, target speed, and number of rounds—all
of which contribute to a fairly low success rate [73]. Recently, SUAS companies like
Skydio and DJI have begun employing collision avoidance software to prevent their devices
from running into terrestrial structures like trees and buildings. The collision avoidance
technology has also proven to be effective in preventing a device from net capture as Skydio’s
deep learning system uses 45 megapixels of visual sensing for 360-degree coverage that
gives the UAV a safe flight that is mapped to fulfill a pilot’s commands or its pre-planned
route [74].

2.4.2 Projectiles and Munitions

Capabilities:

Projectiles and munitions are typically employed from either the ground or the air using
regular or special ammunition to mitigate an adversarial UAV [75]. Shotguns provide a
close-range weapon system that can be very effective at neutralizing threats within 50-

meters in all weather conditions [32].
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Limitations:

Projectiles and munitions are limited by the operator’s proficiency with the weapon system
and the weapon’s max effective range [32]. For shotguns, this remains around 50 meters, but
for machine guns, the max range can be over 1800 meters. Additionally, there are significant
collateral damage, liability, and legal concerns with using projectiles to mitigate UAVs —

especially in urban areas [75].

2.4.3 Collision UAVs

Capabilities:
Collision UAVs are designed for mid-air interception of a target [32]. They mitigate a threat
by using ramming their frame against a target UAV. These systems typically have reinforced

structure and are very maneuverable.

Limitations:

Doing this with a human in the loop is extremely difficult to accomplish given the maneuver-
ability of sUAS. Doing so autonomously like Anduril’s product, Anvil, is also challenging
because the computer vision algorithm must maintain a track of an adversarial UAV while
ramming the adversary out of the sky [76]. While Anduril has demonstrated that the Anvil
works in some experimental settings, reliably predicting the behavior and movement of an
autonomous UAV to intercept it with a flying battering ram is improbable to work in a

realistic conflict due to the degree of precision on contingent factors involved.

2.5 C-UAS Platform Types

2.5.1 Ground-Based, Fixed Systems

Capabilities:

Ground-based, fixed C-UAS sites are typically employed aboard military bases, secure
facilities, and other strategic points of interest. Because they are operating with access to
shore power, they have the most robust suite of countermeasures available on the market
[32]. Ground-based, fixed platforms also employ a multi-layered approach to their UAS
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countermeasures, integrating all (or most) sensor types with several mitigation methods.
Lastly, these systems can have an autonomous mode that allows the platform to move through
all aspects of the kill-chain with a human-on-the loop, human-in-the-loop, or human-out-

of-the-loop.

Limitations:

These ground-based platforms require large amounts of shore power to operate the various
sensor packages onboard [32]. Additionally, because they are located in static positions,
they become big and easy targets for adversaries to attack or sabotage—and an effective
attack against the centralized system leaves a lack of defense layers. Lastly, these systems

are expensive to acquire and sustain throughout the product life cycle.

2.5.2 Ground-Based, Mobile Systems

Capabilities:

Ground-based, mobile platforms are C-UAS technologies mounted on vehicles and operated
while moving [32]. Depending on the vehicle they are transported, they can be very capable
in austere environments by carrying a modest amount of power and sustainment before

needing to return to base for rest and refit.

Limitations:

Ground-based, mobile C-UAS systems like the MADIS have several glaring limitations [53].
First off, they are human operated which requires extensive operator training on the system
to ensure that the proper attack methods are used. Between operating the vehicle, the
detection sensors, and the threat mitigation systems onboard, the MADIS is a manpower
intensive vehicle that requires operators to go through an extensive amount of system
training. Second, because they are general-purpose EW systems, the ground-based mobile
systems require significant amounts of power that have a large RF signature. This power
consumption means that the ground-based, mobile C-UAS cannot act as a persistent sensor

unless there is a logistics resupply hub for the operators to tie into.
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2.5.3 Handheld Systems

Capabilities:

Handheld systems are operated by a single, or team of, individuals by hand. The Dedrone
DroneDefender is a good example of a lightweight handheld system that resembles a small
arms weapon with a highly directional antennas [77]. These devices are offered at a lower
cost than the fixed, mobile, or UAV-based devices. The low power and portability of
these systems gives another advantage over their larger counterparts; handheld systems can
jam an entire frequency band with minimal collateral damage to friendly communications
because of highly directional antennas and signal attenuation over longer distances. Because
omnidirectional antennas propagate their signal in all directions, handheld C-UAS devices
that use directional antennas can limit the collateral damage they inflict by pointing their

signal in the direction of the intended target.

Limitations:

Due to their portability, they have a lower power setting than the larger mobile and fixed
ground systems. This low power allows them to operate on 1 or 2 frequency bands and
the lack of a library requires them to jam the whole band—typically the 2.4 or 5 GHz
bands [32]. Additionally, even though they use directional antennas, if there are other
devices located behind the target, there may be unintended collateral damage to civilian
or friendly communications. In urban environments communication signals are regularly
degraded due to buildings, trees, and power lines, which increase signal attenuation and
make handheld systems less effective at longer ranges. Finally, even though they are more
portable than their mobile or fixed counterparts, handheld systems are still bulky and
unwieldy; Dedrone’s DroneDefender weighs 15.8 Ibs [77], making it an unwieldy piece of

gear for soldiers to carry for a sustained period of time.

2.5.4 UAV-based

Capabilities:

The biggest benefit of an UAV-based (aerial) device is the maneuverability it provides for a
defender [32]. By giving forward depth in the battlespace, a defender can deliver a payload at
greater distances than handheld or ground-based systems [59]. With enough UAVs on hand,
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UAV-based countermeasures can act as aerial security patrols that mimic the interdiction
patrols ground units use in defensive operations. This concept is discussed in further detail

in Chapter 5, and serves as the basis for experimentation in Chapter 7.

Limitations:

Similar to the limitations of a handheld device, the UAV-based C-UAS systems have a
smaller payload size that operates on lower power settings to increase their sustainability.
Because they cannot be sustained indefinitely, they must have a built-in hand-off connection
between a ground station, which increases the complexity in the system. In aircraft design,
these are known as SWaP considerations, which govern the systems and location of the

systems placed on an aircraft [32].

2.6 Countering the Current C-UAS Technologies

The primary platforms employed by the DOD and DHS against adversarial UAVs are
ground-based devices. Currently, CACI’s CORIAN, Anduril’s Sentry Towers, Lockheed
Martin and Sierra Nevada Corporation’s MADIS, as well as Dedrone’s DroneDefender are
the most prominent programs of record for both departments. While all four systems are
capable in their own right, the costs and system designs limit their effectiveness against a

coordinated adversarial attack.

To counter a ground-based, fixed system such as CACI’s CORIAN and Anduril’s Sentry
Tower, an adversary could simply identify the towers visually or in the EM spectrum through
direction finding methods. Because of the high power output of these systems, finding them
in the EM spectrum would be relatively easy. With no ability to displace, the tower is
vulnerable to a multitude of attacks; sabotage, EW, or a kinetic strikes would be the most

likely methods an adversary could take.

Despite the platform’s mobility, conducting a kinetic or EW strike against a mobile, ground
system like the MADIS would be similar to the attack on a ground-based, fixed platform.
Knowing that the MADIS is constrained to semi-improved roadways, an attacker could
target the MADIS during a convoy operation with roadside IEDs, small arms, or a variety

of ambush tactics.
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With Dedrone’s handheld DroneDefender there are several ways to limit its effectiveness.
First, because the device uses a directional antenna, it only works against a UAS if the
DroneDefender is pointed at its target. Additionally, because the device weighs nearly 16
pounds and is carried and operated by a soldier, if the soldier is not pointing the device in the
target’s direction for enough time, does not produce a high enough jam-to-signal ratio (JSR)
to overcome the signal between the target and its GCS [78]. Additionally, because they
are man-portable, they are unable to be used in an automated fashion. Therefore, when
the DroneDefender is being used, it is constrained by the proficiency of its operator, the
proximity of the operator to the target with relation to the target’s GCS, and the inherent

technical limitations of the system.

2.7 Current DOD Strategy, Doctrine, and TTPs

In the past decade, UAVs have made an outsized impact on the battlefield. Outside of special
operations forces, the U.S. military has limited experience in fighting against adversaries
using UAVs. In advance of a large-scale conflict strategy, doctrine and TTPs should be
updated to better inform the conventional military’s use of UAV countermeasures. Appendix
1 presents a more thorough explanation of C-UAS strategy, doctrine, and TTPs and is omitted
from this section due to Controlled Unclassified Information.

2.8 Conclusion

To date, there remains an lack of sufficient C-UAS strategy, doctrine, or TTPs to address
the threat UAVs pose to military installations and critical infrastructure. As outlined in
this chapter, different C-UAS devices offer different capabilities as well as suffer different
limitations. The energy required to sustain terrestrial systems is not sustainable under a multi-
wave attack. If broadband RF jamming is used in urban areas, the potential for collateral
damage is extremely high. Furthermore, countering a UAV swarm with the current suite of
C-UAS weapons is not adequate; bullets travel farther than intended and RF jamming can
shut down other communications for miles. Thus, to create a robust system that is capable of
denying an adversary’s use of UAVs and potentially future swarms, various C-UAS devices
must be combined into a coherent defensive, layered system. In the next chapter, we take a

closer look at RF mitigation techniques through EW and jamming.

32



CHAPTER 3:
C-UAS RF Mitigation Techniques

The following sections explore the principles of electromagnetic wave propagation, discuss
link analysis, and provide an overview of methods to degrade the RF link between two
devices. The main takeaway is that digital communications when bits of data are encoded
onto RF waveforms, which requires the digital modification of analog waveforms [42].
Understanding modulation techniques allows engineers to analyze power spectral density
plots and demodulate target signals. Given the requisite background in digital signal pro-
cessing, the reverse engineer then decrypts the contents of each data packet or interferes
with the communications between hosts. These concepts are important to grasp in order
to understand the RF jamming techniques outlined later in this chapter, which informs the

scenarios in Chapter 5.

3.1 Principles of Electromagnetic Wave Propagation

Digital communications are carried out through the modulation and encoding of bit streams
between hosts [42]. In the past, analog communications were wholly dependent upon the
hardware components built onto a device. However, over the past few decades electrical
engineers, computer scientists, and others have vastly expanded the world’s capacity to trans-
mit data through the use of digital modulation techniques on software defined radios (SDR).
The implementation and growth of SDRs has led to the ubiquity of telecommunications
in modern countries because of the modularity afforded by changing a software program
within a device. The commercialization of consumer- and micro-electronics has made SDRs
less expensive for engineers to design radios for amplitude modulation communications,
barrage jamming, or the remote injection of malware into a target device [79]. With this in
mind, it is important to have an understanding of how EM waves propagate between hosts,
as the information contained within messages can be captured by attackers, demodulated,

and then decrypted to reveal useful information to an attacker.
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3.2 Communications Link Analysis

The link between two communication systems encompasses the entire path, from the in-
formation source, through the encoding and modulation steps, into the transmitter and
channel, up to the receiving source, and back through the signal processing steps until the
communication link is terminated at the receiving information sink [41]. “Link budget”
refers to the one-way link analysis of a signal. In determining the link budget, the engineer
gains useful information about signal power, noise power, free space path loss, as well as
environmental losses. By analyzing the link between systems, an error probability can be
established to learn about the system’s design, performance, and ability to communicate
with other devices [42]. When dealing with spread spectrum signals that may operate be-
neath the noise floor, detection and interception of wireless traffic becomes very difficult
because each communicating device operates on low-power settings that make it hard to

distinguish between noise and a signal of interest [42].

3.2.1 Link Budget

When evaluating system performance, the most important variable to quantify is the signal-
to-noise ratio (SNR). This is because a receiver must be able to detect signals in the presence
of noise within an acceptable error probability. In order to evaluate the SNR of a system,
there are several key pieces of information to be evaluated. Figure 3.1 shows the one-way
transmission of an RF signal and the potential losses associated with that transmission.
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Figure 3.1. One-Way Communications Link. Source: [80].

The simplified one-way transmission shown in Figure 3.1 helps visualize the components
in the Friis Equation, which is a mathematical formula for link budget analysis that is useful
to identify the necessary received power of a communication device. The Friis’ equation
forms the basis for communication analysis and assumes a clear line-of-sight path with no
secondary wave interference or reflections [42]. The equation also assumes that both the
transmitting and receiving antennas are perfectly aimed towards one another to maximize

gain and that both antennas are identically polarized [41].
Friis Equation: Linear Format

The linear format of the Friis equation (Equation 3.1) in [41] proves useful in link analysis.

_ EIRPG, 3.0
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EIRP = P,G, (3.3)

where EIRP is the effective isotropically radiated power, G, is the gain of the receiving
antenna, L, are the system losses, L, are the path losses, R is the distance between the
receiving and transmitting antennae, A is the wavelength associated with a given carrier
frequency, P; is the amount of transmit power, G, is the gain of the transmitting antenna, ¢
is the speed of light measured at 3 x 10% (m/s), and f is the carrier frequency measured in
hertz [41].

The effective isotropically radiated power (EIRP) from Equation 3.3, is the amount of power
emitted from an isotropic antenna to obtain the same power density in the direction of the
antenna pattern peak which is calculated by multiplying the gain of the transmitting antenna

by the net power from a connected transmitter [41].

Path loss, or L, from Equation 3.2, is the power lost as the propagating wave front attenuates
over a given distance, R, between the transmit and receive terminals [41]. The path loss
is the most significant loss to account for and can prevent wireless communications from

reaching their intended destination.

System losses, L, are important to note because telecommunication systems are imperfect,
which leads to power losses from noise within the system [41]. The system noise occurs
due to modulation distortions, mismatches between the transmitter and its antenna, or
noise amplifications. More often than not, these losses are ignored when analyzing the full
system; however, inducing excess system power loss is an important technique in disrupting

communication systems.

Antenna gain, G, or G,, is the focused antenna output in a given direction where the
beam has a maximum value relative to an isotropically radiated source [41]. In [41], the

generalized equation for antenna gain is calculated by Equation 3.5:
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Aeff = EAP

where A, ¢ is the antenna’s effective area, which is determined by €, the antenna’s aperture

efficiency and A, the area of the antenna.

3.2.2 Received Signal Power and Noise Power

As mentioned in the previous subsection, determining the SNR power ratio at the receiving
antenna is critical to the reception of telecommunications. This is given in [42] by Equation
3.7:

svr o Pr _ PGiG, _ EIRPG,
P, L,L, KkI,B,L,L,

(3.7

where B, is the receiver bandwidth, T is the system equivalent noise temperature, and k is
Boltzmann’s constant, 1.38x107%3 (J/K).

When analyzing digital communications it is essential to understand the received signal’s
power spectral density and its relation to the average energy per bit and the noise power

spectral density. From [42], this information can be found by:

p-Er _p R
r=o = EoRy
P, = NoB

where T}, is the bit duration in seconds and R}, is the bit rate in hertz.

Substituting P, and P, into Equation 3.7 yields Equation 3.10:

VR = P, E,R, EIRPB., P. EIRPG,
P, NoB L,kT,B Ny  L,kT,

(3.10)
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Communication engineers design communication devices to be optimized for reliable com-
munications. In government systems, this includes the addition of sidelobe filters so that an
attacker can only target the main beam of the receiving antenna, making it more difficult
to jam [41]. However, with many commercial systems, engineers are seeking to optimize
reliability at a reduced cost to increase the profit margin associated with manufacturing at
scale. Given this understanding of communications link analysis, would-be attackers can
more easily disrupt the RF link between antennas through a variety of jamming techniques.
By taking into consideration the antenna size, transmit power, and carrier frequency with
relation to environmental and system noise considerations, Equations 3.1, 3.7, and 3.10
inform the engineer to design a communications system that ensures reception. By under-
standing the variables within the Friis and the SNR equations, engineers can interpret how
an influx of power will increase the likelihood of communication reception. Additionally,
these equations allow engineers to analyze the negative effects of a system’s temperature
on the entire system. Finally, and most importantly, this type of analysis is important for
engineers to design an antenna that fits the needs (in terms of type, size, and polarization) of
the entire system. For example, a transmitting antenna that is right-hand polarized antenna
will not be able to communicate with a receiving antenna that is left-hand polarized because
of the difference in phase between the communicating devices. Additionally, a transmitting
omnidirectional antenna can propagate in all directions around a fixed axis, but because
omnidirectional antennas are inefficient, they require an excess of input power to maximize

the received signal strength.

3.3 Jamming the RF Links

Currently, the current primary means of attacking the RF link of a communication system
is done by jamming the signal between a transmitting and receiving antenna. RF jammers
use a variety of strategies to generate high levels of noise and disrupt the link between an
unmanned vehicle and its control station [58]. However, as many modern communications
schemes employ LPI, LPD, and LPE modulation techniques [42], modern RF jamming
equipment requires high-power output in addition to knowledge of the specific frequencies
that an unmanned system is using to “hop” on. When it comes to UAVs that do not emit RF
energy by connecting to a GCS, it is nearly impossible to use RF jamming as a mitigation

technique. Thus, from this point forward, we will focus on the mitigation techniques for
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UAVs that maintain some form of RF connection with its GCS. Given this, broadband
noise (BBN), partial band noise (PBN), sweep, pulse, follower, and smart noise jamming
are currently the most important techniques to understand when disrupting modern digital

communications [58].

When using noise jamming techniques, a jammer modulates a carrier signal with a random
noise waveform to interrupt the communication of an intended target [58]. The jamming
signal’s bandwidth can be as wide as the entire spectrum used by the target, or as narrow as

a single channel.

Another jamming technique, BBN jamming, spreads Gaussian noise across the full width
of the target’s anticipated frequency spectrum [58]. For example, if a UAV and its GCS
communicate on the 2.4 GHz frequency band, then a BBN jammer would place Gaussian
noise across the 2.4-2.5 GHz frequencies, requiring 100 MHz of bandwidth. This tech-
nique is useful against all communications by physically locating the jammer between an
adversary’s communication links to overwhelm the legitimate communication with Gaus-
sian noise. BBN jamming differs from the other techniques in this respect, as it is more
focused on overwhelming an entire frequency band, instead of providing targeted disrup-
tion of a signal of interest. To mitigate fratricide, directional antennas are needed to avoid
interference with friendly communications in the same frequency band [41]. Additionally,
since broadband jamming raises background noise levels, it degrades the synchronization
and tracking processes of the targeted communication scheme. The primary limitation with
BBN jamming is its inefficient use of power, large system size, and the likelihood to inflict

unintentional collateral damage to adjacent communication systems [58].

A PBN jammer uses noise-producing energy to disrupt multiple channels used by the target
in a given frequency band [58]. PBN jamming differs from BBN jamming because it does
not require channels to be adjacent to one another to disrupt the signal of interest. On the
other hand, a narrow band noise (NBN) jammer focuses all of its noise energy across the

width of a single channel [58].

Tone jamming is similar to NBN, but it uses one or more jammer tones placed strategically
within the spectrum to disrupt a signal [58]. Single-tone jamming, also referred to as spot
jamming, happens when the carrier wave is modulated to disrupt very narrow targets that

do not change channels, such as on-off keying telegraphy [58]. Single-tone jammers can
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be useful against DSSS systems to overcome the receiver’s processing gain, thus causing
adverse ramifications when signals are recombined within the communicating device [81].
When the jammer power is fixed, more power can be placed in a single tone, increasing the
probability of overcoming processing gain. Multiple-tone jamming seeks the disruption of
multiple channels at specific or randomly placed frequencies while comb jamming (another

tone-jamming type technique) disrupts consecutive channels [58].

Sweep jamming is similar to broadband and partial-band jamming in that it uses a relatively
narrow signal with an arbitrary bandwidth that is swept, or scanned, across the target’s
operating frequency band [58]. Because the signal is swept, this jamming technique can
disrupt a wide frequency range in a short period of time. The sweep jammer can accomplish
this by using low power and bandwidth requirements in comparison to BBN jamming. By
using a designated bandwidth, the sweep jammer can degrade entire sets of hop frequencies
where a PBN would be ineffective because of its fixed status [58]. Timing is the most
important limitation in sweep jamming because the sweeping must be fast enough to ensure
the whole band is covered in a sufficiently short period of time or the signal’s frequency
hops will occur at a time in which no signal is present [58]. However, sweep jamming cannot

be so fast that it fails to adequately jam the fraction of the signal required [58].

A pulse jam is similar to PBN jamming but is predicated upon the time a jammer is used
instead of being in a continuous-use state. While this leads to roughly the same effectiveness

as PBN, pulse jamming has a lower average power consumption [58].
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Figure 3.2. Noise Jamming Strategies: (a) single channel full-band jam; (b)
full-band jam BBN; (c) contiguous PBN; (d) noncontiguous PBN; (e) NBN;
(f) single-tone jam; (g) multi-tone jam. Source: [58].

Follower jamming attempts to locate the frequency to which the frequency-hopping trans-
mitter moved, identify the target frequency of interest, and jam at the new frequency [58].
This is also referred to as responsive, repeater, or repeat-back jamming and is primarily
constrained by the target’s signal timing due to signal processing, wave propagation, and

hopping speed.

Follower jamming with NBN places a noise waveform in the channel to hinder the receiver’s

ability to properly detect the tone, while follower tone jamming enhances the intended
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receiver’s ability to properly detect the signal just as it does for NBN jamming [58].
Noncoherent frequency shift keying receivers measure the energy from the channel filters for
signal detection, thus adding additional energy at the correct frequency increases likelihood

of detection.

FHSS jamming is best accomplished through the use of a follower jammer where only a
portion of each dwell is jammed, meaning the jammer has to ascertain the newly detected

energy and determine if it is the correct signal to jam.
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Figure 3.3. Frequency Hopping Follower Jamming. Source: [58].

Protocol aware or smart jamming disrupts digitized signals selected based on an algorithmic
library [82]. While similar to follower jamming, protocol aware jamming requires more
target information. Additionally, a protocol aware jammer is more capable in that it can
predict the next frequency the target will hop to, therefore disrupting the signal continuously.
This requires extensive synchronization and knowledge about the target signal to track
the timing and phase of the transmitted signal. The major limitation with protocol aware
jamming is that the time acquisition must be known to determine the signal used for

communications [58].

3.3.1 Jamming Considerations
The goal of jamming a communications signal is to deny a reliable connection between
two hosts using the minimum-required equipment, power, and antenna [58]. Thus, when

designing communication systems, engineers seek to create jam-resistant waveforms to
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“force a jammer to expend its resources over a wide-frequency band, for a maximum

amount of time, and from a diversity of sites” [42].

In modern digital communications, anti-jam (AJ) communications seek to vary the fre-
quencies used, time hop, and use narrow-beam antennas to put a jammer at a disadvantage
compared to the communicator. These AJ techniques are used in frequency hopping spread
spectrum (FHSS) and direct sequence spread spectrum (DSSS) modulation schemes. This is
due to the notion that the intelligibility of information transfer can be sufficiently degraded
by only jamming 30% of a voice transmission [78]. In AJ systems, an unmodulated carrier
signal is centered on the transmitting frequency and then modulated with one (or more)
tone signals, or modulated with a varying-bandwidth noise signal. These tones are placed

based on prior knowledge of the target to prevent signal reception by raising the SNR [58].

When using a friendly UAV to jam an adversary’s UAV, a Two-Ray Propagation JSR is
useful in understanding the relationship between antenna height to find the optimal JSR
due to ground reflections. In Two-Ray Propagation, it is assumed that both the receiver
and transmitter are affected by ground reflections [58]. The JSR in Equation 3.11 has a
linear correlation with the ratio of the jammer antenna’s gain with respect to the target’s
transmitting antenna. Additionally, there is a linear relationship between the power ratio
of the jammer in comparison to the transmitting device. This is expected, as the jammer
power increases, that the targeted receiving antenna will be unable to communicate with
its normal device. Additionally, from Equation 3.11, as the height of the jammer increases,
the power requirements of the jammer to maintain the same JSR go down. This is because
of ground reflections that are amplified when the height ratio is in favor of the jamming

antenna. From [58], the JSR for Two-Ray Propagation can be found by:

JSR=/¢ =

5:GjrGrj (hj)z(Drr )4 (3.11)
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where J; is the received jammer power, G, is the gain of the jamming antenna in the
direction of the target’s receive antenna, G,; is the gain of the target’s receive antenna in
the direction of the jamming antenna, S; is the target’s signal power, G, is the gain of the
transmit antenna in the direction of the receiver, G,; is the gain of the receive antenna in the

L . hj . . . . . ,
direction of the transmitter, h—j is the height ratio of the jamming antenna and the target’s

43



transmitting antenna, D, is the distance between the target’s transmitting and receiving

antenna, and D , is the distance between the jammer and the receiving antenna.

3.3.2 Spread Spectrum as Anti-Jam Techniques

Spread spectrum communication techniques transform a data signal to occupy a much larger
bandwidth than the minimum bandwidth required to transmit a signal [42]. Spread spectrum
techniques typically use a known-pseudonoise, or pseudorandom, spreading code shared
between networked nodes, making interception difficult. The original data is then recovered
by a receiver and synchronized using the spreading code, then compiled into the original
data packet. The two most common spread spectrum techniques are DSSS and FHSS,
which lower the probability of signal detection and interception, yielding higher security
and privacy. The AJ properties of DSSS and FHSS signals force jammers to distribute their
power over a wider bandwidth, which in turn increases system resilience by decreasing

fading and increasing resolution range [42].

A DSSS device, uses a carrier wave modulated with a data signal, combined with a wideband
spreading signal to send larger amounts of data between systems than a traditional narrow-
band signal [42]. The spreading signals in DSSS techniques contain accumulated data that
correlates to specific code sequences to ensure reception between the two communicating

devices.

While similar in that they decrease the power required for reception and spread the signal
over a given frequency band, FHSS devices occupy a given transmission channel for an
allocated amount of time before moving to the next channel [42]. This allows each commu-
nication channel to be used by multiple devices and permits the FHSS signal to hop in a

pseudorandom sequence with its receiving device.

Compared to other signaling methods DSSS and FHSS offer no error performance advantage
against thermal noise [42]. On the other hand, they also have no disadvantage either, making
them an attractive option for multiple access systems like WiFi routers and Bluetooth. Both
DSSS and FHSS techniques shown in Figure 3.4 allow for the detection of signals that
have a power spectral density below the noise floor, giving them the LPD, LPI, and LPE

properties previously discussed [42].
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DSSS is typically used in wireless links such as Internet of Things (IoT) devices and
Institute of Electrical and Electronics Engineers (IEEE) 802.11 schemes while FHSS is
used in wireless links where LPD and AJ properties are more desirable [83]. As Figure 3.4

shows, identifying and jamming a DSSS signal is easier to accomplish than for a FHSS
signal [84].
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Figure 3.4. DSSS versus FHSS Plots. Source: [84].

From Figure 3.4, the DSSS plot shows a large amplitude spike around 42kHz whereas the
FHSS has four distinct amplitude spikes at 36, 42, 46, and 52 kHz. Without transforming
this information into the time domain, it appears that the FHSS signal is four separate
devices transmitting instantaneous signals as opposed to one signal that is hopping between
frequency channels. With this in mind, targeting a DSSS signal easier than a FHSS signal
due to the lower probability of detection of the FHSS signal. Additionally, because IEEE
802.11 standards use the DSSS modulation technique [84], it is easier to target these types
of devices even if they are difficult to find. This is discussed in Chapter 7 where the proof

of concept targets 802.11 communication links between a UAV and its GCS.

While the jamming of DSSS signals is easier than FHSS signals, it is by no means trivial.
Figure 3.5 shows the spreading codes used in DSSS which make single tone jamming
obsolete. These spreading codes then necessitate a broadband noise jam, causing the EW

engineer to design a system that requires large power consumption to overcome the target’s
received power [42].
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3.4 Conclusion

Due to the clutter in the ISM bands where most commercial UAV communications occur, RF
detection and mitigation are very complicated problems to solve. The LPD, LPI, and LPE
characteristics of FHSS and DSSS signals allow the signals to hide amongst the background
clutter, making it more difficult for attackers to identify and disrupt signals of interest [42].
Engineers and EW system designers can develop more effective mitigation measures by
understanding RF communications, the link budget equation, and the fundamentals of
jamming. This understanding is foundational to the attack methods outlined in the example

scenarios in Chapter 5.

It should be reiterated that, regardless of which RF jamming technique is used, the necessity
of significant power increases the physical parameters of a system. This has a deleterious
effect on the form, fit, and function of a modular payload that could be used as a bolt-on
solution to other systems. In addition to the issues with SWaP tradeoffs, RF jamming also

has negative effects on the sensors packages integrated on board its host aircraft. Because
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of the collateral damage and SWaP considerations, integrating RF jamming on manned and
unmanned aircraft is an incredibly difficult process [85]. While spread spectrum techniques
do offer higher security and privacy to users because of lower power requirements that make
them more difficult to detect, there is still a need for data encryption and authentication
to ensure that digital signals reach their intended recipients [86]. It is here where we turn
our attention to the use of cyber-attack techniques for opportunities to disrupt adversarial
UAVs.

Throughout this chapter, power requirements were addressed repeatedly in the Friis equation,
the SNR equation, and the JSR equation. A major component of each of these equations
is the power required for interception of communications between end-devices. When
using electronic attack methods such as RF jamming, the calculus becomes a matter of
overpowering the signal strength between two users. Notably, this type of link budget analysis
is absent when discussing cyber-attack techniques. This is because cyber-attacks exploit the
communication protocol vulnerabilities, instead of trying to overpower the received signal
of a targeted device. While the link budget is still a factor when delivering a remote cyber-
attack, it is only important insofar as an attacker can send one packet containing malicious

data to its intended target.
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CHAPTER 4
Cyber-Attacks as C-UAS Mitigation Techniques

Over the past thirty years information and consumer technology has massively impacted the
lives of people worldwide. Simultaneous to the development of new information systems,
hackers and nefarious actors have sought to steal, manipulate, and exploit the data transmitted
between devices. In some instances, hacking led to the creation of solutions that are both
more capable and more secure. In other cases, nefarious actors broke into target systems to
wreak havoc, gain online credibility, or make themselves rich and famous. In the mid- to late-
2000s, hacktivist groups like Anonymous sought to impose their will on Visa and Mastercard
by carrying out distributed denial of service (DDoS) attacks in response to those companies
banning transactions between the WikiLeaks website and its users [87]. More recently, both
state and non-state groups have turned to ransomware attacks to steal and encrypt data with

the hopes of collecting massive ransom payments from their targets [11] [88].

UAVs operate using the same principles of digital communications as terrestrial information
systems, making them vulnerable to the some of the same cyber-attacks carried out in
the past three decades. To begin this chapter, Section 4.1 discusses the OSI Model and
how it enables the transmission of digital information. Then, Section 4.2 covers the most
applicable cyber-attacks to target UAVs. While there are technical limitations to each cyber-
attack technique, this approach takes more of a scalpel’s edge approach when compared to
RF jamming. Cyber-attack vectors typically require less power because they have a priori
knowledge of an information system. Second, cyber-attacks lower the risk of collateral
damage to surrounding infrastructure. Finally, because there are lower SWaP requirements

in comparison to RF jamming, cyber-attacks can be easily delivered via a friendly UAV.

4.1 Open Systems Interconnection Model

The OSI Model shown in Figure 4.1 is a seven-layer model that represents how information
is transmitted between digital communication devices. The seven components are the appli-
cation, presentation, session, transport, network, data link, and physical layers [89]. While

layers 5-7 are tightly coupled and grouped together, it is important to separate each layer be-
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cause of how communication protocols affect the packaging, transmission, and presentation

of information.
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Figure 4.1. Seven-Layer OSI Model. Source: [90].

To introduce the seven layers of the OSI model it is helpful to use the analogy of sending
a letter through the mail service and road system, with each layer governed by a different
set of protocols [90]. Beginning with a user writing a business letter, the sender then drops
their letter off at a post office box. From there, the post office sorts and processes the mail to
send to a delivery truck, where the driver adheres to local traffic laws. Once reaching their

destination, the driver drops the letter off at the receiving person’s mailbox.

As it relates to the OSI model, the actions where the sender writes, packages, and drops
the letter in the mailbox correspond to layers 5, 6, and 7 [90] of the OSI model. The
infrastructure required by the road network, post office, and delivery drivers are layers 1-4
are considered to be a part of the telecommunications stack, where RF communications

intersects with digital modulation. The system finally terminates when the recipient reads,
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opens, and processes the contents of the letter, where layers 5, 6, and 7 remain the same
layers as when the letter was sent; this time, in reverse order. Lastly, protocols refer to the
standard operating procedures for a given action. For example, a business letter is written

in accordance with specific rules, also known as a protocol.

4.1.1 Layer 7: Application Layer

The Application Layer is the interface where data passes through two (or more) applications
or utility programs on different computers [90]. This includes the application programs that
provide web browsers and web servers using Hypertext Transfer Protocol and Hypertext
Transfer Protocol Secure, as well as the utility programs that provide system services like

Simple Network Management Protocol [90].

4.1.2 Layer 6: Presentation Layer
The Presentation Layer displays data in a manner that the receiving application can interpret
[90]. When sending an email, this takes the form of compression, encryption, and translation

of an email sent between hosts [89].

4.1.3 Layer 5: Session Layer
The Session Layer receives raw data without division or concatenation to provide the
presentation layer with organized data for multiple sessions [89]. The layer 5 protocols

establish and maintain a session connection between hosts [90].

4.1.4 Layer 4: Transport Layer

The Transport Layer transfers Application Layer payloads by using control information to
encapsulate data packets to send data to a specific port on a receiving machine [90]. The
two primary Transport Layer protocols are Transmission Control Protocol (TCP) and user
datagram protocol (UDP), both of which compress packets into a transmissible size. For
TCP these compressed messages are called segments, while UDP divides messages into

datagrams.

TCP is referred to as a connection-oriented protocol because it uses a “three-way’” handshake

to guarantee message delivery between hosts [90]. The initiating client sends a synchronize
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(SYN) packet to the receiving device, which follows up with a SYN/acknowledge (ACK)
packet to correlate and confirm receipt of the connection. Finally, the initiating client sends
a final ACK packet to their intended recipient to confirm and establish a true connection. If
at any point the handshake is broken, the transmitting host receives information stating that

the desired message was not delivered [91].

Meanwhile, UDP is considered a connectionless protocol that does not guarantee delivery
the same way that TCP does. UDP is typically used for broadcasting information or moni-
toring network traffic and is faster at transmitting data than TCP [90]. Figure 4.2 shows a

visual representation of the TCP handshake method and the UDP connectionless broadcast.
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— —3
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Figure 4.2. TCP versus UDP Communications. Source: [92].

The TCP protocol is more reliable than the UDP protocol because of its connection guarantee
for information transmission. However, it is slower than UDP and if an attacker can disrupt
an element of the TCP handshake, they can carry out a DoS attack. Both TCP and UDP
flood attacks were used by the hacktivist group Anonymous in the 2010 DDoS attacks [87].

4.1.5 Layer 3: Network Layer

The Network Layer transfers messages between nodes by determining the physical path a
message takes until reaching its destination host [90]. It is also known as the Internet Layer,
and the most common protocol used is Internet protocol (IP), which makes a packet by
adding a header to the segment or datagram. This header identifies the transmitting node

and receiving host by an IP address, unique to each node on a network [90].
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IP is supported by other protocols like Internet Control Message Protocol and Address
Resolution Protocol, which help the transmitted packet find its way to its destination [90].
Adding the network layer header makes the packet larger, and if it is too large for trans-
portation, the protocol breaks the packet into fragments. The fragmentation process is not

lossless, which may lead to a receiving host not recovering all of the transmitted data [90].

4.1.6 Layer 2: Data Link Layer

The Data Link Layer adds its own control information in a header at the beginning of a packet
and in a trailer at the end of a packet. This transforms the data packet from the Network
Layer into a frame which contains the hardware media access control (MAC) address of
the transmitting and receiving network interface cards (NIC) [90]. A MAC address, also
referred to as an extended service set identifier (ESSID) or a hardware address, are unique

device identifiers that can only be found within nodes on the local network [90].

Most MAC addresses are required to register with the IEEE organizationally unique identifier
(OUI) public database [93]. This forms the basis for the experimentation covered in Chapter
7, as this public information provides would-be attackers with an easy method to automate
the identification and attack of a wireless access point. MAC addresses are also easily
spoofed, allowing attackers to mask their identity. For the purposes of experimentation in

Chapter 7, the data link connection between a target UAV and its GCS is targeted.

4.1.7 Layer 1: Physical Layer

The Physical Layer represents the interaction at the bit level from which an information
system sends streams of "0Os" and "1s" via a wired or wireless transmission to its destination
[90]. It is here where the OSI model then interacts with EM waves that propagate between
receiving and destination sources. This interaction is where the RF jamming techniques

discussed in Chapter 3 seek to disrupt the communication flow between information systems.

4.2 Attacking the OSI Model

Now that a baseline understanding of the OSI Model is established, there are several note-

worthy cyber-attacks for eavesdropping, intercepting, or interrupting the data between a
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UAV and its GCS. It is much simpler to carry out attacks on UAVs using IEEE 802.11 wire-
less schemes than on UAVs using FHSS modulation schemes. This is because IEEE 802.11
WiFi communication uses a DSSS technique [94], allowing for the easy targeting of layer 2
MAC addresses, while FHSS eavesdropping spreads the signal out over a larger frequency
range with a hopping sequence to match. Thus, even if eavesdropping is successful, creating
a FHSS transmitting device to successfully inject malicious packets of information at the
correct hop speed and with the right information is a highly complex problem. However,
given the requisite information by reverse engineering a signal of interest, the following

attacks are possible as singular or combined options against a target UAS.

4.2.1 Man-in-the-Middle Attacks

A man-in-the-middle (MITM) occurs when an adversary intercepts the communication
between two communicating devices and, by various means, is able to successfully im-
personate one device to the other, ultimately giving the attacker access to the transferred
data between end-users [95]. Also known as an adversary-in-the-middle attack, this attack
compromises the integrity and confidentiality of a given security scheme without notify-
ing the server or the client. By subverting entity authentication controls and intercepting
the communications, an attacker can subsequently alter and manipulate the information
transmission between devices at their discretion—including hijacking a target or spoof-
ing GNSS navigation [96]. Thus, a MITM compromises the confidentiality, integrity, and
availability between two communicating devices through impersonating, location-based, or

communication channel techniques [95].

Alice Legitimate Message 1 Bob

Spoofed Message 2'

........... >
Legitimate Response 3

Spoofed Message 4 m
___________ S
E E _ Legitimate Response 3 (I)

Eve
Impersonation Attack

Figure 4.3. Impersonation (Spoof) Attack with a Man-in-the-Middle.
Adapted From: [95].
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Understanding methods to achieve a MITM is essential to grasping the attacks laid out in
the framework established in Chapter 5. According to the Common Attack Pattern Enumer-
ation and Classification community, a cyber-attack resource operated by the government-
contracted MITRE Corporation, a MITM has the following prerequisites: two components
must be communicating with each other with insufficient encryption or data authentication
for an attacker to identify and eavesdrop on the communication exchange with or without the
target’s knowledge. Alternatively, there is a lack of sufficient mutual authentication between
the targets giving way to attacker interposition. From this point, an attacker can subsequently
manipulate the actions of its target [96]. As seen in Figure 4.3, a MITM is reliant upon
the exploitation of protocol or system vulnerabilities, which makes a MITM more of an
end state instead of a cyber-attack. In this figure, Eve is the MITM seeking to intercept the
network traffic between Alice and Bob. Once Eve is able to establish a network connection
between her targets, she then carries out a variety of attacks, including the hijacking and

spoofing of network traffic.

4.2.2 DDoS Attacks

While much different from a MITM, protocol attacks such as UDP and TCP/SYN Flood
attacks can be an integral part of achieving a desirous end state for the attacker. Both
the UDP and TCP/SYN Flood are examples of DoS attacks that are more effective when
multiple, distributed systems are used, creating a DDoS attack [97]. Figure 4.4 shows a
DDoS attack using computers and other networked IoT devices to create a surreptitious

botnet that prevents normal communications from occurring as planned [98].
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Figure 4.4. Architecture of DDoS Attacks. Source: [97].

Both flood attacks are easy to carry out using open source tools like Low-Orbit Ion Cannon
or hping3 to flood a target server with TCP or UDP packets to disrupt the service connection
[99]. The DDoS attack is particularly sinister if implemented properly as this type of attack
is unpreventable and can only be mitigated through firewall strengthening and filtering

protections [97].

4.2.3 UDP Flood Attack

In February 1996, the CERT Coordination Center at Carnegie Mellon University “received
reports of programs that launch DoS attacks by creating a ‘UDP’ packet storm either on a
system or between two systems” [100]. This is known as a UDP Flood attack that degrades
the host performance by increasing packet congestion. This attack is also accompanied by
IP spoofing, and because the UDP protocol is connectionless, an attacker can send out
broadcast packets to congest and deny service to all hosts on the network [100]. While a
DoS attack can be devastating, this type of attack by itself does not allow an attacker to gain

additional access to a target system.
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Figure 4.5. UDP Communications. Source: [92].

UDP Flood attacks can deliberately target and disrupt local firewalls because the UDP
protocol has built-in resistance to local firewall protections [100]. Therefore, the only
meaningful way to stop this type of DDoS attack is through dedicated DDoS protection

built into the application and transport layer protocols.

4.2.4 TCP/SYN Flood Attack

In September 1996, the CERT Coordination Center at Carnegie Mellon University issued
another CERT Advisory regarding TCP/SYN Flood and IP spoofing attacks [101]. This
advisory described an attack method that exploits the three-way handshake in the TCP

connection process outlined in Section 4.1.4, which is displayed in Figure 4.6.
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#‘
|| ACK
= >
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Figure 4.6. TCP Three-Way Handshake. Source: [92].
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A TCP Flood attack works by exploiting the open “SYN-ACK” connection between a client
and a server before the “ACK” message is received by the server. Because the server’s data
structure is of finite size, sending an overflow of partially-open connections with a spoofed
IP address denies the connection between the original client and the victim server [101].
Ultimately, a TCP Flood attack results in a DoS, where the service itself is unharmed, but
the ability to provide the service is impaired by exhausting memory, crashing the system,

or rendering it inoperable.

This attack is significant because any device that is connected to the internet is vulnerable to
this type of attack, making it difficult for the victim to accept any new network connections.
Because the IP address is spoofed, the network continues forwarding packets based on its
destination address unless input source filtering is enabled, which is only a temporary fix in

reducing IP spoofed packets.

4.2.5 Deauthentication Attack

A layer two deauthentication attack exploits behavior in 802.11-based wireless access points
to prevent legitimate users from accessing a network [102]. A deauthentication attack is
very adaptive, as an attacker can elect to limit an individual client’s access or deny service
to an entire channel. To prevent a target from hopping to a new channel, an attacker can

simultaneously scan adjacent channels to deny service continually.

A deauthentication attack can be delivered by placing a wireless NIC in monitor or promis-
cuous mode so an attacker can view the network traffic between a user and a wireless access
point by correlating the MAC hardware addresses associated with each device [103]. The
MAC addresses of layer two devices are easily scanned via the public IEEE OUI database
where attackers can scan for specific targets [93]. From [102], Figure 4.7 shows a graphical
depiction of the deauthentication attack where an attacker only has to generate one packet

for every six exchanged between a client and access point.
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Figure 4.7. Deauthentication Attack. Source: [102].

Regardless of network encryption such as Wired Equivalency Protocol, WiFi Protected
Access (WPA), WPA2, oreven WPA3, an attacker can deliver a DoS attack by simply sending
deauthentication frames between a target access point and its legitimate clients [102]. This
type of attack is especially useful in capturing the WPA handshake between access points
and clients for offline dictionary attacks used in gaining access to a target system [103].
The deauthentication attack is useful in energy conservation but is limited in that it is only

effective against targets using MAC protocols—such as wireless access points.

4.2.6 Reflection Attack

A reflection attack occurs when an adversary reflects a message to the sender by imper-
sonating the receiving host [104] which can lead to a DoS or an impersonation attack. For
example, if Alice and Bob are communicating with one another, and Eve is the MITM, Eve

would impersonate Bob and send the reflected message that originated with Alice back to
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Alice.

The mutual authentication standards found in [104] established a distinguishing identifier
between users. However, there are no requirement for UAV manufacturers to comply with
the standardization process from the International Organization for Standardization. Ad-
ditionally, the work from [105] shows that despite yielding integrity and authenticity, the
mutual authentication standard does not yield privacy for communicating users. Thus, to
successfully carry out a reflection attack, an attacker must have first-hand knowledge of the
protocol, the most vulnerable part of which is when a client initiates the handshake rather
than a server [106].

4.2.7 Replay Attack

As seen in Figure 4.8, a replay attack occurs when network traffic is captured between hosts
and then retransmitted back to either host. By retransmitting the captured information, an
attacker can use the authenticated traffic to produce undesired effects or gain unauthorized
access [107].
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Figure 4.8. MITM Replay Attack.

These attacks can be especially useful when an attacker is able to impersonate a legitimate

user, thus gaining access to the network and issuing commands to the target client.
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4.2.8 Key Compromise Impersonation Attack

A Key Compromise Impersonation (KCI) attack occurs when an attacker compromises e.g.
a client secret key and then uses that information to impersonate connections back towards
the client for further exploitation [108]. While most of the literature on these attacks focuses
on compromising Transport Layer Security (TLS), a KCI attack may be useful for a C-UAS
device. This is because a KCI attack targets the cipher weaknesses in authenticated key
agreement protocols, which in turn allows the attacker to conduct further MITM attacks to
block connection, connect to the victim server illegitimately, or issue malicious code to the
victim [109]. If an attacker can compromise the authentication key established between a
UAV and its GCS, the attacker can then impersonate the GCS [108]. This type of attack
would target the keys on the UAV, as opposed to the keys on the GCS, which is more of a

concern than compromising the GCS key.

4.2.9 GNSS Spoofing

GNSS spoofing is an attack method where a spoofer generates a counterfeit signal for
each authentic signal received to distort the relative true location of a target in favor of a
counterfeit location that is more favorable for the spoofer [66]. In order for an attacker to
sufficiently exert control of a target device via GNSS spoofing, the attacker must capture the
GNSS signal of interest dynamically or through a priori knowledge. There are two primary

methods of capturing GNSS signals for spoofing attacks: overt and covert capture.

Overt Capture

Overt capture involves GNSS jamming of the authentic signal followed by the injection of a
new reacquisition signal. In this type of capture, the attacker does not conceal its attempted
subjugation, and experiments have shown that a power differential, 7 of 10 dB is sufficient in
overwhelming the authentic signal, P, in favor of the spoofer’s signal, P, [66]. As described
in [66], Equation 4.1 yields:

n= P_;z (4.1

where 7 is the spoofer power advantage, P, is the power of the authentic signal, and Py is

the power of the spoofing signal.
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Covert Capture

Covert capture differs from overt capture in that it seeks to avoid the anti-spoof blockers
a target may have and remaining undetected throughout the spoofing process. This is
done through evading the target’s JSR monitors, as well as evading the frequency unlock
monitoring of a GNSS receiver [66]. Covert capture is a more effective spoofing technique
than overt capture as it bypasses the target system’s internal blockers without alerting the
target that it is receiving counterfeit GNSS signals. However, covert capture is a highly

complex process and difficult to implement.

4.3 Conclusion

In sum, the attack types outlined in this chapter provide a baseline for researching future
attack vectors against adversarial UAVs. To make this a fully realized effort, there needs
to be a library of attack vectors designed to mitigate the threat posed by commercial
UAVs and integrated with a menu of options within a graphical user interface (GUI). This
fully-automated GUI would give the operator monitoring the system a common operating
picture of local threats and actions taken. While this was only lightly touched on in the
discussion on deauthentication attacks, cyber-attacks notably consume less power than the
BBN jamming techniques mentioned in Chapter 3 [110]. This is because each cyber-attack
focuses on protocol vulnerabilities within the OSI model instead of trying to overwhelm the
received signal during an RF jamming attack. While each attack covered exploits a different
(sometimes overlapping) protocol vulnerability than the others, and some can be patched
easily, many UAV manufacturing companies continue to design and build UAV's with known
vulnerabilities. This is in part due to the lack of concern for data privacy and security by
consumers because the typical commercial user wants an efficient product at a low price
point. To conclude, this chapter gives a variety of attack considerations for escalation of

force procedures in protecting strategic infrastructure.
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CHAPTER 5:
Redesigning the Counter Unmanned Systems
Architecture

Now that an understanding of C-UAS technology is established, this chapter builds upon
the knowledge gained from the previous two chapters to form a new framework to augment
and enhance the current C-UAS systems. As previously discussed, the most capable of the
C-UAS technologies on the market are the static ground systems like the CACI Skytracker
[37] and the Anduril Sentry Tower [38], as well as the mobile MADIS [53]. While all three
systems have had operational successes, like the MADIS in a 2019 engagement in the Straits
of Hormuz, [111], these “watch-tower” type systems indicate that the acquisition of C-UAS
technology remains incomplete. This is because each system, while capable in its own
right, has significant disadvantages when facing more than one UAV threat. The doctrine
that was outlined in Chapter 2 proves that there is a lack of robust systems and procedures
in place to handle a multi-axis and multi-wave attack against adversarial unmanned system.
Thus, both the DOD and DHS should invest in the design, procurement, and integration
of a constellation of unmanned systems to serve as aerial security patrols. The adoption of
these stand-in devices will give commanders increased force protection measures beyond

the high-performing yet extremely vulnerable sentry towers.

What is being proposed in this chapter is a novel approach to enhance current practices
used in defense-in-depth and air-to-air combat operations. In historical warfare revolutions,
technology has created an opportunity space for new procedures, techniques, and tactics
to take hold. Whether this was the biplane in WWI [112], anti-ship cruise missiles in
the Yom Kippur War [113] [114], or precision-guided munitions during Operation Desert
Storm [115], technology has been the first innovation while organizational and tactical
implementation has followed closely thereafter. By borrowing from the lessons learned in
modern defensive operations and air-to-air combat, this chapter focuses not on innovative
technology, but instead revises the current tactics used in countering unmanned systems and
outlines a unique way of approaching the problem. Rather than the aerial battles that have
captivated audiences for over a century, the dogfights of the next century will be defined by

shooting bits of information and electromagnetic waves instead of rockets and missiles.
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The following sections detail a strategy to use friendly UAVs in C-UAS combat. Instead of
the kinetic-kill options that many are developing, these devices are designed to carry soft-kill
electronic warfare and cyber-payloads. For the following framework to work in its designed
capacity, airborne C-UAS must exist solely to destroy other aircraft. As with fighter aircraft
development, increasing the requirements to create a generalized EW UAV will dilute an
aerial C-UAS’ ability to effectively combat adversarial UAVs and UAV swarms [116].
This chapter begins with a discussion on defense-in-depth tactics used by the U.S. Marine
Corps (USMC), then provides an overview of aerial interdiction, before identifying the
pros and cons of current technology. Finally, this chapter concludes with two hypothetical
scenarios of an attack on a hydroelectric power facility to illustrate the concepts contained
herein. The first scenario illustrates the defense of a hydroelectric power facility using the
current watch tower C-UAS technology. The second scenario includes the addition of the
Detachable Drone Hijacker as a new C-UAS weapon for the security team to utilize in the

defense of the hydroelectric power facility.

5.1 Defense in Depth
Marine Corps warfighting publication (MCWP) 3-01, Offensive and Defensive Tactics

defines a defensive operation as “an operation conducted to defeat an enemy attack, gain
time, economize forces, and develop conditions favorable to offensive or stability operations”
[117]. Defensive operations create the conditions that allow a friendly force to recover and
regain operational initiative by denying an enemy’s access to vital areas or by eroding an
enemy’s ability to concentrate firepower in an attack. While there are myriad defensive
positions to analyze, they are all designed to defend in depth using a main engagement
area (e.g., a main battle area), a support area, and a security area where forward positioned
patrols gather information and interdict the enemy. In the example shown in Figure 5.1,
the defenders are using the perimeter defense to give 360-degree coverage of a vital asset,

which in the case of C-UAS would be a military base or installation [117].
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Figure 5.1. Sample Perimeter Defense. Source: [117].

Defensive operations are characterized by maneuver, preparation, flexibility, mutual sup-
port, and surprise to disrupt an adversary’s attack momentum [117]. In a defense-in-depth
scenario, this is achieved by engaging the enemy at the earliest opportunity with security
forces as well as moving reserve and fire support units to positions of advantage [118]. This
gives the defense a buffer against an attacker’s main thrust, ensuring that the attacker com-
mits their forces in piecemeal fashion and preventing the attacker from massing firepower

where they intend.

In the context of defending infrastructure against adversarial UAVs, the goal of the defense
is to maintain normal operations without interruption or degradation from an attack. Given
that most bases and critical infrastructure in the continental U.S. have defined physical
perimeters with restricted operating zones for aircraft, the main engagement area in the
C-UAS fight becomes a matter of procedure based on standard operating procedures and
terrain restrictions [119]. In defensive operations, this engagement area development estab-

lishes control measures and trigger lines to outline specific weapons and actions to be taken
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given a set of circumstances [117]. These escalation of force procedures are well-defined

for human incursions into a military facility, yet they remain immature in the C-UAS fight.

In the planning process for carrying out defense-in-depth, the Marine Corps teaches its
officers seven steps of engagement area development. One of the first actions taken is to gain
depth in the battle space by launching security patrols to interdict would-be attackers [117].
These security patrols are designed to increase the situational awareness of the ground
force commander and are given with several guiding principles: observe, report, and protect
against enemy infiltration or ambush [120]. This may, or may not, require a security patrol
to engage the enemy kinetically, making the patrol essential for the successful execution of

a ground commander’s mission.

This begs the question, why is there not a similar outlined process for defending U.S. bases
and infrastructure against adversarial UAVs? The author contends that this is because there
has yet to be a serious multi-wave attack using only unmanned systems. The current method
for defending military installations and critical infrastructure from UAV incursions mirrors
the static defense of medieval forts and castles rather than the maneuverable defenses of
the 21st century. In a medieval defense scenario, there is a wall that is designed to be
impenetrable, watch towers to cover entry points, and indirect fires that cover the obstacles
in front of the fort. However, as with medieval fortresses, if one portion of the wall or gate
comes down, the enemy can flood through that access point and inflict massive amounts of
damage. In the context of C-UAS, watch towers are quite literally named “Sentry Towers,”
like the Anduril product [38], and yet they are usually the sole defensive measure against an
adversarial UAS attack. While these tower systems are the most capable defensive systems,
if an intruder slips through, escalation of force procedures dictate the use of shotguns or
battering ram UAVs [76]. This lack of depth leaves defenders solely reliant on the use of
the electronic attack methods contained within the watch tower, but if those fail to eliminate
each threat, an adversary can easily gain access to its intended target. As a metaphor for
defensive operations, this is more akin to opening fire with crew-served weapons instead of
beginning an engagement with security patrols and harassing fires. Ultimately, the lack of
defensive layers allows an attacker increased mobility to target the defender’s most lethal

assets.

With an understanding of the current systems and how they match, or do not match, custom-
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ary planning guidance, the DOD and DHS should incorporate the concept of aerial security
patrols into the C-UAS framework. To fully realize this, friendly unmanned platforms can
be terrestrially or aerially deployed to act as patrols, giving installations a forward presence
to assist in the full gamut of C-UAS kill-chain actions. Because many of the kill-chain
functions can be offloaded to the main sentry tower, these devices are adequately modular
and customizable to meet the form, fit, and function of the host device. To assist in this
conceptualization, it is important to look at the evolution of aerial combat to incorporate

the types of attacks outlined in the previous two chapters.

5.2 Air-to-Air Combat

Given that UAVs operate using digital communications, such devices can be exploited by
the same cyber-attacks that terrestrial systems experience [121]. Aerial C-UAS devices
would also be a natural extension of ground-based capabilities—yet instead of a singular,
centralized system in one location, aerial C-UAS can patrol further afield and be a mobile
guardian for any centralized component, whether system or operational unit. This mimics
precisely the lessons learned in defensive warfare, where interdiction patrols and observation
posts gain depth in the battlespace [117], ultimately giving commanders increased security

and situational awareness.

The first offensive use of aircraft was swiftly followed by investigation into counter methods.
When the first anti-aircraft weapons materialized in 1910, they were fixed ground-to-air
systems—not unlike the current watchtower systems today. The rudimentary biplane aircraft
were used for reconnaissance and intelligence gathering missions, dropping hand grenades
on enemy trenches, and destroying enemy aircraft. Air-to-air combat or dogfighting, as it is
commonly referred to, finds its origins in WWI as the newly developed airplane proliferated
on European battlefields [122].

By 1914, technological maturation had reached a point of air-to-air combat [112]. LtCol
"Billy" Bishop, the most decorated British Royal Air Force ace, stated “the most important
thing in fighting was shooting, next the various tactics in coming into a fight, and last of
all flying ability itself” [116]. Aerial gunnery has evolved since the days of LtCol Bishop,
and the need for shooting as rapidly as possible has gone by the wayside. Instead modern

fighter pilots are mathematicians responsible for solving numerous geometry problems

67



to accurately engage an enemy with guns, rockets, or missiles [116]. Figure 5.2 shows
this attack geometry, which only gets more complicated as pilots have more targets to

engage [116].
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Figure 5.2. Shooter to Target Geometry. Source: [116].

The attack geometry problem can be simplified when using soft-kill techniques because
soft-kill techniques are reliant upon the antennas through which the electromagnetic waves
propagate. This flexibility allows soft-kill devices to be in a variety of modes, configured
for stand-in or stand-off attacks. An omnidirectional antenna would allow a stand-in device
to exist in the middle of its targets and propagate an attack in all directions [59]. While this
would require the stand-in device to be closer to its targets than to a device using a high-gain,
directional antenna, it would be more effective against lower-end designed devices. On the
other hand, a high-gain, directional antenna would be more effective against a target UAV
that suppresses its side lobes by overwhelming the main beam of the target’s signal [41].
Both of these configurations would reduce the fratricide and collateral damage associated
with kinetic kill methods.

Another advantage to soft-kill over hard-kill techniques stems from the concept of a beaten
zone. As defined by [123], the beaten zone is the impact area where a projectile reaches
its destination and is dependent upon the cone of fire from the weapon system used. For
a machine gun, the cone of fire is fixed and can only be widened by adding more bullets
and physically moving the weapon platform. Conversely, a fixed position jammer can have
a steerable and wide cone of fire that can be electronically adjusted, leading to a beaten
zone that is more precise than a machine gun’s [41]. Figure 5.3 gives a visual representation
of a machine gun’s cone of fire and beaten zone, which has the ability to inflict collateral

damage on unwitting targets—especially when an aircraft is involved.
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Using kinetic kill methods for C-UAS may inflict damage to friendly units or bystanders,
while aerial EW or cyber-attack platform would not. This type of aerial C-UAS device
would be constrained by the device’s power which causes the signal to attenuate to a level
where it would not affect friendly systems. Another advantage of the aerial C-UAS device

is range extension to mitigate threats beyond that of the ground watch towers.

5.3 Comparison Charts

Considering the notion of defending in depth and air-to-air combat, the following section
shows several comparison charts to visually depict the concepts outlined up to this point.
Specifically, the conceptualization of C-UAS technology in terms of ground-to-air and air-
to-air systems. Table 5.1 depicts the most common C-UAS systems and looks to the future
at the emerging ground-to-air devices that are in the acquisition pipeline. This table also

proposes aerial C-UAS using the EW and cyber-attack vectors described in Chapters 3 and
4.
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Table 5.1. Current and Future C-UAS Mitigation Measures.

- Current C-UAS Future C-UAS
MADIS MADIS/FWS
%: Compact Laser Weapon Inter-Networked Systems
é UAVDefender mmWave Directed Energy
C% CACI CORIAN
Anduril Sentry Tower
Shotguns
Nets Autonomous Stand-in Hijackers
_i Anduril’s Anvil Cryptographic Protocol Attacks
.‘2 Explosives DDoS Attacks
< Stand-in GNSS Jammers
Stand-in RF Jammers

Of note are the emerging ground-to-air technologies such as mmWave directed-energy
weapons and high-powered lasers that will be integral in the MADIS/Future Weapon System
[124]. Most importantly, the C-UAS systems of the future will likely incorporate data fusion
capabilities to combine all aspects of the kill-chain within a networked web of devices. Table

5.2 represents the pros and cons associated with the current ground and air C-UAS devices.
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Table 5.2. Pros versus Cons of Current C-UAS Mitigation Measures.

Current Systems

Current C-UAS Pros

Current C-UAS Cons

MADIS Mobility High-Power Consumption
= Compact Laser Weapon Small Form Factor Easily Disrupted
E UAVDefender Handheld BBN Jamming Only
§ CACI CORIAN Purpose-Built for commercial UAV's Fixed Position
Anduril Sentry Tower Exquisite AI Backbone Expensive
Shotguns Close-Range Potential Fratricide
_E Nets Capture Target Short-Range
.‘g Anduril’s Anvil Kinetic Kill w/o Fratricide Extensive Flight Path Metrics
< Explosives Target Destruction Damages Friendly Device

The main problems with the current suite of C-UAS technology are the high power require-
ments, system size, and cost per unit. Additionally, many of these systems, like projectiles,
explosives, and BBN jamming, have a considerable fratricide risk associated with their use.
The main takeaway from the current systems listed in Table 5.2 is this: all of the current
systems are meant to serve as general purpose C-UAS platforms and none of them provide

a low-SWaP capability that is modular enough for placement on a friendly UAV.

However, the good news is this: innovation and competition continues to excel in this domain
as many new systems are being built and integrated into the existing architecture [32]. Table
5.3 shows a pros and cons list of the future ground-to-air countermeasures in the acquisition

cycle in addition to the proposed air-to-air capabilities outlined in Chapters 3 and 4.
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Table 5.3. Pros versus Cons of Future C-UAS Mitigation Measures.

- Future Systems Future C-UAS Pros Future C-UAS Cons
= AFRL NINJA Reliability, Fully Funded Bulky
é MADIS/FWS Mobility High-Power Consumption
§ Inter-Networked Systems Small Form Factor Easily Disrupted
mmWave Directed Energy Handheld BBN Jamming Only
Autonomous Stand-in Hijackers Usurp Control of Target Requires Target Reverse Engineering
i Cryptographic Protocol Attacks Precision Requires Target Profile
“g DDoS Attacks Effective Against Swarms Spreading Complexity
< Stand-in GNSS Jammers Easier to Implement Attack Profile Modification
Stand-in RF Jammers Close Proximity to Target Potential Communication Fratricide

By taking a defense-in-depth approach, aerial C-UAS devices give the DOD and the DHS
a stand-in hacking and jamming capability that mitigates fratricide with minimal power
consumption. Specifically, the cyber-attack vectors can be seen as a scalpel’s edge capability
that specifically targets only threat devices. The downside to this approach is the need to
reverse engineer a device to identify vulnerabilities to carry out the attacks covered in
Chapter 4. On the other hand, there are the GNSS and RF jammers, which require a less
intense reverse engineering process unless the development of a protocol aware jamming

system is desired.

5.4 Example Scenario One

In the not-so-distant future, the U.S. might face an attack performed solely by unmanned
systems. This attack may be carried out against a military installation, a hydroelectric power
facility, or even an aircraft carrier transiting through a strait. Despite the focus on force
protection in the post-9/11 years, each one of these locations remains vulnerable to an
airborne swarm attack. The attacker in each instance could be a lone wolf, a radicalized
insurgent group, or even a state-sponsored proxy. Consider the following scenarios in the

defense of a hydroelectric power facility on the Pacific west coast as the target.
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Begin Scenario:

At the hydroelectric power facility, a security guard receives a warning notification from the
northeast C-UAS tower’s radar sensor that there is a 95% chance a UAV swarm is moving
at 20 miles-per-hour towards the tower. A few seconds later, the guard receives another
notification indicating a new swarm of 10 UAVs are flying at 25 miles-per-hour! directly at
the southwest tower, located on the dam’s primary entry way. At the guard’s disposal are
the ground-based barrage jammers to target threats in the 2.4 and 5 GHz frequency bands.
The guard’s display shows a heterogeneous swarm operating on the 2.4 GHz band. Due to
the swarms’ rapid speed and multi-directional attack, the guard chooses to barrage jam the

entire 2.4 GHz band using the northeast and south tower’s omnidirectional antenna suites.

The jamming effect causes the UAVs to act as if they have hit an invisible wall—some
collide with one another and others stop in place to hover. At this point several more UAV's
self-land. Meanwhile, back at the command center near the southwest tower, the security
guard receives an updated situation report from the heads-up display, showing the targeted
UAVs returning to their point of origin, making it appear as though the attack has been
thwarted. As the watch towers are reset, and the guard begins to send a situation report
outlining the attack, the tracking system identifies another UAV swarm approaching the
southwest tower. This time there are 50 UAVs operating on the 5 GHz band and rapidly
approaching at nearly 30 miles-per-hour. Because the C-UAS system is resetting, the guard
is unable to restart the barrage jam, and the new UAV swarm delivers shape charge after
shape charge to the walls of the dam, causing explosions along the dam’s center. As the
guard contacts local authorities to inform the need for evacuation, the dam bursts, and tens

of thousands of tons of water pour out.

The dam finally disintegrates and power immediately goes out in the nearby metropolitan
city as well as significant parts of the surrounding region, because of their reliance on the
power generated by the dam. Airplanes trying to land in the city airport lose connection with
the air traffic control station and while the ground crews work to get the backup generators
operational, many flights are diverted. The larger aircraft can make it to other airports,
but the smaller planes with dwindling fuel supplies are required to find open clearings for

emergency landings in the heavily wooded areas surrounding the dam.

1Data-sheet for Intel Drone Light Shows states current max-speed up to 17 m/s (38 mph) [125]
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After the attack, large-scale physical infrastructure damage is identified, including roads,
power grids, buildings, and the dam itself. The loss of power disrupted businesses, transport,
and security systems. Moreover, back-up generator functionality does not cover the months
needed to restabilize power and the years needed to rebuild the dam to its original state. The
attacks led to countless power grid blackouts and interruptions to normal services, not to
mention the loss of hundreds of lives and tens of billions of dollars in infrastructure damage.
In comparison, the entire attack was carried with little more than twenty thousand dollars

of equipment and minimal training for the operators.

5.5 Example Scenario Two

In the ensuing scenario, the same attack is revisited, but the C-UAS protections at the dam
are enhanced with a security patrol of UAVs armed with the Detachable Drone Hijacker,
a drone hijacking device meant to enhance the C-UAS systems used at the power facility.
The security team at the dam developed a concept of operations (CONOPS) in the event the

dam came under attack as seen in Figure 5.4.
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Figure 5.4. Detachable Drone Hijacker CONOPS.
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At the hydroelectric power facility, each C-UAS watch tower is reconfigured with a new
type of UAV security patrol outfitted with the Detachable Drone Hijacker, termed by the
security guards as the “Alphas.” This upgrade is significant as the Alphas deploy forward of
the watch towers on a patrol schedule and the security patrols can receive mid-flight updates
from the towers to guide their attack methods. Additionally, given their small form-factor
and low-power consumption, the Alphas can patrol for an hour a piece, giving the watch

officers a persistent presence to augment the sentry towers.

While on watch, the security guard receives a notification from the northeast tower’s radar
sensor that there is a 95% probability of an inbound UAV swarm moving at 20 miles-per-
hour. A few seconds later, the guard receives another notification, this time a swarm of 10
UAVs are flying at 25 miles-per-hour directly at the southwest tower located on the dam’s
primary entry way. The guard’s display shows a heterogeneous swarm operating on the
2.4 GHz band. Due to the swarm’s rapid speed and multi-directional attack, the security
guard deploys the Alphas to counter the approaching swarm with mid-air interdiction. The
guard still reserves the capability to jam the entire 2.4 GHz frequency band using the

omnidirectional antennas of the watch towers as backup.

The Alphas begin to issue UDP packets and deauthentication frames to counter the UAV
swarms. As with the centralized system, the two swarms act as if they have hit an invisible
wall and a few drop out of the sky, while others stop in place and hover. Several more UAV's

begin returning to their point of origin and self-land.

Meanwhile, back at the command center, the guard receives situation updates from the
heads-up display showing the effects of the attack. As the guard is about to send in the
situation update to higher headquarters, the tracking system identifies another UAV swarm
approaching the southwest tower. The guard sends updated instructions to the Alphas before
activating the jamming system, sending RF noise out of the tower’s omnidirectional antennas
to barrage jam the entire SGHz frequency band. The new UAV swarm stops, and the Alphas
take a forward position to preemptively mitigate any new incoming threats. In the ensuing
10 minutes, a ground team captures five suspects on all-terrain vehicles carrying large

briefcases filled with small UAVs and explosives.

75



5.6 Conclusion

In the second scenario, the security team effectively countered the adversarial UAV swarm
by incorporating friendly UAVs capable of delivering cyber-attacks. The maneuverability
afforded by the use of the “Alphas” directly enhanced the security team’s ability to defend
in depth.

Ultimately, if the DOD and the DHS fail to adopt a new framework in their approach to
C-UAS development, the U.S. may experience some of the same heartache suffered by the
Armenians in the Nagorno-Karabakh War. With such techniques, it is likely that weak states
and non-state actors will achieve asymmetric advantages over their technologically superior
foes. In 2020, Baykar sold over $360 million of Bayraktar TB-2s to the world market [126].
Considering their battlefield and propaganda successes in the past two European conflicts,

the company’s market share is likely to increase.

While the two scenarios in this chapter did not talk about government-procured weapon
systems like the TB-2, the lessons learned from the ISIS insurgency show that low-cost
devices can have an outsized impact on non-standard military targets. It is no longer science
fiction to believe that a modestly funded insurgent group can build a network of UAVs, attach
satchel charges or C4, and use them as kamikaze swarms to attack U.S. infrastructure.
To counter this, the DOD and DHS can develop airborne C-UAS tools to operate as
stand-in, forward security patrols to prevent the destruction from this type of event. The
following chapters take the framework outlined up to this point and describe the experiment

methodology to go from concept to capability.
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CHAPTER 6:
Experiment Methodology

6.1 Introduction

This chapter outlines the experiment methodology to take an operational concept such as
aerial C-UAS patrols and turn it into a capability. The experimentation conducted for this
thesis sought to use commercial equipment and open-source software to build a low-SWaP
payload called the Detachable Drone Hijacker. The Detachable Drone Hijacker can be
easily attached to a friendly UAV to a friendly UAV to identify, track, target, and deny an
adversary’s use of a WiFi UAV.

Prior to the building the Detachable Drone Hijacker, the research team conducted a fea-
sibility assessment to determine which hardware and software would be required. Then,
the thesis team carried out three primary experiments to test and evaluate the concept of
UAV-to-UAV interdiction using targeted cyber-attacks. Experiment One was an operational
assessment of the effectiveness and power consumption of the Detachable Drone Hijacker
at various ranges and elevation differentials. Experiment Two was a benchtop test designed
to measure the survivability of the Detachable Drone Hijacker in sub-freezing tempera-
tures. The final experiment, Experiment Three, measured the Detachable Drone Hijacker’s

thermal signature before, during, and after operation.

The purpose of the experiments conducted in Chapter 7 were to evaluate the effectiveness,
power consumption, and thermal signature of using cyber-attacks to counter commercial
UAVs using the IEEE 802.11 wireless communication schemes. Three commercial UAV's
were chosen based on their use of the IEEE 802.11 wireless communication standards—the
Parrot ARDrone 2.0 [127], Parrot Bebop [128], and Skydio 2+ [129]. The Parrot Bebop
and the Skydio 2+ were secured with WPA?2 and a pre-shared key. The Parrot ARDrone 2.0
could not be secured with WPA?2.

Several attack vectors were identified based on the neutralization methods presented in
Chapters 3 and 4. For experimentation purposes, this thesis uses deauthentication and
TCP/SYN Flood attacks while the RF electronic attack methods outlined in Chapter 3
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were excluded. The RF mitigation measures were omitted because of potential collateral
damage to other systems operating in the 2.4GHz and 5GHz ISM bands. Additionally,
these experiments focused low-SWaP mitigation techniques. Therefore, the large power
consumption requirements associated with barrage jamming were outside the scope of this

thesis.

To evaluate the efficacy of such attacks against 802.11 UAVs, this thesis measured the
following characteristics: target behavior, distance between target and Detachable Drone

Hijacker, power consumption associated with each attack method, and thermal signature.

6.2 Research Questions
As mentioned previously, the payload built for these experiments is referred to as the
Detachable Drone Hijacker.

1. How might we create a stand-in C-UAS device that can be “bolted on” to a friendly
UAV?

2. What type of attack methods would be the most effective using such a device?

b

Will a micro computer, wireless NIC, and a low power source have sufficient power
and range to carry out DoS attacks against an intruding UAV?

At what ranges will the Detachable Drone Hijacker fail?

What is the power consumption associated with the DoS attacks used?

Will the Detachable Drone Hijacker work in below freezing temperatures?

N

What is the thermal signature associated with the Detachable Drone Hijacker?

6.3 Experiment Setup

The initial baseline testing used a laptop, an Alfa AWUSO36ACH wireless NIC, a Parrot
ARDrone 2.0, and software developed by the author to answer Research Questions 1, 2, and
3. During baseline testing, the primary outputs were the creation of software and logging
scripts to automate the attack and record results. These can be found at: https://github.com/c-
thie1958/Thesis.git. The software and logging scripts were especially important to create a

repeatable process that allowed for easy data analysis.
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6.3.1 Experiment One (Operational Field Testing) Setup

Experiment One consisted of field testing of the Detachable Drone Hijacker to simulate an
operational use case to defend critical infrastructure against an adversarial UAV incursion.

The Detachable Drone Hijacker was designed using the schematic in Figure 6.1 and used

the following hardware:

* (1) Raspberry Pi 4.0 Model B, with 4GB of Random Access Memory [130], used as
the computer from which to control the experiments.
* (1) SanDisk Extreme 64 Gigabyte Micro-SD Card used to store the Raspbian Oper-

ating System [131] and the software developed.

* (1) Raspberry Pi Sense HAT Version 1.0 [132] used for recording environmental

characteristics.

* (1) MakerHawk Raspberry Pi UPS Power Supply used as a power bank for the
Raspberry Pi.

* (2) 18650 Rechargeable Batteries used to provide 5V of power to the Raspberry Pi.

* (1) Alfa AWUSO36ACH WiFi NIC [133] used as the radio from which to identify

and target WiFi UAVs.

VAV
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*Note 1: Not to Scale
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NIC — Network Interface Card
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TX — Transmit

Figure 6.1. Detachable Drone Hijacker Schematic.
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The final prototype was then fully assembled as seen in Figure 6.2. Upon assembly, the
research team attached the UM25C USB multimeter [134] to take voltage, current, and

power consumption readings during ground-to-air testing.

Figure 6.2. Detachable Drone Hijacker Prototype.

Once the Detachable Drone Hijacker prototype was assembled, it was then attached to
a host UAV called the AquaQuad [135]. The AquaQuad is a larger Group 1 UAS with
a configurable payload compartment as seen in Figures 6.3 and 6.4. Figure 6.3 shows the
AquaQuad configured for maritime launch and flight, while Figure 6.4 shows the AquaQuad
reconfigured for use with the Detachable Drone Hijacker.
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Figure 6.4. Detachable Drone Hijacker attached to its host - The AquaQuad.

All tests in Experiment One were carried out in accordance with the experiment diagram
shown in Figure 6.5. Notably, this diagram proved helpful in visualizing how the research
team would control for certain variables such as the distance from the Detachable Drone
Hijacker to the UAV target , attack method (e.g., deauthentication or TCP/SYN Flood), and
the elevation of the Detachable Drone Hijacker and the UAV target.
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Attack Method: Deauthentication

Figure 6.5. Experiment One Set-up: Operational Field Testing.

Then, quantifiable data was collected and organized in accordance with Table 6.1 to measure
the target UAV’s behavior once attacked, the environmental conditions (such as humidity
percentage, ambient temperature, and CPU temperature), power consumption, and thermal

signature associated with each attack method. The measured results will be given in Chapter

7.
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Table 6.1. Experiment One Data Collection Table.

Target Average Power Consumption (W)
Target Behavior Minimum Power Consumption (W)
GCS Behavior Maximum Power Consumption (W)
DDH to Target Distance (m) Average CPU Temperature (°C)
GCS to Target Distance (m) Minimum CPU Temperature (°C)
Target Elevation (m) Maximum CPU Temperature (°C)
DDH Elevation (m) Average Ambient Temperature (°C)
Humidity (%) Minimum Ambient Temperature (°C)
_ Maximum Ambient Temperature (°C)

6.3.2 Experiment Two (Sub-Freezing Temperature Testing) Setup

Within the past several years the U.S. has pivoted its national security interests from the
Global War on Terrorism to a renewed focus on Great Power Competition and Strategic
Deterrence with Russia and China. While much of the Navy and Marine Corps’ interests
have focused on the South and East China Seas, the Russians have steadily built up a military
presence in the Arctic Circle [136]. As climate change continues to have an out-sized impact
on the melting of polar icecaps, the Navy will have to deal with the challenges associated
with transits through the northern straits. With this in mind, it is important to adapt C-UAS
systems to operate in a multitude of environments. From this background, the research team
decided to simulate future operating environments where the Detachable Drone Hijacker
might be employed. Experiment Two was designed to simulate an environment where the
Detachable Drone Hijacker is used during naval exercises in the Baltic Sea during the

winter months, where average temperatures remain sub-zero for months on end.

Due to lab and equipment constraints, the Detachable Drone Hijacker was removed from
the AquaQuad. Experiment Two sought to determine if the Detachable Drone Hijacker
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would remain operational in a sub-freezing environment as shown in Figure 6.6. Two tests
were designed to mimic a scenario in which the Detachable Drone Hijacker moves in, and
out, of a controlled temperature environment, as it would onboard a ship in a sub-freezing

environment.

Figure 6.6. Experiment Two Set-up: Sub-Freezing Temperature Testing.

The first test held the Detachable Drone Hijacker at room temperature for five days and
then brought it into sub-freezing temperatures for operations. The second test left the
Detachable Drone Hijacker in a sub-freezing environment for 30 minutes and the third test
left the Detachable Drone Hijacker in a sub-freezing environment for 60 minutes. With
these controls in mind, quantifiable data was recorded and consolidated into a table similar
to Table 6.2. This helped the research team understand the correlation between device

functionality, CPU temperature, and ambient temperature.
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Table 6.2. Experiment Two Data Collection Table.

Target Average CPU Temperature (°C)
Target Behavior Average Ambient Temperature (°C)
GCS Behavior Average Humidity (%)
H to Target Distance (m) CPU Temp (°C)
GCS to Target Distance (m) Minimum Ambient Temp (°C)
Target Elevation (m) Maximum CPU Temp (°C)
DDH Elevation (m) Maximum Ambient Temp (°C)

6.3.3 Experiment Three (Thermography Testing) Setup

Thermal image testing, also known as thermography, is applied in the research and develop-
ment of new technologies in many different industries [137]. Whether it be nondestructive
testing, condition monitoring, or reducing energy costs, the field of thermography has rapidly
expanded alongside other information technologies throughout the past three decades . As
it pertains to the development of aircraft and the systems which they employ, thermography
is used to study propulsion systems, propellers, and is most useful when conducting SWaP
analysis in aircraft payload development [137]. This type of experimentation is especially

important when the testing viability of EW systems that are employed onboard aircraft.

To carry out the thermography testing in Experiment Three, the research team used the

following hardware and software systems for measurement:

* (1) FLIR A320 Tempscreen

* (1) Dell Inspiron Laptop

* (1) Detachable Drone Hijacker Prototype
* (1) FLIR CamTools 4.0.0 Software

The FLIR A320 Tempscreen is a thermal camera that is primarily used for temperature
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deviation detection [138]. The mobility of the camera makes it easy to employ almost
anywhere for persistent monitoring of personnel, equipment, and infrastructure. The FLIR
A320 was selected due to its ease of use, image quality, and accessibility to the research
team. Of note, the FLIR camera has a temperature accuracy of “+/-2°C or +/-2% of [the]
reading”, [138].

Figure 6.7 shows the setup for Experiment Three. It should be noted that both the experiment
table and the cardboard backdrop act as EM energy blockers, preventing any unnecessary

fading, reflection, or other interference with the experiment.

Figure 6.7. Experiment Three Set-up: Thermography Testing.

The FLIR A320 Thermascreen camera enabled the research team to take static infrared im-
ages while noting the average temperatures associated with color transitions in the camera’s
software. This data was aggregated and recorded into a table similar to Table 6.3 for further

analysis.
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Table 6.3. Experiment Three Data Collection Table.

Camera Look Angle Power State Test Mode Color Code Color Temperature (°C)
Top Pre-Operational White/Yellow
Top Pre-Operational Orange/Red
Top Pre-Operational Light Blue
Top Pre-Operational Dark Blue

Front Pre-Operational White/Yellow
Front Pre-Operational Orange/Red
Front Pre-Operational Light Blue
Front Pre-Operational Dark Blue
Bottom Pre-Operational White/Yellow
Bottom Pre-Operational Orange/Red
Bottom Pre-Operational Light Blue
Bottom Pre-Operational Dark Blue

6.4 Conclusion

As mentioned, the overarching objective was to determine the most effective manner of
conducting a cyber-attack against a target UAV from a payload hosted on a friendly UAV.
This chapter describes the testing methodology, while results will be presented in the next

chapter.
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CHAPTER 7:

Experiment Results and Discussion

To prove the viability of the air-to-air C-UAS concepts outlined in Chapter 5, the research
team carried out three main experiments. The primary goal was to create a payload that was
small enough to be attached to a friendly host UAV without significant integration with the
host’s ship power or performance degradation. The Detachable Drone Hijacker is a $250
prototype weighing 400 grams designed to identify, target, and mitigate specified UAVs
using the IEEE 802.11 wireless standards.

The three experiments outlined herein specifically target consumer UAVs operating on IEEE
802.11 WiFi channels. Before the experiments were conducted, baseline testing was needed
to establish the viability of a cyber-attack against a UAV using WiFi communications. The
UAYV chosen was the Parrot ARDrone2.0, but because the UAV’s software was outdated, it
could not be flown while recording data. Thus, the ARDrone2.0 was only useful for initial

testing and was omitted from the research findings.

After initial bench-top testing verified system functionality, Experiment One consisted of
field testing the Detachable Drone Hijacker to mimic realistic conditions during ground-to-
air, and air-to-air, operations. In Experiment Two, the research team sought to understand
system performance of the Detachable Drone Hijacker in sub-freezing conditions. Finally,
the thermography tests conducted in Experiment Three sought to understand the thermal
characteristics associated with system operation before, during, and after use. Whether they
be manned, or unmanned platforms, gathering thermographic data is especially important

when integrating new payloads on existing aircraft.
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7.1 Experiment One: Field Testing the Detachable Drone
Hijacker

7.1.1 Introduction
The following tests sought to test the operational employment of the Detachable Drone

Hijacker on the ground and in the air.

7.1.2 Objectives
Experiment One was carried out to simulate the operational employment of the Detachable
Drone Hijacker while attached to a host device to counter a WiFi UAVs. The following

proof of concept experiments were designed to:

* Determine effectiveness against the Parrot Bebop and Skydio 2+
Test DoS attacks in the form of TCP/SYN Flood and deauthentication attacks

* Minimize power requirements for attacks

Understand prototype limitations and SWaP requirements

7.1.3 Execution

During initial testing, the TCP/SYN Flood attacks showed promise. However, when there
are no established IP address gateways between the UAV target, its GCS, and the Detachable
Drone Hijacker, TCP/SYN Flood attacks became untenable and less effective. More impor-
tantly, the main goal of testing was to reduce the amount of power required for each attack.
And in this case, a DoS attack like the TCP/SYN flood is less computationally efficient than
a deauthentication attack. For those reasons, the research team decided to omit the field
testing of the TCP/SYN flood attacks. Thus, the preferred attack method proved to be the
deauthentication DoS attack against the Parrot Bebop and the Skydio 2+.

Ground-to-Air Testing

During the first phase of field testing, the research team conducted seven ground-to-air tests
targeting the Parrot Bebop. These tests evaluated the Detachable Drone Hijacker’s ability
to carry out its deauthentication attack with ground interference from trees, buildings, and

power lines.
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Figure 6.5 gives a visual representation of the static experiments conducted at ranges of
10, 100, 250, and 400 meters between the Detachable Drone Hijacker and its target. These
tests were conducted using the Parrot Bebop 2 as a target. This is because the Skydio 2+
was not yet available for use by the research team. The final test was a moving test in which
the target drone flew towards the Detachable UAV Hijacker at varying heights and speeds
to simulate an adversarial UAV attacking critical infrastructure. During the final air-to-air

tests, the research team used the Parrot Bebop 2 and the Skydio 2+ as adversarial UAVs.

Power consumption, maximum effective range, CPU temperature, ambient temperature, and

target behavior were all measured during Day One testing.

Air-to-Air Testing

During the second phase of field experimentation, the research team conducted two air-to-air
tests targeting the Parrot Bebop and the Skydio 2+. During air-to-air testing, the AquaQuad
moved at various ranges from its ground control station at 40 meters of elevation while the
elevation and range of the target UAVs was varied to simulate UAV-versus-UAV combat.
The air-to-air tests measured CPU temperature, ambient temperature, and target behavior on
of the air-to-air tests. Power consumption tests using the UM25C multimeter were omitted
given the consistent results from prior experiments and the need to reduce payload weight.
Additionally, max effective range tests were omitted due to facility constraints where the

maximum distance between the Detachable Drone Hijacker and its target was 100m.

7.1.4 Results and Discussion

Ground-to-Air Testing

Tables 7.1, 7.2, and 7.3 depict the ground-to-air test results. To eliminate unnecessary
clutter, the data from tests 1-4 are located in Appendix A.1. Of note, the power consumption
associated with each test remained consistent, averaging approximately 1 Watt during all

attacks.
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Table 7.1. Ground-to-Air Field Test Five:

(250m - Different Elevation).

Static Deauthentication Attack

Despite a moderate amount of environmental clutter, the results from Test Five showed
that the maximum effective range of the Detachable Drone Hijacker operated in ground-
to-air mode is 250 meters. The Detachable Drone Hijacker had no issues identifying its
target UAV and mitigating the threat using the deauthentication attack. Once the link was
severed between the Bebop and the GCS, the UAV hovered, burning extra battery power to
overcome the drag coeflicient from vertical takeoff and the computational power needed to
reconnect to its GCS. Lastly, the internal logging showed an 18.3°C differential between the
ambient temperature and the CPU temperature. This is important to note when attaching

the Detachable Drone Hijacker onto a host-UAV where excess heat can cause malfunctions

to normal operations.
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Target Parrot Bebop Average Power Consumption (W) 1.1
Target Behavior Hovers then lands Minimum Power Consumption (W) 0.92

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.1
DDH to Target Distance (m) 250 Average CPU Temperature (°C) 29.3
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 27.3
Target Elevation (m) 10 Maximum CPU Temperature (°C) 33.1
DDH Elevation (m) 5 Average Ambient Temperature (°C) 16.0
Humidity (%) 48.6 Minimum Ambient Temperature (°C) 15.3
Maximum Ambient Temperature (°C) 17.2




Table 7.2. Ground-to-Air Field Test Six: Static Deauthentication Attack
(400m - Different Elevation).

Target Parrot Bebop Average Power Consumption (W) 1.1

Target Behavior No Effect Minimum Power Consumption (W) 0.92

GCS Behavior No Effect Maximum Power Consumption (W) 1.1

DDH to Target Distance (m) 400 Average CPU Temperature (°C) 35.1
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 28.7
Target Elevation (m) 30 Maximum CPU Temperature (°C) 38.5

DDH Elevation (m) 5 Average Ambient Temperature (°C) 17.9
Humidity (%) 50.6 Minimum Ambient Temperature (°C) 16.5
_ Maximum Ambient Temperature (°C) 19.7

In Test Six, the research team attempted to extend the range of target identification to 400m.
However, due to environment clutter associated with power lines, buildings, trees, and free
space path loss, the Detachable Drone Hijacker was unable to identify the target. The CPU
and ambient temperature differential in this test showed a 13.3°C delta, which is more

favorable than the previous test. This is likely because of an increase in wind, which may

have caused the CPU to cool faster than in previous tests.
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Table 7.3. Ground-to-Air Field Test Seven: Moving Deauthentication Attack
(250-100m - Different Elevation).

Target Parrot Bebop Average Power Consumption (W) 1.1

Target Behavior Return to last known connection point Minimum Power Consumption (W) 0.93

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.1
DDH to Target Distance (m) 100-250 Average CPU Temperature (°C) 34.6
GCS to Target Distance (m) N/A Minimum CPU Temperature (°C) 30.7
Target Elevation (m) 10-20 Maximum CPU Temperature (°C) 38.5
DDH Elevation (m) 5 Average Ambient Temperature (°C) 19.5
Humidity (%) 43.6 Minimum Ambient Temperature (°C) 19.0
Maximum Ambient Temperature (°C) 20.0

In Test Seven, the research team created a scenario by which a target UAV attacked a building.
Beginning at 250 meters and flying at 15 kilometers-per-hour at changing elevations towards
the Detachable Drone Hijacker, the enemy UAV stopped in its place 80m from its intended
destination. The Detachable Drone Hijacker ran its automated attack process that begins
with a scan of potential UAV targets in the area. Then, once a target is identified, it
immediately hops to the same WiFi channel the target is operating on. Once the Detachable
Drone Hijacker has successfully hopped to the target’s channel, it immediately begins
sending deauthentication frames to sever the connection between the adversarial UAV and
its GCS. This entire process—f{rom scanning for targets, to threat mitigation—occurs in a
matter of less than 10 seconds. The attack process can be sped up by enabling the scanning
functions of the Detachable Drone Hijacker to operate continuously, which reduces the

attack timeline to less than a second.

Once attacked, the adversarial UAV begins hovering in place. Then it flew back to its launch
point and finally it landed at the location where it last connected to its GCS—100m from its
intended target. This movement, disconnection, and extra hovering made the target UAV's
battery drain from 99% to 5% in an attack that lasted two minutes. Lastly, the differential

between CPU operating temperature and ambient temperature was approximately 15°C.
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Air-to-Air Testing

During air-to-air testing, the Detachable Drone Hijacker to a host aircraft called the
AquaQuad. Tables 7.4 and 7.5, as well as Figures 7.1 and 7.2 show the results from
the air-to-air moving tests targeting a Parrot Bebop and Skydio 2+.

Table 7.4. Air-to-Air Test One: Parrot Bebop.

Target Parrot Bebop Average CPU Temperature (°C) 324

Target Behavior Return to last known connection point Minimum CPU Temperature (°C) 20.4

GCS Behavior Disconnected/No Control Maximum CPU Temperature (°C) 38.5

DDH to Target Distance (m) Varied Average Ambient Temperature (°C) 17.6
GCS to Target Distance (m) Varied Minimum Ambient Temperature (°C) 13.9
Target Elevation (m) 10-30 Maximum Ambient Temperature (°C) 20.6
DDH Elevation (m) 40 Humidity (%) 36.7

Table 7.5. Air-to-Air Test Two: Skydio 2+.

Target Skydio 2+ Average CPU Temperature (°C) 27.6

Target Behavior Return to last known connection point Minimum CPU Temperature (°C) 16.5

GCS Behavior Disconnected/No Control Maximum CPU Temperature (°C) 31.6

DDH to Target Distance (m) Varied Average Ambient Temperature (°C) 18.9
GCS to Target Distance (m) Varied Minimum Ambient Temperature (°C) 13.4
Target Elevation (m) 10-30 Maximum Ambient Temperature (°C) 48.3
DDH Elevation (m) 40 Humidity (%) 34.7

As one can see in the previous two tables, the Detachable Drone Hijacker proved effective
in identifying, targeting, and mitigating threats at various distances and elevations while
maintaining a low average temperature difference between the CPU and the ambient tem-
perature. When attacked, both the Parrot Bebop and the Skydio 2+ returned back to their last
known connection point, ultimately landing, while the GCS had no control or connection.
While it only takes one deauthentication frame to initially disrupt the connection between
the targeted UAV and its GCS, the Detachable Drone Hijacker is programmed to send 15
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deauthentication frames, with 128 packets for each frame, to sever the link for enough time
to cause the target UAVs to self-land. Because each UAV has different software functional-
ity, actions a given UAV takes when the connection between a UAV and its GCS is disrupted
also differ. In the case of these experiments, both the Parrot Bebop and the Skydio 2+ were
preprogrammed to return to home after 15 seconds of disruption. Therefore, the connection

only needed to be severed for 15 seconds to cause the drone to return to its point of origin.

The Detachable Drone Hijacker can easily be reprogrammed to send continuous deauthen-
tication messages to the targeted UAV. As in the ground-to-air tests, the battery of target
UAVs suffered a great deal from extensive hovering and processing power trying to reestab-
lish connection. The Bebop’s battery drained from 87% to 21%, while the battery of the
Skydio 2+ proved more efficient with a battery that decreased from 85% to 71%.

Air-to-Air Test One (Parrot Bebop)
Temperature vs. Time Graph
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Figure 7.1. Air-to-Air Test One: Difference between the Ambient and CPU
Temperature (Parrot Bebop Target).
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Air-to-Air Test Two (Skydio 2+)
Temperature vs. Time Graph
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Figure 7.2. Air-to-Air Test Two: Difference between the Ambient and CPU
Temperature (Skydio 2+ Target).

Both Figure 7.1 and Figure 7.2 highlight the ambient and CPU temperature changes to
learn more about the thermal properties associated with attaching the Detachable Drone
Hijacker to a host aircraft. Given the average results listed in the previous two tables, it
was necessary to graph this differential over time. During the Parrot Bebop attack there
was an average delta between the CPU and ambient temperature of 15°C while during the
attack on the Skydio 2+, the average difference was 10°C. This is a noteworthy difference
in precision between measurements because there are no differences in processes on the
DDH when attacking the Parrot Bebop or the Skydio 2+. Therefore, future experiments
should incorporate higher quality sensors than the Raspberry Pi SenseHat to gain more
accurate insights into the temperature effects of running the deauthentication attack using

the Detachable Drone Hijacker.

7.1.5 Conclusion
In its current form, the Detachable Drone Hijacker is meant to be a configurable “bolt-on”
solution to be carried on a variety of platforms. Depending on the host system, there could

be issues with system integration. Specifically, the average temperature difference of 15°C
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and 10°C from the CPU versus ambient temperature results during air-to-air operations
may cause problems when integrating on certain host aircraft. This excess heat could
cause unintentional short circuits or fires onboard the host-UAV if it is not appropriately
equipped. Additionally, when using the deauthentication attack, the remote connection to the
Detachable Drone Hijacker is severed so there are no processes interfering with scanning
for potential UAV targets. Therefore, the operator of the Detachable Drone Hijacker does
not have any control of the device for troubleshooting purposes. This issue can be remedied
by integrating the Ethernet port on the Raspberry Pi with an embedded module to establish a
separate connection back to the ground station. The research team conducted a baseline test
of this functionality with a Persistent Systems MPUS [139] wave relay radio. This function
testing is important for future research in system integration with other unmanned aircraft
in Chapter 8.

The preceding tests associated with Experiment One proved to be very promising as it
pertains to the development of a future operational capability. Not only did the research
team show that the system works against WPA?2 encrypted targets, but this research showed
that it is possible to deliver cyber-attacks to target an adversarial UAV from a friendly-UAV
with no disruption to the surrounding environment. Additionally, the functions test using
the Persistent Systems MPUS identified ways to grow the current prototype into a networked

family of systems.

98



7.2 Experiment Two: Static Sub-Freezing Temperature
Testing

7.2.1 Introduction

Experiment Two sought to simulate, in a restricted environment, an operational environment
where the Detachable Drone Hijacker is employed on a ship deployed in the Arctic. Test One
simulates storage inside the skin of a ship and employment in a sub-freezing environment.
Then, Test Two simulated persistent operation in a sub-freezing environment for thirty
minutes, while Test Three simulated persistent operations for 60 minutes. These bench-top
tests are meant to inform future experiments in an alpine or arctic environment. This type
of testing proves integral in the system design and engineering process used for low-rate

initial production.

7.2.2 Objectives

Experiment Two seeks to understand the following information:

* The Detachable Drone Hijacker functionality in sub-freezing temperatures.
* The thermal characteristics associated with sub-freezing temperatures.

* Any system limitations or degradation in sub-freezing temperatures.

7.2.3 Execution

To prevent frozen condensation interrupting any system operations during the sub-freezing
tests, the Detachable Drone Hijacker was placed inside a one-gallon Ziploc bag with ten
silicon desiccate packets for five days to absorb any system or environmental moisture.
Because of environmental and range constraints, these static tests were carried out with the
Detachable Drone Hijacker located inside of a commercial freezer. Thus, the target UAV
could not be flown, which limited the research team’s ability to observe the target’s behavior
in a sub-freezing environment. However, the GCS behavior was observed, and given the
consistency of results from previous tests, it is safe to assume that the target UAV would
hover in place and return to its point of origin after a preset time, in the event of a successful
attack. The proceeding tests seek to measure the ambient temperature, CPU temperature,

average humidity, and the ground control station’s behavior once the attack occurs.
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Sub-Zero Test One: Room Temperature to Sub-Zero Temperature

In sub-zero test one, the research team sought to simulate an operational use-case where
the Detachable Drone Hijacker would be held in a temperature controlled environment and
then employed in a sub-freezing environment. Due to freezer size constraints that limit the
range of electromagnetic wave propagation, the Detachable Drone Hijacker was employed
inside of a closed freezer that was located five meters away from its target, which was
outside of the freezer. Test one initially stored the Detachable Drone Hijacker in a room
temperature environment, then placed the Detachable Drone Hijacker in a freezer, with the
door shut, for two minutes prior to attacking the target UAV from within the closed freezer.

This attack was controlled by the ground station outside of the freezer.

Sub-Zero Test Two: Thirty Minutes of Sub-Zero Temperature

In sub-zero test two, the research team sought to simulate an operational use-case where the
Detachable Drone Hijacker is powered on in an alpine or arctic environment. Much like test
one, the freezer’s size and doors constrained the range of electromagnetic wave propagation;
thus, the Detachable Drone Hijacker was employed inside of a freezer, at a distance of five
meters from its target, which was located outside of the freezer. The Detachable Drone
Hijacker was placed in the closed freezer for 30 minutes prior to launching an attack against
the target. Much like the first attack, the freezer door was shut and was the only physical

obstacle between the Detachable Drone Hijacker and the target.

Sub-Zero Test Three: Sixty Minutes of Sub-Zero Temperature
In sub-zero test three, the research team extended the operational use-case where the
Detachable Drone Hijacker is consistently powered on in an alpine or arctic environment

for 60 minutes. All other controls from the previous sub-zero tests remained constant.

7.2.4 Results and Discussion

During this experiment the pre-set temperature of the commercial freezer used was —13.9°C.
However, the results tables shows numbers vastly different from the operating temperature.
That is likely due to the Raspberry Pi’s heat radiation which disrupts the SenseHat’s
temperature sensors which causes an elevated ambient temperature output. Additionally, it

is possible that the SenseHat temperature sensors are damaged, giving faulty data. However,
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given the consistent range of data it is more likely to be thermal interference from the

Raspberry Pi’s normal operation than a significant degradation to the SenseHat sensors.

Table 7.6 and Figure 7.3 show the results from the first round of tests. As can be seen in
Table 7.6, the target behavior could not be observed because both devices were indoors, but
the Detachable Drone Hijacker was still able to sever the link of between the target UAV
and its GCS. Therefore, in an operational environment, the target UAV would hover and

return to its point of origin, just as it did during the field tests conducted in Experiment One.

Table 7.6. Sub-Zero Test One: Room Temperature to Sub-Zero Tempera-

ture.
Target Parrot Bebop Average CPU Temperature (°C) 54.1
Target Behavior Could not be observed Average Ambient Temperature (°C) 33.1
GCS Behavior Disconnected/No Control Average Humidity (%) 15.7
DDH to Target Distance (m) 5 CPU Temp (°C) 50.6
GCS to Target Distance (m) 0 Minimum Ambient Temp (°C) 31.3
Target Elevation (m) 0 Maximum CPU Temp (°C) 57.0
DDH Elevation (m) 0 Maximum Ambient Temp (°C) 35.2
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Sub-Zero Test One: Room Temperature to Sub-
Zero Temperature versus Time Graph
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Figure 7.3. Sub-Zero Test One: Room Temperature to Sub-Zero Graph.

Table 7.7 and Figure 7.4 show the results from the second round of tests in a sub-freezing
environment. This test sought to emulate a scenario when the Detachable Drone Hijacker is
attached to a host UAV during operations for an extended period of time. As Table 7.7 shows,
operations were not degraded, and the Detachable Drone Hijacker successfully severed the
link between the target and its GCS.

Table 7.7. Sub-Zero Test Two: Thirty Minutes of Sub-Zero Temperature

Target Parrot Bebop Average CPU Temperature (°C) 37.5

Target Behavior Could not be observed Average Ambient Temperature (°C) 16.2

GCS Behavior Disconnected/No Control Average Humidity (%) 15.7

DDH to Target Distance (m) 5 CPU Temp (°C) 34.1
GCS to Target Distance (m) 0 Minimum Ambient Temp (°C) 16.1
Target Elevation (m) 0 Maximum CPU Temp (°C) 40.4
DDH Elevation (m) 0 Maximum Ambient Temp (°C) 16.4
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Sub-Zero Test Two: 30-Minute Sub-Zero
Temperature versus Time Graph
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Figure 7.4. Sub-Zero Test Two: 30-Minute Sub-Zero Temperature Graph.

Table 7.8 and Figure 7.5 represent the third sub-zero test conducted. In this test, the De-
tachable Drone Hijacker was left in the freezer for sixty-minutes to simulate an operation
where the device was powered continuously in a sub-freezing environment. This could be
an operational use-case in the Baltics as before, or during winter operations in the Pacific
Northwest. It is here where the Detachable Drone Hijacker failed to sufficiently sever the
link between the target and its GCS. The Detachable Drone Hijacker had no problem iden-
tifying its target, but it could not switch to the correct channel to send the deauthentication
frames to its target. This is most likely due to sluggish operations that occur in extreme cold
temperatures. In an operational environment, the Detachable Drone Hijacker would need
to have a protective case to ensure that moisture and other cold weather-related issues do

not hamper operations.
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Table 7.8. Sub-Zero Test Three: Sixty Minutes of Sub-Zero Temperature.

Target Parrot Bebop Average CPU Temperature (°C) 354

Target Behavior Could not be observed Average Ambient Temperature (°C) 13.7

GCS Behavior Detection Only Average Humidity (%) 18.3

DDH to Target Distance (m) 5 CPU Temp (°C) 335
GCS to Target Distance (m) 0 Minimum Ambient Temp (°C) 13.5
Target Elevation (m) 0 Maximum CPU Temp (°C) 37.7
DDH Elevation (m) 0 Maximum Ambient Temp (°C) 13.6

Sub-Zero Test Three: 60-Minute Sub-Zero
Temperature versus Time Graph
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Figure 7.5. Sub-Zero Test Three: 60-Minute Sub-Zero Temperature Graph.

7.2.5 Conclusion

All-in-all, the sub-zero temperature tests were useful in identifying the capabilities and
limitations of the Detachable Drone Hijacker for cold weather environments. Additionally,
these tests helped the research team identify future work for operational use in Arctic or

alpine environments. First, the research team identified the need for better temperature
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sensors on board to ensure more accurate readings. The SenseHat specifications listed an
accuracy of 2°C within 0-65°C range. At the testing temperature of —13.9°C, this likely
caused malfunctions with the SenseHat. On the other hand, there were promising results
when exposing the Detachable Drone Hijacker to continuous cold-weather for 30 minutes.
For the Detachable Drone Hijacker to be used operationally, it will need to be ruggedized to
operate in extreme-weather environments. This may increase the SWaP of the Detachable
Drone Hijacker (if no further optimizations are made) which could limit compatible UAVs
for future testing. In sum, further system design and testing should take place to meet a

requirement for operations in a cold- or wet-weather environment.
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7.3 Experiment Three: Static Thermal Testing

7.3.1 Introduction
Experiment Three consisted of thermal image testing of the Detachable Drone Hijacker

prototype before, during, and after operations.

7.3.2 Objectives

The goal of Experiment Three was to measure the thermal signature associated with the
Detachable Drone Hijacker and determine the tradeoffs that may be associated with the use
of a lightweight, low power consuming C-UAS prototype. Ultimately, this information will
help future researchers test and evaluate the viability of the cyber-attack methods outlined

in Experiment One.

7.3.3 Execution

Throughout this experiment, still images were taken (one meter away from the Detachable
Drone Hijacker) and analyzed by the research team. It was desirable to get separate mea-
surements at different angles to best determine the temperature associated with each phase
of operation. Thus, still images were taken from top-down, front, and bottom-up angles

before, during, and after system operation.

7.3.4 Results and Discussion

Table 7.9 shows the temperature catalogues of the Detachable Drone Hijacker before
operations. These still images show a system that stores and radiates thermal energy even
when not operational. While not pertinent for this thesis, if further production of this
device occurs, determining the thermal signature of the Detachable Drone Hijacker at
farther distances as this would be important for units who require low-signature for their

operations.
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Top View

Front View

Bottom View

Figure 7.6. Thermal Test One: Mode OFF, Pre-Operations.

Table 7.9. Thermal Test One Results: Mode OFF, Pre-Operations.

Camera Look Angle Power State Test Mode Color Code Color Temperature (°C)
Top OFF Pre-Operations White/Yellow 26.6
Top OFF Pre-Operations Orange/Red 24.6
Top OFF Pre-Operations Light Blue 22.5
Top OFF Pre-Operations Dark Blue 20.5

Front OFF Pre-Operations White/Yellow 21.7
Front OFF Pre-Operations Orange/Red 21.3
Front OFF Pre-Operations Light Blue 20.6
Front OFF Pre-Operations Dark Blue 19.7
Bottom OFF Pre-Operations White/Yellow 223
Bottom OFF Pre-Operations Orange/Red 21.5
Bottom OFF Pre-Operations Light Blue 20.5
Bottom OFF Pre-Operations Dark Blue 19.5

Table 7.10 shows that after five minutes of operations, the temperature of the Detachable

Drone Hijacker increases by only 3.3°C. This is extremely promising given the need to
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integrate the Detachable Drone Hijacker onto another aerial platform. This varies signifi-
cantly from the in-flight temperature measurements for several reasons. First, it is possible
that this disparity comes from the SenseHat on the Raspberry Pi, which possibly gave faulty
temperature measurements. This temperature disparity may also be due to the fact that the
FLIR A320 is primarily meant for surface monitoring of systems, not CPU monitoring like

the SenseHat and the internal monitors on the Raspberry Pi.

Top View Front View Bottom
View

Figure 7.7. Thermal Test Two: Mode ON, During Operations (5 Minutes
Active).
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Table 7.10. Thermal Test Two Results: Mode ON, 5 Minutes Active.

Camera Look Angle Power State Test Mode Color Code Color Temperature (°C)
Top ON During Operation (5 Minutes Active) White/Yellow 29.8
Top ON During Operation (5 Minutes Active) Orange/Red 27.1
Top ON During Operation (5 Minutes Active) Light Blue 23.7
Top ON During Operation (5 Minutes Active) Dark Blue 20.2

Front ON During Operation (5 Minutes Active) White/Yellow 30.3
Front ON During Operation (5 Minutes Active) Orange/Red 27.3
Front ON During Operation (5 Minutes Active) Light Blue 22.5
Front ON During Operation (5 Minutes Active) Dark Blue 19.7
Bottom ON During Operation (5 Minutes Active) White/Yellow 30.5
Bottom ON During Operation (5 Minutes Active) Orange/Red 27.3
Bottom ON During Operation (5 Minutes Active) Light Blue 23.8
Bottom ON During Operation (5 Minutes Active) Dark Blue 20.2

Table 7.11 shows that after only five minutes of cool down time, the Detachable Drone

Hijacker returns to its pre-operational temperature. This is important as the system cannot

continue to expend excess heat after use or else there may be deleterious effects to the

host-UAV.

Top View

Front View

Bottom
View

Figure 7.8. Thermal Test Three: Mode OFF, Post-Operations.
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Table 7.11

. Thermal Test Three Results: Mode OFF, 5 Minutes Post-

Operations.

Camera Look Angle Power State Test Mode Color Code Color Temperature (°C)
Top OFF 5-Minutes Post Operations White/Yellow 252
Top OFF 5-Minutes Post Operations Orange/Red 242
Top OFF 5-Minutes Post Operations Light Blue 21.9
Top OFF 5-Minutes Post Operations Dark Blue 20.3

Front OFF 5-Minutes Post Operations White/Yellow 222
Front OFF 5-Minutes Post Operations Orange/Red 21.4
Front OFF 5-Minutes Post Operations Light Blue 20.4
Front OFF 5-Minutes Post Operations Dark Blue 20.1
Bottom OFF 5-Minutes Post Operations White/ Yellow 23.8
Bottom OFF 5-Minutes Post Operations Orange/Red 23.1
Bottom OFF 5-Minutes Post Operations Light Blue 21.7
Bottom OFF 5-Minutes Post Operations Dark Blue 20.2

7.3.5 Conclusion

In sum, the results from the thermal camera tests differed greatly from those carried out
in Experiment One and Experiment Two. This variation could be from sensor placement
or inaccuracies in the SenseHat or from inaccuracies in the FLIR A320. However, the
documentation provided for the FLIR A320 is more substantial than the documentation
available for the SenseHat which seems to suggest that validation data from the former
may be more substantial than the latter. However, for low-rate initial production and system
development, further thermal characteristic testing should be carried out. Lastly, depending

on host-device integration specifications, if there is a concern over heat properties, it is

recommended to build a cool-down mechanism for the Detachable Drone Hijacker.
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7.4 Conclusion

As the three preceding experiments show, it is possible to create a system that are person-
alized to create a decentralized web of devices that can identify, track, target, and mitigate
unwanted UAVs. The framework established in Chapter 5 and results from this chapter are

not meant to replace the current systems, but instead to augment and enhance them.
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CHAPTER 8:

Conclusion

This thesis makes the case that the current U.S. framework for countering unmanned
systems is insufficient because it lacks the robustness needed to thwart a multi-pronged
attack from an adversarial group. This was evidenced in the ISIS drone program [5], the
Nagorno-Karabakh conflict [ 7], and now in Russia’s war on the Ukraine [35]. UAVs give less
technologically advanced combatants the ability to fight asymmetrically against their foes
and achieve outsized tactical and strategic victories. In the case of Russia’s war on Ukraine,
a single $1 million dollar UAV destroyed Russian surface-to-air missiles valued at over
$50 million dollars—the exact equipment that was supposed to protect their convoys from
aircraft in the first place [35]. The primary use of centralized, terrestrial equipment is flawed
in its assumptions that it will be able to mitigate a threat entering into its engagement area.
This is because a ground-based C-UAS device has to overcome the myriad technological
limitations to respond to high-flying UAVs. Conversely, a networked squadron of UAV's
designed for aerial interdiction with devices such as the Detachable Drone Hijacker present

a novel way to counter the UAV threats.

The three experiments carried out in Chapter 7 serve as the basis for future experimentation
of the aerial C-UAS concept using the Detachable Drone Hijacker. While the 802.11 WiFi
drone targets are not the most capable, these experiments prove that it is possible to develop

a family of low-SWaP devices that can be networked under a common GUI and application.

The field testing was promising and showed that the concept is viable, while the sub-zero
tests proved that the Detachable Drone Hijacker can be employed in multiple operating
environments. With an average temperature increase of only 3.3 degrees Celsius, the ther-
mal signature experiments also proved that when integrated onboard another aircraft, the

Detachable Drone Hijacker has minimal effect to the host device.

Notably, the experiments conducted in Chapter 7 show that by using only commercial
technology, it is possible to build a C-UAS device designed for aerial interdiction. From the
baseline prototype development and aerial experiments to the sub-zero and thermal testing,

the Detachable Drone Hijacker can move toward development of a concept into a capability.
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8.1

Future Work

As described in Chapter 2, the C-UAS field is experiencing an incredible amount of com-

petition that will only continue to grow as new threats enter the battlefield. Therefore, there

are many options for future work in developing low-SWaP payloads like the Detachable

Drone Hijacker. Of note, future researchers may be interested to:

measure the maximum effective range of the Detachable Drone Hijacker during
air-to-air operations.

measure the time between scanning, picking up a target, and mitigation of target. This
should be built into the logging processes in future experiments.

investigate the viability of a GNSS spoofing capability without adversely affecting
the host UAV.

investigate and develop a target library for signals used by the DJI family of drones.
These devices use communication protocols that are more complex than those inves-
tigated in this thesis. The commanding lead from DJI in the consumer drone market
place must be taken into consideration.

investigate and develop a target library for the do-it-yourself drones that use FHSS
modulated signals for communications between a GCS and the UAV. Anyone can buy
the flight control motors, a mini-computer, and the RF or GNSS modules to create a
customized UAV that flies via GNSS waypoints or fails to emit traditional RF energy
for command and control.

study the effects of EM interference from the Detachable Drone Hijacker on any other
onboard systems. One of the main problems in the road to the widespread adoption of
this system is the potential for interference with other processes onboard a host-UAV.
This should be further investigated using the ScanEagle drone as a host.

integrate each C-UAS into a networked family of systems that are accessible for users
through a single application. This includes the integration with the existing systems in
the acquisition process like the MADIS [53], Sentry Tower [38], and Skytracker [37].
conduct a business acquisition use-case to determine the customers in the DOD, DHS,
and civilian sectors (such as police stations, stadium security, or port authorities).
study, analyze, and make recommendations to update current C-UAS doctrine, stan-
dard operating procedures, and TTPs. As mentioned in the appendix to Chapter 2,

the current doctrine and joint-force TTPs must be updated to meet this threat.
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* investigate the viability for development and integration of target libraries for use with
a high-performance computer like the NVIDIA Jetson TX?2 [140]. The TX2 is used
in many sensor modules for its compute power; it is more reliable and has a higher
performance rating than the RaspberryPi 4 used in this thesis.

* analyze the RF and thermal signatures of C-UAS technologies currently in use by the
DOD and DHS.

8.2 Concluding Remarks

In summary, the C-UAS market remains nascent and ripe for disruption. High-performance
computer modules are getting smaller and consuming less power while increasing in capa-
bility. Companies developing C-UAS technologies should refocus their efforts on harnessing
high-performance with low-SWaP to create less expensive, but more capable C-UAS de-
vices. This thesis and the experiments using the Detachable Drone Hijacker prove that it is
possible to deliver an aerial cyber-attack against multiple UAVs with minimal effect on the
host device. This framework is not meant to usurp the current methodology, but is meant
to augment and increase the effectiveness of C-UAS technology to meet the needs of the
operating environment. While this study focused on countering consumer drones to protect
military bases and strategic infrastructure, the past two European wars have shown that
terrestrial short-range air-defenses are no match for high-flying UAVs with kinetic strike
capabilities. Thus, there are many opportunities for future work in this space to target both

consumer and government UAVss alike.
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APPENDIX: Experiment One: Operational Field
Testing Results

A.1 Results Tables from Ground-to-Air Field Testing

Table A.1. Ground-to-Air Field Test One: Static Deauthentication Attack
(10m - Different Elevation).
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Target Parrot Bebop Average Power Consumption (W) 0.678

Target Behavior Hovers then lands Minimum Power Consumption (W) 0.00

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 75.0

DDH to Target Distance (m) 10 Average CPU Temperature (°C) 44.1
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 39.4
Target Elevation (m) 10 Maximum CPU Temperature (°C) 47.2
DDH Elevation (m) 5 Average Ambient Temperature (°C) 28.8
Humidity (%) 31.5 Minimum Ambient Temperature (°C) 28.3
Maximum Ambient Temperature (°C) 29.2




Table A.2. Ground-to-Air Field Test Two:

(10m - Same Elevation).

Static Deauthentication Attack

Target Parrot Bebop Average Power Consumption (W) 1.11
Target Behavior Hovers then lands Minimum Power Consumption (W) 0.002

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.54

DDH to Target Distance (m) 10 Average CPU Temperature (°C) 33.5
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 30.2
Target Elevation (m) 5 Maximum CPU Temperature (°C) 36.5
DDH Elevation (m) 5 Average Ambient Temperature (°C) 18.0
Humidity (%) 45.8 Minimum Ambient Temperature (°C) 17.8
Maximum Ambient Temperature (°C) 18.2

Table A.3. Ground-to-Air Field Test Three: Static Deauthentication Attack
(100m - Different Elevation).

Target Parrot Bebop Average Power Consumption (W) 1.11

Target Behavior Hovers then lands Minimum Power Consumption (W) 1.03

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.44

DDH to Target Distance (m) 100 Average CPU Temperature (°C) 32.7
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 30.7
Target Elevation (m) 30 Maximum CPU Temperature (°C) 35.1
DDH Elevation (m) 5 Average Ambient Temperature (°C) 17.6
Humidity (%) 45.6 Minimum Ambient Temperature (°C) 17.1
Maximum Ambient Temperature (°C) 18.2
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Table A.4. Ground-to-Air Field Test Four: Static Deauthentication Attack
(200m - Different Elevation).

Target Parrot Bebop Average Power Consumption (W) 1.10

Target Behavior Hovers then lands Minimum Power Consumption (W) 1.03

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.44

DDH to Target Distance (m) 400 Average CPU Temperature (°C) 30.6
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 27.3
Target Elevation (m) 30 Maximum CPU Temperature (°C) 33.1
DDH Elevation (m) 5 Average Ambient Temperature (°C) 15.7
Humidity (%) 49.7 Minimum Ambient Temperature (°C) 15.1
Maximum Ambient Temperature (°C) 16.1

Table A.5. Ground-to-Air Field Test Five: Static Deauthentication Attack
(250m - Different Elevation.)

Target Parrot Bebop Average Power Consumption (W) 1.08
Target Behavior Hovers then lands Minimum Power Consumption (W) 0.923

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.11

DDH to Target Distance (m) 250 Average CPU Temperature (°C) 29.3
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 27.3
Target Elevation (m) 10 Maximum CPU Temperature (°C) 33.1
DDH Elevation (m) 5 Average Ambient Temperature (°C) 16.0
Humidity (%) 48.6 Minimum Ambient Temperature (°C) 15.3
Maximum Ambient Temperature (°C) 17.2
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Table A.6. Ground-to-Air Field Test Six: Static Deauthentication Attack

(400m - Different Elevation).
Target Parrot Bebop Average Power Consumption (W) 1.08
Target Behavior No Effect Minimum Power Consumption (W) 0.915
GCS Behavior No Effect Maximum Power Consumption (W) 1.11
DDH to Target Distance (m) 400 Average CPU Temperature (°C) 35.1
GCS to Target Distance (m) 10 Minimum CPU Temperature (°C) 28.7
Target Elevation (m) 30 Maximum CPU Temperature (°C) 38.5
DDH Elevation (m) 5 Average Ambient Temperature (°C) 17.9
Humidity (%) 50.6 Minimum Ambient Temperature (°C) 16.5
_ Maximum Ambient Temperature (°C) 19.7

Table A.7. Ground-to-Air Field Test Seven: Moving Deauthentication Attack
(250-100m - Different Elevation).
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Target Parrot Bebop Average Power Consumption (W) 1.08

Target Behavior Return to last known connection point Minimum Power Consumption (W) 0.927

GCS Behavior Disconnected/No Control Maximum Power Consumption (W) 1.11

DDH to Target Distance (m) 100-250 Average CPU Temperature (°C) 34.6
GCS to Target Distance (m) N/A Minimum CPU Temperature (°C) 30.7
Target Elevation (m) 10-20 Maximum CPU Temperature (°C) 38.5
DDH Elevation (m) 5 Average Ambient Temperature (°C) 19.5
Humidity (%) 43.6 Minimum Ambient Temperature (°C) 19.0

Maximum Ambient Temperature (°C)

20.0
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