SOARA4loT: Securing loT Assets with Digital Twins

Philip Empl Daniel Schlette
philip.empl@ur.de daniel.schlette@ur.de
University of Regensburg University of Regensburg
Germany Germany
ABSTRACT

As more and more security tools provide organizations with cyber-
security capabilities, security analysts are overwhelmed by secu-
rity events. Resolving these events is challenging due to extensive
manual processes, limited financial resources, and human errors.
Security Orchestration, Automation, and Response (SOAR) is an
established approach to manage security tools and assets. However,
SOAR platforms typically integrate traditional IT systems only. Ad-
ditional considerations are required to deal with the Internet of
Things (IoT), its multiple devices and complex networks. There-
fore, we adapt SOAR to IoT. We first aggregate existing research
and information on SOAR and SOAR platforms. We envision the
SOAR4IoT framework, making IoT assets manageable for SOAR via
middleware. We implement a prototypical digital twin-based SOAR
application integrating IoT assets and security tools to validate our
framework. The experimental setup includes two playbooks coping
with Mirai and Sybil attacks. Results show feasibility as our SOAR
application enables securing IoT assets with digital twins.
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1 INTRODUCTION

Attackers and defenders shape cybersecurity. Sophisticated attacks
on networked information systems are countered by defenders’ use
of tools for security monitoring and operations. However, there is
an ongoing challenge for security analysts. While more and more
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security tools are being used, analysts can face up to 11,000 security
alerts per day (including false positives) [11]. Therefore, organiza-
tions use Security Orchestration, Automation and Response (SOAR)
platforms promising tool integration, automation, and streamlined
workflows for rapid incident response [19, 25].

SOAR platforms are based on security events. Security events
concern traditional IT resources but also the Internet of Things
(IoT). The new IoT frontier (e.g., smart factories or automated home
systems) with its multitude of heterogeneous devices contributes
to the ongoing datafication but currently neglects cybersecurity.
Inadequate or missing security measures caused by a “set-it-and-
forget-it manner” [20] are illustrative for the insecurity of IoT as-
sets. Attackers notice these IoT security issues, as Kaspersky re-
ports 1.5 billion attacks against their IoT honeypots in the first half
of 2021 [30]. Eventually, networked IoT devices exposing default
username/password authentication will become part of botnets.
Estimates see the approximate time to compromise an IoT device
at just five minutes [20]. Thus, it is necessary to extend security
operations to IoT assets for which digital twins provide promising
features [9]. Digital twins are used for security to simulate IoT
attacks [8] and can assist incident response [7, 10].

Whether IoT-specific or not, security analysts cannot process
security events manually. SOAR platforms greatly help analysts
perform investigations and initiate adequate incident response ac-
tions. Analysts can reduce time and resources spent on low-priority
events and manual actions using automated playbooks. Thus, SOAR
documents a shift towards more effective security operations within
organizations. As SOAR attracts attention in research and provides
the dynamics to abstract complex environments, we investigate
its potential for the IoT. Consequently, we ask “how to use Security
Orchestration, Automation and Response for the Internet of Things?”
We expect the general applicability of SOAR for IoT as it is a flexible
construct. Still, it is crucial to showcase adaptation rigorously.

In this paper, we aim to answer the following questions: (1) What
defines SOAR? (2) How to secure the I0T? (3) How to implement
SOAR for IoT with digital twins? These questions lead to our main
contributions:

e We enlighten SOAR core activities and platform features
by analyzing the few academic works and current SOAR
platforms.

e We envision our SOAR4IoT framework built on IoT attacks
and mitigation strategies. Our framework encompasses IoT
assets, middleware, SOAR platform, and security tools.

e We provide a SOAR4IoT implementation leveraging digital
twins. The experimental setup documents the straightfor-
ward, ground-up implementation of a SOAR platform, in-
cluding Eclipse Ditto-based digital twins, which researchers
and practitioners can easily adapt and extend.
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e We explore two security issues of IoT assets. We address
IoT security operations by designing and implementing two
generic playbooks for orchestration and automated response
to the Mirai botnet and the Sybil attack.

The paper is organized as follows. Section 2 outlines IoT, digital
twins for cybersecurity, SOAR foundations and describes related
work. Section 3 elaborates the framework defining the character-
istics of SOAR, discussing the objectives of secure IoT assets, and
describing technologies abstracting the IoT. Then, formal require-
ments lead to the overall SOAR4IoT framework. We validate our
framework in Section 4 through the implementation of a digital
twin-based SOAR platform integrating two use cases. We conclude
our paper in Section 5.

2 BACKGROUND AND RELATED WORK

This section elaborates the background on IoT (Section 2.1), dig-
ital twins for cybersecurity (Section 2.2) and SOAR (Section 2.3),
concluding with related work (Section 2.4).

2.1 Internet of Things

The IoT is characterized by identifiable networking objects (sensors
or actuators) advertising their services to assemble semantic-rich
applications [1]. Beyond scrutinizing particular devices, the IoT in-
volves communication, applications, and processes. Heterogeneous
devices and machines of widely ranging specifications and data
operate seamlessly and collaboratively to assist business processes.
The heterogeneity of IoT devices and networks is mainly caused by
various manufacturers and (communication) protocols. As a result,
there are plenty of cybersecurity issues demanding 1) automated
security operations (detection and mitigation) and 2) orchestration
of security functions for the IoT [17]. When it comes to integrating
10T assets, middleware is reliable, and a common choice [27, 32].
Organizations can choose between different types of middleware
according to technology preferences and use cases (see Figure 1).

2.2 Digital Twins for Cybersecurity

In general, digital twins can be conceived as middleware. At its
core, the digital twin links a virtual representation to a physical
asset aiming to mirror the asset along its life cycle with seman-
tic technologies [3]. The digital twin synchronizes system states
using bidirectional communication with its physical counterpart.
Implementing digital twins is a challenging task. Digital twins (e.g.,
Eclipse Ditto or Azure Digital Twins) can be used standalone or
connected to IoT platforms (e.g., Eclipse Kapua or Azure IoT Hub).

From a security perspective, digital twins concern three primary
security-operation modes: replication, simulation, and historical
data analytics [8]. Historical data analytics deals with the docu-
mented behavior of IoT assets in the past and draws conclusions for
the future. Simulations build on user-specific parameters and model
the semantics of the real world. Last, the replication integrates real-
world data to semantically model and operate a digital twin identical
to its real-world counterpart. These operation modes assist secu-
rity operations. For instance, behavior-based modeling supports
more efficient intrusion detection, and the virtual representation
of the digital twin is suitable for security training [9]. Moreover,
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Figure 1: IoT architecture and middleware types

replication-based digital twins indicate security orchestration and
incident response features.

2.3 Security Orchestration, Automation and
Response (SOAR)

Platforms promising Security Orchestration, Automation and Re-
sponse (SOAR) capabilities for organizations are the latest solutions
proposed by cybersecurity vendors [19]. Like other solutions before,
the underlying concept has not received much research attention
while products are being pushed to market. SOAR is not a stan-
dalone concept but part of continuous development. From related
concepts like log management to Security Information and Event
Management (SIEM), Cyber Threat Intelligence (CTI), and security
orchestration, it can be observed that succeeding concepts build on
previous ones. Examining SOAR, it becomes evident that platforms,
system architectures, and data are crucial to understanding and
implementing the concept.

In the organizational context, SOAR and corresponding plat-
forms are associated with the Security Operations Center (SOC)
or Computer Security Incident Response Team (CSIRT) [31]. Intu-
itively, SOAR aims to assist activities within the three domains of
1) security orchestration, 2) automation, and 3) incident response.

For security orchestration, SOAR subsumes the functionality of
SIEM and integrates multiple devices, systems, and security tools
[13]. Additionally, integration and unification aspects of SOAR re-
late to threat intelligence as relevant information about threats,
attacks, and vulnerabilities is aggregated from internal and exter-
nal sources. For automation, SOAR relies on events and defined
courses of action to enable rapid security operations. Thus, automa-
tion bridges the gap between security orchestration and incident
response. For incident response, containment, eradication, and recov-
ery activities demand to derive and perform appropriate measures.
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Therefore, SOAR includes the instrumentalization of endpoints and
security tools to execute commands.

Related to SOAR is the standardization and representation of
incident response [28]. While current systems are often based on
ticketing systems for security incidents, incident response play-
books are central. In essence, incident response playbooks define
how to conduct a specified defensive procedure. Towards standard-
ization, the incident response community initiated the develop-
ment of dedicated data formats. These formats specify structural
elements and required meta-data for incident response use cases.
For instance, the two formats Open Command and Control (OpenC2)
[23] and Collaborative Automated Course of Action Operations (CA-
CAO) for Cyber Security [24] document different focal areas such
as executable commands and procedural workflows, respectively.

2.4 Related Work

IoT devices and networks are susceptible to cyberattacks. Providing
security measures for IoT is a practical problem and has attracted
researchers’ attention. As outdated firmware enables attacks on IoT
devices, the literature emphasizes security orchestration by using a
firmware update scenario (e.g., [2]). RFC 9019 describes updating
IoT firmware in detail [18] while others use distributed ledger tech-
nologies [5]. As a consequence, we consider IoT firmware updates
to validate our work. From a network perspective, the European
Telecommunication Standard Institute proposes central security
orchestration based on automated configurations and deployments
[15]. We build on existing research and unify security orchestration
activities. We include network and device layers within a single
SOAR framework.

Digital twins for incident response is a trending research topic.
Digital twins assist analysts in SOC [8] and are proposed for re-
sponse measures [12]. Especially for operational systems, digital
twins should implement cybersecurity services (e.g., access control,
intrusion detection, or incident response) [7]. In a recent publication,
Eckhart and Ekelhart [10] emphasize digital twins of real-world IoT
systems as a new method for incident response. Existing literature
only conceptualizes digital twin-based incident response. We are
taking research further and implement digital twins for incident
response.

Scoping the topic of SOAR, we identified additional related work.
Most notably, Islam et al. [13] provide a survey on security orches-
tration. In a follow-up work on SOAR architecture, the authors
propose the layered integration of security tools and map tools to
response activities [14]. For CTI sources in SOAR, security enu-
merations have been discussed in the context of the IoT [29]. We
go beyond security tools and include application aspects and IoT
assets in our approach.

Further, SOAR has been examined in the context of incident
response. Complementary to incident response formats, Schlette
et al. [28] outline the vast SOAR product landscape. As SOAR plat-
forms assist organizations’ incident response, research addressed
the appropriate selection [22] and quantitative evaluation of fea-
tures [21]. SOAR platforms evolve and existing works provide a
snapshot. Based on these works, we aggregate common features of
SOAR platforms and settle on agreed-upon characteristics.
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Table 1: SOAR requirements

Requirement Description IoT

*

Security Orchestration  Integration of IT assets,
security tools, and

threat intelligence

Automation Use of technologies and v/
logic to perform

security operations

Core activities

Incident Response Investigation,
mitigation, and

remediation of incidents

Dashboard or console v
for human interaction

User Interface

Playbooks Workflows, courses of v

action, or scripts

Ticketing System Case management for v

security incidents

Platform features

User Management Access control and v

communication

Y is applicable * requires modification

3 SOAR4IOT FRAMEWORK

To apply SOAR to IoT, we first identify general SOAR requirements
(Section 3.1). Examining attacks on the IoT, we then derive IoT
incident response objectives (Section 3.2). These objectives guide
us towards required IoT security orchestration (Section 3.3). Based
on our formal model (Section 3.4), we conceptualize a SOAR4IoT
framework (Section 3.5) that integrates IoT systems using digital
twins.

3.1 SOAR Requirements

SOAR requirements describe essential characteristics for the imple-
mentation of SOAR. Ultimately, SOAR requirements can assist the
development of a SOAR platform, the evaluation of existing ones,
or the adaptation to IoT devices and networks. In the following,
we aggregate SOAR requirements from existing literature and vali-
date the findings by examining current SOAR platforms. Table 1
describes core activities and platform features.

Core activities (i.e., security orchestration, automation, and inci-
dent response) constitute one group of requirements. They repre-
sent platform capabilities. For IoT, security orchestration demands
modification as heterogeneous, dispersed devices form dynamic net-
works. Task automation remains largely unaffected, is conducted at
SOAR platform level, and applies to IoT. Incident response measures
directly involve IoT assets and thus demand modification.

Platform features constitute the second group of SOAR require-
ments. They represent technical aspects of a SOAR platform. Typ-
ically, a SOAR platform provides a user interface such as a dash-
board or a console to assist orchestration and response activities
[14]. More precisely, the user interface allows querying data and
triggering courses of action. Playbooks are another dedicated SOAR
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platform feature [21]. Playbooks represent workflows including
actuators, actions, and artifacts to support automation and incident
response. For instance, a remediation playbook can be designed
and configured to make an orchestrated device (i.e., actuator) install
(i.e., action) a new firmware version (i.e., artifact). Linked to secu-
rity incidents or threat intelligence, (semi-)automation is possible.
A ticketing system is a SOAR platform feature that helps to keep
track of security incidents [13]. Tickets and case management also
support prioritization and relate to security events. At last, SOAR
platforms enable collaboration and include user management [22].
The platform-centric features above apply to SOAR for IoT.

Aside from literature and their analysis, we also analyzed a
selected few SOAR platforms (Cortex XSOAR, D3 XGEN SOAR,
Siemplify, Splunk SOAR, Tines). In addition, the latest Gartner
market report [19] reveals some information on SOAR requirements.
Our observations of SOAR platform characteristics include:

o Ready-to-use connectors, adapters, or similar interfaces
e No-code or low-code approach for playbooks

o SIEM functions included or integrated

o Ticketing system included or integrated

Most notably, SOAR platforms acknowledge the multitude of
other security tools and provide necessary technical integrations.
Playbook editors emphasize visualization and drag-and-drop func-
tionality but also allow to generate scripts. Concerning SIEM func-
tions, we consider log collection, detection, correlation, and alerts
to be SIEM characteristics. However, some SOAR platforms directly
include these functions. Moreover, there is only an arbitrary bound-
ary between some SIEM and SOAR tools (e.g., Wazuh). Ticketing
systems build an underlying foundation for SOAR platforms and
are closely related to correlation and prioritization. Nevertheless,
organizations can also integrate existing security ticketing systems.

As a result, core activities and platform features apply to current
SOAR platforms. In the context of IoT and our framework, SOAR
requirements are applicable but also demand adaptation.

3.2 IoT Incident Response Objectives

We discuss possible attacks and vulnerabilities of IoT systems to
identify relevant assets that necessitate SOAR. The IoT provides
a favored attack surface to different threat actors pooling their
resources. As the number of IoT market participants grows, time-to-
market is shortening, standards are lacking, and security is affected.
Consequently, inadequate security of IoT assets is a call to inci-
dent response (e.g., update procedures or configuration). Research
identifies several perspectives on IoT attacks and vulnerabilities,
such as encryption attacks [16], attacks mapped to the ISO/OSI
stack [4], or the most common vulnerabilities listed by OWASP
IoT Top 10!. We distinguish IoT attacks on a higher level. Thereby
we differentiate between attacks on device-level and network-level.
We exclude attacks concerning other layers than the physical or
network layer (e.g., attacks in cloud environments) because these
attacks are not unique to the IoT. In summary, IoT attacks target:

e Device-level — hardware-based attacks, software-based at-
tacks, and sensor data-based attacks
e Network-level — network-based attacks

Thttps://owasp.org
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Table 2: IoT attacks and mitigations

Type Attack Mitigation

Hardware-based Node tampering Perimeter security

Software-based Mirai malware Firmware update

Data-based Authentication

Offboarding

False injection

Network-based Sybil attack

Hardware-based attacks target the physical layer to damage IoT
devices systematically. These physical layer attacks include node
tampering, node jamming, or other physical damage. Software-
based attacks on IoT devices usually involve firmware vulnera-
bilities or the (embedded) operating system. These vulnerabilities
are exploited by well-known malware, such as Mirai botnet, Indus-
troyer, or Reaper. Attacks also target data, especially sensor data. In-
jecting false data, eavesdropping and task inference are data-based
attacks and conclude the device-level attacks. The network-level
scopes all attacks based on the ISO/OSI stack layers, e.g., Sybil
attack, denial of service, or wormhole attack.

In order to mitigate and prevent these vulnerabilities and attacks,
security measures concerning IoT are discussed [4]. These secu-
rity measures constitute IoT incident response objectives. More
generally, there are proactive and reactive security measures. For
instance, over-the-air (OTA) firmware updates and strengthening
of password security are proactive security measures and the on-
and offboarding of IoT devices count to reactive security measures.
SOAR platforms can orchestrate proactive and reactive security
measures. We do not consider security-by-design decisions (e.g.,
encryption mechanisms).

The orchestration of IoT devices and networks is a prerequi-
site to incident response. Playbooks are a crucial platform feature
of SOAR to enable automation. Referring back to SOAR require-
ments, the deployment of the other two core capabilities, namely
orchestration and response, in the IoT is challenging. While the
orchestration of security tools is similar to traditional SOAR and
requires no further considerations, the orchestration of IoT devices
and networks requires more attention. Table 2 summarizes attacks
on IoT assets and example mitigations. Moreover, different means
of IoT security orchestration exist, which we identify in the next
section.

3.3 IoT Security Orchestration

IoT security orchestration is directed at IoT devices (device-level)
and IoT networks (network-level). Security measures for hardware-
based attacks are enabled by manual tasks only. Proactively locking
IoT devices away is an illustrative physical security measure and
not part of SOAR.

In general, middleware is used to abstract IoT devices and their
functionalities. However, middleware can also serve security or-
chestration purposes. Commercial solutions address IoT devices
with two common middleware concepts: Digital twins and IoT plat-
forms. Our work takes on a broad perspective but emphasizes the
digital twin concept for representing IoT assets.
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Figure 2: SOAR4IoT framework

Digital twins provide many features that enable security orches-
tration for IoT devices. They go beyond IoT platforms that are cen-
tered on common management tasks (e.g., onboard, monitor, and
offboard devices). In particular, digital twins in replication mode
provide IoT device modeling and security features. The bidirectional
communication between the digital twin and IoT asset is benefi-
cial as synchronizing sensor data and receiving commands can
fulfill security orchestration. For instance, digital twins can store
threat information acquired from third-party apps and synchronize
information about vulnerabilities with their physical counterparts.

Besides IoT devices, digital twins and IoT platforms also extend to
IoT networks. In this regard, digital twins allow the representation
of dedicated edge nodes. Edge nodes are used in IoT networks as
they control device communication. Using digital twins of edge
nodes is thus a node-centric approach to communication-related
security orchestration.

To sum things up, IoT device orchestration is enabled by digital
twins. Further, IoT network orchestration requires the integration
of edge nodes. Edge nodes are crucial as they control sub-networks
containing several IoT devices. Therefore, we also include some
node-centric aspects of IoT networks in our framework. We consider
edge nodes represented by digital twins.

3.4 Formal Model

Concerning the security objectives of IoT, we define requirements
targeting the three core capabilities of SOAR. These requirements
are essential for the implementation of SOAR platforms and the
definition of playbooks. The formal model includes:

REQUIREMENT 1 (ORCHESTRATION OF I0T ASSETS). We denote IoT
assets as A = {aj, ay, ..., an}, whereby an asset is either a device,
network or security tool. These assets are integrated into SOAR:

a— SOAR

REQUIREMENT 2 (AUTOMATION OF SECURITY MEASURES). Automa-
tion depends on security measures strategically executed for a
specific event E = {ej, ez, ..., €, } mapping an asset to a playbook
P = {p1,p2,...,pm}- Thereby, a playbook is generic and could be

linked to one or more assets, located inside a SOAR platform. An
asset does not necessarily require a playbook:

Je € E: e SOAR(poa) A SOAR(p) — a

Jda e A: ~SOAR(p o a)

REQUIREMENT 3 (DEPLOYMENT OF RESPONSES TO IOT ASSETS).
Response of the SOAR platform depends on whether at least one
playbook fulfills or characterizes appropriate security measures for
an event. Otherwise, no response is automatically deployed:

SOAR(p) > a
notify(e)

In the next step, we outline our framework, its components and
middleware integration.

if 3p € P: SOAR(poe)
otherwise.

respond(e) = {

3.5 Framework Overview

Middleware integration complements our SOAR4IoT framework.
We emphasize using digital twin middleware to extend existing
SOAR platforms based on the previously established SOAR require-
ments and IoT security objectives. Figure 2 depicts the SOAR4IoT
framework and the middleware integration.

IoT assets. The SOAR4IoT framework is based on IoT assets. IoT
assets are classified as IoT devices (i.e., sensors or actuators) or
IoT networks (i.e., edge nodes and communication). Intertwined,
IoT devices and networks form complex IoT systems accessible
through applications. IoT security orchestration implies that IoT
assets are known to the SOAR platform. Consequently, there is
an information flow from IoT assets to the SOAR platform. In the
opposite direction, incident response measures target IoT assets.

Middleware. The SOAR4IoT framework integrates middleware.
Besides digital twins, other middleware concepts (e.g., IoT plat-
forms) exist. The middleware is located between IoT assets and the
SOAR platform. We argue that middleware is beneficial for abstract-
ing IoT assets. Also, IoT asset data is aggregated. Digital twins, in
particular, provide semantic features (e.g., modeling components),
a dedicated interface, and different perspectives (e.g., data views)



ARES 2022, August 23-26, 2022, Vienna, Austria

for orchestration and response. In our case, digital twins offer a
comprehensive summary of the asset’s (security) state and enable
the validation of security measures.

SOAR platform. The SOAR4IoT framework contains a SOAR plat-
form at its core. Most importantly, the SOAR platform emphasizes
playbooks and their automation but includes other typical features
such as ticketing, user interface, and user management. Data flows
from the middleware and connected security tools to the SOAR
platform for security orchestration. Then, appropriate incident re-
sponse measures are disseminated.

Security tools. The SOAR4IoT framework includes security tools.
Security tools (e.g., SIEM - Security Information and Event Man-
agement systems or IDS - Intrusion Detection Systems) are queried
or actively provide security-relevant information. Various Cyber
Threat Intelligence sources (e.g., CTI feeds) can also provide input
to the SOAR platform and serve as a trigger to response actions.
However, incident response actions also address security tools (e.g.,
updating SIEM rules or disseminating CTI).

4 PROOF OF CONCEPT

We implement the SOAR4IoT framework to validate its feasibility.
Defining two use cases, we represent security measures in two
playbooks (Section 4.1 and 4.2). More specifically, our experimental
setup includes the SOAR platform, replication-based digital twin
middleware, and IoT assets (Section 4.3). Further, we demonstrate
security orchestration, automation, and incident response and show
experimental results (Section 4.4). At last, we conclude our proof
of concept by discussing the impact and limitations (Section 4.5).

4.1 Mirai Botnet — Use Case 1

The Mirai malware is scanning IoT devices for vulnerabilities. The
attacker’s goal is to use the IoT devices for malicious purposes.
Consequently, IoT assets need to be secured at the device level.
This scenario represents our first use case. The following SOAR
playbook describes courses of action to address Mirai-like situations
that require firmware updates.

Playbook 1 Mirai Botnet (proactive)

1: procedure MIRAI

2 a « IoT devices

3: for alld € ado

4 e« CTIford

5 if isVulnerable(e,d) and d.checkFirmware() then
6 d.updateFirmware()

7: if checkAuthentication(e, a) then

8: changeAuthentication(a)

9: a.permit Join(true, 30s)

Organizational security operations to cope with Mirai or similar
malware include threat intelligence. Organizations monitor their
IoT devices and pay attention to vulnerabilities. Either manually
or automated, organizations analyze CTI reports. CTI describes se-
vere vulnerabilities and triggers security operations. Such security
operations include checking affected IoT device status and whether
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a new firmware update is available. This procedure is necessary to
keep IoT devices secure and ensure continuous operation. Other-
wise, IoT devices can easily contribute to malicious activities, such
as distributed denial of service (DDoS) attacks.

4.2 Sybil Attack — Use Case 2

A Sybil attack in IoT describes the fake creation of identities (i.e.,
IoT assets) in IoT networks [26]. Thereby, attackers attempt to for-
ward data selectively, drop data packets or manipulate data. Con-
sequently, IoT assets need to be secured at the network level. This
scenario represents our second use case. The following SOAR play-
book describes courses of action to address Sybil attack situations
that require device removal.

Playbook 2 Sybil Attack (reactive)

1: procedure SYBIL

2 e < SIEM event

3 a <« IoT network

4: foralln € ado

5 if isSybilNode(e, n) then
6 a.removeDevice(n)

~

a.permitJoin(false)

Organizational security operations to cope with a Sybil attack
center on adequate monitoring of additional edge nodes or other IoT
network components. Digital twins include detailed information
about trusted IoT assets. Thus, they can be leveraged once a trigger
(e.g., a SIEM event containing the loss of several data packets) from
a security tool is received. Assessing the IoT network components,
organizations can identify additional fake nodes or even missing
ones and start response measures. This procedure is crucial to avoid
malfunctioning IoT applications.

Multiple attacks on IoT assets demand SOAR capabilities. We
opted for the two exemplary use cases based on the Mirai botnet and
Sybil attack to document our SOAR4I0T framework implementation.
Next, we describe our technological setup, including hardware and
software.

4.3 Experimental Setup

Our experimental setup implements the SOAR4IoT framework. The
source code is available in Gitlab?. Figure 3 describes our proto-
typical implementation and documents technology and data flows.
This overview is further specified by categorizing and listing the
underlying hardware (see Table 3).

IoT assets. We deploy two Xiaomi Aqara temperature sensors
and two IKEA Tradfri LED bulb actuators in our lab environment.
The sensors measure temperature and humidity. The actuators con-
trol brightness, color temperature, and state of connected LEDs.
For communication purposes, sensors and actuators use the Zigbee
protocol. Additionally, we deploy a Raspberry Pi 3B+ edge node.
Zigbee communication between IoT assets and the edge node is
controlled with a CC2531 Zigbee USB-Stick. This Zigbee controller
is physically plugged into the edge node, but communication is

Zhttps://git.ur.de/soardiot


https://git.ur.de/soar4iot

SOARA4IoT: Securing loT Assets with Digital Twins

ARES 2022, August 23-26, 2022, Vienna, Austria

loT Assets Digital Twins SOAR Application Security
Tools
D) E Edge Node ‘E
i ! N
M| [ — !
s y L ! SIEM
ensors P ;
Actuators ! E c Angular o
i o h g J—
‘) i | Zigbee2mQTT Mosquitto ' Eclipse Ditto n\'dc e
C E i T @ mongoDB
Aglazz G E \__Nodels ) MongoDB
Figure 3: Experimental setting
Table 3: Hardware list (Ubuntu, 16GB RAM, 8 kernels, and 80GB storage) and connects to
Mosquitto.
Device Category Characteristics We design and configure our Eclipse Ditto-based digital twins
< A S WSDCGOOILM. Zigh (see Figure 4). First, we define the primary policy. This policy grants
Tlaoml qara ensor 1Q01 » c1gbee an admin user read and write access to the digital twins and restricts
emperature protoco a demo user to read access only. We then create five IoT assets,
IKEA Tradfri Actuator LED1733G7, Zigbee including the edge node. Each IoT asset is structured using JSON
LED Bulb E14 protocol data serialization that defines a primary data schema for its digital
CC2531 Zigbee Controller USB interface, Zigbee twin. We furth.er define messages in Echpﬁ Dltto: These messages
. allow users to interact directly with the digital twin of an IoT asset.
USB flash drive protocol o : .
Digital twins process all messages received from users separately
Raspberry Pi3B+  Edge Node Raspbian GNU/Linux 11, and behave according to the message-defined function. However,
1GB RAM, RJ-45 Ethernet not all messages are equally feasible for all IoT assets. While sensors
Virtual Machine Server Ubuntu 20.04.3 LTS, 16GB and actuators implement firmware and state/effect messages, the

RAM, 8 cores, 80GB disc

wireless. At the edge node, the Zigbee data is transformed into
MQTT data using the Zigbee2MQTT? bridge. Zigbee2MQTT acts
as a client sending data from sensors and actuators to the MQTT
broker. In our setup, the open-source MQTT broker Mosquitto* is
installed on the edge node. As MQTT data is structured in topics,
Zigbee2MQTT publishes/subscribes to an IoT asset-specific topic
(e.g., SOAR4IoT/Lab_Actuator_Bulb1). In the same way, Mosquitto
uses MQTT topics for upstream data. Similar IoT assets and edge
nodes to our experimental setup might be used as part of an indus-
trial oven or assembly line.

Digital twins. We implement digital twins representing the mid-
dleware of our SOAR4IoT framework. For each IoT asset there is one
digital twin. Using the open-source digital twin software Eclipse
Ditto® allows us to integrate and replicate heterogeneous IoT assets.
Eclipse Ditto enables message-oriented communication with IoT
assets through their digital twin. Besides, it supports the definition
of policies (i.e., access control) and the integration of specific bro-
kers for several IoT protocols (e.g., MQTT, AMQP, or CoAP). In
our experimental setup, Eclipse Ditto runs on a virtual machine
Shttps://www.zighee2mgqtt.io

“https://mosquitto.org
Shttps://www.eclipse.org/ditto

edge node (network administrator) can remove or permit devices
to join the network. For instance, if a new IoT asset is invited to
onboard the network, the edge node temporarily allows new devices
to join for 20 seconds by messaging permitjoin(true,20). Last, we
connect Eclipse Ditto to the Mosquitto MQTT broker to establish
bidirectional communication between the digital twins and the IoT
assets. On the one side, data received from the MQTT broker fills
the pre-defined data schemata of the digital twins, and on the other
side, digital twins can send commands to the IoT assets.

We opted for Eclipse Ditto because event-based middleware is
most qualified for real-time data processing [6] and SOAR use cases.
Eclipse Ditto implements the publish/subscribe approach with top-
ics and events (see Figure 1). Nevertheless, there are several ways of
implementing digital twins (e.g., physics-based modeling vs. data-
driven techniques). Eclipse Ditto uses a data-driven technique with
messages to represent IoT asset functions. This type of middleware
fits SOAR best, as SOAR does not require simulation capabilities and
other aspects of physics-based digital twins. Additionally, Eclipse
Ditto is established and used by industrial companies (e.g., Bosch
or Aloxy).

SOAR application. The SOAR platform application is deployed
on the same virtual machine that runs Eclipse Ditto. We imple-
mented the frontend of the SOAR platform using the Angular®

®https://angular.io
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Figure 4: Digital twin setting in Eclipse Ditto

web application framework and Typescript’. The backend of our
SOAR application is based on NodeJS® storing data in a MongoDB®
database. Developing the SOAR application, we find microservice
architecture to fit the purposes of SOAR best. Our SOAR4IoT im-
plementation integrates four main microservices: core app (central
microservice), Eclipse Ditto app, CTI app, and a SIEM app. The
SIEM app generates pseudo-events used to trigger the execution
of playbooks. The CTI app queries vulnerabilities, and the Eclipse
Ditto app integrates IoT assets. For ease of deployment, we use
Docker Compose and Docker Images. A detailed description of the
SOAR platform features is described in Section 4.4.

Security tools. At last, our experimental setup includes the use
of security tools. We pursue a twofold approach. First, we integrate
existing CTI sources for security-relevant information. Thus, infor-
mation about vulnerabilities in applications, hardware, or operating
systems can be queried from the US National Vulnerability Data-
base (NVD) and is structured by its Common Vulnerabilities and
Exposures (CVE) enumeration. CVE descriptions are particularly
relevant as attackers widely use available exploits for known vul-
nerabilities. Also, firmware update information can be queried for
our actuators. Second, we directly include a security event feature.
This feature is based on predefined security events representing
SIEM alarms or incident notifications. Contrary to our experimental
setting, organizations will integrate their existing SIEM systems or
ticketing systems instead.

4.4 Results

Our research yields results concerning the demonstration of two
IoT security use cases. Implementing our digital twins and IoT-
centric SOAR application enables security workflows based on user
interface (UI) and playbook execution.

"https://www.typescriptlang.org
8https://nodejs.org
https://www.mongodb.com
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We created three playbooks, of which two are addressing the
Sybil attack and one the Mirai botnet use case. Therefore, our UI'®
includes an intuitive playbook editor for configuration. In general,
the UI of our SOAR application follows a minimalistic approach
and provides a single point of contact. Figure 5 documents three
main views: (a) security event list, (b) IoT assets (digital twins),
and (c) playbooks. Our digital twin and security-focused UI goes
beyond the generic Mosquitto UI and the Ansible Semaphore UI'!.
We reason that designing and implementing a customized SOAR
application along SOAR requirements is feasible with open-source
technologies.

We define a generic SOAR4IoT workflow to showcase playbook
execution. The workflow involves IoT assets (digital twins), apps,
actions, playbooks, and events. Apps (i.e., individual microservices)
implement specific actions (e.g., API calls) relevant for security op-
erations. These actions are then structured and instantiated within
playbooks. At last, given a specific security event (received by app
or created via the UI), playbook execution is triggered. Playbook
execution is dependent on event parameters and matching logic.
As events are linked to IoT assets, matched playbooks must refer
to the same IoT assets. During playbook execution the SOAR core
service checks an app’s availability, documents action status and
starts subsequent actions. The playbook status indicates success,
timeout or failure.

The Mirai playbook is used for vulnerable IoT assets (e.g., missing
updates or default passwords). Its actions include fetching CTI data,
updating IoT assets OTA, and requesting analysts to check the IoT
assets’ authentication manually. Our experimental setup includes
no vulnerable IoT assets, so we define a repetitive update event.
This event triggers playbook execution regularly. We successfully
achieved firmware updates for the IKEA Tradfri LED bulb using
digital twin messaging functions and Zigbee2MQTT. Changing
authentication and validating playbook execution (e.g., comparing
firmware versions) are subsequent manual tasks.

The Sybil playbooks address rogue devices. The actions include
identifying and removing Sybil nodes from the network. This is
followed by preventing new devices to join the network. Lever-
aging our SIEM app, we create events indicating a possible Sybil
attack. In SOAR4IoT, the security analyst can then execute a play-
book to analyze IoT assets not represented by a digital twin. If so,
new removal events are created and listed with the asset’s network
address (see Figure 5a). A security analyst can also check manually
if the network address is linked to a known IoT asset (see Figure 5b).
The analyst is assisted in resolving the removal event by executing
the corresponding playbook (see Figure 5c). Observing the status
of playbook execution, the Sybil node is successfully removed. Val-
idation might include comparing connected IoT assets at the edge
node before and after playbook execution. In general, playbook
selection depends on analyst’s assessment of whether a playbook’s
actions meet the desired objective.

Lessons Learned. We learned that a logical separation of security
orchestration and incident response using microservices benefits
the SOAR application. We consider security orchestration a data
collection task (e.g., querying device status or available CTI) and

1Ohttps://soardiot.ur.de
https://github.com/ansible- semaphore/semaphore
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Figure 5: SOAR4IoT UI

incident response a modification task. Digital twins prove relevant
as they provide an additional layer with unified access and control
to make the IoT manageable for security purposes. We experienced
excellent feedback from the Eclipse Ditto community during de-
velopment. It leads us to conclude that, in practice, digital twins
go beyond the functional scope of IoT platforms, and digital twin
research is relatively narrow. Overall, SOAR application develop-
ment is a challenging task, but complexity can be reduced (e.g., via
microservices, virtualization, and deployment tools).

4.5 Discussion

We discuss both the scientific and practical impact of our SOAR4IoT
framework before mentioning limitations.

Scientific impact. Only a few academic works have addressed
security orchestration and SOAR platforms. Our work is an attempt
towards leveling the playing field with the large number of commer-
cial SOAR platforms. This attempt includes a list of SOAR platform
features. Eventually, documented by our SOAR application, open-
source technologies can be used. We contrast user reluctance with
the potential use cases for security and open-source frameworks
like Eclipse Ditto digital twins. We direct attention to digital twins
for security operations beyond current simulations.

Practical impact. To cope with the current IoT trend, organiza-
tions must manage IoT assets and extend existing SOAR platforms.
Our work can be seen as an innovative approach using open-source
technologies. Pointing at the benefits of small-scale, customized
SOAR platforms, we contrast commercial SOAR platforms. Our
publicly available source code can serve for future extensions.

Limitations. There are several aspects that our work does not
address. We attempted to select appropriate technologies and jus-
tify our decisions, but there are no best practices for digital twins
in cybersecurity. CPS Twinning!? is an alternative digital twin
framework worth further investigation. Additionally, we excluded

2https://github.com/sbaresearch/cps-twinning

security for IoT cloud applications (e.g., predictive maintenance)
typically used with IoT assets. Our SOAR application does not con-
sider communication features (e.g., messaging or task delegation)
found in commercial SOAR platforms. Access control, available for
digital twins, is missing at SOAR application level but is required in
production environments. Due to the small quantity of IoT assets,
we can not assess the scalability of our SOAR application. Since
many IoT devices will never experience updates, organizations
should pay attention when buying them. Also, we did not exploit
the full range of possibilities as our SOAR application integrates
only a few security tools.

5 CONCLUSION AND FUTURE WORK

The question “How to use Security Orchestration, Automation and
Response for the Internet of Things?” was the starting point of our
work. While investigating the SOAR concept and SOAR platforms,
we derived a detailed understanding of SOAR and its requirements.
Defined by its orchestration, automation, and incident response
capabilities, SOAR is mainly centered on playbooks and security
tool integration for security operations. Extending the security
operations to the IoT is a necessary step, as IoT attacks and IoT
objectives show. Among different options to secure the IoT, digital
twins provide a feasible, lightweight solution abstracting heteroge-
neous assets. Thus, our SOAR4IoT framework integrates a digital
twin-based middleware. More precisely, we establish a prototypi-
cal implementation using Eclipse Ditto and a microservice SOAR
application. Implications of our conceptual design and SOAR4IoT
implementation include the following:

o Digital twins provide abstraction and a unified interface for
the plethora of IoT assets. The security community should
further compare different digital twin frameworks’ abilities
(e.g., advanced behavior or process modeling). To the best
of our knowledge, our Eclipse Ditto implementation is the
first, with security use cases built on top. It can serve as a
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stepping stone for sophisticated intrusion detection, threat
notifications, and life cycle analyses.

e SOAR is about playbooks. Thus, research should focus on the
great potential of playbooks. We expect benefits of identify-
ing additional use cases (e.g., execution of playbooks against
a group of IoT assets) and formalizing playbook logic. Future
work should assist security analysts from initial (automated)
playbook creation based on manufacturers’ course of ac-
tion recommendations to playbook X event matching and
(prioritized) execution. Therefore, playbooks must consider
organizational incident response processes and their under-
lying principles.

From a security management perspective, SOAR4IoT has two
great strengths. First, it is crucial to see the full picture and properly
manage organizational assets. And second, security management
must plan security operations strategically to maintain the security
posture. Digital twins and SOAR playbooks foster both aspects.
However, this requires initial resources to implement the SOAR4IoT
framework and strategic decisions whether to use playbooks to
their full extent. We believe it is worth the effort due to new avenues
and security possibilities.
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