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Abstract

In this work, we examine how Moving Target Defences (MTDs) can be enhanced to circumvent
intelligent false data injection (FDI) attacks against power systems. Initially, we show how, by imple-
menting state-of-the-art topology learning techniques, we can commit full-knowledge-equivalent FDI
attacks against static power systems with no prior system knowledge. We go on to explore how naive
applications of topology change, as MTDs, can be countered by unsupervised learning-based FDI
attacks and how MTDs can be combined with physical watermarking to enhance system resilience. A
novel intelligent attack, which incorporates dimensionality reduction and density-based spatial clus-
tering, is developed and shown to be effective in maintaining stealth in the presence of traditional
MTD strategies. In resisting this new type of attack, a novel implementation of MTD is suggested.
The implementation uses physical watermarking to drive detection of traditional and intelligent FDI
attacks while remaining hidden to the attackers. Following this, we outline a cyber-physical authen-
tication strategy for use against FDI attacks. An event-triggered MTD protocol is proposed at the
physical layer to complement cyber-side enhancements. This protocol applies a distributed anomaly
detection scheme based on Holt-Winters seasonal forecasting in combination with MTD implemented
via inductance perturbation. To conclude, we developed a cyber-physical risk assessment framework
for FDI attacks. Our assessment criteria combines a weighted graph model of the networks cyber
vulnerabilities with a centralised residual-based assessment of the physical system with respect to
MTD. This combined approach provides a cyber-physical assessment of FDI attacks which incorpo-
rates both the likelihood of intrusion and the prospect of an attacker making stealthy change once

intruded.
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Chapter 1

Introduction

1.1 Background

The power system is arguably the most critical of all modern networked infrastructures. To some
extent, water, communications, sanitation and defence systems are all dependent on a stable electricity
supply. Cascading blackouts and system failures can be costly, both in financial and human life terms,
and so it is no wonder that the power system has become a key target for hackers seeking to disrupt or
destroy. In 2015, Ukraine experienced one of the first successful (and well-documented) cyber-attacks
against a power system distribution operator. The consequences of this attack were significant: around
300,000 people were disconnected from their power supply [1]. Recently, cyber-attacks against power
systems have, unfortunately, become a major concern for power system operators. The advantages of
cyber-attacks, in particular, are clear. The anonymity and plausible deniability the attacks offer are
invaluable to national players seeking to minimise the political fallout from such operations. From
the perspective of the attacker, the low-risk, high-reward nature of cyber-attacks means hackers can

be hired from as little as around 5 USD per hour [2].

The events in Ukraine demonstrate an appetite to commit cyber-attacks against power systems and
other critical infrastructures. While it is true that the Ukraine attacks show it is possible to target
and successfully compromised a SO directly. In the future, this route to compromise is less likely to

be available to attackers. This is partially due to the Ukraine attacks themselves. The high profile

1



nature of this attack has meant that security for SOs has increased and the vulnerabilities which were
exploited for Ukraine are unlikely to be exploitable again going forward. We consider that, in the
future, attackers are likely to explore alternate routes to compromise. These might include bottom up
routes to attack i.e. compromising poorly defended, distributed system assets as opposed to the central
control systems. We also consider, that in some respect, the consequences of the 2015 Ukraine power
grid attack were muted. Although the attacks were successful, they were discovered quickly and
rectified (from a power supply perspective) within a few hours. By comparison, if the attackers had
opted for a deception-style attack and remained hidden post-attack initiation, they may have been able
to cause more damage to the system in the long run. With this in mind, we discuss two main research
areas related to deception-style attacks. The areas we discuss primarily are false data injection (FDI)
attacks (sometimes called FDI attacks or FDIAs) and Moving Target Defence (MTD). Through this
work we seek to make contributions to both the attack and defence literature. In the following, we
offer a brief description of each of these fields with an expanded literature review on each of these

topics found in the background chapter.

1.2 A Brief Introduction to False Data Injection Attacks

FDI attacks are a form of deception attack which involve using the system assets (usually measure-
ment infrastructure) against the system operator. FDI attacks were first outlined for power systems
in [3]. The attacks chief aim is to deceive the SO without triggering underlying bad data detection
(BDD) processes used by the central state estimator. To achieve this, the attackers will ’inject’ false
data into distributed system measurements to manipulate either the SO directly or general system pro-
cesses to gain a certain outcome. The principles are quite straightforward. The attacker injects data
into the individual systems measurements. In doing this they seek to replicate a scenario that might
cause detrimental action to the system. These detrimental actions can either be by the SOs own action
1.e. dispatch power where non is needed or automated control responses. These types of attacks can
be applied in power systems, gas networks, water systems or essentially any networked system reliant
on distributed monitoring. FDI attacks can generally be considered to have a high knowledge barrier

in comparison to other attacks. This is because in addition to all the intrusion requirements normal
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cyber-attacks have, FDI attacks also require a good understanding of the underlying system in order
to bypass BDD and remain hidden. There are various strategies for doing this. The use of topology
information to remain hidden is quite commonly suggested because it allows high levels of flexibility
in how attackers can structure their attacks. Hackers can use topology information to stay hidden and
in fact often a central assumption in FDI attack research is that the attackers possess good knowledge
of the system topology. Given the requirement of topology knowledge to perform an FDI attack, a
sub-field has emerged on preventing the use of topology information for FDI attackers to stay hidden
(MTD). Further, stealthiness is critical for an FDI attack to be successful. If a system operator knows
an attack vector is false he will discard the measurements and attempt to establish the true attack

vector.

1.2.1 Potential Consequences of FDI attacks

The consequences of a successful FDI attack can be severe. When performed under a full knowledge
and access assumption the attacker can effectively replicate the appearance of any system state to the
operator. The resulting impacts on system stability impacts and operation can result in a number of
undesirable outcomes. For example, a system which is suffering already from under-voltage. The
attacker could replicate a measurement set that hides the under-voltage from the system operator.
Further, the attacker could attempt to compound the under-voltage by representing a system state that
might encourage disengagement of generating assets. We might consider this as a load-shedding style
of attack. In this way, the SO actually attacks his own system by trying to rectify the perceived system
state. The opposite approach is also possible. Looking for areas operating at capacity and presenting
under-voltage style vectors will give the appearance that more generation dispatch is needed. If the
operator responds in the expected manner i.e. by initiating generator dispatch we could easily see
over-voltages, higher expected temperature and protection trips. Further, if left undetected for a long
period lines could even be permanently damaged by run over capacity. Protection trips resulting from
these attacks in turn could result in cascading blackout failures, particularly if aspects of the blackout
are hidden using the compromised measurements. Further, it would also be possible to manipulate

market pricing in short-term spot markets if the system state could be manipulated. An operator of



fast response generation could benefit greatly from a perceived regional lack of generation.

1.3 A Brief Introduction to Cyber-Defences

While cyber-defence is a large field with many sub sections. Broadly, we can characterise the available
defences for SOs into a few key areas. Authentication defences which include encryption, password
protection. Analytic or mathematical based detection which would include anomaly detection, state
estimation process. We might also consider social engineering based defences, utilising hierarchy,
internal checks and sign off. Unfortunately, all these forms of defences are susceptible to FDI style
attacks. The distributed nature of the attack means that the attacker can compromise old, distributed
assets, which can be installed pre-cyber-security considerations. Thus making much of the authen-
tication strategies redundant. FDI attacks are also structured to look plausible to internal analytics
processes and to the human SOs which means they can bypass error checks both mathematical and
human. We must therefore, consider a tool with which to evaluate FDI attacks. One such method is

’Moving Target Defence’ or MTD.

1.4 A Brief Introduction to Moving Target Defence

MTD is a catch-all term for a collection of technologies, techniques and protocols for cyber-defence.
In contrast to other conventional sources of defences, which utilise system protocols or software to
enhance security, MTDs increase cyber resilience by dynamically changing the underlying system in
which they operate. In this work we look exclusively at the attack and defence of power systems with
specific reference to the FDI attack. As discussed, FDI attacks usually require system knowledge
(such as network topology) to be successful. It makes sense that if the system operator can render
the attacker’s information obsolete, the attacker will struggle to attack without creating gross errors
that can be exposed. Changing the system in this way has often been referred to as a moving target
in that it changes the underlying model (the target), and if the attacker does not update his model,

his attack will likely fail as their attacking model will now be based on obsolete information. Within
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a power system context, MTD usually refers to the use of network infrastructure such as distributed
flexible AC transmission system (D-FACTS) or transmission switching to invalidate the attackers
system knowledge. However, MTD is not merely limited to power systems. There is also a body of
work related to MTD in cyber networks which usually involves using virtual private networks (VPNs)

and circulation of network channels to expose attackers.

1.5 Objectives

Our objective with this work is to innovate in a few areas. To start, we’d like to expand the literature
on FDI attacks. In the past, we have seen FDI attacks primarily performed against static system
with few defences considered. However, in practice, power systems themselves are quite dynamic
and increasingly open to implementation of new defences. We intend to examine how to make FDI
style attacks MTD-competitive i.e. how to make it so they can potentially bypass MTD defences.
We intend to offer attackers intelligent solutions to attacks that takes advantage of state-of-the-art
topology learning and data driven techniques. Almost all the current works on FDI attacks have been
performed under the assumption of either full knowledge of the current system topology or (at least)
a fixed underlying topology. Therefore we believe the relaxation of this assumption will provide an
interesting research avenue and believe there is significant research value in exploring the question of
how to circumvent MTD (as an attacker). In fact, in this work, one of the first things we will show
is that attacks (even with limited knowledge) can use data to get limited topology information and

circumvent naive applications of MTD.

We also note that there is a lack of operational discussion on the practical application of MTD and
how it should be used. Papers focus on the evaluation of attacks and rarely on the implementation.
MTD is costly both in terms of both infrastructure and ongoing operational costs. We also hope to
explore methods of reducing the cost of MTD, particularly in the instance of no attacks present. While
MTD has been shown in the past to be an effective method of counteracting FDI it also has its own
drawbacks when applied in the power system. We intend to explore event-triggers as a method of

reducing the overall application of MTD in the power system. We also wish to explore distributed
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solutions detection solutions to the MTD application problem in order to enhance regional protection.

Finally, we would like to create a risk-based assessment method for system operators to assess the
native risk of their system with respect to FDIAs and MTD. Much of FDI research has been focused
on the ability to attack, and little focus has been put on actual advice for system operators in defending
their systems. We are hoping to tie together these areas and produce a body of work that makes a real

and applicable contribution to the defence of systems from FDI style attacks.

1.6 Contributions

* Qur first contribution is to use state-of-the-art (SOA) topology learning algorithms to create a
topology-learning-aided FDI attack capable of attacking power systems under a low knowledge

assumption model.

— In the past, the level of knowledge of power system topology has been an important as-
sumption for attacking models. Our attacking model is committed against the AC power
system and uses the latest state-of-the-art topology discovery techniques to build a model

for the network.

— As part of this topology learning attack, we introduce an attacker-side criteria assessment
via a pseudo-residual calculation to allow the probabilistic assessment of attack success
before any attack has been committed, allowing the attacker to ensure stealthiness. This
contribution allows attackers to assess attack likelihood of success before engaging an
attack. This is crucial as we consider the high costs of intrusion and the attackers aversion
to detection. We also show regional pseudo-residuals can be used to verify local attacks,

even in the presence of global topology errors.

— Finally, for this topology learning attack, we demonstrate how quickly the attacker can de-
velop full knowledge of system topology and parameters and effectively validate the full
system knowledge assumptions in previous studies. As we have good data on prior intru-
sion times from events such as the Ukraine 2017 attack, we can utilize this contribution

allows us to assess to likelihood of a blind attack being plausible.
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* For our 2nd results chapter we provide a few contributions. On the attacking front, we explore
the idea of counter-MTD or MTD resilient FDI attack techniques. With the success of these
new attacks established. We introduce a new ’camouflaged’ implementation of MTD to drive

detection against traditional and intelligent FDI attacks.

— Whereas previous FDI attacks have been designed against static systems, we seek to offer
new attacking considerations in the presence of dynamic systems with MTD. This contri-
bution allows for attacks in non-static systems with MTD in place providing an attacking

counter to naive or simple applications of MTD.

— The proposed intelligent attack works under zero system knowledge assumptions and
combines dimensionality reduction and unsupervised learning to identify the underlying

clusters associated with network topology and to design the corresponding attack vector.

— This method is shown initially to be effective at discerning the underlying clusters associ-
ated with the different MTD configurations. It is then extended to a blind-ICA attack and

shown to be effective and stealthy against traditional MTD.

— The proposed defence strategy combines MTD and physical watermarking to enhance
security via an added *Gaussian” watermark into physical plant parameters. As the added
watermark mimics the underlying noise of the system, the physical changes driven by

MTD stay hidden.

— The physical watermarking is combined with cumulative error monitoring to spot minor

but sustained changes in the system to trigger alarms.

* For our 3rd results chapter, we explore event-triggered MTD as a method of reducing the overall

application of MTD in the power system.

— We also attempt to consider a more distributed approach to the use of MTD and propose
a distributed/regional protection protocol. The protocol consists of an initial anomaly

detection followed by MTD and traditional CSE.

— The anomaly detection uses Holt-Winters seasonal forecasting distributed to the individual

measurement. The seasonality captures the intra-day demand differences to minimise the
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overall window for attack. If the anomaly detection is triggered, we then apply MTD im-
plemented via inductance perturbation of D-FACTS devices, which will drive the residual

errors in CSE even under the stealthy FDI attack.

* In our final results chapter we examine risk assessment of FDI attacks with MTD.

— To start, our model provides a weighted graph assessment of the FDIA intrusion risk of
the cyber components of the grid. In addition to FDI vulnerabilities or RTUs and meters,
our model includes (for the first time) overlapping-style attack opportunities, i.e. not
simply the choice of the RTU or the meter combinations for a given state but also some

combinations of the two.

— We also introduce an MTD (post-intrusion) effectiveness criteria that considers system
capacity constraints in the context of an FDI attack and the required level of MTD to
expose an attack for an overload-style attack. We model the level of divergence required

to protect each bus and branch combination in the context of a minimum attack vector.

1.7 Publications

1.7.1 Journal Papers

M. Higgins, F. Teng, and T. Parisini, ”Stealthy MTD Against Unsupervised Learning-Based Blind
FDIAs in Power Systems,” IEEE Transactions on Information Forensics and Security (Accepted,

Published November 2020).

M. Higgins, K. Mayes, and F. Teng, "Enhanced Cyber-Physical Security Using Attack-Resistant Cy-
ber Nodes and Event-Triggered Moving Target Defence,” IET Cyber-Physical Systems: Theory &
Applications (Accepted, Published March 2021).

M. Higgins, X. Wangkun, F. Teng, and T. Parisini, "Cyber-Physical Risk Assessment for Power Sys-

tem FDI Attacks with Moving Target Defences” (Pending submission).
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1.7.2 Conference Papers

M. Higgins, J. Zhang, N. Zhang, and F. Teng, "Topology Learning Aided False Data Injection At-
tack without Prior Topology Information,” Proceedings of the IEEE Power Energy Society General

Meeting July 2021 (Accepted)

1.7.3 Commercial Ventures

On the back of the research performed in this thesis we have received 30K in funding from as a
applicant on the Royal-Imperial Black Box (RIBB) project with an application via Innovate UK.
Our device will combine physical verification via MTD with enhanced cyber nodes. The project is
intended to be a commercialization of our IET Cyber-Physical Systems publication. The RIBB builds
on the techniques outlined in [4] to propose a novel way of protecting the power system. The project
has been successfully carried through and has won an additional 60k in funding to develop a prototype

device which is now currently being developed.

1.7.4 Contributing Author Works

X. Wangkun, M. Higgins, F. Teng, "Blending Data and Physics Against False Data Injection Attack -

An Event-Triggered Moving Target Defence Approach,” (Pending submission).



Chapter 2

Background

This chapter provides the background knowledge for the areas approached in this work. Initially, we
outline the state-of-the-art literature for each relevant sub-field in the thesis. This chapter provides
background on FDI attacks, MTD and cyber-physical risk assessment. Following this, we provide
preliminaries for areas that are common to the results chapter, which includes formulations on state

estimation, FDI attacks and MTD.

2.1 Relevant Literature

The modern power system is dependent on state estimation processes for effective operation and
control. The basis of power system state estimation is the estimation of power system angles and
voltage magnitudes from observed real and reactive power flows. The seminal work [5] outlines
much of the basis for the modern state estimation of power systems and is still relevant some 22 years

after publication. Further, a survey on power system state estimation can also be found at [6].
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2.2 False Data Injection Attacks

As discussed, an FDI attack is a form of deception attack that utilises the altering of power system
measurements to deceive the system operator. First outlined in [3], FDI attacks involve altering power
flow measurements to corrupt a network operator’s state estimation processes and deceive the system
operator into seeing a state that isn’t correct. The consequences of a successful FDI attack can be
severe. For example, in [7], it is shown that FDI attacks can be used to promote load shedding via
the system operator. In [8], it was shown how FDI attacks can be used to mask transmission outages
from the central system operator. Instigation of line outages was shown to be possible in [9]. While in
[10] limited information FDI attacks are shown to be capable of strategic line overloading. Cascading
blackouts were shown to be possible in [11] where it was shown to be possible to cause wide-scale
blackouts across grids using FDI attacks. Market manipulation via FDI based attacks has also been

shown to be possible in [12].

FDI attacks use system information to remain hidden while attacking system measurement to mis-
guide the WLS-based state estimation [5]. Although extensive research has been conducted to detect
FDI attacks, the vast majority of papers operate on the assumption that residual testing is based on
centralised state estimation (CSE). FDI attacks need to remain undetected by the network operator
to be effective or the attack vector will simply be discarded. To this end, FDI attacks compete with
bad data detectors (BDD) within state estimation processes. In a modern energy management system
(EMS), the BDD at the power system level relies on weighted-least squares (WLS) and chi-squared
error testing [13], meaning an attacker needs to structure the attack based on the system topology
model to remain undetected. Initial models for FDI attacks assumed full knowledge of the system
and full access to meter measurements within the system [3]. However, shortly afterwards works be-
gan to reduce this knowledge requirement. An incomplete knowledge attack was introduced in [14],
which showed that a system could be attacked with only partial knowledge of the system topology
and a subset of meter measurements. In [15] the blind FDI attack is introduced, which requires no
system knowledge, provided the attacker has access to all meters within the attacked grid system.
The blind FDI attack uses independent component analysis (ICA) to map the inter-correlations of the

visible meter measurements to create an approximation for the power-flow model. A more effective
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version of the attack that utilizes partial susceptance knowledge was developed in [16], allowing an
islanded approach where the visible or "high knowledge’ parts of the system could be attacked by the
standard-FDI attack, whereas low information areas could be attacked by the blind approach. Some
recent studies enhanced FDI attacks by combining them with other forms of attack, such as denial
of service (DoS) attack [17]. Other state-of-the-art works have now suggested methods of attacking
the power system with limited system knowledge. In [18] a data driven approach for blind attacks
in the AC power system is proposed. Jiao et al. utlise generalised adversary networks to create an
effective attack model with limited information. Data-driven approaches with reference to FDI at-
tacks are mostly from the defenders perspective (anomaly detection) [19][20] [21] [22]. In [23], an
algorithm-utilizing principle component analysis (PCA) is developed for anomaly detection. By con-
trast, [19] employs margin-setting algorithms (MSA) for the detection of FDI attacks and compares
their performance with support vector machines (SVM) and artificial neural networks (ANN). In [20],
isolation forests are used for the detection of stealthy FDI attacks. In [24] a generative online network
(GAN) is proposed as a defence against FDI attacks. The work incorporates a physical model which
captures ideal measurements in combination with the data driven GAN approach to capture deviations
from ideal measurements. In [25], singular-value decomposition is used to construct attack vectors
without knowing the underlying system measurement matrix. In [26], two strategies using sub-space
separation are suggested: one aims to use estimated system subspace to hide attack vectors and an-
other aims to mislead BDD so that non-attacked measurements are removed. These methods allow
for admittance values to be estimated but require a large number of historical measurements. In [27],
sparse FDI attacks against wide area measurement systems and defence methods are explored. Using
historical data to mount FDI by using multiple linear regression model was outlined in [28]. In [29]
the FDI attack problem is treated as a dynamic game utilising a Bayesian approach. In [30] the de-
grees of freedom available to the attack vector are considered. These are used to constrain the attacker

in how he may manipulate the system and provide an optimal defence set for the system operator.

A few papers recently started to tackle FDI attacks from a distributed perspective. In [31], [32] &
[33] FDI attacks against distributed Kalman-style or extended Kalman-style filtering are explored to
show how dynamic-style estimation (at the individual state or measurement) can still have potential

susceptibilities to attack. One of the most under-served areas with respect FDI attacks is in the field
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of post attack discovery. As we have seen in previous literature, innovations to attack and data driven
methods of attack detection are quite well served. However, what to do post these attacks is a field
rarely discussed. Jorjani et al. attempt to rectify this. In [34] they offer an optimisation based
approach to recover correct system measurements post attack. This research area is one of the crucial
going forward for the field of FDI attacks. While there are many works now operating on the detection
and execution of FDI attacks few have focused on what actions to take after an attack has successfully
been launched. Even in commercial realm, the vast majority of ICS or SCADA security solutions are
focused on pre-intrusion detection with few companies covering post-intrusion recovery solutions. A

comprehensive review of FDI attacks can be found in [35] & [13].

2.3 Moving Target Defences

We note that almost all the current literature on FDI attacks, focus on fixed network topology in
their attacking model. Whether these data-driven approaches can be applied to design FDI attacks
under intentional or unintentional topology changes has not yet been investigated. In fact, because
FDI attacks are dependent on the characteristics of the physical system, it is essential to understand
whether and how the physical system can be used to actively defend against attacks. We also consider
that to be secure at the physical layer, the system must be protected against these types of attacks.
As a result, a body of work has emerged to utilize the physical system to actively defend against
attacks. Topology-driven MTD has been previously shown to be effective against FDI attacks. In
particular, MTD i1s proposed through either transmission switching [36] or admittance perturbation
via D-FACTS devices [37]. Very few papers have seriously explored transmission switching as a
legitimate method of applying of MTD in the power system. This is because, although in theory
it could be effective at driving increased residuals in the case of an attacker unaware of MTD, as
we showed in [38], the impacts of such an approach on a power system control and the cost to an
operation would be undesirable. Also, from the attacker’s perspective, identifying these changes and
countering are much easier in the case of transmission switching. The first to suggest reactance-style
perturbations (via D-FACTs) as a form of MTD was Morrow et al in [37]. They used a proposal

of randomised key-spaces to select MTD configurations. By comparison to transmission switching,
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the cost of D-FACTS-based applications is lower and commiserate with less overall impact to power
system stability. Indeed, although it has been shown that MTD can be effective, limited work has
addressed how it should be implemented in power systems. Questions around the frequency and
when MTD should be applied remain. Continuous application of MTD will result in significantly

higher costs and time-based application will be susceptible to in-cycle attacks.

We outline some of the keys works in MTD for power systems here. In [39], a reactance perturbation
scheme for evaluating FDI attacks is offered. They utilize a secure reactance perturbation optimiza-
tion heuristic to maximise the detection probability of FDI attacks against power systems. This offers
a direct improvement on the work outlined in [37] because it provides a structured way of maximising
the detection chance of MTD. One of the most crucial papers in this sub-field, from the operational
perspective of MTD, has been [40]. In prior works, the cost of applying was often ignored in favour
of addressing problems on detection and optimal use. Lakshminarayana et al offered the first look at a
functional cost of MTD given the sub-optimal use of assets to provide the system changes. They have
also made a further contribution to the MTD field with a paper on applying a game theoretic approach
to MTD [41], wherein they use a Nash equilibrium solution to minimise the defensive costs during the
systems operational time. Another paper that provides important considerations from an operational
perspective is [42]. In this work, Zhang et al prove the susceptibility of isolated state measurements
and design an algorithm for branch perturbation selection. This proof has interesting implications
for MTD against very sparse networks (such as distribution networks), namely that busbar points
with no interconnections will not be defensible via MTD. Some limitations of MTD were explored
in [43], which included consideration for isolated measurement buses. From the perspective of MTD
planning, in [44], a heuristic is developed for a near optimal solution for D-FACTs deployment. The
author also provide a coordinated perturbation scheme design to improve MTD performance in the
detection of FDI attacks. In [45] another systemic approach for MTD planning is outlined. In this
work Liu et al. outline a graph theory based planning metric for optimal distribution of MTD through-
out a power system. They also demonstrate the need for an upper bound on MTD effectiveness to
protect a system. Relatively few works have approached MTD from the perspective of the distribution
network or three-phase systems. In [46] metrics are provided for the performance of MTD under the

more realistic three-phase scenario. Optimisations are made between hiddenness and effectiveness
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while attempting to maintain system stability. In [47], an event-driven MTD protocol is proposed for

control systems.

With attackers’ increasing capability, there are growing interests in the research community to design
new forms of MTD that can hide its existence to the attacker. One of the key state-of-the-art papers in
this field is [48], which presents an enhanced hidden MTD model to make the topology change invis-
ible to an attacker via identifying alternative topology and state combinations under the same power
flow profile. Whilst this method is clearly effective, it relies on being able to find an alternative topol-
ogy and alternative states to maintain constant power flows, which can be computationally expensive
and even infeasible in a system with limited acceptable state ranges. In some ways, this work was a
solution in search of a problem. Up until this point, there has been very little work on MTD-resilient
attacks. In [38], we provide both the problem for Tian et als solution and propose an alternative to
their direct solution. In our work, MTD is camouflaged as system noise rather than hidden within
the profile of the system. In [4], we argue that MTD should only be applied if there is a creditable

suspicion that the system is under attack to minimise this cost.

Similar principles have also been applied to control systems in [49], where utilizing packet drops
for MTD was explored in [50]. These forms of MTD don’t typically use the physical system in the
same manner as power system MTD. Where power system MTD involves altering the topology of the
underlying physical system in general, control system based MTD generally involves using system

dynamics from the result of dropped packets.

2.4 Cyber-Physical Risk Assessment

Some works have already attempted to tackle risk assessment with respect to FDI attacks. For ex-
ample, Hug et al. explored this in the perspective of the weakest node attack point [51], where they
perform node-based target selection using a minimum meters criteria to compromise the node or state
angle. The number of meters required for each node are evaluated for the AC and DC models, and
an alternate meter conquering strategy is proposed using the RTUs rather than the individual meter

measurements. This work offers these strategies separately, i.e. the attacker can capture the meter
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or upstream RTU. In practice, however, overlapping vulnerabilities will exist such that an attacker
could use combinations of compromising RTUs or individual meters to minimise the overall cost of
intrusion. A similar methodology is explored in [52] where security indices are developed based on
the physical topology of the power system with specific reference to the FDI attacks. In this case, the
security index is defined by the minimum meter change potential with an aim of finding the spars-
est possible attack. However, again, the work makes no reference to the RTU or combination-style
vulnerabilities and are firmly rooted in individual meter capturing. Similar index-based approaches
are also applied in [53]. In [54], Pan ef al. offer one of the first risk assessments of FDI attacks
with cyber considerations for telemetered measurements. The attack combines standard FDI-style
attack vectors with DoS-style attacks aimed at reducing the number of meters required to compro-
mise a state. The DoS attacks take the targeted meter out of service and are combined strategically
to force the system operator to replace uncontrolled meter measurements with pseudo-measurements.
The ’security index’ employed refers to the number of meters required to compromise a given node
(which can be reduced by incorporating the DoS component). This type of risk assessment is compa-
rable to a meter-only attack (with lower requirements due to the DoS) because it does not consider the
RTUs or any components upstream of the meter. Although these frameworks offer some interesting
risk perspectives on the FDI attack, they can be improved in a number of ways. Consideration of
overlapping-style attacks, which combine RTU and meter-style intrusions, would better represent the

risk to a power system.

In addition, previous works have assumed that a stealthy FDI attack is possible once the attacker
gains access to the required combination of meters or RTUs. However, this fails to consider the
post-intrusion system defences such as MTD. Thus, it is important to expand upon these works by
redefining a successful FDI attack by explicitly considering the existence of MTD. Our combined,
overlapping vulnerability attack type takes some inspiration from [55]. In this work, Barrere et al
outline a cyber-physical assessment framework that features combined-style attacks for industrial
control systems (ICSs). In this paper, the concept of the risk assessment of ICS systems is explored
via the use of AND/OR graphs to capture overlapping vulnerabilities. The AND/OR graphs allow
the identification of critical sets of components and combinations of attacks that might minimise the

attacker cost in attacking. This allows assessment in the context of overlapping physical and cyber

16



vulnerabilities, which may allow for a lower cost of capture. For example, instead of attacking ICS
sensors directly, a combination of agents or sensors could be used to complete the attack and reduce
the overall cost. We take a similar approach for our network intrusion model herein. Other works
have approached the subject of cyber-physical vulnerabilities. In [56], a probabilistic risk assessment
model is introduced. The model uses acyclic digraphs to represent the inter-dependencies between
different components in a cyber-physical system. They also quantify risk in terms of attack impact
and attack likelihood to succeed. However, the work is decoupled from power system analysis. Simi-
larly, in [57], a probabilistic risk approach is used but with an attack focusing on the removal of graph
nodes or edges and the effects they have on the network. The paper is cyber-physical in that it overlays
a SCADA network graph over the power system topology. They simulate random and targeted attack
styles, but similarly to [56], the work is done from a graph-theoretic perspective (node isolation) as
opposed to a power system perspective of practical outages or overloads. In [58], a framework for the
cyber-physical modelling of power grid infrastructure is outlined. The attack focus in this paper is
around circuit breaker control and de-energising certain areas of the grid. They combine upper-level
RTU modelling with a lower-level telemeter network model. The work is cyber-physical in that it con-
siders RTU placement and underlying power system topology. The authors use partially observable
Markov decision processes (POMDP) to critical path mapping and identify potential disconnection
loops within the system. Potential targets are weighted to reflect the difficulty in capturing them. One
of the earliest relevant works in the field, Bargiela et al explore network observability as a function
of network topology in [59]. The work also proposes an optimal protection graph that satisfies the
spanning tree. This graph can then be used to return a set of optimal buses to protect and guarantee
reliable state estimation. In [60], an integrated model-based approach for cyber-physical risk assess-
ment is used that outlines the vulnerabilities of specific controllers into an industrial testbed. Initially,
physical threats are derived to assess risk outcomes with the cyber vulnerabilities analysed to find
potential path mapping to these outcomes. The work takes a system-specific approach with testbeds
for analysing oil and gas systems. In [61], a vulnerability assessment framework for systematically
evaluating SCADA vulnerabilities is proposed. The method can be used to model access points for
SCADA networks, construct a model for intrusions, simulate cyberattacks and suggest security im-

provements. The model is cyber-physical in that it analyses the cyber-net model and a corresponding
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power flow simulation to assess outage damage. Impact factors are associated with each substation to
rate the loss-of-load (LoL) associated with each potential attack. In [62], a meshed network frame-
work that considers both power system features and bi-directional communication flows is presented.
They also model the impact of automated control systems with respect to load shedding and relay
protection triggering. The paper performs further analysis on the prospect of cascading failures and

the overall fragility of the system.

In the next session we outline some shared fundamentals between each results chapter in this the-
sis. Namely we outline, the derivation for the state estimation problem, the standard standard FDI
attacking model and the MTD impact on residual derivation which is common to many of the results

chapters herein.

2.5 Fundamentals

2.5.1 State Estimation

As we perform FDI attacks against a power system, it makes sense to first outline the state estimation
and error detection processes with which they are competing. We therefore consider a standard AC

power system with real power flow measurements under the non-linear expression defined by

Pij :Vizgij—Vl'ng,'jCOSAOij—ViijijSinAG,'j. (21)

and reactive power flows by

Qij = —Vi2 (bij + bls]h) + Vingij cos Aei_,- — Vivjbij sin A@ij. 2.2)

V and 0 are the system states, whilst P and Q are the power measurements. This system is measured

by estimating a set of n state variables x € R"*! estimated by analysing a set of m meter measurements
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z € R™*! and corresponding error vector e € R”*!. The non-linear vector function h(.) relating meter

measurements z to states h(x) = (h(x),h2(X), ..., h,(x))T is shown by

z=h(x)+e. 2.3)

The state estimation problem is to find the best fit estimate of X corresponding to the measured power
flow values of z. Under the most widely used estimation approach, the state variables are determined

by the minimisation of a WLS optimization problem as

min,J(x) = (z— h(x))TW(z —h(x)). 2.4)

This is done using iterative processes, usually the Newton-Raphson [5], utilising the Jacobin J of

partial derivatives

Ahy Ahy

Axy 0 Axy
J=

Ahy Nhyy,

Nxy 0 Dxy

The aim with these iterative processes is to minimise the difference between the individual estimated
values of power flows and the measured ones, where the error (or line residual) r,, for real power is

defined by

rp = _Plrjn + V,-zgij —ViVjgijcos AG,-J- — V,'ijij sin AG,-J-. (2.5)

Iterative State Estimation

The iterative processes are performed as follows:

1. Aninitial guess for the current state is made (either using a flat start or based on using historical
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data).

2. The power balance equations are solved using the guess and the difference between calculated

and measured values in the residual error.

3. The system model is linearized around guessed states with this model used to calculate the next

guess.

4. The power balance equations are recalculated using this next best guess, and the residual error

is recorded again.

5. This is repeated until the stopping condition is reached. This condition is usually either an

overall error level between measured and estimated values or an arbitrary number of iterations.

At the system level, the error check for final decision-making is based on the absolute value of the

sum of errors known as the 2-norm difference between measured and estimated power flows, which

is defined by

r=||z—hg]|>. (2.6)

Where the alarm limit 7 is defined using engineering judgement, usually based on chi-squared testing
criteria based on a 95% or 99% confidence interval derived via regression of previous residual values,
such that an alarm is raised if » > 7. Appropriate selection of the alarm limits and finding different
ways to provide justification for weightings could provide a substantial body of research on its own.
Generally, the measurement weighting comes from the variance and expected error of the telemetered
measurement. We used a fixed variance and equal weighting across all our measurements. This allows
us to basically ignore the problem. However, in practice system operators will likely consider a few
factors. Standard error of the telemetered measurement vs the average size of the measurement. Time-
liness of the measurement, i.e. how often do we get updates from this section of the grid, with upto
date measurements being more valuable. Also, it is likely deciding the alarm limits themselves will
not be arbitrary. The literature overwhelming supports using a 2-norm, 2 SD assumption representing

a 95% confidence interval of system residual. However in practice this seems like a low bar for error
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acceptance. For one, this means about 5% of measurement sets will be discarded or overwritten with
pseudo-measurements. When you consider that also that occasionally the received measurement set
will result in a non-convergent solution this means upwards of 5% non-state visibility on any given
day. I think in practice operators will accept a larger bound for error although for our simulations we

operate under this 2-norm assumption.

2.5.2 Linear Approximation

Occasionally, AC system models can suffer from issues of time complexity and non-convergence.
Consequently, some of the simulations performed herein have been performed on the DC, linear
approximation (with model extensions offered later). Therefore, we also derive here the linear ap-
proximation. The linear model can often be used for operation in real power systems due to its close

approximation [63] under a few assumptions. These assumptions are as follows:
1. Line resistances are considered negligible compared to line reactance, i.e. Ry << X,
2. The voltage profile is flat, and voltage amplitude is equivalent across all nodes
3. The voltage angle differences are small, which results in a linearisation of the sine/cosine ele-

ments in power flow equations

Under these assumptions V; ~ V;, the small-angle differences result in sin A6;; ~ 6;; and g;; is much

smaller than b j;, leading to the linear approximation for line power flows of

Pl'j = —bijel'j. 2.7

For the power system as a whole, we consider the matrix formulation, represented by a linear regres-
sion model as a function of the Jacobian H € R”*" matrix and the state vector x. Which (at a system

level) translates to the linear approximation

z—Hx+e. (2.8)
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Similar to the AC model, the state estimation problem is to find the best-fit estimate of X corresponding
to the measured power flow values of z. Under the most widely used estimation approach, the state

variables are determined by the minimisation of a WLS optimization problem as

minJ(x) = (z—Hx)" W(z — Hx). (2.9)

X

W is a diagonal m X m matrix consisting of the measurement weights.

These weights can represent meter accuracy, reliability or simply engineering judgment about the
relative importance of that particular measurement. Usually, the inverse of measurement error o, Zis

used

o> 0 00 O
0 6,200 0
W=l0 o 0 0
0 0 0 0
0 0 00 o,

A solution for a minimal J(x) can be analytically obtained by taking the 1st derivative with respect to

x and solving for 0, yielding X defined by

= (H'WH) 'H'Wz. (2.10)

The current approach in power systems operation for bad data detection is to use the 2-norm of the
measurement residual with a detection threshold 11 [5]. The residual r is defined by the difference
between the measured power flow values of z and the value calculated from the estimated state values

X and the known topology matrix H

r=||z—Hg|,. (2.11)
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Similarly to the AC model an assumption is made that the errors of state variable x are random,
independent and follow a normal distribution with mean zero and unit .#"(0, 62), a chi-squared dis-
tribution model )(,%,_,w with m — n degrees of freedom and confidence interval o (typically 0.95 or

0.99). can be used to define the detection threshold as
N =0\ Xn-na- (2.12)

If r, > n, BDD alarms will trigger, and the system operator will discard the result, removing the ele-
ments from the residual calculation with large values and replacing them with an appropriate pseudo-

measurement based on historical data.

2.5.3 Constructing Attack Vectors

In the case of an infinitely resourced and knowledgeable attack, the attacker has full access and control
of the metering infrastructure and can change the measured power flows in almost any desired manner.
In this case, it is trivial to design the attack to maintain a residual at a given value. The attacker can
simply choose any linear combination of He (in the DC model) where ¢ € R”*! and provided a = He

will pass BDD. The vector ¢ can be selected to have the desired impact on the state vector x:

z,—=72+a=1z+ He. (2.13)

When this vector is injected, the 2-norm residual is shown as below:

ra = |(z+a) —H(& +¢)|2= [[z— HX|)2. (2.14)
The residual under attack, r,, will be equal to r as a, and the He components will cancel because
a= Hec.

These attacks can also be performed in the non-linear model. If the attacker has knowledge of how
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the non-linear function is formed h(.), they can define a set of x and use the same iteration state
estimation the system operator will use to replicate a plausible measurement set. In short, the attack

vector will be defined by

z,=h(X+c¢). (2.15)

Where ¢ is an n X 1 matrix denoting the desired bias injected into the system states (usually voltage
angles) by the attacker and z, denoting the desired attack vector profile of measurements. The residual

under such an attack will therefore be defined by

r= ||z —h(x+0)|]2. (2.16)

The attacker can ensure this value is close to 0 because the injected (measured) value has been de-

signed specifically to equal the one estimated using these flows.

2.5.4 MTD through Topology Changes

Under AC state estimation, system measurements will consist of real power flows defined by (2.1)

and reactive power defined by (2.2)

For the real power residual, error at the individual measurement level will be the difference between
the measured flows and the estimated value from the system model such that the real power residual

can be expressed as

7‘5 = —Pl’? —i—Vizgij — Vingij cosS AGU — Viijij sin AGU. 2.17)

and reactive power flow residual can be expressed as

I’g = —Q?} — Viz(b,'j _’_blth) "‘Vingij cosS AG,'J' — Viijij sin AG,'J'. (2.18)
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In the AC state estimation model, MTD can employ resistive as well as inductive components to
introduce change. We don’t explore resistive MTD 1n this work (and we have yet to see it suggested

seriously as a method of MTD).

2.5.5 Linear Approximation for MTD

We derive here the analytical expression of the impact on the residual of the topology change for a

linear system under attack vector a = He. Using the WLS formulation, r, can be expressed as

re = |(z+He) —HH WH) '"H' W(z + Hc)||». (2.19)

The attacker is assumed to have static topology knowledge and to construct the injected attack vector
z, as a function of the original topology H,. The new topology with MTD applied is H,,, which is

only known by the SO. As a result, the measurement vector under attack z, will be

z, =z+Hc. (2.20)

The SO estimates X via the WLS minimisation using the visible z, and H,,. The min error estimate of
X, will utilize the new topology H,,, whereas the attack vector is developed based on the old topology
H,. Consequently, the new residual will be a product of the attack vector based on old topology H,c,

and the WLS estimation will be based on the new topology as

ra=|z+Hye—H,(HIWH,) '"HW(z+H,c¢)||». (2.21)

Defining the WLS minimisation factor for the new topology as F,,, which is fixed for a given topology

as F, = (HTWH,)"'"HI'W, the residual 2-norm can be rewritten as

rn = ||z+Hye —H,F,(z+H,c)|). (2.22)
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Considering the old topology H, as a function of the new and system change H,, + AH, the residual

in terms of the new topology can hence be calculated as

rn=|z+ (H, + AH)c — H,F,(z+ (H, + AH)C) | . (2.23)

H,F,H, is the idempotent matrix of H and therefore H,F,H,,¢c = H,,c the expression can be rear-

ranged into

= ||(1 —H,F,)z+ (1 —H,F,) AHel|,. (2.24)
With the WLS min factor in terms of the original topology

F,=(H,— AH)WH, - AH)T) " ((H, — AH))W. (2.25)

The weighting factor W cancels and thus expands to

F, = (H'H,-2AH"H,+ AHT AH) "' (H, — AH)T. (2.26)

Because AH will be significantly smaller than the overall system such that AH << H, we can approx-
imate the gain matrix of AH as AH’ AH = 0 and consequently F,, ~ (H'H, - 2AH"H,)~'(H, —

AH)T, resulting in the expanded formulation

rn = ||z + Hoe — (H, — AH,)(HTH, (2.27)

—2AHTH,)"'(H, - AH)T(z + H,0) 2.

As shown in (2.24), any AH will change the residual value r,. The aim of the defender is to select a
value for AH such that under attack vector H,c, the new residual exceeds the alarm criteria (usually

chi-squared criteria) r, > 04/ Xr%;—ma- The question of how to do this in the most efficient manner
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Figure 2.1: Residual values generated in MATLAB under WLS state estimation for as a function of
the change applied to power flow z and overall change in topology AH for a single branch.

is not always clear. The post-MTD residual is dependent on the system topology, size of the attack
vector and current residual level of the power flow set. The impact of this is shown as a single line in
Figure 2.1. Essentially, both an attack vector change and MTD are needed to create a residual change.
Larger attack vectors require smaller MTD implementations to be effective. Some papers explore
the concept of ’complete’ MTD. However, it is quite difficult to assess whether an MTD is complete

without the attack vector being known beforehand.

In the next chapter, we explore topology learning aided FDI attacks and show how a "hidden topology’

knowledge assumption can be invalidated.
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Chapter 3

Topology-Learning-Aided False Data
Injection Attack without Prior Topology

Information

In this chapter, we develop a topology-learning-aided FDI attack that allows stealthy cyber-attacks
against an AC power system state estimation without prior knowledge of system information. The
attack combines topology-learning technique, based only on branch and bus power flows, and an
attacker-side pseudo-residual assessment to perform stealthy FDI attacks with high confidence. This
paper, for the first time, demonstrates how quickly the attacker can develop the full knowledge of grid

topology and parameters and validates the full knowledge assumptions in the previous work.

The work outlined in our published conference paper [64] made up the basis of this chapter.
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3.1 Introduction

3.1.1 Topology Discovery

Attacks that can learn the underlying system topology offer more flexibility in how targets are chosen.
There have been attempts to develop topology discovery-style attacks. However, these have largely
been done under the assumptions of the linear model, such as in [65]. This may be because up until
recently, the capabilities for full branch topology discovery in the AC model have not been suffi-
cient to capture both the network and branch incidence without assistance from PMU measurements.
While PMUs are becoming more common in the power system, they are still relatively costly and
comparatively sparse compared with power flow and voltage measurements. Voltage measurements
themselves can be used to evaluate certain areas of the grid. In [66], voltage correlations are used
to identify bus incidence. However, branch values are not calculated by the authors. This leaves a
large portion of the required topology matrix unknown, and in practice, this is insufficient information
for an FDI attack. In [67], a test is developed for estimating the dynamic Jacobin in the presence of
topology changes. However, this method requires PMU measurements that are not always available
to the attacker. Similarly, in [68] and [69], models for network parameter estimation are suggested.
But again, these require PMU data to build an accurate model of the power system. As shown in
[70], it possible to evaluate network branch parameters without PMU data. An initial approximation
can be made using regression via matrix operations that give a quick approximation of the per unit
network topology. This is then used as a starting point over which a fine identification is run. The fine
identification uses a modified Newton-Raphson to get high-quality per-unit estimations of network
topology. The closest paper in terms of contribution to this work is [65] which maps topology with
FDI attacks for the DC model. However, we improve on this work in a few ways which we outline

below.
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3.1.2 Novel Contributions

The topology-learning technique is combined with an attacker-side pseudo-residual assessment to cre-
ate a topology-learning-aided FDI attack (TL-FDIA), which has the capabilities of a full knowledge

attack with no prior system knowledge requirements. Our contributions are outlined as below:

* A TL-FDIA capable of attacking power systems under a blind assumption model (no branch
or network incidence information available). The attack is committed against an AC power
system and uses the latest state-of-the-art topology discovery techniques to build a model for

the network.

* We introduce an attacker-side criteria assessment via a pseudo-residual calculation to allow a
probabilistic assessment of attack success before any attack committed, allowing the attacker
to ensure stealthiness. We also show that regional pseudo residuals can be used to verify local

attacks, even in the presence of global topology errors.

* We demonstrate how quickly the attacker can develop the full knowledge of system topology
and parameters and effectively invalidate the full system knowledge assumptions in previous

studies.

3.2 Topology Learning Aided FDI Attacks

3.2.1 Full Knowledge AC FDI Attack

If an attacker has knowledge of how the non-linear function is formed h(.) they can define a set of x

values to achieve his stated aims in terms of P and Q such that

z, =h(X+c). 3.1

Where ¢ is an n X 1 matrix denoting the desired bias injected into the system states (usually voltage
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angles) by the attacker and z, denoted the desired attack vector profile of measurements. The residual

under such attack will therefore be defined by

r= 1l —hE+ o)l (32)

The attacker can ensure this value be close to 0 as the injected (measured) value has been designed
specifically to equal the one estimated using these flows. In practice however, it is unlikely that an
attacker will have the required knowledge for FDI attack as this information will rarely be available
publicly or intentionally hidden (in fact it is possible the system operator themselves may not always

have a perfect picture of the underlying system).

3.2.2 Attack Assumption and Overview of TL-FDIA

For TL-FIDA, we operate from the assumptions usually present in the blind attack models [71] as

below:

» The attacker has reading access to all measurements and can alter full or certain real and reactive

power measurements in the system.

* The attacker has no knowledge of system interconnection or branch admittance/resistance val-

ues.

Keeping these assumptions in mind, the attacker will need to create a model of the power system only
from the available power flow measurements. Once the attacker has gained access to the system, the
algorithm enters a period of data collection. When sufficient data are received, the attacker attempts to
perform the topology-learning step of the attack based on the received data. This allows the attacker
to subsequently perform an attacker-side state estimation to verify the accuracy of the model using
the derived topology. If the proposed vector passes the pseudo-state estimation residual check, the
attacker can then proceed to attack phase. If not, the attacker waits for additional data and reruns the

topology-learning step of the attack. This proposed flow is outlined in figure 3.1.
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Figure 3.1: Overview of the Topology-Learning FDI Attack Algorithm Implementation.

32



3.2.3 Attacker-Side Verification

Compared with the full knowledge attack, an important consideration for TL-FDIA is to know when
they have collected enough data and are ready to attack. This can be difficult because the attacker
has zero prior information and no access to the system operator residual data, so any indication as
to whether the proposed attack vector may pass BDD is based only on inbound new measurements.
Consequently, we propose an attacker-side pseudo-residual calculation as an assessment on whether

the attack can proceed based on

rp=||za — A& +0)[|2. (3.3)

Where h is the estimated non-linear transformation function based on the estimated topology values

and state measurements themselves.

3.2.4 Sub-Graph Residual

In fact, even in the presence of global residual errors, the attacker may be able to identify sub-graphs

within the network where he can attack without altering other regions with poor residual performance.

In practice, this will be similar to the incomplete information-type attacks in [14]. Areas of high
regional residual will be assumed to have incomplete knowledge, and other lower-error regions can
be attacked. Therefore, the attacker can use the regional meter error given by a triggered alarm defined

by

r}’f =z"—1z;, > 1" (3.4)

With respect to the FDI attack, the sub-graphs are given by the number of non-zero terms in the
column vector of the topology matrix H for a given node n or the Jacobian J in the non-linear model.
The attacker can then identify the corresponding sub-graphs related to this branch using the network

incidence matrix I. For meter number m,
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1 meter m is part of bus n subgroup
col,(In) = (3.5)

0 meter m is not part of the subgroup.

The attacker then can structure the state adjustment vector ¢ such that I,, ,,, = 0. These regional residual
calculations offer an opportunity to the attack, especially considering the context of localised MTD.
If a local attack is being shown to increase the residual in some areas and not others the attacker can
target his attack point based on the lower residual increase and hence increase the chance of staying

hidden.

3.3 Blind Topology Identification

For the initial topology identification, we employ the method outlined in [70]. The aim of topology
identification is to identify the network incidence as well as the branch values for the conductance
and susceptance matrices [G;;] & [B;j|. The technique we have employed here was originally used
to map distribution networks for system operators. However, we turn this method against the system
operator for purposes of the FDI attack where the attacker has limited system information. The
method outlined by Zhang et al utilises a two-step identification process to identify per-unit branch

topology information. This process proceeds as follows:

1. To start the algorithm takes as its inputs the nodal active/inactive power loads in addition to the

nodal voltage magnitudes.

2. The algorithm then performs and initial linear regression to calculate approximations of con-

ductance and susceptance.

3. Various noise reduction algorithms are then used which prune proposed branches which are

unlikely to be part of the system topology.

4. The fine identification, pseudo-power power with integrated branch values then begins which

takes the initial step approximation as a starting point in order to reduce processing time.
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5. This outputs a highly accurate presentation of the line parameters and the voltage angles.

The initial regression uses a linearised approximation of the relationship between branch parameters,

voltages and real and reactive powers to create a basis of initial approximation.

We can consider the matrix formulation for this in the terms

[P/V]=G};IV], (3.6)

[Q/V]=—B}[V]. (3.7)

ij & ij are approximations of the real and imaginary branch elements. These are based on the
assumption of small state angle differences under the standard equations for real and reactive power
injection. Given this approximation, the branch components can be extracted using matrix operations

from which a solution for the approximate is the following:

Gy = P/VIVIT(VIVIT) (3.8)

B = [o/VIIVIT(VIIVIT)~". (3.9)

These initial steps are basic matrix operations. This means they can be performed quickly and with
limited computational power. Under a DC approximation, these can give reasonable approximations
of the network branches incidences on their own. Under the method proposed by Zhang et al, they
provide an initial approximation for the network topology that is used as the starting point for the
fine identification stage. This is then followed by a modified Newton-Raphson, that incorporates the
branch topology values to refine the approximation. Given the power system bus injections under

polar coordinates as
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where g & b are conductance and susceptance of m branches. A pseudo-power flow calculation is
performed where the generalised inverse is then applied to solve for the difference in both topology

and state angle, such that
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A full outline of the applied algorithm for the topology discovery component can be found in [70].

3.4 Results & Analysis

This section assesses the performance of the proposed attack on the IEEE 14-bus system. To replicate
the real-time operation of a power system as close as possible, system loads have been simulated
using mock load profiles. An example of variation across the sample base can be seen in 3.2. All
simulations were implemented using the MATPOWER toolbox in MATLAB [72]. The Newton-
Raphson AC state estimation module was used from MATPOWER to replicate the system operator
state estimation. Simulations were performed using Intel Core 17-7820X CPU with 64 GB of RAM

running on a Windows 10 system.
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Figure 3.2: Power flow profile across system measurements.

3.4.1 Effectiveness of TL-FDIA

We attempt to model herein the FDI attack as applied to the IEEE 14-bus power system. We attempt a
branch loading change attack. In figure 3.3, we model the system residual as we apply the TL-FDIA
using a voltage angle bias of around 15% to bus 1. This results in a power flow changes across bus
1-2 and 1-5. In blue, we see the occasional residual spike past that of the acceptable alarm limit.
In green, we show the attacker’s pseudo-residual calculation, which, as expected, mimics the SO
residual. As we shown previously, an attacker is likely to be measured in how he attacks a system
and will try and leverage his resources to remain hidden. If he has sufficient time it makes sense that
the attack will employ pseudo-residual style error checker (on the attackers side) in order to minimise
the chance of discovery of their attack vector. We implement a pseudo-residual style attack to reflect
his. As discussed, this pseudo residual is used by the attacker as attacker-side assessment criteria.
Without the pseudo residual, we see around 80% success in attack with 20% of values exceeding the
SO residual. However, by applying the residual check, we decrease this error significantly. In figure
3.4, we implement the pseudo residual as a decision statistic with the attacker choosing not to attack

if they believe the residual will be violated. We note that the residual stays below the acceptable level
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and hence avoids detection. This implies that system operators should be cognizant that motivated and
intelligent attackers will likely be able to know when an attack is likely to be unsuccessful. Plausible,
attacker side FDI assessment criteria have implications for long term intrusions. The attacker no
longer has to take a risk on detection on the belief that his model is *good enough’ to pass BDD. He
can simply wait until his shows adequate levels of risk acceptability and then launch his attack. Going
forward, system operators should consider how then can invalidate the attackers knowledge. Some
works have already started to address this. Tian et al offer a solution which hides system changes in
the power profile [48]. Methods such as these could potentially mitigate the attackers ability to make

a pseudo-residual calculation.

3.4.2 Data Requirement for TL-FDIA

The previous successful attacks were performed with the assumption that 720 pieces of measurement
data are available. However, the attacker may want to be ready to attack as soon as possible to avoid
accidental exposure, and hence, it is critical to understand the minimum of measurement data that
allows such an attack. In figure 3.5, we show how the pseudo residual decreases with additional
available data points. It is clear that with the increasing amount of measurement data, the system
residual declines quickly. In the case of the 1% noise alarm and 14-bus system, the attacker will
likely wish to wait until at least 200 points are available before attempting to build a map of the

system because otherwise, the model is likely to contain enough gross errors to flag an alarm.

To further illustrate the data availability and readiness to attack, we simulate a time-domain attack
scenario starting from the moment the attack gain access to the full meter measurement to when the
attack is ready to launch. The timing of attacks is a crucial consideration. The longer an attacker
spends in the system the higher his chance of discovery and expulsion from the system will be. There
is also a chance the vulnerabilities the attacker is using will be patched/removed. Consequently, the
attacker will seek to minimise his time in the system before attacking. In Figure 3.6, we show how
as individual measurements come in, the system residuals from both operator and attacker changes
over time as additional measurements are available to the attacker. We assume the attacker has access

to measurements in a similar frequency to the central system operator with state estimation and mea-
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Figure 3.3: Residual value measured by system operator and attacker in presence of TD FDI attack
against 1% equivalent alarm.
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Figure 3.4: Residual value measured by system operator TD FDI attack with a pseudo-residual deci-
sion statistic considered against 1% equivalent alarm.
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Figure 3.5: Residual value measured by the system operator in the presence of TD-FDI attack with
an increasing number of available data points.

surement set received once every minute. First, it is important to note that once the attacker’s pseudo
residual converges to an acceptable level, the operator residual is also approaching to the level that
will pass BDD, which demonstrates the effectiveness of an attacker-side pseudo-residual assessment.
In addition, the figure suggests that the attacker will need about 3-4 hours of data collection before
they can initiate the attack without detection. Compared with the length process to reconnaissance
and penetrate the system, such duration is almost negligible, which validates the full knowledge as-
sumptions in many previous works. Because there is a cost associated with MTD, the system operator
may want to consider this min attack time in the way they implement MTD and other intrusion de-
tection capabilities. The amount of time required to create a stealthy vector may also be increased

further with additional MTD configurations effectively requiring whole new topology calculations.

3.5 Summary

In this chapter, we consider how attackers might utilise state-of-the-art topology learning techniques

in order to validate the assumption of the full knowledge FDI attack. We utilise an established method
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Figure 3.6: Residual value measured by the system operator in the presence of TD-FDI attack. The
X-axis shows the number of minutes since intrusion.

for topology discovery which was previously seen as applied to distribution systems in [70]. This
technique requires only available power flow information and does not require PMUs for topology
discovery. From this we compose the Topology Learning FDIA (TL-FDIA). We show that this TL-
FDIA can indeed attack power systems stealthily but will occasionally be discovered (around 20% of
the time). As a result, we suggest combining this TL-FDIA with an attacker side attack readiness cri-
teria via calculation of a pseudo-residual. This combined approach allows for high levels of success
when we attack. We also learn that it is possible for an attacker to use incoming system measure-
ments to verify his attacking model and hence refine and improve his attack success rate. Previously,
blind style attacks have usually been performed under the linear assumption model. This is due to
the difficultly in recreating a workable attack model with the underlying non-linearity caused by AC
transmission systems. However, we were able to show via simulations on a 14-bus system that such
an attack allows the attacker to perform a full knowledge AC-FDI attack under the blind assumption
model. We also learn that it is indeed possible for an attacker to gather the necessary data in only
a short period of time, namely a few hours. This is crucial going forward as it validates many as-
sumptions about attacker capabilities made in other works; namely that they can get sufficient system

knowledge to attack within a reasonable intrusion period.
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3.6 Lessons Learned

Crucially, we draw the following lessons from this chapter, which we use to inform our research and

bring us to the next chapter in this thesis.

* It is possible, given state-of-the-art topology discovery capabilities to perform a a TL-FDIA
capable of attacking power systems under a blind assumption model (no branch or network
incidence information available). Given this, we can validate many of the previous assumptions
made about FDI attacks, namely; that it is plausible for an attack to have full knowledge of the

system prior to attack.

* Intelligent attackers can use their generated models to assess attack strength and model whether
their attack is likely to succeed. By utilising a pseudo-residual style calculation an attacker can
verify the likelihood of an attacks success before an attack has even been committed. System
operators should be aware of this and should take steps to attempt to prevent attacker side attack

assessment.

* These attacks can be committed quickly (in a matter of hours) post-intrusion to the network
system and with limited prior information. In fact, we show specifically that for the 14-bus

system only around 250 measurement data are needed in order to construct a workable model.
* Considerations of defence against FDI attacks are important and need to be factored into both

the attacking and the defensive models and we consider this in the next chapter.

In the next chapter, we start to explore MTD as a method of defence against FDI attacks to protect
against these topology-learning attacks and hence invalidate the assumption of an attacker having full

system knowledge.
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Chapter 4

Stealthy MTD against Unsupervised
Learning-Based Blind FDIAs in Power

Systems

This chapter examines how moving target defence (MTD) implemented in power systems can be
countered by unsupervised learning-based false data injection (FDI) attack and how MTD can be
combined with physical watermarking to enhance the system resilience. A novel intelligent attack that
incorporates dimensionality reduction and density-based spatial clustering is developed and shown to
be effective in maintaining stealth in the presence of traditional MTD strategies. In resisting this new
type of attack, a novel implementation of MTD combining with physical watermarking is proposed
by adding Gaussian watermark into physical plant parameters to drive detection of traditional and
intelligent FDI attacks while remaining hidden to the attackers and limiting their impact on system

operation and stability.

The work outlined in our published journal paper [38] made up the basis of this chapter.

43



4.1 Introduction

As we showed in the previous chapter, we can not take the "hiddenness’ of the network system topol-
ogy for granted. Therefore, it is important to explore how MTD can be used to replicate hiddenness
and invalidate the attackers system knowledge assumption. It is worth considering why one might fo-
cus on using a physical-type defence such as network switching or watermarking over cyber defences
such as encryption of telecommunications. Some notable advantages of applying protection at the

physical over the cyber layer are as follows:

1. The physical layer comes first in the data collection process. Therefore, an attacker can bypass
any need to attack the cyber layer by attacking the continuous measurements at the physical

layer.

2. There can be significant processing time costs associated with encrypting large numbers of
independent sources of data through techniques such as RSA. These could introduce delays in

the state estimation process and slow the ability of the network operator to act.

3. Encryption can also be broken in polynomial time with Shor’s algorithm. New techniques such

as quantum computing appear set to reduce the time to break such codes further.

In an ideal scenario, a network operator would undertake both physical and cyber security to maximize
defence against cyber-physical threats. However, as we show in this chapter simply applying MTD

within the power system does not guarantee system security.

4.1.1 Novel Contributions

Where previously blind attacks have been based on static systems, we show dynamic systems can
indeed also be attacked providing certain system conditions are met. An intelligent FDI attack with
limited system knowledge assumptions is proposed to counter MTD. We introduce an extension to the
existing blind attacks and replay-style attacks under AC, which create resilience to MTD defences.

In addition, A new type of MTD in the form of a hidden key Gaussian watermark is proposed. This
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method mimics the underlying noise of the system in profile and magnitude to stay hidden. The
watermark is combined with cumulative error monitoring to spot minor but sustained changes in the
system. We show that although most existing MTD techniques can be identified in the profiles of
power flows, our proposed technique can indeed remain hidden. The closest work in the literature (to
which this author did not contribute) to this chapter is [48] which also offered a camouflage form of

MTD. However, we differ from this work in a number of ways.

* On the attacking front, this work introduces a novel counter-MTD technique. Where previ-
ous FDI attacks have been designed against static systems, we seek to offer new attacking
considerations in the presence of dynamic systems with MTD. The proposed intelligent attack
under zero system knowledge assumption combines dimensionality reduction and unsupervised
learning to identify underlying clusters associated with network topology and design the cor-
responding attack vector. The method is shown to be effective and stealthy against traditional

MTD.

* From the defensive perspective, we introduce a new implementation of MTD to drive detection
against traditional and intelligent FDI attacks. The proposed defence strategy combines MTD
and the physical watermarking concept [73] for the first time to add a Gaussian watermark into
the physical plant parameters. Because the added watermark mimics the underlying noise of
the system, the physical changes driven by MTD stay hidden. The physical watermarking is
combined with cumulative error monitoring to spot minor but sustained changes in the system
to trigger alarm. We demonstrate that the proposed MTD techniques are more resilient against

intelligent FDI while inducing less impact on the system operation.

* Where previously blind attacks have been based on static systems, we show dynamic systems

can also be attacked providing certain system conditions are met.

4.1.2 Constructing Attack Vectors

As we discussed previously, in the case of an infinitely resourced and knowledgeable attack, the

attacker can gain full access to the metering infrastructure and change measured power flows in any
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desired manner. In this case, it is trivial to design the attack to maintain a residual at a given value.
The attacker can choose any linear combination of He where ¢ € R”*!. The vector ¢ can be selected

to have the desired impact on the state vector x:

z,=72+a=1z+Hec. “4.1)

In a more realistic scenario, where the attacker has full access to the metering infrastructure but no
understanding of how the network components interconnect or the branch admittance, the attacker has
to commit a ’blind’ form of attack by estimating plausible attack vector models based on historical
measurements. One way of achieving this is to utilize blind source separation (BSS) techniques. This
scenario has been outlined previously in [15]. The relationship between the state variables in a power

system and latent independent variables y under a fixed topology H can be described by

x=f(H,y). (4.2)
In practice, y represents the loads of power system that vary independently while the topology is

fixed, but other underlying latent variables may exist for some systems. The state vector x can be

approximated as the first-order coefficient of the Taylor expansion A around y.

X ~ Ay. 4.3)

Returning to the state estimation problem, the system states can then be expressed in terms of load

such that

z~ HAy +e. 4.4)

If the attacker can acquire HA, an attack vector can be constructed with a value selected for a change

in power flows 8y shown by
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7, = z+ HAJOy. 4.5)

u=Gv. (4.6)

A generalized form of blind source separation u = Gv can be used, where u is the vector that can be
directly observed, G is the fixed vector known as the mixing matrix and v is the underlying vector of

signals. The state estimation can be constructed in an equivalent manner such that:

z = HAy = Gy. 4.7)

Provided the errors follow a Gaussian distribution and do not contain gross errors, HA can be ex-

tracted using independent component analysis as shown previously in [15] [71].

4.1.3 AC Extension of Blind Attack

Similar to the DC attack, AC-FDI attacks must satisfy the system model to remain hidden such that

z,=z+a=h(x+c). 4.8)

This can be done without topology information, either by using the geometric approach [74] or using
a historical measurement-based replay approach. Chin et al showed that where the vector angle

between the normal power flows and attacking vector was defined by

z"a = cos(y) (4.9)

the attack can bypass AC detection, provided the vector space angle between the attacking vector and

measurement vector was close to zero such that
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'z, =1. (4.10)

Under these considerations, a regression model can be extracted to attack the system. Alternatively, in
the case of limited information, the attacker can implement a replay-style attack that reuses a previous

vector from historical measurements such that

=1, 4.11)

where ¢ is used to denote a vector from a previous time period. Our AC simulations were built with
this replay case in mind, but it should be noted that both methods are susceptible to conventional

MTD.

4.2 Clustering to Circumvent MTD

The implementation of MTD will cause a change in z, which can be used by an attacker to identify the
existence of MTD and predict a change in the network topology. If the attacker uses data sourced from
multiple MTD configurations to resolve a blind static model the attack model will contain gross errors.
This section investigates how the data-driven approach can be applied to explore the vulnerability of
existing MTD. In particular, an efficient method is proposed to identify changes in the network caused
by the implementation of D-FACTS or switching through analysing the resultant power flow profiles.
By doing so, the attacker can ensure only data points corresponding to the current configuration are

used to create the blind attack. The proposed attack flow is as follows:

1. Observations of historical power flows are clustered into groups.

2. The clustering algorithm identifies the current power flow set to find corresponding measure-

ments for the attack model.

3. The blind attack model is developed using only the data corresponding to the current power

flow profile cluster.
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Figure 4.1: Proposed algorithm process to circumvent MTD. Red and blue points corresponded to
observed power flows from 2 different network configurations.

A simple example of this process is illustrated and compared with the normal blind attack in Figure
4.1. To achieve this, we propose a combination of data prepossessing via T-distributed stochastic
neighbour embedding (T-SNE) for dimensionality reduction followed by density-based spatial clus-
tering of application with noise (DBSCAN) to classify the data sets. We outline the justification for

our chosen methods below.

4.2.1 Attack Design Considerations

Power transmission systems are by their very nature large. To design such data-driven attacks, one
of the key considerations is to maintain the feasibility of implementation in the real-time operation of
large-scale systems. Therefore, it is essential to circumvent the curse of dimensionality (CoD) within
the context of this attack. We hence explore the use of T-SNE to reduce the dimensionality of data sets
before applying the clustering algorithm. In addition, due to the blind nature of the attack, no prior
knowledge of the number of underlying topologies can be assumed, and therefore ,an unsupervised

learning method, DBSCAN in this case, is developed.
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T-SNE for Dimensionality Reduction

T-SNE is a form of dimensionality reduction that works by constructing probability distributions over
pairs of objects containing high dimensionality [75]. T-SNE considers a set of N high-dimension
objects. d; and d; are two points within this set. o; is the variance of the Gaussian function centred on
data point d;. The closeness of these data points is defined by the conditional probability p ; that point
d;j would select d; as a neighbour given that the neighbours are picked proportionately to a Gaussian

function centred around d;. This is given by

pji= exp(—||di —d}[|*/207)
M Yesiexp(—Idi — dj|[2/267)

(4.12)

The aim of T-SNE is to reduce these points into their low-dimensional counterparts g; and g;. These

have an equivalent conditional probability ¢ ; defined by

exp (—|lgi — &%) |
Yiziexp((—|lgi —g;ill?))

qjli = (4.13)
If the map points g; and g; correctly model the similarity between the high-dimensional sets, the
conditional probabilities p;; and g;; will be equal. The positions of g; and g; are determined via
gradient descent between the distributions p and ¢, and this is used to minimise the Kullback-Leiber

(KL) divergence via cost function C [76] shown by

(4.14)

C= Zl: L(P|Q:) ZZPJ\:

where P, is the conditional probability distribution over all data points, given that data point d; and Q;

is the conditional probability distribution over every other map point, given map point g;.

Native T-SNE itself has a time complexity of O(n?), but this can be reduced to O(n) by using opti-
mization techniques as discussed in [77]. The brunt of the computational load is therefore taken by

T-SNE, which reduces the measurements of the network power flows into 2-dimensional space.
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There are other possible unsupervised approaches for dimensionality reduction. Linear reduction al-
gorithms, such as principle component analysis (PCA), are one such example. PCA performs linear
mapping to lower dimensional spaces, and unlike T-SNE, it is deterministic rather than probabilistic.
PCA being a linear algorithm means that it does have some computational benefits. However, PCA
cannot represent complex polynomial relationships in the same way that T-SNE can. Also, the KL
divergence minimisation that T-SNE employs means that much of the local structure of data is pre-
served in T-SNE, whereas it is not preserved to the same degree in PCA. We also consider that with
the stated purpose of identifying like groupings of points, T-SNE is also the most appropriate choice.
The probabilistic neighbour assessment approach of T-SNE seeks to identify neighbours specifically,
which makes the output trend towards close and distinct cluster groups emerge (as shown in Figure
4.3). This makes it easy to identify groups for the next section of the attack algorithm (clustering and

model building) to operate over.

DBSCAN for Unsupervised Learning

When the dimension-reduced data set is received, a cluster algorithm will be applied to identify the
underlining clusters of the data. Due to the blind nature of the attack, we propose using DBSCAN for

the unsupervised clustering portion of this attack. The DBSCAN algorithm works as follows:

1. An initial starting point is randomly selected. This point is then marked as visited.

2. The points adjacent to this point, defined by &, are counted and added to a set.

3. If the number of points exceeds the defined min point value, the initial point is defined as a new

cluster. This process is continued for all points in the neighbourhood.

4. If the number of points is less than the min, the point is defined as noise.

5. These steps are repeated until the whole set has been clustered.

DBSCAN shows good benchmark performance against other forms of unsupervised learning [78]

and also offers several relevant advantages to this form of attack. DBSCAN has a time complexity
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of O(n?), but this can be reduced to O(nlogn) with parameter optimisation [79], unlike hierarchical
clustering, which has a time complexity of O(n*) and is highly computationally intensive for large
systems by comparison. DBSCAN also does not require pre-specification of the number of clusters
(making it more appropriate for a blind-style attack) and is robust against outlying data points and
noise. Density-based local outlier factor (LOF) was also considered and has previously been seen for
FDI attack detection in [80]. In many ways, LOF is similar to DBSCAN but is more specialised for

anomaly detection as opposed to direct clustering.

4.2.2 Intelligent Blind FDI Attack

This subsection details the proposed intelligent blind FDI, as outlined in Algorithm 1. Once the
attacker obtained an adequate amount of measurement data, the attacker can initiate the attack algo-
rithm. When the latest measurement data arrive, initially, T-SNE is applied for the dimensionality
reduction of the sets of power flow observations into a two-dimensional space. The reduced form
of the data set is then clustered via the DBSCAN algorithm into distinct subgroups of like measure-
ments, and the one corresponding to the current system topology is identified. The mixing matrix
is subsequently derived based on this subgroup of data by using independent component analysis as
per the normal blind attack. A vector of false data z, containing the desired attack bias will then be

calculated based on the mixing matrix.

Ultimately, the attacker does not know which model corresponds to the base case or the case with
MTD implemented. The attacker simply knows that there are multiple distinct underlying models
and creates a series of models equal to the number of clusters. The attacker may be able to guess
based on how the topologies represent in terms of timing, which is the base (no MTD case), but this
is largely irrelevant for the attack. A minimum cluster size check will also be implemented to ensure

that the attack has sufficient data to create the blind model.

The proposed process on applying this clustering technique is outlined in figure 4.2.
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Figure 4.2: Proposed algorithm process flow chart.

Algorithm 1 DBSCAN Blind-ICA attack
Input: A set of power flow observations zp,s
Y = tsne (z'obvs) %Dimensionality reduction
idx = dbscan(Y,mpts,€) % Cluster power flows
For i = 1:length(unique(idx)) % Assign pf to cell
J = [J,1dx] % Assign cluster to obvs
A{i} =j((,)==i,:)% Assign obvs to cell
¢ = j(end) %check what profile current z is
z = A(c) % Select only corresponding zZ measurements
HA = FastICA(z) % Run fastica for HA
z, =2+ HAOQy % Apply attack vector
Output: false data z,

MTD Cluster Distinctness

In order for MTD to be effective the system change needs to be sufficient so as to be captured in the
CSE check. Therefore, in the existing MTD implementation, the change itself cannot be completely
trivial and must be large enough to be visible. However, changes from transmission switching are very
large and easily identifiable with any data driven methods. Previous works with D-FACTS devices
for MTD apply between 10-20% changes to line branch values in order to evaluate FDI attacks. For
example, considering the typical 14-bus system impact at the power flow level at 10% inductance
change across branch 1-5 will cause a 6.1% change in the absolute power flow at this level (not
trivial and likely identifiable above system noise). Additionally, on top of the absolute elements, T-
SNE will capture elements of the relative values with the set (which will be highly dictated by the
system topology). Which also makes distinct classification more likely. For example, in the MTD
along branch 1-5 case we see the relative share of the power born by branch 1-5 fall from 0.48 to

0.44 with the implementation of MTD. T-SNE attempts to optimize the similarities in the high and
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low dimensional space. The similarity calculation in T-SNE will reflect both the individual absolute

values and relative factors values.

However, this clustering based intelligent attack relies on being able to distinguish between different
topology sets from power flow measurements. If the changes in MTD are minor compared to the
variation in power flow profile, it may become difficult to distinguish clusters, which will be explored

in the next session to defence against such attack.

4.2.3 Performance Analysis

To demonstrate the performance of the proposed algorithm, a case study is carried out on a system
with 14 lines equipped with D-FACTS for MTD. As shown in Figure 4.3, the proposed algorithm
successfully identifies and clusters the potential topology sets, and only minor changes on topology
(1% of base admittance) are applied. The computational performance of T-SNE and DBSCAN for
different IEEE standard systems is shown in Figure 4.4 and compared with hierarchical clustering
with embedded cluster evaluation. The case studies are performed for 1000 sets of observations. We
note that for small scale systems (such as the 5-bus case), the computational performances are similar,

but as the system becomes larger, the time for completion grows quickly for hierarchical clustering.

Real-Time Attacks in Large Systems

For real-time operation, the bottle neck for attacking with this technique comes in the identification
and classification of the last meter measurement set within the wider pool, i.e. the ability to identify
which model the attack should be based upon. The proposed technique can also be practical for
large systems that may contain a high number of measurements. In Figure 4.5, we show the time
to completion for the T-SNE and DBSCAN portions of the algorithm in the presence of very large
random arrays (up to 10k points). It demonstrates the (expected) linear relationship from the T-SNE
time complexity. Even when considering large data arrays with a large number of observations, the
time to perform the T-SNE/DBSCAN flow is relatively short. For example, using 10,000 observations

for a 10,000-point system, it took around 8.06 minutes using only an Intel Core 17-7820X CPU with
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Figure 4.3: Power flow profile observations of 1% admittance perturbation MTD applied to 19 lines
intermittently under T-SNE dimensionality reduction. The X and Y axis values are non-dimensional
probabilistic reductions (g; & g; from equation 4.13). The system is reduced from a 34 dimension
meter IEEE 14-bus system.

64 GB of RAM. We would expect that a highly motivated supranational attacker would have access

to much more sophisticated hardware and would be able to execute such attacks even quicker.

4.2.4 Load Profile Bucketing

As seen in [48], large load variations can make distinguishing changes from MTD in the system hard.
Fundamentally, load variation can be used itself to hide MTD. Therefore, we consider an extension to
reduce a highly variate load system back to a steady load-style assumption under which the attacker
can have more success. The attacker will use a combination of T-SNE and discrete bucketing to group
load sets by their full system profile. The load variation within these individual buckets will be small
and equivalent to a steady load-style assumption. The attacker can then run the attack over one of

these buckets, and it work as if the steady load assumption were in place.
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Figure 4.4: CPU processing time for the combined T-SNE/DBSCAN algorithm with an equivalent
hierarchical method with embedded cluster selection performed on systems of increasing size. Per-
formed for 1000 observations.

4.3 Physical Gaussian Watermarking with CUSUM

Although physical watermarking has not been applied in the power system space, the concept has been
proposed in control systems such as in [73], where a watermark is added into LQG-based control
signals to drive detection. However, the papers in these areas are not true “physical’ watermarks
because they only change signal parameter dependencies and not the underlying physical plant itself.
At the same time, it should be noted that although MTD in the form of D-FACTS control to change
system topology has been explored, the use of watermarks in combination with MTD has not been
investigated, and there is an opportunity to incorporate a true physical watermark into the system

plant to enhance the system security.

Previously, topology perturbation and transmission switching have been proposed as methods to drive

the detection of FDI attacks [37][48]. These methods implement significant changes to line admit-
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Figure 4.5: CPU processing time for the combined T-SNE and DBSCAN algorithm for increasing
size of random data array upto 10,000 data points. Performed for 1000 and 10,0000 observations.

tance as required by the change needed in residual (typically around 10-20% for D-FACTS-based
changes), which may not only lead to the interruption of system operation but also provide opportu-
nities for the data-driven attack to spot the existence of MTD and counter it. It is hence crucial that

the deployment of MTD can remain hidden to the attacker.

In this work, it is assumed that the SO will incorporate the capability of D-FACTS devices into the
OPF model to optimize and select the lowest cost scenario, as shown in [81]. MTD will then be
applied around this point. As outlined in [82], there is a non-trivial cost incurred when applying
conventional MTD. This cost comes in the form of the non-optimal usage of power system assets.
Whereas before D-FACTS are applied to minimise losses from reactive power, they are now being
used for MTD purposes away from this optimal point. As a result, the defender will wish to reduce

the overall application of MTD.

In this context, this section proposes a novel method to achieve this by combining MTD with physical
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watermarking, which makes the MTD itself indistinguishable from the noise profile of the system,
and monitoring sequential errors for long-run trends by using cumulative sum (CUSUM) monitoring.
CUSUM monitoring is a sequential analysis technique that monitors for change detection over a
number of measurements. Samples taken from the process are assigned a weighting and summed to
monitor change detection. In this case, we will monitor the measured residual » under MTD defined

by

1
CEM, =Y r;—T. (4.15)
j=1

where CEM is the decision statistic, 7" is the target value of residual dictated by monitoring the
statistic under normal conditions and ¢ is the number of periods in a measurement set, with upper and
lower control limits CEM," and CEM,” . Because r is an absolute value, the lower bound CEM,” will
be 0. CEM;" can be selected based on engineering judgement from prior observations. Usually, the

upper bound can be defined in terms of the residual variance and mean value under no attack:

CEM;" =7+ Bo,. (4.16)
where B is defined by the user based on previous observations and minimising type II error.

The proposed defence strategy introduces these minor errors by using D-FACTS devices to alter
the line admittance by a vector w. The size of admittance changes applied to each line is based
on the output from a pseudo-random number generator (PRNG), the seed value of which is only
known by the network operator. This can be achieved with existing technology via a unified power
flow controller (UPFC) [83] in combination with a processing unit. The watermark may be applied

selectively such that

W € 0,40, p)}. @.17)
where p is the max change applied to the branch admittance.

The resulting power flow profile under physical watermarking will be equal to

58



1% Moise T-SHE
1% Wk T-SNE

= B3 & B B

Dimension Reduced (g ) Element

&0

B F

_'Il:ll::l 1 | 1 1 1 || 1 ]
-5l B0 -4 -20 a 20 41 &0 8

Dimension Reduced [gl,ﬁ Elemant

Figure 4.6: Power flow profile observations of 1% Gaussian watermark MTD applied to 14 lines
intermittently under T-SNE dimensionality reduction. The X and Y axis values are non-dimensional
probabilistic reductions (g; & g; from equation 4.13). The system is reduced from a 34 dimension
meter IEEE 14-bus system.

z,= (H+w)x+e. (4.18)
where w represents the vector of admittance changes applied to branches and is known to the SO.

The impact of applying a Gaussian-style watermark in physical system parameters is shown in Figure
4.6. Compared with direct binary perturbation, the proposed MTD shows a similar profile as underline
noise and makes it extremely hard for a clustering algorithm to identify the existence of MTD or to

counter it.

The key advantages of the proposed defence mechanism can be summarised as below, which will be

validated in the next session:

1. As the proposed MTD is on magnitude with the noise levels, the change in power flow observa-
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tions resulting from the MTD becomes difficult to be identified. Therefore, MTD stays stealthy

to the attacker.

2. Due to the stealthiness of the proposed MTD, it significantly increases the chance of the detec-
tion of an FDI attack and is specifically resilient to intelligent attack types such as the proposed

DBSCAN blind-ICA attack.

3. The significantly-reduced magnitude of topology changes leads to less interruption on the sys-

tem stability and economic operation.

4.4 Results and Analysis

This section assesses the performance of the proposed intelligent blind FDI attack in the presence
of different forms of MTD on the standard IEEE 14-bus and IEEE 118-bus test systems [84]. All
simulations were implemented using the MATPOWER toolbox in MATLAB [72] and performed
using Intel Core 17-7820X CPU with 64 GB of RAM running on a Windows 10 system. In the
graph legends, TP refers to topology perturbation (MTD via D-FACTS perturbation), and RS refers

to switching MTD via circuit breaker control.

4.4.1 Model Assumptions

The priority of this section is to capture the change in detection between the blind FDI technique
and the proposed intelligent attack under different types of MTD. Some assumptions have been made

across all simulations:

* Uncoloured Gaussian noise error of 1% noise-to-signal was added to meter values as error e, as

seen previously in [85].

* A steady load assumption is made with a load variation of around 0.1% for initial simulations,

as seen in [48]. Additional case studies were performed with multiple load profiles.
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Figure 4.7: Probability of detection of blind FDI attack and the new attack under transmission switch-
ing for IEEE 14-bus and 118-bus systems under 99% confidence interval. Lines are not perturbed
simultaneously.

* A minimum number of observations of 250 is assumed initially, which rises to 1000 sequentially

over the course of the simulation.

4.4.2 Line Applications of MTD

In this paper, MTD is applied at the branch level in a fixed order shown in table 4.1 with inductance
values, based on a % of the branch inductance. This order is consistent between MTD types to ensure
a fair comparison between MTD performance. The number of lines perturbed (NLP) refers to the
number of adjusted lines within a given scenario. Line adjustments are not applied simultaneously,
and therefore, a simulation will have NLP + 1 potential underlying topologies that a successful attack
will need to model. The NLP list is additive and the topologies within them randomly selected from

within this list.
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Figure 4.8: Probability of detection of blind FDI attack and the new attack under admittance pertur-
bation for IEEE 14-bus and 118-bus systems under 99% confidence interval. Lines are not perturbed
simultaneously.

4.4.3 Transmission Switching

The first form of MTD we trial is the direct use of system circuit breakers to create new topologies
(transmission switching). In this case, lines are switched into and out of operation to change the
underlying topology incidence matrix. This creates significant changes in the overall power measure-
ment matrix. Figure 4.7 shows the impact of transmission line switching on the blind FDI attack and
DBSCAN attack for the 14-bus and 118-bus cases. For the standard blind FDI attack, transmission
switching is highly effective at introducing residual errors and driving alarms. With a single line,
switching the detection is 100% for the standard blind FDI attack. However, these large changes in
the system flows make it easy for an attacker to identify the MTD. Compared with the standard attack,
the DBSCAN attack outperforms the standard blind FDI whenever MTD is used. Detection remained
low (less than 1%) with up to 15 lines being switched in/out across the network at different times.

Even with 16 possible topologies in use, the detection remained under 3%. Transmission switching is
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1 2 0.01938 | 0.05917 | 1
1 5 0.05403 | 0.22304 | 2
2 3 0.04699 | 0.19797 | 3
2 4 0.05811 | 0.17632 | 4
2 5 0.05695 | 0.17388 | 5
3 4 0.06701 | 0.17103 | 6
4 5 0.01335 | 0.04211 | 7
4 7 0 0.20912 | 8
4 9 0 0.55618 | 9
5 6 0 0.25202 | 10
6 11 0.09498 | 0.1989 | 11
6 12 0.12291 | 0.25581 | 12
6 13 0.06615 | 0.13027 | 13
9 10 0.03181 | 0.0845 | 14
9 14 0.12711 | 0.27038 | 15
10 11 0.08205 | 0.19207 | 16

Table 4.1: Order of Number of lines perturbed (NLP) applied.

unlikely to be used for the sole purpose of attack detection due to the significant impact on the system

operability.

4.4.4 Admittance Perturbation

Admittance perturbation is the most commonly proposed method of MTD for power systems in the
current literature. This subsection implements an admittance perturbation defence against the typical
blind FDI attack and the proposed DBSCAN version. A quantity equal to 10% branch admittance is
injected into the lines given by the order in 4.1. As discussed, branch admittance are applied inde-
pendently, and the number of underlying topologies will be equal to NLP + 1. When the inductance
is injected, the system operator is expecting to see the change in admittance reflected in the resulting
power flows. If the attacker is unaware and does not reflect the new admittance in their attacking
vector, the residual will increase significantly, and BDD will be triggered. The results of admittance
perturbation on detection of the standard and DBSCAN blind FDI attack are shown in Figure 4.8.
System models with branch admittance perturbations of 10% were implemented. The standard blind
FDI attack performs poorly against this form of MTD. For a single line at 10% perturbation, a de-

tection level of over 95% is achieved. The detection rates for the DBSCAN-informed attack were
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consistently low. This is due to the distinctive clusters of power flows emerging under the steady
load assumption. There is a small spike that appears around 12 lines perturbed. This is likely due to
the increasing number of lines perturbed in the system, which likely causes a mis-clustering in the

underlying data set or depriving a cluster of enough data points for a decent model.

4.4.5 Physical Gaussian Watermarking with Cumulative Errors

In this session, we provide results for the novel implementation of the Gaussian watermark with
combined CUSUM monitoring. In the same order and manner as in the transmission switching and
admittance perturbation sections, we apply a Gaussian-style physical watermark as the defence. An
inductance change of 1% to the system varied over a random distribution. Only one line change is
applied at a time to keep it consistent with the other forms of MTD. The admittance profile is varied
using a PRNG with a profile equivalent to the underlying noise of the system. Because we have used a
1% noise for our simulations, the p value is set as equal to 1% to ensure that this profile is not visible
to the attacker. This is combined with CUSUM error monitoring, watching for sustained increased
errors over 10 measurements with a cumulative limit based on 2 standard deviations above the average

CUSUM measurement error summation under normal conditions.

Figures 4.9 & 4.10 illustrate the implementation of the Gaussian watermark with the assumption that
an FDI attack starts from time instance 30. Figure 4.9 shows the traditional CSE residual error result-
ing from an FDI attack in the presence of the Gaussian Watermark. It is clear that the small system
changes cannot directly drive the detection of an FDI attack in conventional residual-based BDD.
Monitoring for the average of the last 10 measurements allows the system operator to identify long-
term trends in the data, which in this case are caused by small but sustained gross errors introduced
from the FDI attack. In Figure 4.10, the CUSUM method of detection is applied based on the last
10 measurements. Initially, we do not implement any attack for the first 30 runs of the system, and
we note residual CUSUM averages in line with the normal value. At run 30, we introduce the attack
vector. From inspection, it is much clearer that the system is under attack, and an alarm is raised after

4 consecutive measurements.
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Figure 4.9: Conventional CSE Residual error for run numbers on 14-bus system with the Gaussian
Watermark applied to 14 lines. A bus angle change of 20 degrees attempted across the system by the
FDI attack.

As shown in Figure 4.11, under the DBSCAN blind FDI attack, the CUSUM Gaussian watermark
shows significant improvements. As additional lines are added, these detection rates are close to
100%, compared with under 10% for standard admittance perturbation. The is due to the difficulty the
DBSCAN algorithm has in identifying clusters for MTD of a magnitude identical to the noise profile
of the system. Type-II error based on 2 standard deviation moves from the CUSUM average appears
to give around 3% type-II error for this kind of measurement approach across 1000 measurements.
As seen in 4.11, this cumulative approach also requires multiple measurements that potentially could
lead to the attacker having additional time to attack before being caught. Therefore, there is a trade-off
between the speed to spot attacks and the magnitude of the added watermark. Figure 4.12 illustrates
this for the 118-bus and 14-bus systems, where for a lower level of added watermark, a larger number
of measurement points are needed to break the threshold. This approach, of course, has other less

quantitative benefits. The application of the Gaussian watermark makes the power profile even with
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Figure 4.10: CUSUM rolling summations for run 14-bus system with the Gaussian Watermark applied
to 14 lines. A bus angle change of 20 degrees attempted across the system by the FDI attacker.

MTD appear very close to random noise under the T-SNE dimensionality reduction. This is in contrast
to the normal applications of MTD which can be see quite distinctly. In effect, even without the added
benefit of difficulty of clustering it makes it unlikely that the attacker would even be aware that MTD
is in operation. This can confer secondary benefits. For example, the presence MTD can often inform
an attacker of where there might be high value target. In general, operators will not use MTD to
protect low value targets, this is due to the implicit cost of infrastructure and operation. Therefore, by
having an obscured profile we can prevent attackers from using MTD as a target selection criterion

by which them inform themselves of which targets are high value based on the presence of MTD.

4.4.6 Load Variance Impact

In previous case studies, the simulations have been performed under steady load assumptions [48].

This session investigates the impact of large load variation on the performance of the DBSCAN
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Figure 4.11: DBSCAN detection results under proposed Gaussian watermark with cumulative errors
over 10 measurements. 14-bus and 118-bus systems simulated with baseline 10 measurement average
as detection trigger.

attack. As shown in Figure 4.13, large load variations reduce the effectiveness of the DBSCAN
under pressure from topology perturbation due to the increasing challenge to cluster the topology
changes under a high varying load. To circumvent this challenge, we separate differing load values
into buckets based on the system profiles reduced via T-SNE. Load values are observed directly,
performing dimension reduction on them via T-SNE and assigning them to bins of similar values. In
Figure 4.14, the profile of the loads themselves are observed, and the dimensions are reduced and
bucketed. Within each load group, measurement observations can be used to obtain the clear MTD
groups to develop the attack model. Load bucketing reduces the effective load variation back down to
a steady load-style scenario. Figure 4.15 and Figure 4.16 show the results of high load variation on
the system under MTD with and without load bucketing applied. It is clear that under load bucketing,
the distinct groups of measurement observations becomes clearer as a result of MTD. Applying this
bucketing reduces the effective variance of the power flow significantly from 10% to under 1%, with

around 25 buckets for a 14-bus system. This effectively replicates the steady load assumption, even
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Figure 4.12: Average number of points required to break a 4 standard deviation upper limit for in-
creasing size of watermark applied to a single line.

in the case of a more variate system. As the system variance becomes larger, additional buckets
can be added to accommodate the larger variance of the system. The effect of this can be seen in
Figure 4.13, with lowered detection for the DBSCAN attack when implemented against topology
perturbation-style defence. Bucketing in this manner will require a large amount of data; however,
based on the frequency of measurement at around 2-5 s [86] and the lengthy attack development phase
[1], such a data requirement can be easily satisfied. Blind attacks themselves will always require a
larger past data requirement than full knowledge attacks because they need to build a model, unlike

full knowledge attacks in which they already possess the model.

4.4.7 Blind AC Replay Attack

We have implemented our clustering approach with a blind replay-style attack against an AC state

estimation. Under this attack, the attacker attempts to inject a previously observed vector. The attacker

68



1 T T T T T T T T T

DBSCAN Attack Under TP
09r DBSCAN Attack Under RS o
DBSCAN with Load Buckets Under TP

Detection Rate
© o © 9o o o
w EEN (6)] (e)} ~ (00]
T T T T T T
1 1 1 1 1 1

o
o
T
1

ey | I I 1 ! I I

0 0.5 1 1.5 2 25 3 3.5 4 4.5 5
% of Load Variation

Figure 4.13: Detection of DBSCAN method with 10 lines perturbed with increasing load variance.
Also featured is the DBSCAN with load profile reduction analysis with load variation effectively
reduced using 10 load buckets.

is competing with MTD and wants to select the replay vector from a pool of values only containing
those using the same topology configuration. In Figure 4.17, we can see that the distinctive cluster
relationship exists within the AC model, as shown previously for DC. Figure 4.18 demonstrates that
the proposed pre-clustering algorithm performs well in AC state estimation, provided a large number
of samples have been received. The non-linearity in the AC model significantly reduces the correction
rate of clustering, but increasing the number of observations allows good performance for the AC
model. One of the advantages of opting for T-SNE as opposed to other dimensionality reduction
methods (such as PCA) is that T-SNE is better capturing non-linear relationships. This will have a
potential future-proofing effect for our intelligent, blind attacks as the clustering algorithm will be

able to better capture and model for the non-linear impacts of AC power flow systems.
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Figure 4.14: Real power load profile values reduced by T-SNE. Variation of 10% shown. Different
colours represent different proposed load buckets. 10k measurements.

4.5 Summary

In this chapter, we investigate how MTD can be enhanced to withstand more intelligent FDI attacks
which incorporate counter-MTD strategies. As we showed in the previous chapter, it is possible for
an attacker to use data driven techniques to circumvent BDD and remain hidden. We also show that
even physically driven forms of detection "MTD’ in some circumstances can be circumvented. To this
end, we investigated how unsupervised learning and dimensionality reduction can be applied in blind
FDI attacks to exploit the vulnerability of current forms of MTD. By incorporating a combination
of T-SNE dimensionality reduction and the DBSCAN clustering algorithm, power flow observations
can be clustered into their relative topology profiles. From here, the mixing matrix for the blind FDI
attack can be calculated using only data under the same network topology. This technique is shown
to be effective against admittance perturbation and transmission switching techniques. Indeed, this

technique can be extended to a number of attack types to make them MTD resilient.
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Figure 4.15: Power Observations for a 10 lines perturbed system using D-FACTS of 10% under load
variance of 10% shown. This is prior to bucketing of data by load profile.

Given the lessons learned from the previous chapter, it becomes clear that system operators must not
only consider that static systems can be attacked but also that systems with naive or simple applica-
tions of MTD are likely to be vulnerable to FDI. This is due to the proven attack proficiency of the
intelligent counter-MTD FDI attack. At this point, we have now introduced new 2 models for attack-
ing a power system: one that is effective against a static system and one that offers a MTD-resilient

form of attack.

We therefore propose some innovations to defence. We consider that naive applications of MTD;
namely those perturbed via predictable key spaces with large and predictable patterns are likely to be
circumvented by an attacker (as they can be clearly seen). Therefore, an attacker must be able to hide
the application of MTD within the noise profile of the system. We develop a novel defence strategy
around this core idea to combat these new sophisticated attack types. We proposed that by combining
MTD with physical watermarking to add an indistinguishable Gaussian-style physical watermark

into the network topology and monitoring the sequential errors for long-run trends by using CUSUM
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Figure 4.16: Post-bucketed power flow data with T-SNE applied for a 10 lines perturbed system using
D-FACTS of 10%. Original load variance of 10% was used.

monitoring we could prevent these intelligent type of attacks from being stealthy. This technique is

demonstrated to be effective at both inhibiting the attacker’s ability to predict topological changes

from visible power flows and reducing the overall impact on system operation by reducing the level

of topology changes. The use of the camouflaged watermark gives less indications of the presence

of MTD to the attacker. This is important, as attackers sometimes use these additional defences as

markers for high quality targets. By obscuring the marker, the target looks just like any other point on

4.6 Lessons Learnt

Crucially, we draw the following lessons from this chapter that we use to inform our research and

proceed to the next chapter in this work.
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Figure 4.17: Observations of 1% MTD applied to AC system up to 16 lines intermittently. Data cuts
of real power, reactive power and a combined vector incorporating both are compared. 1% Gaussian
noise assumed.
* It is possible to circumvent naive applications of MTD, i.e. those that use a non-continuous
waveform mode of direct perturbation. System operators should be considerate in how they

apply MTD and should attempt to replicate natural wave forms (such as noise patterns) as a

method of camouflaging MTD.

* We can easily provide additional support to system operator attack detection via the imple-
mentation of cumulative error-style monitoring. Small, sustained errors caused by small attack
vectors can easily bypass BDD detection. Therefore, it makes sense to incorporate cumulative

monitoring that will provide additional metrics for assessing the attacker’s strength.

* Considering attacker psychology can also be important when structuring defences. In the past,
naive applications of MTD such as “’kicking the system” have been suggested. These kicks can
often be seen very easily in the system profiles and an intelligent attacker can circumvent them.

Camouflaging MTD can help prevent successful attacks as the attacker may not be even aware
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MTD is in place.

In the next chapter, we start to consider how to minimise the overall application of MTD. We consider
how event-based triggering of MTD can be used to limit the overall application of MTD. We also
explore how distributed anomaly detection can be applied at a distributed level using Holt-Winters
forecasting to decentralised BDD. Additionally we explore how MULTOS based-architecture can be

used to provide additional enhanced and secure cyber-physical system security.
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Chapter 5

Enhanced Cyber-Physical Security Using
Attack-Resistant Cyber Nodes and

Event-Triggered Moving Target Defence

This chapter outlines a cyber-physical authentication strategy to protect power system infrastructure
against false data injection (FDI) attacks. We demonstrate that it is feasible to use small, low-cost,
yet highly attack-resistant security chips as measurement nodes, enhanced with an event-triggered
moving target defence (MTD), to offer effective cyber-physical security. A distributed event-triggered
MTD protocol is implemented at the physical layer to complement cyber-side enhancement. The
scheme is shown to be effective at preventing or detecting a wide range of attacks against power

system measurement system.

The work outlined in our published journal paper [4] made up the basis of this chapter.

5.1 Introduction

In the past, the majority of works focused on either physical or cyber-security enhancements in iso-

lation. However, more recently, works have been published that demonstrate the importance of con-
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sidering overlapping cyber and physical solutions [87]. In this chapter, we propose and evaluate a
practical and affordable system design that protects against attacks against both the physical and cy-
ber layers and allows for distributed protection. The cyber domain of a power system is susceptible
to various attacks. National guidelines suggest the use of cryptographic tools for authentication and
encryption [88]. However, as outlined in [89], supervisory control and data acquisition (SCADA)
networks (which are used for monitoring and controlling power systems), often lack secure modern
encryption. This can be due to the age of assets (the encryption and security of networks being a more
recent concern) or requirements for high speed in data processing with encryption adding too much
time delay in measurement transmission [90]. The size and scale of power networks also makes the
cost of refitting prohibitive with increased focus put on ’sweating’ assets rather than incorporating
new infrastructure. As a result, although a new cyber-layer protection solution is urgently required, it
must be low cost (to ensure practical take up), secure by the Common Criteria security framework [91]
and shown not to impede data transmission. Furthermore, the links between the cyber and physical
systems are also vulnerable to attacks. As we have discussed, in the case of the power measurement
system, a simple alternative to attacking the cyber-secured measurement node is to modify the ana-
logue (or physical) measurement source, which cannot be protected by cyber-domain solutions. The
attackers may conduct FDI attacks by manipulating analogue measurements before they even reach
a cyber-secured point effectively bypass all encryption and authentication. We present our solution

below, which addresses these security requirements in both the cyber and physical layers.

5.2 Novel Contributions

This chapter proposes and evaluates a practical and affordable system design that protects against
both physical- and cyber-layer attacks and allows for distributed protection. We demonstrate how a
cyber-physical authentication process can provide a foundation for system security at every level of

measurement and transmission. This process is illustrated in Fig. 5.1.
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Cyber Layer

In the cyber layer, we propose creating trustworthy measurement nodes by using a small encrypted
payload protocol to secure the measurement reporting system while maintaining the required fre-
quency of reporting. Each node is based on a highly tamper-resistant security chip that performs
measurement capture, processing and reporting. The chip acts as a trustworthy platform, support-
ing the secure communication protocol with the grid authority (GA). The combination of the chip
and protocol, offers effective protection against implementation attacks and communications attacks,
such as man-in-the-middle FDI. The secured platform also allows confident delegation of some lim-
ited processing to the nodes, such as the proposed anomaly check and MTD triggering. The MULTOS
Trust-Anchor for secure measurement transmission and MTD delegation has not been applied before.
This may be because MULTOS platforms have been traditionally in the form of secured smart card
and passport chips, which do not have general external I/O. Although AE has been standardised for
some time, it has only relatively recently been studied on such security chips. The design secures the
logical and implementation security of the system, but importantly, it provides a framework for the
delegated/distributed implementation of trusted functions and self-defensive mechanisms. We have
also shown that the secure nodes can sample, process and locally react much faster than would be

feasible for a centralised system, offering the potential for new algorithms and research.

Physical Layer

In the physical layer, we propose a protection protocol based on event-triggered MTD. The protocol
consists of an initial anomaly detection followed by MTD and traditional CSE. The anomaly detection
uses Holt-Winters seasonal forecasting distributed to the individual measurement. The seasonality
captures the intra-day demand differences to minimise the overall window for attack. If the anomaly
detection is triggered, MTD is then implemented via inductance perturbation of D-FACTS devices.
This changes the system model and drives detection of the FDI attack via increased residual errors.
The event trigger comes prior to the application of MTD and is based on distributed measurements
to target and minimise the overall use of MTD. This is important because while the FDI attacks

are stealthy from a centralised residual detection perspective, their impacts can still be seen in the
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distributed changes to power flows. By using D-FACTs devices in this manner, we are effectively
promoting the use of inductance assets sub-optimally in order to evaluate FDI attacks.One of the
key motivation drivers for this research is that MTD can be expensive to implement given the sub-
optimal use of assets from an optimal power flow perspective, as shown in [82]. Therefore there
is a requirement that we find ways of minimising the overall application of MTD only those times
when there might be an attack present. Very few works have addressed the importance of distributed
measurement with respect to FDI attacks, and none that we have seen combine a distributed and

centralised approach as we have done here.

Our combined solution is a cyber-physical solution in that it combines secure cyber nodes with a
physical mode of protection of the state estimation via MTD. This chapter proceeds as follows: first,
Section 5.3 provides background to the proposed approaches. This includes outlining the state es-
timation environment for the power system. Section 5.4 proposes and describes a secure solution
based on an authenticated encryption (AE) protocol and the use of distributed security chips (SCs). A
novel event-triggered MTD is proposed in 5.5, and the Holt-Winters seasonal forecasting technique
as triggering strategy is outlined. Experiments, performance results and the effectiveness of security
measures are discussed in Section 5.6, with conclusions and suggestions for future work in Section

5.7.

5.3 Background

5.3.1 Cyber Vulnerability of the SCADA System in Power System

An attacker has several options when seeking to undermine the measurement and reporting system.
The node itself can be attacked to either ensure that the node does not perform as intended or to
reveal a credential (such as a cryptographic key) or proprietary functionality. It is also possible that
the measurement source (e.g. the value to be sampled) could be modified so that incorrect values
are captured but then securely delivered to the GA (upstream physical attack). However, the node’s

remote communications link presents the most attractive target, and attackers may seek to remove,
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modify or replay valid transmissions, or generate fake transmissions that might be accepted by the

node, and inject consequently false data into the state-estimator downstream of the physical system.

Node Implementation Attacks

Critical infrastructure may be attacked in a variety of ways. Adhering to information security best
practice for the functional design of a measurement node (e.g. for algorithm, protocols, processes
and keys) is not sufficient because attacks may target the implementation. Logical security attacks
target weak design, typically in the algorithms, keys and poor software within the node platform,

measurement application or loading and configuration functionality.

Direct attacks on hardware will generally require a higher level of expertise and equipment. They will
also take longer to perform. However there are a few routes for entry via direct hardware attack. A
chip could be decapsulated. It is also possible to reverse engineer the chip itself. Other alternatives
include, probing buses and memories and modifying tracks. Fault attacks are less intrusive, and they
disrupt normal operation of the chip but without damage. For example, faults can be generated by
voltage glitches or radiation pulses. Under fault condition, an unprotected chip may reveal sensitive
information, for example RSA keys [92]. Side-channel leakage is the leakage of sensitive information
via an unintended channel. This can be key- or data-dependent timing, variations in power consump-
tion or electromagnetic emissions. Simple analysis techniques (see [93] [94]) are powerful against
naive implementations. In the case of a power measurement system, a simple alternative to attacking
the measurement node is to modify the analogue measurement source (physical attack). A similar
effect is achieved by manipulating any part of the path that digitises and communicates the source

measurement value up until the point when it is within the node.

All these attacks can be successful against implementations that do not have specialist security protec-
tion. However, there is much industry expertise for the protection of secured micro-controller chips,

which we exploit in our proposal, as discussed in Section 5.4.
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Adversary Threat Model

We make the assumption of a well-resourced attacker, similar to those seen in [1], capable of launch-
ing attacks in both the cyber and physical realms. The attacker can attack either remotely via SCADA
networks or directly at the physical sensor locations themselves. We also assume that the attacker has
the capability to structure an FDI attack via the changing of meter measurements so that it is stealthy.
Consistent with this is the assumption that the attacker has knowledge of the original system topology

of the power system but is not aware of MTD configurations.

Node Communication Attacks

To undermine communications between two legitimate parties, an attacker may attempt to do the

following:

1. Passively eavesdrop

2. Send a new message assuming a legitimate identity

3. Delay, replay or re-order legitimate messages

4. Modify a legitimate message

5. Block some legitimate messages

6. Send denial of Service (DoS) transmissions

The goal of eavesdropping is to capture unprotected data or information that can reveal credentials,
such as keys or counters, which aid attacks against this protection. For grid measurement trans-
mission, we are primarily concerned with the integrity of measurements rather than confidentiality.
However, encrypting messages also protects associated control data and provides an extra barrier to
attackers. Depending on the communications channel, an attacker might simply be able to source a
fake message or may have to be positioned as a 'man in the middle’. In either case, the attack will

be defeated by mutual authentication of communicating parties because the attacker will not have
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the cryptographic credentials to authenticate, fake or modify a valid message. Most communication
systems experience some variation in transmission delay, but excessive delay (or replay) can be de-
tected by timestamps. Message re-ordering can also be detected by chaining encrypted transmission
sequences. If a system occasionally loses messages in normal operation, then an attacker could block
some without being detected. However, limited data loss could be overcome by redundant trans-
missions. DoS would prevent legitimate messages from getting through; however, it is a condition
detectable by the legitimate communicating parties, which should be able to take some alarm and/or

remedial action.

5.4 MULTOS Trust-Anchor

Our proposed solution requires trustworthy measurement nodes that are strongly attack resistant. For-
tunately, there is a well-established process of assessment to determine this known as Common Cri-
teria (CC) [91]. The CC evaluation is most commonly applied to security chips such as those used
in bank cards, passports or hardware security modules (HSMs). High levels of evaluation confirm
strong resistance to all known attacks, including logical, physical, fault and side-channel. The resis-
tance is based on specialist hardware, supported by software defensive measures. A CC-evaluated
SC should not be vulnerable to logic flow attacks, being compliant with security best practices for
design and loading. For defending against physical attack, the CC chips will have numerous effective
defences, including passive/active shields (to impede probing), hardware-encrypted buses and mem-
ories (to prevent data discovery), light and anomaly sensors (to detect decapsulation and faults) and
scrambled circuitry (to impede reverse engineering). For fault-attack resistance, the hardware sensors
detect fault insertion and prevent signals being released to the attacker from which he can gain system
information. Software countermeasures provide secondary defences, e.g. verifying an algorithm re-
sult before providing an output and redundantly testing flags and loop counts. Side-channel leakage is
well defended against, with countermeasures that impede the statistical averaging of signals or reduce

the source generation of the leakage.

MULTOS [95] chip platforms are quite common in CC evaluations, and the MULTOS [96] Trust-
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Anchor was selected for our proposal. MULTOS is a high-security multi-application smart card
Operating System (OS) that is managed by the MULTOS Consortium. MULTOS chips are found in
range of products including payment smart cards and electronic passports, achieving high-levels of
CC certification. The initialisation, and personalisation of these products has strict security controls,
meaning that only reviewed code and data from certified developers can be loaded. An introduction
to MULTOS can be found in [97]. The Trust-Anchor is intended as a deployed HSM for the Internet
of Things (IoT) and differs from a smart card chip in that it has added I/O capability and free-runs.
However, there are some drawbacks. The chips do not represent the state-of-the-art with respect
CPU performance. However, they do excel in cryptographic operations because they incorporate
relatively high-speed crypto-co-processor (CCoP) hardware; related performance evaluations can be
found in [98] [99] [100]. The choice of SC means we can reasonably assume that physical, fault,
side-channel and malware attacks are practically infeasible, and so our focus turns towards a protocol
for securing the interaction between the SC and GA. A previous study for EMVCo [101] measured
the performance of AE [102] for future payment card processing with MULTOS as a test platform. A
number of AE modes were implemented; however, for small message sizes (up to 32 bytes), encrypt-
then-MAC (ETM) [102] was the most efficient due to the relative speeds of the CPU and CCoP. ETM

is discussed next.

5.4.1 Authenticated Encryption

The ETM scheme (see Fig. 5.2) is mechanism 5 in ISO/IEC 19772 [102], and offers a routine method-
ology featuring distinct encryption and MAC processes. The scheme has much to recommend it for
securing grid communication. It provides authentication, confidentiality and integrity protection and
has a counter for cryptographically chaining transmissions. If fixed-sized data are used (e.g. the opti-
mum 32-bytes), then the counter may be predicted in the case of lost messages, avoiding the need for

re-synchronism except when unavoidable.
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Figure 5.2: Encrypt then MAC Authenticated Encryption

5.4.2 Node Dynamic Initialisation

An SC would be initialised/personalised prior to use. This involves, for example, the setting (by a
security authority) of IDs, long-term secret keys, access PINs, applications and data. Every node
would be diversified, having different keys, nonces and counters, so attacking one node provides no
advantage when attacking others. Because the long-term secret keys are of best-practice size and do
not leave the Trust-Anchor, it is acceptable to use them in normal operations to create session keys,
that may be refreshed as necessary. However, it is even better to use them sparingly. The session key
establishment process also provides opportunity to dynamically change the nonce and counter values.
The protocol steps for dynamic initialisation and session key generation are shown in Fig. 5.3, with

symbols in Table 5.1.

The GA begins by generating AE session values: a random number, a random nonce and a starting
counter value (random or preset). These values fill two AES blocks and are AE encrypted using the
long-term secret keys and the default nonce and counter values for the particular Trust-Anchor. The
resulting cipher blocks and MAC are then sent to the Trust-Anchor, and AE decrypts the message into
two plain-text blocks and computes its own version of the MAC. If the local and received MACs do not
match, the protocol ends with a failure. Otherwise, the plain text is copied into the local copies of the
random number, nonce and count, and the random number and its increment are then AES encrypted

under the long-term encryption key to generate the encryption and MAC session keys, respectively.

84



Trust Anchor Grid Authority

ne +5[0.2% 1), 00 ¢5[0.2°% — 1)

128

rs +%[0.27 — 1], AEn Cey (s, 15, 05)

Co. €y, MAC

{.ﬂf’fﬂ, ﬂ-‘fl i MAC,—:I A— ADECkﬂ rkia (("’TU-. [:,1'1:'

if(MAC, # MAC) Nack Fail

(ra, e, ca) + (Mp, M)

2l (s 1) rh « (rs +1)
k_q 4 EI'IC;.;O{_T'.I;} k_-z < Eanu{Tﬂ}
K, + Ency,(rh) ki « Ency (rh)

AEncy . (mmy, as;, T;)

— Cp, O, MAC

{ My, My, MAC,) < ADE‘:kmki (Ch, C1)
if(MAC, = MAC)

(mimg, as;, T;) + (Mp, My)

Figure 5.3: Dynamic Initialisation
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The Trust-Anchor then AE encrypts a dummy measurement report under session keys and sends this
to the GA (which also generates the keys). The GA AE decrypts the message using session keys,
and if received and locally generated MACs match, the session key establishment has succeeded.
The received data are copied locally and the session keys are operational. The initialisation may be
repeated to change the AE session keys, nonce and counter values, either as security policy or due
to lost synchronism. In the latter case, the AE count for initialisation is reset to the default for the

particular Trust-Anchor.

5.4.3 Data Collection Processing and Reporting

Referring to Fig. 5.4 and Table 5.1, the Trust-Anchor is continually sampling the measurement source
and storing results in a cyclic buffer. The GA begins a dialog by AE encrypting under the session keys,
model control fields, model parameters and current time. The resulting cipher blocks and MAC are
sent to the Trust-Anchor, which AE decrypts the message into two plain-text blocks and computes
its own version of the MAC. If the local and received MACs do not match, the protocol ends with a
failure. Otherwise, the plain text updates the local copies of model controls, parameters and real-time.
The Trust-Anchor then runs the detection algorithm on the buffered samples, calculates the model
measurements, updates the alarm status, creates a timestamp, generates a local alarm (if merited),
subsequently AE encrypts the results under the session keys and sends them to the GA. If the MAC
verification succeeds, the report is accepted into the modelling and state estimation application. If the

Trust-Anchor does not respond or verification fails, the GA may attempt lost message recovery.

5.4.4 Lost Message Recovery

A goal of the protocol is to tolerate the loss of at least two consecutive measurement reports without
the loss of sample data. The reported model measurement field includes the latest sample plus up to 7
previous samples, allowing data recovery even if blocks are lost. However, the AE counter advances
during encryptions/decryptions, and using the wrong value will prevent correct decryption and MAC

verification. Because the message sizes are always the same, the counter value after a lost message can
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Figure 5.4: Data Collecting and Reporting

be estimated (within a small window), and the GA can attempt AE decryption with several alternative
counter values. If successful, they will not lose any reported data. Similarly, at the Trust-Anchor, a
MAC failure could indicate a missed or corrupted report request, and the next count values could be

tried for the AE decryption. In the case of the irretrievable loss of synchronism, the GA will recover

it by using the dynamic initialisation process.

5.5 Event-Triggered Moving Target Defence

5.5.1 Moving Target Defence

MTD involves using the system assets to change the underlying topology and expose FDI attacks. FDI
attacks require the attack vector to be structured based on the network topology. For the real power

residual, the error at the individual measurement level will be the difference between the measured
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Table 5.1: Symbol Definitions

Symbol Description

ID Security Chip ID (128-bit, or 80-
bit if ICCID))

050 Personalised long-term encryp-
tion and keys (128-bit)

Son The current session encryption
and keys (128-bit)

Ty Tt Random values for session key
generation (128-bit)

N The current AE session nonce
(96-bit)

Cs, Ci Starting and ith transmission,
AE session counts (32-bit)

M;,C; The jth message and cipher
blocks (128-bit)

ivr The ith AE token, and recom-
puted token (MAC: 64-bit)

t,T; The time and ith Timestamp (32-
bit)

as; The alarm status information 24-
bit)

dv;,mm; The ith sample (15-bit) and
model metrics (32-bit)

mp;, mc; The model parameters (208-bit)

and controls (16-bit)

Authenticated Encryption under
key set y

Authenticated Decryption under
key set y

AES Encryption under key y
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flows and estimated value from the system model, such that the real power residual can be expressed

as a function of the individual meter measurements and system states by

) . , (5.1
rij = —P7j +Vigij — ViVjgijcos Ab;;

- V,'ij,'j sinAQ,-j.

With a similar equation for resultant changes in the reactive power measured residual. If the attacker is
aware of the system topology, he/she can structure the attack such that the residual is small. However,
if changes to the physical system are introduced (via inductance modification in this case) and the
attacker does not consider this in the updated attack vector z,, the residual will increase as differences
between the expected and injected value emerge. Where ignoring the change in voltage angles and

magnitudes for a simplified view, the impact to the residual will be approximated by

Arf; = ViV;jAb;jsin AB; (5.2)

MTD can also be enhanced to camouflage its existence to minimise the potential for attackers cir-
cumventing it [48] [38]. However, as shown in [40], the cost of application will mean that the system
operator will want to minimise the overall use of MTD to only those times when the system is po-
tentially under attack. As a result of this, we propose an MTD-triggering scheme based on individual

meter measurement deviations.

The proposed defensive process has three main components: the anomaly detector, active defence
protocol and final attack verification, which exploits the secured measurement and communications
authentication provided by the low-cost MULTOS devices. The anomaly detection can be done either
locally at the distributed level or via post-processing at the same place as the CSE. For deciding the
error bounds to implement the trigger, we use Holt’s exponential smoothing and forecasting and have

outlined this process below.
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5.5.2 Anomaly-Detection-Based Triggering Strategy for MTD

We propose a distributed trigger (located at the individual measurement level) based on Holt-Winters’
exponential forecasting for anomaly detection. This distributed layer of detection confers several
benefits to the grid. For one, distributed error checks can be preformed much more quickly than the
CSE, which can take up to a few minutes and may not even converge. Distributed measurements
devices can also offer some localised control options in the case of a wider network failure of the
SCADA or communications network. Crucially with respect to FDI attacks, distributed measurement-
based anomaly detection will not be susceptible to the same model-based FDI attacks outlined in [3].
Recent papers have shown that CSE can be attacked by structuring the attack vector in terms of
the system topology, i.e. z, = h(x+ ¢) where c is a desired attack bias of length n. Therefore, to
circumvent this type of stealthy bias injection, we consider a distributed error detection based on
forecasted measurements to act as trigger for MTD. We consider the measured vector at a given bus

system as a discrete, linear model and follow this form:

1=k +b+vVv (5.3)

Where 7, is the estimated metered power-flow measurements at a given time ¢, v represents the
system noise that will follow a Gaussian distribution such that v <— .4#7(0, Q). F; represents the
state transition factor, i.e. the expected change in the system state for a given time period and b,
represents the state trajectory vector used to capture long-run trends and will incorporate factors such
as seasonality. F;, b, and v are calculated by analyzing previous data trends using Holt-Winters’
exponential forecasting [103] and contain seasonal elements so as to capture differences in the intra-
day measurement resulting from load peaks. Anomaly detection in dynamic estimation will be the

difference between the forecasted state value and the measured value for a given time and is given by

€ = Zr+1 —2[+1. (54)

With the assumption that residuals are independent and follow a zero-mean Gaussian process. They
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can either be defined by using static pre-set limits or, more commonly, by using an updated variance
value 62 from observed residuals. The introduction of this additional criteria means that to attack
stealthily (or at least to not trigger MTD), the attacker would have to now satisfy both the centralised

and distributed criteria such that

{ze R™IA|lz—h(x)|a< re Az—5 < rg} (5.5)

where r; and r, are the alarm limits for distributed and centralized triggering/detection. It is possible
that an attacker may be able to structure an attack in this manager, but their flexibility in which loads

can be overloaded will be greatly reduced.

5.5.3 Selection of Alarm Limits

Alarm limits can be imposed considering a number of factors.

Type-1I Error

A type-II error is an important consideration for alarm limits. It might be tempting to set limits artifi-
cially low to capture more potential attacks. However, this could result in higher unnecessary costs to
the system operator because MTD will be triggered frequently when no attack persists. Frequent false
errors can also reduce reasonable responses because the system operator will grow used to seeing a

high number of alarms and lack the bandwidth to verify them efficiently.

Criticality and Capacity

Individual measurement can also critically weigh into limit setting. A system operator may wish to
lower limits for critical measurements. Conversely, areas with high additional transmission capacity
operating well below their thermal limits will suffer fewer consequences from overloading FDI at-
tacks. As a result, alarm limits could be relaxed to reflect their respective innate resilience of regions

and focus on other weaker areas.
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We prioritized type-II error considerations in our model and opted for limits based on the probability
distribution function of a Gaussian distribution with 3 standard deviations (SDs) corresponding to
a 99.7% confidence interval (or a type-II error of around 0.3%). This is in contrast to CSE, which
usually operates with a 2-SD limit [3]. We believe it appropriate to have different alarm limits for
these two approaches. For one, the frequency and number of distributed checks can be much higher
for distributed decision-making. Unlike CSE, there are multiple potential alarm measurements, i.e.
there are 34 alone in a 14-bus system, as opposed to CSE, which is only one centralized measurement.
Also, as discussed, there is a cost in applying the MTD from an operational power-flow perspective,
and it may not be desirable to use MTD triggering constantly when the branch power flow level
offers no danger to the system. Ultimately, the selection of alarm limits comes down to engineering
judgement. For highly critical regions, a system operator may tolerate increased false positives from

a lower limit so as to increase sensitivity.

In our model, the upper limit is defined by A,,per = 2 + 30, the lower limit is defined by Ajpyer =

7 — 30 and they are bound such that

/llawer <e < /lupper- (56)

For the power system models, we assume an intra-day profile similar to that of a consumer load flow.
This means that our forecasting model needs to approximate the underlying seasonality in creating the
prediction model. The Holt-Winters method is used to capture seasonality and trend when forecasting
data sets. The method is made up of a forecasting equation and accompanied by three equations for

the current level L;

Li=0(0)+ (1= o) (Lt + 7o) (5.7)

The overall trend of the data set 7; is described by

T =B(L—L—1)+(1-B)Ti-1. (5.8)
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And the seasonality component of the data set S; is described by

S, = Y(%) +(1=7)Sp- (5.9)

Where p is the time period in a season. «, ¥ and B are the weighting values for level, trend and
seasonality, respectively. These are selected for a minimised RMSE error based on observing differ-
ences between the model estimates and the actual values. The final predicted value using HW will be

described by

G = L1+ T-1)Si—p. (5.10)

5.5.4 Computational Considerations

It is assumed with respect to the CSE (which is already commonly used) that operators already have
the capability to perform the state estimation for their system. With regard to the computation cost
of applying the Holt-Winters distributed forecasting for the event trigger, the impact is small. As
shown, the basic calculations are linear and can be performed quickly even with a large number of
measurements. Also, as discussed, because the method is distributed to the individual meter level,
the computational cost of this approach is not dependent on the size of the system, i.e. we would
not expect real impact from the curse of dimensionality resultant from system size because the core

calculations and regressions are still dependent on individual measurements only.

5.6 Experiments and Findings

This section assesses the performance of the proposed detection strategy on both the standard IEEE
14-bus test system Fig. 9.1) and the IEEE 118-bus test system Fig. 9.2. All grid simulations were
implemented using the MATPOWER toolbox in MATLAB [72] and performed using Intel Core i7-

7820X CPU with 64 GB of RAM running on a Windows 10 system. The node performance exper-
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iments were performed in collaboration with Professor Keith Mayes at Royal Holloway University

and were carried out using a MULTOS Trust-Anchor development kit.

5.6.1 MULTOS Trust-Anchor Performance

The use of the MULTOS Trust-Anchor satisfies the node attack-resistance requirements of the pro-
posed system. However, it is a CPU speed- and memory-restricted device, so its ability to satisfy
performance requirements needs to be determined by experiment. The GA is assumed to have access
to powerful server capability, so only the measurement node performance was practically investi-
gated. The Trust-Anchor chip used for the research had digital I/O but no analog-to-digital converter
(ADC), so an external device was connected via its I2C bus. This did not change the attack assump-
tions because it was already accepted that the analogue source value might be modified, so this just
extended to the ADC chip and the I12C bus. The ADC can sample orders of magnitude faster than
needed, so the effective sample rate is determined by the Trust-Anchor reading from it. Normally, the
Trust-Anchor would be required to free-run, but for precise experimental measurements, it was run
in command/response mode, where actions were triggered by commands from the GA. The Trust-
Anchor was used within a breakout board that allowed PC control via a USB port. GA messages were
manually created and sent to the Trust-Anchor via the MULTOS MUTIL scripting utility. MUTIL
logs include message timing, and a millisecond timer was also configured within the Trust-Anchor as
a calibration check. Test software was in ’C’ within a single application. For message timing preci-
sion, commands were run at least 64 times before response to compensate for residual measurement

tolerance.

The initial performance results are presented in Table 5.2. Entry row eight is the worst case perfor-
mance test. It assumes that a GA request arrives and must first be AE decrypted. The request requires
the Trust-Anchor to acquire a new sample, add it to the cyclic buffer, compute the model means, test
the sample and means against the model thresholds and finally AE encrypt the resulting report for
transmission back to the GA. The total execution time is 82.83 ms, supporting a maximum repetition
rate of approximately 12 Hz (12/s). This suggests that the Trust-Anchor could support more sophis-

ticated, fine-grained local processing of measurement data as part of a distributed anomaly detection
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Table 5.2: Trust-Anchor Results

Function Time | Blocks | Total | Max Rate

(ms) (ms) (Hz)

1 | ADC Read Loop 0.72 0.72 | 1391.30

2 | As(1)+ update cyclic buf | 1.70 1.70 587.16

3 | Ad(2)+ calc means 12.88 12.88 77.67

4 | As(3)+ check thresholds | 33.52 33.52 29.84

5 | ETM decrypt 12.20 2 24.41

6 | ETM encrypt 12.45 2 2491

7

8 | Sample Test and Report 82.83 12.07

system.

5.6.2 Anomaly Detection

As shown in [104], the UK transmission network typically operates at around 80% capacity. Given
this, we opted to apply a 15% change in the system power flows at the attacker target. This would
give the attacker enough flexibility to start to push these limits (at least at a regional level). In Fig.
5.6 and 6.2, we show the anomaly detection algorithm implemented for an FDI attack line overload
of 15%. There is an initial training period for the HW seasonal forecasting for a system under normal
operation. The focus is on individual line overloads, and Fig. 5.6 shows line 1-5 for the 14-bus
system for 400 hours of operation with a dual peak profile occurring over 24 daily measurements. We
show the measured data set in blue and the upper and lower bounds as predicted by the Holt-winters
forecast in red. As we can see, the first few days of implementation require a data training period
and have high volatility in the forecast model and a high corresponding type-II error. However, this
declines as the model has sufficient data to train over. Once this training period is completed, the data
sets fit closely, and we can see that no anomalies are detected over the next week of operation past the

training period. We see a similar result for the IEEE 118-bus system in Fig. 6.2.
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Figure 5.5: Power flow measurement across line 1-2 in the IEEE 118-bus system over a 24 hour period. System measurements shown in blue with
upper/lower bounds designated via hole-winters seasonal forecasting in red. Three time periods shown: initial training period for the forecasting,
followed by under normal operation and under the FDI attack initiated.
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In Fig. 5.6 & Fig. 6.2, we initially continue basic operation for the 10 days before implementing the
FDI attack. This attack is stealthy from a centralised perspective but is detected by our distributed
anomaly detection. This illustrates the effectiveness of the anomaly detection, which can evaluate
potential FDI attacks at a distributed level (we show that these attacks would otherwise bypass CSE).
It should be noted that there is potential for false positives with this kind of anomaly testing. Because
the forecasting is based on prior measurements, if new loads are added, it may take a few cycles for
the forecasting to reflect the new reality. However, these type-II error anomalies for the distributed
detection should occur relatively rarely (0.3% of measurements in a 3-SD operating window or around
5% for a 2-SD configuration) and can be configured based on the acceptable ranges of the system
operator. Furthermore, the occasional false triggering only leads to the activation of MTD to confirm

the alarm, and hence, the overall impact on system operation or cost is limited.

5.6.3 Event-Triggered MTD

In this subsection, we demonstrate the effectiveness of the proposed event-triggered MTD. The study
is carried out between the hour 150 and the hour 300, as equivalent to Fig. 5.6 and Fig. 6.2. We
first present the base case and assume no FDI attack is implemented. As shown in Fig. 5.7 & 5.11,
the residual value of BDD in CSE under normal operation is well below the alarm limit. It should
be noted that although there is some initial type-II error, this is not due to the FDI attack and is, in
fact, consistent with a 95% chi-squared test with one anomaly point over the measurement period. In
the cases where the FDI attacks are applied, we assume a stealthy FDI attack is launched from hour
240. In the case with only traditional BDD in CSE, Fig. 5.8 & 5.12 show that the residual value does
not increase tangibly over the no-attack case (3 type-II errors still consistent with 2-SD confidence),
which means this FDI attack is not detected. However, once the proposed protocol is applied, as
shown in 5.9 & 5.13, a marked increase in the overall system residual is visible, which is due to the
triggered MTD, as shown in Fig. 5.6, and the attacker’s reliance on an outdated model. It should
also be noted that the proposed protection protocol does not affect the centralized alarms when no
attack is present, as shown between hour 240 and hour 300. In the case of false triggering of MTD,

5.10 & 5.14 show that even though MTD is applied, there is no tangible increase of residual in the
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Figure 5.6: Power flow measurement across line 1-5 in the IEEE 14-bus system over a 24 hour period. System measurements shown in blue with
upper/lower bounds designated via hole-winters seasonal forecasting in red. Three time periods shown: initial training period for the forecasting,

followed by under normal operation and under the FDI attack initiated.
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Figure 5.7: Residual value for CSE under no FDI attack for the IEEE 14-bus system.

centralized alarms because the new set of measurement reflects the updated system physical topology.

In this case, no false alarm for cyberattack will be raised.

While it is clear that this type of event-triggered approach can help to greatly reduce the overall
application of MTD, it should be noted that this kind of of method would not really be effective for
a replay-style FDI attack. In fact, we would expect that for a replay-style attack, the residual profile
would look like those seen in Fig. 5.6 and Fig. 6.2 and likely be indistinguishable from normal
operation. The reason for this should be self-evident. Replay-style attacks (in the vast majority
of cases) will be non-anomalous because they merely select previously used load profiles. In fact,
to insure against this style of attack, it would be advisable to include some kind of time-based MTD
protocol on top of the event-based protocol. This would ensure that replay-style vectors are eventually
evaluated even if they bypass in-cycle anomaly-driven detection. Even with a time based protocol for
MTD implementation a semi-sophisticated replay style attack could be problematic. Consider the in-
cycle attacks proposed in [105]. If attacks can be performed between MTD implementations, using

replay style vectors (which will look plausible) there is a high probability of success. On the other
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Figure 5.8: Residual Value for CSE under Stealthy-FDI Attack Applied from 240 hours without MTD
for the IEEE 14-bus system.
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triggered MTD for the IEEE 14-bus system.

101



—
»

—
N
T

1

—_
N
T
|

—_
T
Il

o
o
e

Centralised Residual Value
o
(00]
[

o

~n
T
——
1

o
N
T
Il

CSE Residual
Alarm Limit (2 SD)

O Il Il
150 200 250 300

Time Period (Hours)

Figure 5.10: Residual Value for CSE under no stealthy-FDI attack with event triggered MTD triggered
at 240 hours for the IEEE 14-bus system.
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Figure 5.11: Residual Value for CSE under no FDI Attack for the IEEE 118-bus system.

hand, we might expect replay style attacks to have a lower capacity for damage as they are simply

playing back old messages.

5.6.4 Security Attack Coverage

Having experimentally proven that the performance of the proposed solution is well within our de-
sign requirements, we now recap on the security attack coverage. Choosing the MULTOS Trust-
Anchor provides a highly attack-resistant hardware security end-point, supporting secure the load-
ing/configuration processes and making node implementation attacks practically infeasible. The use
of open/standardised algorithms and diversified credentials also removes the motivation for sophisti-
cated node implementation attacks. The use of AE prevents eavesdropping through encryption and
message faking or modification via MACs. The use of a counter within the AE mode, and chaining of
transmissions, prevents malicious re-ordering, and a timestamp detects message delay. The protocol

design is resilient to some lost messages (whether natural or malicious) without the loss of sample
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Figure 5.12: Residual Value for CSE under Stealthy-FDI Attack Applied from 240 hours without
MTD for the IEEE 118-bus system.
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data. The protocol also has resilience to the loss of synchronism in counter values, and the ability to
re-synchronise when necessary, with refresh of session keys. Normal operation cannot continue under
DoS attack. However, the condition is detectable by the GA and by nodes, and nodes are capable of
raising a local alarm when denied communication to the GA. The nodes also have the capability to
continue stand-alone passive data monitoring to detect extreme cases of source modification. Stealthy
source modification is detected by event-triggered MTD. Malicious disablement of node local alarms

can be detected by similar means.

5.7 Summary

This paper proposes a combined cyber-physical authentication protocol for secure and reliable state
estimation of power grids in the presence of malicious actors. The solution combines distributed
measurement nodes based on small low-power, low-cost, SCs via the MULTOS Trust-Anchor with a
physical system event-triggered MTD protocol featuring distributed and centralised anomaly detec-
tion. These low cost, attack resistant measurement nodes can be used to dictate distributed anomaly

detection and trigger MTD to help enhance the security of the power system.

On the MTD front we introduce the concept of an event triggered MTD. As we have seen previously
in [82] MTD is costly and requires the use of assets in a non-efficient manner. We can reduce this
by using anomaly driven MTD, namely that instead of applying MTD continuously (costly) or on a
time driven protocol (risk of in-cycle attacks between MTD implementations) [105]. As we had a
distributed, attack secure measurement solution in the form of the MULTOS devices we can reliably
implement distributed solutions for anomaly detection for MTD. This makes further sense as the MTD
effective of individual branches is limited to the local subgraph so therefore it makes sense to target

your MTD implementation locally.

Simulations were performed on both the IEEE 14-bus and IEEE 118-bus systems to show the effec-
tiveness of the proposed MTD and anomaly detection protocol in deriving FDI attacks. We used the
holt-winters forecasting of branch power flows and looked for deviations from the norms in order to

drive the event trigger. We used a 3SD difference from the expected mean operating point (adjusted
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with a seasonal component using the holt-winters forecast) to act as the alarm point for the event
trigger. Because the alarms are distributed, we effectively have an alarm measure for each possible
branch flow in the network. There are a few drawbacks of this approach. It is possible in a system
prone to large changes (i.e. loads being swapped out, bi-directional loads, storage implementations
ect...) this distributed approach may become less effective. Large variations, could result in large
numbers of alarms being sent. If the model is adjusted to these large variations it could also result in

attacks being able to be hidden from the forecasting.

Practical experiments demonstrated that the Trust-Anchor could satisfy the most demanding GA re-
quest at a rate of 12/s; this is more than fast enough for envisaged operational scenarios. The com-
munication protocol is resilient to missing measurement reports without loss of data and without the
need for retries. The analysis of potential attacks showed that most were countered by the choice of
Trust-Anchor and the protocol design. Passive monitoring by the node (using the delegated model)
detects extreme measurement source modification. DoS will disrupt operation but is a detectable
alarm event at the nodes and the GA, and a node’s passive measurement monitoring will continue un-
der DoS attack. On top of these communications protections, the physical protection protocol looks

for distributed anomalies and probes for stealthy FDI attacks using grid system assets.

5.8 Lessons Learnt

Crucially, we draw the following lessons from this chapter, which we use to inform our research and

proceed to the next chapter in this work.

» Event triggers are a reliable method of MTD and can crucially reduce the overall application
of MTD in the power system. They provide adequate and effective alternative to time-based or

continuous application approaches.

* It is also possible via Holt-Winters-style forecasting to provide a distributed trigger that does
not need to be centrally checked and can provide low level protection without increasing com-

munications bandwidth.
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In the next chapter, we start the risk assessment of FDI attacks as a whole-system affair. We consider
and discuss how reinforcement should be considered and how the system topology will inherently

incentivize certain forms of reinforcement for differing targets.
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Chapter 6

Multi-Layered Risk Assessment for FDI
Attacks in the Presence of Moving Target

Defence

The factors that influence the success of a false data injection (FDI) attack are multifaceted. Many
works consider the FDI attack in the context of the ability to change a measurement in a static system
only. However, successful attacks will first require intrusion into a system, followed by the con-
struction of an attack vector that can bypass bad data detection (BDD). In this work, we develop a
full-service framework for FDI risk assessment. The framework combines both the costs of system
intrusion via a weighted graph assessment in combination with a physical, line overload-based vul-
nerability assessment. In this way, our cyber model considers meter intrusion, RTU intrusion and
combined-style attacks, whereas our physical model analyses requires a level of topology divergence

to protect against a branch overload from an optimised attack vector.

6.1 Introduction

The contemporary power system is a cyber-physical system with high levels of system inter-dependency

and a near ubiquitous use of communications throughout. The move towards a cyber-physical system
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has resulted in new vulnerabilities that have not been fully covered by the existing defence frame-
works. Such vulnerabilities were exposed during the 2015 cyber attack against distribution companies
in Ukraine [1]. Attacks like these have increased focus on the area of power system cyber security,
and although many papers have focused on designing new attacks and novel defences, relatively few
have focused on risk assessment of specific cyber attack types within the context of a cyber-physical
system. In this paper, we develop a cyber-physical model of risk assessment that considers the inher-
ent risk of a system topology, the interconnection between RTU and telemetered measurements and
the consideration of attack plausibility in light of the active defence technique Moving Target Defence

(MTD).

6.1.1 Proposed Risk Assessment Framework

Although prior works have offered a variety of methods for the risk assessment of critical infrastruc-
ture systems, they fail to cover the modern paradigm of FDI attacks and their defence mechanisms.
Our cyber-physical risk assessment framework builds on these cases, particularly [58], [53] [51] &
[52], to create overarching risk assessment criteria that consider both the intrusion (cyber) component
of risk and stealthiness in the presence of MTD-portion (physical) risks. Our work considers both
the cost of intrusion to a given attack point and the ability to remain stealthy in the presence of MTD
system capabilities. To this end, we combine weighted min cost of intrusion modelling and the level
of MTD required to protect a measurement when assessing risk to create a cyber-physical risk assess-
ment approach. The closest paper in terms of contribution to this work is [51]. However, our risk

assessment framework improves upon this work in the following ways:

* First, our model provides a weighted graph assessment of the FDI attack intrusion risk of the
cyber components of the grid. In addition to FDI vulnerabilities or RTUs and meters, our model
includes (for the first time) overlapping-style attack opportunities, i.e. not simply the choice of

the RTU or the meter combinations for a given state but also some combinations of the two.

* We also introduce an MTD (post-intrusion) effectiveness criteria that considers system capacity

constraints in the context of an FDI attack and the required level of MTD to expose an attack
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for an overload-style attack. We model the level of divergence required to protect each bus and

branch combination in the context of a min possible attack vector.

‘We next outline the threat model for the risk assessment framework.

6.2 Cyber-Physical Threat Model

6.2.1 Attacker Assumptions

We make some assumptions about the prospective attacker that help define our risk assessment model.
These assumptions outline the modus operandi with respect to both the intrusion and system change

elements of the attack.

* System Intrusion: The attacker is attempting an FDI-style attack and will capture meter mea-
surements in the required sub-graph. His intrusion cost will be the cost of compromising the
meter set required to change a given bus measurement, and they will seek to minimise this
cost. The attacker can choose either to compromise the meter set, RTU or some combination to

replicate the underlying attacking sub-graph.

* System Change: Once intruded, the attacker is attempting to create a simulated overload attack
via FDI to the power flow profile. The attacker will attempt to optimise his attack vector to this

effect, using the smallest possible attack vector needed to overload the given line.

* Statistical Peak: The attacker is conscious of the additional advantage peak loading can grant
and will wait for such an instant before initiating his attack. We reflect this by performing

simulations on the statistical peak.

Given these attacker aims, we first consider the intrusion risk in terms of (weighted) sub-graph capture
cost. We then consider the ability of the SO to defend the system with MTD under the ’peak load’-

style conditions.
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6.2.2 Min Cost Point Capture Strategy

Previously, most works have envisioned an infinitely resourced attacker. In practice, attackers will
be constrained in what elements they can compromise. They will likely choose targets based on
ease to compromise and will prioritise low-cost targets. In this article, we outline formulations for
weighted and unweighted bus-capture strategies. The unweighted number of meters to compromise
MuC,, where k,, denotes whether a meter is present at the busbar or branch. This is represented by the
number of non-zero terms in the column vector of H for a given node n and represents the number of
meters (needed to compromise) to attack stealthily. This represents a simply unweighted cost that is

shown by

1, ifcol,(Hpm) >0

0, else

MuC, = f(km). 6.1)
1

We can also add considerations of the difficulty to capture a given edge by adding a graph weighting.
This makes sense given the co-existence of new and legacy measurement equipment in the power
system. This can be represented with weightings for edges. For each edge E of graph G, there is an
associated weight w(m). This can represent either line redundancy or more meters, which are more

resilient to attack. The weighted cost of meters MwC is shown by

w(m), if col,(Hpm) >0
Pm =
0, else

MwCpy =Y (Pm). (6.2)
1

Unlike in previous models, in our proposed intrusion model, the attacker can compromise either
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the metering components (similar to previous interpretations of FDI intrusion), the RTUs or some

combination ito replicate the needed sub-graph. We outline these approaches in the next subsection.

System Operator

M
Physical

Sub-Graph

Figure 6.1: Cyber-physical network for 3-bus system with alternative cyber and physical capture
attack strategies.

The weighted cost functionality also allows us to incorporate effects like the DoS-style attacks, as

seen previously in [54].

6.2.3 State Capture Strategies

Meter Attack Criteria

For a given node/state wishing to be attacked under the physical system, the following is required to

remain hidden:
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* The self-edge for the target node is captured, and the measurements are changeable.

* All edges emerging from the target node are captured.

» The neighbour nodes of the target node self-edges are also captured.

RTU Attack Criteria

For a given node/state wishing to be attacked under the communications network, the following is

required to remain hidden:

* The attacker would need to capture the RTUs (equivalent to capturing the network bus and

adjacent power flow meters) associated with the physical attack.

* The same physical sub-graph comprising of all the local measurements needs to be satisfied but

through the capture of the upstream RTU, which (usually) holds multiple meter measurements.

Combined Attack Criteria

For a given node/state wishing to be attacked under the communication network, the following is

required to remain hidden:

* The attacker would need to capture some combination of RTUs and individual meters to satisfy

the original 'meter attack’ criterion.

These attack options are shown in Figure 6.1 for a 3-bus system. The physical attack sub-graph
requires capturing a number of system-level branches, whereas the communication strategy allows
the capturing of just 2 upstream nodes. Alternatively, the attacker can opt for the combination attack,
capturing one of the upstream RTU nodes and the leftover meter. 14-bus system representation is

shown in Figure 9.1.
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6.2.4 Physical Attack Risk

In the past, the risk of a successful FDI attack has been assessed in terms of the cost intrusion.
However, this method of assessment fails to consider MTD and the current system state. To assess
the ability to attack a system, a model should also consider the impact that active detection will have
on the system residual in the presence of an attack. As we have shown previously in [4], deviations
from expected values increase the chances of triggering anomaly detectors. We consider that the
required level of MTD to protect a system is an important consideration, and this level of MTD will
be dependent on the size of the attack vector a. Meanwhile, we must also consider that (usually) ¢ will
not be known ahead of the attack, so a true max-min optimisation based on the attack vector will not
be possible. Therefore, from the defender perspective, it is better to base risk calculations on known
quantities. We consider that to perform a branch overloading attack, the power flow profile of the
system will have to be adjusted so that the power flow z exceeds the capacity overhead co . Therefore,

the higher the co, the more tolerance for FDI attack an attacker has with respect to line overloading.

€0 = |[zeap | —||z]- (6.3)

Where S is an m x m diagonal containing the power flow sign of z. Using this, we can get a set of ¢
values with the required branch change for overload. Setting all but the target branch in co to 0, we
can use this capacity overhead to get the set of voltage angles required to overload the branch such

that

z,; =7+ Hec. (6.4)

We constrain each case so that only a single bus is being attacked (consistent with the minimal possible
meter selection problem) and thereby setting ¢* = 0 for all except the current target bus. The attack

vector is then given by

" = He. (6.5)

ol

&
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Once the list of possible attack vectors has been evaluated for each bus, we use increasing magnitudes
of available MTD in combination with a multi-variable optimisation of the topology H to return the

maximum residual for the level of installed MTD capacity.

max |(z+a;") —HH"WH) "H"W(z+a;")|»

ol

(6.6)
s.t. H < Hyjpir

In practice, this optimisation can be performed quickly with limited processing power. This is be-
cause the optimisation is highly constrained. For one, the optimisation of topology only occurs over
the relatively small range of the D-FACTS system limits. In addition, only a few branches will con-
tribute to the residual calculation (namely those affected by the attacking sub-graph). Because power
systems are sparse, this means that even in large systems, only a small fraction of devices will need
to be optimised for a given attacking sub-graph. As a result of these factors, the overall boundary of
optimisation in practice is very small and can be done quickly. The level of MTD in % terms required
for each attack vector will be used as an assessment factor, with regions requiring larger applications
indicating an easier attack opportunity. We can use the WLS multiplier to find the relative level of

divergence DIV such that

DIV = |HHTH)'"H'H,,,4|. (6.7)

We use this required level of divergence to denote regions of higher risk with respect to FDI. Areas
with high levels of CO can be defended with almost no MTD applied, whereas regions operating
at capacity can be overloaded with almost no FDI change and are therefore more difficult to protect

using MTD.
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6.3 Cyber-Physical Assessment Algorithm

6.3.1 Weighted Min Cost Communications

We use various tools from the MATLAB grTheory package [106] to establish the respective commu-
nications, physical and possible combination sub-graphs and then evaluate the respective weighting
for all of them. Initially, the algorithm takes the power network and communications graphs as inputs.
It identifies the underlying attacking sub-graphs. It then uses the MATLAB "NCHOOSEK’ function
to outline the different possible combinations of RTUs or meters that can achieve this sub-graph,

subsequently weighing each possible combination.

Define Power and : : .
Carimaiication Nalroik . |[For given target bus: Establish

(GP.GC) Weighted Graphs Physical Subgraph (sop)

k

Establish all possible
4— RTLI/Meter combinations to
satisfy this subgraph

Weigh and compare these
possible combinations

l

Fepeat for each possible bus Establish and Rank Order Min
target and store results Weighted Cost Target

Figure 6.3: Outline of algorithm process for assessment of the weighted min meter cost.

This algorithmic flow of this process is illustrated in Figure 6.3. This algorithm can be applied quickly
and simply. The time for varying system sizes is shown in 6.4 with (as expected) linear time scaling
due to the relative simplicity of the operation. Because power systems are sparse, even large sys-
tems would have broadly linear scaling. The exception to this would be systems where the level of

interconnection grows with the system size, such as in the case of ’complete’ graphs.
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6.3.2 MTD-Based Physical Vulnerability Algorithm

We use the MATLAB multi-variable optimisation package FMINCON to establish the maximum
residual value for a given level of MTD capacity (ranging from 1-50% of base branch inductance).
Initially, the algorithm takes the topology, MTD limits, power flows and power limits as inputs. Based
on the power flow limits, min potential attack vectors are constructed from voltage angle adjustments
for each branch. We then use the optimal MTD algorithm, with increasing capacity, to identify those

regions that require the most overall MTD (as a % of the base) to be protected.

Computationally, this optimisation can run quickly with relatively low computational power. Further,
even with large systems we don’t anticipate non-linearity in computational cost. This is due to a few

reasons

1. The optimisation is based on the linear model for power flow residual, meaning most of the
internal (non-optimising) computation are simple matrix operations which have low lose and
linear complexities.

2. For networks characterised by spare interconnection matrices (such as those seen in commonly
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power systems) each potential attacking subgraph only accounts for measurements only within
1 vertices of difference. This means that in practice, even for very large systems the local MTD

optimisations are only based around a few branches (typically less than 5).

3. The optimisation ranges are also highly contained and defined. Usually, we would consider the
limits of MTD from D-FACTs style devices to be constrained well within 1 PU measurement
(usually less). This means in practice the range of possible values are low and good solutions

can be found quickly.

We outline the algorithmic flow of this process is illustrated in Figure 6.5. The algorithm takes a
combination of topology and power flow data and produces optimal divergence profiles from which

we take summed absolute values to produce some easy to interpret data sets.

Define Line Capacity, Fower For given branch, m, establish
Frofile, Topology and MTD * all combinations of ¢ (1ton)
Limits (z, Zzap, H, Hjimt) to cause the overload
v
Perform using the given Hj;p;t Repeat for each branch and
the multilevel residual *— bus combination, store each
maximisation optmisation attack vector a

l

Repeat for increasing MTD
capacity availiblity

Establish Rank Order of Bus
» Targets by Difficulty to Trigger
with MTD

Figure 6.5: Outline of algorithm process for physical risk assessment using MTD divergence and line
capacities.

6.3.3 Statistical Load Peak

We also consider the peak attack point for a respective attacker. In the past, previous papers have
performed risk assessment assumptions with respect to FDI attacks under the assumption of normal or
average operating conditions. In fact, from an attackers perspective this assumption is quite unlikely.

More probably is that an attacker will attempt to capitalise on the interim system state to maximise
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Figure 6.7: Absolute required relative attack vector size to overload a line an attack for each bus and
corresponding branch overload under a statistical peak of 3 standard deviations operating conditions
high and the same boundary lower.

the damage to the system or the chance of his remaining undetected. An analogous for circuit breaker
control based attacks would be to wait for an extreme weather event before performing disconnections
in order to mask the underlying attack. These issues become increasingly problematic for the FDI
attack when one considers that often, attackers can remain hidden for many months when intruding
a system. During the 2017 Ukraine attacks the attackers had an intrusion time of about 3 months
before they begun to actually launch their attack [1]. It makes sense, to attempt to incorporate this
kind of worse case system modelling into our risk model. Therefore, we introduce assumptions
on the system under attack. We consider that the attacker will wait for some kind of (relatively)
opportune moment before launching his attack. Given the constraints excess network capacity has
on the attackers overloading style FDI attack. We represent this opportune moment as a statistically

significant load of 3 standard deviations from the mean such that
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z, = Z+3SD,. (6.8)

Where SD is a vector of standard deviations of z branch and bus values. This allows us to model
an attacker under a high but plausible level of load pressure on the system. Larger system capacity,
relative to the branch flow means the attacker requires a larger absolute attack vector in order to
successfully overload the line. Consequently, these vectors become easier to evaluate by the system
operator using MTD. Therefore, by framing our simulations around this point we represent the mostly

likely temporal attacking point.
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Figure 6.8: Weighted cost of each strategy with Node meters, Branch meters and RTUs equal to a
weighted cost of 1

6.4 Results & Analysis

This section shows the results of the proposed risk assessment strategies on both the standard IEEE
14-bus test system [84]. All grid simulations were implemented using the MATPOWER toolbox in
MATLAB [72] and performed using Intel Core i7-7820X CPU with 64 GB of RAM running on a

123



—_
oo

*  Physical Strategy
Communications Strategy

16 F *  Combined Strategy B
14 i
(0]
v
©
= 12F |
2 *
2
S 10r i
2 i * *
T 8 * |
(0]
o * * % % * *
6 * *
* * C I S
Al i
*
1 1 1 1 1 1
0 2 4 6 8 10 12
Bus Number

Figure 6.9: Weighted cost of each strategy with Node meters, Branch meters equal to 1 and RTUs
equal to a weighted cost of 3

Windows 10 system.

6.4.1 IEEE-14 Bus System Cyber

In Figure 6.8, we show the min target costs under the assumption of a flat cost of 1 for both meters
or RTUs. From this graph, it is clear that the communications-only strategy is always the most ef-
ficient under the assumption that the devices are of equal difficulty to capture. The reason that this
effect occurs is because the RTUs sit upstream of meter measurements and thus have control of down-
stream meter measurements, i.e. each RTU effectively has equivalence in capture to multiple meter
measurements. Therefore, an attacker can replicate attacking sub-graphs by attacking fewer of these
upstream nodes rather than the meters directly. This is because this first example is an unweighted,
non-reinforced model. In reality, most SOs would be aware that the RTUs would usually represent a
better target to the attacker due to this relationship (even prior to risk modelling), so we accept that
this specific scenario is unlikely in a practical system. RTUs will probably have embedded defences

against intrusions in place, which will likely mean that the RTUs will have higher levels of intrusion
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protection than base meter measurements. We illustrate this in Figure 6.9. In this graph, we intro-
duce a weighted cost for RTU capture of factor 3 times the direct meter compromise. In practice,
weighted reinforcement at the RTU level is a more realistic assumption and makes sense from a sys-
tem operation perspective. RTUs control multiple functions and have downstream capabilities. The
value in their protection will be more crucial than simple meter measurements, which only provide
telemetered measurements. Crucially, the weighting of RTUs in this manner shows the emergence
of combined strategies emerging as the most efficient use of resourcing. This makes sense because
these combined approaches allow an attacker to utilise well-connected RTUs and isolated meters to

complete underlying attack sub-graphs.

6.4.2 IEEE-14 Bus System Physical

In Figure 6.6, we explore the impact of increasing MTD divergence on system residual and detection.
As discussed previously, we use the optimised min attack vector required to overload a line within
each attacking sub-graph. We note that in branches where the natural power flow profile is close to the
network capacity, only smaller attacking vectors are needed to achieve the simulated overload. This
makes sense from a system operation perspective because areas close to limits require only small
changes to overload a branch in excess of capacity limits. We should expect to see that branches
with higher peak flows have higher MTD divergence requirements (because the attack vectors are
smaller and harder to evaluate with MTD). Indeed, we see that for regions with high overload capacity
(low branch power flow relative to capacity), only a minor application of MTD-based divergence is
required to evaluate the optimal branch overloading attack. However, as we can see in Figure 6.7,
there is an inverse relationship between the size of the attacking vector and the level of MTD required
to protect against the attack. This is particularly clear when the high vs. low peak results are observed.
For example, bus 1-2 operates at the closest point to the branch capacity, and we see that large levels of
MTD divergence are required to protect this bus sufficiently from cyberattacks. Significantly higher
levels of overall divergence are required to defend the system, which means that these points are
comparatively susceptible to FDI-based changes. As the average size of attack vector to breach the

system becomes lower, the level of divergence required to evaluate a FDI attack increases. This makes
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buses with these close to overloaded branches relatively better targets than other regions where the

attack vector has to be large (and hence more easily evaluated).

6.4.3 IEEE-14 Bus System Cyber-Physical

We now consider attack targets in terms of their whole system risk. Bus 8 is by far the most vulnerable
target in every non-reinforced model. Its relatively low interconnectivity means it has the lowest
capture cost of all the available buses, with just 2 components needed to compromise and gain a
stealthy intrusion. Also, the lack of interconnection also means that MTD protocols are ineffective
because MTD requires at least 2 interconnections within an attacking sub-graph to drive changes to the
residual under attack. This means that despite the low line power flows, MTD is ineffective. In light of
this consideration, bus 8 should be the priority busbar for intrusion-based reinforcement, and physical
reinforcement should be ignored and will provide no benefits to this busbar. This particular case
has crucial implications for systems such as the IEEE 33-bus distribution-style network due to their
lower levels of interconnectivity resulting from the tree-style topology. The vast majority of attack
points in these types of systems would gain no defensive advantage with MTD, so intrusion-based
defences should be prioritized. Similarly, in the case of busbar points 1 & 2, there are large defensive
MTD requirements to protect the branch 1-2 measurement. Although this branch is defensible with
MTD from an absolute cost perspective, it is likely better to consider enhancing intrusion protection.
Predictably, highly connected have some innate protection when it comes to FDI-style attacks. Busbar
6, for example, has 4 interconnections, which means an innately higher system protection from an

intrusion perspective, with 9 underlying meters needing to be captured to commit stealthy changes.

6.5 Summary

In this chapter, we developed a cyber-physical risk assessment framework for FDI attacks. Our as-
sessment criteria combines weighted graph assessment of the cyber vulnerabilities in combination
with a residual-based assessment of the physical system with relation to MTD. This framework pro-

vides, for the first time, an intrusion and change introduction model for risk assessment. This model
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first considers the weighted min cost of intrusion into the network sub-graph by both RTU, meter
and combined means. This initial model provides an effective measure for the safeness of a specific
state of a given measurement to stealthily change via an FDI attack. It can also be weighted to apply
reasonable reinforcement reflections for different measurement types, such as RTUs. The model also
evaluates overlapping-style attacks i.e. utilising different measurement layers to attack. This allows

for a better representation of the true risk of compromising a state.

This work is also a cyber-physical analysis of the vulnerabilities to FDI attack. Our model goes onto
to look at the risk of change from a FDI attack given the underlying system state. We consider how
likely an attack is to succeed, specifically in the realm of overloading style attacks against systems
with MTD in place. Initially, the risk assessment model takes what we consider the statistical load
profile. This is to tacitly incorporate the attackers willingness to wait for an opportune moment to
attack. This statistical load profile is a 3SD change from the system average load. These higher loads
represent lower challenge thresholds for the attacker. The optimal, min change, overloading attack
vector for a given line is then calculated. This is used to elucidate the most stealthy vector, for a
given line, which can cause branch overloading. Around these optimal overloading attack vectors we
structure optimised MTD defence. These allow us to model for which busbars require the highest
level of divergence in order to successfully defend them from FDI change. This is done by modelling

the residuals under the min overloading attack in the presence of MTD.

This work principally evaluates how defensible certain targets are with certain approaches and when
to use certain types of defences. The model is all encompassing in the sense that it incorporates both

intrusion and prospect for change into the system model.

6.6 Lessons Learnt

Crucially, we draw the following lessons from this chapter, which we use to inform our research and

proceed to the next chapter in this work.

* The application of defensive reinforcement to the power system must be made in terms of a
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whole system or (at least) a cyber-physical approach, and reinforcement must make considera-

tions of the system topology.

* If we consider the potential for damage done from line overloading, the physical (post-intrusion)
risk of an FDI attack is related to the branch overloading capacity and how large an attack vector

is needed to achieve an outcome. Large attacks are easier to expose with MTD.

* Isolated busbars (similar to those seen in a distribution network) represent the highest risk in
terms of both the cyber and physical risk factors. Their lack of interconnection means they
cannot be defended with MTD, and they represent an inherently lower cost of capture in un-

weighted models of power system capture risk.

In the next chapter, we provide conclusions and comments that cover the whole body work and con-

sider future areas for research.
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Chapter 7

Conclusion

This chapter concludes the thesis, outlines the achievements herein and provides suggestions for

system operators based on the lessons learnt throughout.

7.1 Summary of Thesis Achievements

This thesis proposes novel methods for improving both the attack and defence against FDI attacks

against power system infrastructure. Our achievements with respect to each chapter are listed below.

7.1.1 Topology-Learning-Aided False Data Injection Attack without Prior Topol-

ogy Information

This chapter is based on the work done in [64], wherein we present a topology-learning-aided FDI
attack capable of attacking power systems under a blind assumption model (no branch or network
incidence information available). The attack is committed against the AC power system and uses the
latest state-of-the-art topology discovery techniques to build a model for the network. We introduce
an attacker-side criteria assessment via a pseudo-residual calculation to allow probabilistic assessment

of attack success before any attack committed, allowing the attacker to ensure stealthiness. We also
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show that regional pseudo residuals can be used to verify local attacks, even in the presence of global
topology errors. We demonstrate how quickly the attacker can develop the full knowledge of system
topology and parameters and effectively invalidate the full system knowledge assumptions in previous

studies.

7.1.2 Stealthy MTD against Unsupervised Learning-Based FDIAs

This chapter is based on the work done in [38]. The work is a mixed front paper. We explore both
attack and defence against FDI attacks. This is one of the first papers in the literature to consider the
prospect of counter MTD with respect to FDI attacks. Where previous FDI attacks have been designed
against static systems, we seek to offer new attacking considerations in the presence of dynamic sys-
tems with MTD. The proposed intelligent attack operates under zero system knowledge assumption.
It combines dimensionality reduction and unsupervised learning to identify the underlying clusters
associated with network topology and design the corresponding attack vector. The method is shown
to be effective and stealthy against traditional MTD. This initial push raises obvious concerns about
the vulnerability of current MTD applications. Consequently, we also introduce a new implementa-
tion of MTD to drive detection against traditional and intelligent FDI attacks. The proposed defence
strategy combines MTD and the physical watermarking concept for the first time by adding a Gaus-
sian watermark into physical plant parameters. Because the added watermark mimics the underlying
noise of the system, the physical changes driven by MTD stay hidden. The physical watermarking is

combined with cumulative error monitoring to spot minor but sustained changes in the system.

7.1.3 Enhanced Cyber-Physical Security Using Attack-Resistant Cyber Nodes

and Event-Triggered Moving Target Defence

This chapter is based on the work outlined in [4]. The enhancements in this chapter come purely
on the MTD and power system defence side. In this chapter, we implement an anomaly detection
scheme at the distributed level using Holt-Winters seasonal forecasting. The seasonality element of

the Holt-Winters forecast captures the intra-day demand differences to minimise the overall window

130



for attack. The importance of this technique comes in the cost and stability implications of applying
MTD in the power system. This work has also been targeted for commercialisation in collaboration
with Royal-Holloway University via the Cyber Security Academic Startup Accelerator Programme
with a prototype currently being research and expected early 2022. Additionally, we attempt to con-
sider a more distributed approach to the use of MTD and propose a protection protocol based on
event-triggered MTD. The protocol consists of an initial anomaly detection followed by MTD and

traditional CSE.

7.1.4 Multi-Layered Risk Assessment for FDI Attacks in the Presence of Mov-

ing Target Defence

In this final chapter, we developed a risk assessment framework for false data injection attacks. Our
assessment criteria combines weighted graph assessment of the cyber vulnerabilities in combination
with a residual-based assessment of the physical system with relation to MTD. This framework pro-
vides, for the first time, an intrusion and change introduction model for risk assessment. This model
first considers the weighted min cost of intrusion into the network sub-graph by both RTU, meter and
combined means. This initial model provides an effective measure for the risk of cyber-intrusion for a
given busbar, defined by the surrounding meters and upstream RTUs. It can also be weighted to apply
reasonable reinforcement reflections for different measurement types, such as RTUs. We also eval-
uate overlapping-style attacks. This is important from a cyber-physical perspective. In the past, we
have see assessment performed in a physical-only-style approach. Meaning the capture of metering
sub-graph for a given FDI attack. This work incorporates overlapping-style attacks, which considers
upstream vulnerabilities. In addition to this intrusion risk assessment or cyber-style risk. Our model
goes onto to look at the risk of change from a FDI attack given the underlying system state. We con-
sider how likely an attack is to succeed, specifically in the realm of overloading style attacks against
systems with MTD in place. Initially, the risk assessment model takes what we consider the statistical
load profile. This is to tacitly incorporate the attackers willingness to wait for an opportune moment
to attack. This statistical load profile is a 3SD change from the system average load. These higher

loads represent lower challenge thresholds for the attacker. The optimal minimum change overloading
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attack vector for a given line is then calculated. This is used to elucidate the most stealthy vector, for
a given line, which can cause branch overloading. Around these optimal overloading attack vectors
we structure optimised MTD defence. These allow us to model for which busbars require the highest
level of divergence in order to successfully defend them from FDI change. This is done by modelling

the residuals under the min overloading attack in the presence of MTD.

7.2 Suggestions for System Operators

Here we outline some suggestions for how system operators can improve their system resilience from

the lessons learnt from this thesis herein.

7.2.1 Topology-Learning-Aided False Data Injection Attack without Prior Topol-

ogy Information

It is possible to perform a a topology-learning-aided FDI attack capable of attacking power sys-
tems under a blind assumption model (i.e. no branch or network incidence information available).
System operators should consider their system topology common knowledge and not expect hidden
knowledge of the system topology to be a suitable defence against cyber-attack. Attackers can use
their generated models to assess attack strength and model whether their attack is likely to succeed
and whether it can be done relatively quickly. Attacks can be committed in a matter of hours post-
intrusion to the network system and with limited prior information. By comparison, attacks like those
in Ukraine were done over a period of months, so it is very likely that a motivated attacker will have

sufficient time to collect the data needed for an attack such as these.

7.2.2 Stealthy MTD against Unsupervised Learning-Based FDIAs

It is probable that a motivated attacker will be able to detect and circumvent naive applications of

MTD, i.e. those that use a non-continuous waveform mode of direct perturbation. System operators
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should be considerate in how they apply MTD and should attempt to replicate natural wave forms
(such as noise patterns) as a method of camouflaging MTD. System operators should consider provid-
ing additional support to CSE-style residual detection systems via the implementation of cumulative
error-style monitoring. Small, sustained errors caused by small attack vectors can easily bypass BDD
detection. Therefore, it makes sense to incorporate cumulative monitoring that will provide additional

metrics for assessing the attacker’s strength.

7.2.3 Enhanced Cyber-Physical Security Using Attack-Resistant Cyber Nodes

and Event-Triggered Moving Target Defence

Because MTD is costly, as shown in [40], the operator will likely want to consider how he can
minimise his overall application. We suggest an anomaly-driven MTD protocol known as ’event-
triggered” MTD. This can reduce the overall application of MTD in the power system to only those
times when an attacker may be present. They provide an adequate and effective alternative to time-
based or continuous application approaches that have the potential to miss in-cycle FDI attacks. We
have also shown that it is also possible, via Holt-Winters-style forecasting, to provide a distributed
trigger that does not need to be centrally checked. This is advantageous because it can provide low-

level protection without increasing communications bandwidth.

7.2.4 Multi-Layered Risk Assessment for FDI Attacks in the Presence of Mov-

ing Target Defence

When assessing risk, the application of defensive reinforcement to the power system must be made
in terms of a whole system or (at least) a cyber-physical approach, and reinforcement must make
considerations of the system topology. We should consider this in terms of the potential for damage
done from line overloading. The physical (post-intrusion) risk of an FDI attack is related to the
branch overloading capacity and how large an attack vector is needed to achieve an outcome. Large
attacks are easier to expose with MTD, and MTD-based defences are most appropriate in areas with

high capacity overhead (because the attack vectors will be larger). Isolated busbars (similar to those
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seen in a distribution network) represent the highest risk in terms of both cyber and physical risk
factors. Their lack of interconnection means they cannot be defended with MTD, and they represent
an inherently lower cost of capture in unweighted models of power system capture risk. We advise a
strategy of intrusion defence for these types of points to ensure they are adequately insured from FDI

attacks.

7.3 Future Work

In this session, we summarise some potential future research avenues for the different chapters in this

thesis.

7.3.1 Topology-Learning-Aided False Data Injection Attack without Prior Topol-

ogy Information

In this chapter, we examined how state-of-the-art topology discovery could be used to attack static
power systems. However, the method is applied under the assumption of a system with access to
all system infrastructure and principally lacking network topology information. Future work should
seek to find ways to reduce the overall measurement requirement. As we showed in later chapters,
capturing these resources is costly, and therefore, it would serve an attack to reduce this cost by

reducing the capture requirement needed for a successful topology inference.

7.3.2 Stealthy MTD against Unsupervised Learning-Based FDIAs

In this chapter, we suggest a clustering-based method of countering basic MTD implementations and
a way of camouflaging MTD implementations. However, the solution for countering MTD is based
on a fairly naive implementation of MTD. A solution is still needed to counter some of the more
complex "hidden” MTD-style solutions, such as those seen in [48]. Further, the suggested continuous

application of MTD is likely to be costly and is likely unnecessary for some portions of the grid.
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Research into targeted defence protocols that incorporate some of the work from our later chapter on

risk would likely result in more cost-efficient applications.

7.3.3 Enhanced Cyber-Physical Security Using Attack-Resistant Cyber Nodes

and Event-Triggered Moving Target Defence

In this chapter, we examined how event triggers can be used in combination with MTD to evaluate
FDI while reducing the overall application. However, although the distributed anomaly detection is
effective at highlighting manipulated measurements, it will not be effective in practice with plausible
vectors within expected variance. We anticipate replay-style attacks to be particularly difficult to
detect. Future work, could look at how to enhance these event triggers for more plausible replay
vectors. It could also look at how to estimate the specific attack vector rather than simply the anomaly

in place. This would allow for a more optimised MTD and reduce overall implementation.

7.3.4 Multi-Layered Risk Assessment for FDI Attacks in the Presence of Mov-

ing Target Defence

In this chapter, we examined how to assess cyber-physical risk within the context of FDI-style attacks.
We believe that additional research on whole system risk is needed. Consideration of overlapping-
style risks in power and whole system modelling has been limited, and we believe the current literature

on risk assessment needs to be extended to cover these overlapping and whole-system risks.

7.3.5 Other Areas for Future Work

Whole-System/Combined FDI attack Styles

While previous works have focused on single system FDI attacks, combined style attacks which
utilise both gas/power networks could provide additional challenges for system operators. The ability

to attack and manipulate states in both domains could exacerbate outages and reduce the attacker cost
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requirements for state capture. However, they could also provide additional opportunities for defence
whereby a whole system residual could be used to enhance protection of both the power and gas
networks. Further work in this area could look at the development of a whole system residual MTD
approach to further enhance system security across networks. It should also be considered, that while
these attacks are academically interesting, from a practical perspective they would be quite difficult
to initiate. Further work on attacks that build on these idea but more practical application should be

of interest.

Post-Attack Rectification

As we discussed earlier, one of the most under-served areas with respect FDI attacks is in the field
of post attack discovery. It is also, arguably, the most crucial. In the case of the Ukraine attacks,
re-energising the system as possible in a few hours but post attack visibility was still poor for months
afterwards. Tools to ensure visibility post-attack either purely data driven or partially MTD assisted

would greatly enhance system resilience post-successful cyber attack.

7.3.6 To Conclude

This dissertation has studied operational advancements to both FDI-style attacks and MTD-style de-
fences. We have shown throughout how it is necessary to consider enhancements to both fields in
enhancing the capabilities of system operators. Although the initial focus was on practical enhance-
ments to FDI and operational applications of MTD, we have also extended this thesis to the risk

assessment of FDI attacks within the context of MTD and the current system state.
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Figure 9.1: IEEE 14-bus system used for simulation
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Single line diagram of the IEEE 118-bus test system

Figure 9.2: IEEE 118-bus system used for simulation
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