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1. Introduction

In recent years, the Internet of Things (IoT), together with its related emerging tech-
nologies, has been driving a revolution in the way people perceive and interact with the
surrounding environment. Smart homes and smart offices are effective examples that
are enriched with sensing, actuating, communication, and computing capabilities. The
IoT provides an umbrella under which many heterogeneous technologies and objects are
interacting and co-operating. The need to enhance its performance with characteristics
from other more mature technologies is rising. The full potential of the emerging IoT
paradigm requires a large amount of industrial and academic research efforts directed
to the design, development, and assessment of novel architectures, methodologies, and
technologies. The Social Internet of Things (SIoT) refers to the convergence of the IoT and
social networking paradigms for the creation of social networks in which things are nodes
that establish social links as humans do. In recent years, this concept has become a hot topic
in academic research. The benefits derived from the potential of social networks within the
IoT domain, such as simplification in the navigability of a dynamic network of billions of
objects, robustness in the trustworthiness of objects and efficiency in the dynamic discovery
of services and information.

For this purpose, this Special Issue aims to involve both academic and industrial com-
munities that operate in the fields of computer science, electronics, and telecommunications
control systems and to highlight the latest research concerning emerging technologies.
Participants were invited to write about one of the subjects listed below, but they were not
limited to these.

Internet of Things;

Cyber-physical systems;

Smart environments;

Standards and protocols for the Internet of Things;

IoT toward COVID-19;

Trusted IoT ecosystem;

Smart home;

Big Data for IoT;

Machine learning and artificial intelligence for the Internet of Things;
Social Internet of Things;

SIoT application in health care and hospital information system;
Data mining and analytics in SloT;

SloT and smart cities;

Cybersecurity in SIoT;

SIoT and autonomous driving systems;
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SloT application in the smart home system;
SloT experimental platforms;
Machine learning techniques in SIoT.

o O

2. Review Papers

Kilani et al. [1], as part of ongoing research, developed a model for studying the
opportunistic interactions between the industrial Internet of Things (IoT). In the proposed
model, the SIoT concept is integrated into the industrial IoT. The integration of SIoT into
the industry is known as the Social Internet of Industrial Things. This model relies on six
principles of the interaction and is based on the transposition of human social interaction
mechanisms and the principles toward the industrial communication objects that we
encounter in manufacturing and logistics facilities. The implementation is performed
using Netlogo. The efficiency and the practicability of the proposed model were examined
by elaborating the socialized interactions and calculating all messages generated by the
objects. The attained results confirmed that messaging traffic between socialized industrial
communicating objects is deterministic and can be estimated a priori with a simple equation.

Rahim et al. [2] proposed a deep learning-based model for the monitoring of COVID
social distance violations. Currently, the standard operating procedure (SoP) for social
distance is one of the good methods to mimic the coronavirus (COVID-19). This model
is specially designed for underdeveloped countries where the common problem is poor
ventilation and also congested homes. These problems cause people to gather in open
spaces such as parks, streets, and markets. To address the violation in social distancing.
The authors suggested an efficient social distance monitoring scheme named DepTSol.
This approach uses a low-cost and easy-to-maintain motionless monocular time-of-flight
(ToF) camera and a deep learning object detection algorithm for real-time social distance
monitoring. The proposed approach first identifies various people standing in low-light
environments. Then, it calculates the distance in terms of pixels and predicts the pixel
distance into real-world units. Finally, it highlights those people who were violating the
social distancing. The results indicate that the proposed model proves good accuracy with
51.2% and 99% mean average precision (mAP) scores. It is also helpful for researchers who
had the intention to learn the timely and responsive real-world applications.

Tahirkheli et al. [3] surveyed the security aspect of the could computing (CC). The CC
and IoT are the most prevalent emerging technologies in the future. Cloud computing is
a leading and trending technology in recent years. It is used for online storage because
it is highly acceptable and highly scalable. In addition, it is also very useful in reducing
the workfare and the capital cost. These key aspects attract the organizations that are
conducting their business and also providing financial activities over the cloud. In this
survey article, the authors surveyed various articles and discussed the advantages and
disadvantages of cloud computing. They also provide a comprehensive security analysis
of CC-enabled IoT and present state-of-the-art in the research area. They summarized
different CC mechanisms for trust, privacy, and security.

Banerjee et al. [4] proposed a lightweight model using fog computing for the IoT. The
IoT-based fog systems are very helpful to minimize the latency in IoT applications. In this
study, the authors proposed a new lightweight security mechanism to improve the initial
authentication to overcome the fog nodes’ failover. The robustness of the proposed model
has been confirmed by using a detailed security analysis along with the formal security
analysis under the ROR random oracle model. The informal security analysis and also
formal security verification has been performed using AVISPA. A comparative analysis
has been performed among the proposed scheme and state-of-the-art recent schemes.
Finally, the effectiveness of the proposed model is measured in terms of communication
and computational overheads.

Shaheen et al. [5] presented an analytical survey of wireless sensors network (WSN)
using fog computing and the cloud. The WSN are networks comprised of a large number
of nodes. These nodes communicate with other neighbors and provide various interesting
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applications, such as: temperature, humidity, pressure, etc. The applications of WSN
are monitoring and runtime decision-making. The limitations of WSN are battery life,
computing power and limited storage resources. These limitations make the network
restricted for data transmission. The integration of cloud and WSN offers an adaptable,
open, and more reconfigurable stage for security checks. In brief, this survey presented an
integration of WSN and cloud computing (CC). The authors have performed a comparative
analysis and discussed various open issues. The combined benefits of WSN-CC are low
energy consumption, latency, real-time data streaming, and data processing. According to
the authors, the FC is not useful for distributed computing. So far, it is utilized to improve
the productivity of the sensors.
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