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Project Objective & Approach

Project Goals Research Execution
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4 Identify significant sources of
uncertainty in XHPRA, with particular
emphasis on how they relate to the
frequency, severity and temporal

. evolution of hazard events J

o i - -=
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Research Thrust 2 '

Isolate and assess the effects of key
sources of uncertainty from the
perspective of hazard severity, temporal
evolution, physical eventimpacts, event
progression, and interplay between
human response and physical event
impacts
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PM, External Events II

Task 5: Integration & Development of Method for Prioritization of XHPRA MB158- Tuesday, 3:30 i

Objective: Development of a technically-sound method for identifying and prioritizing potentially
risk significant uncertainty contributors in external hazard probabilistic risk assessment.
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Characterization of Uncertainty in Human Response Under Physical Effects
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T4.1 Identification [ T4.2 Identification of : [ T4.3 Development of 1
: [
of human failure : performance : : framework for PIF- |
events (HFEs) ,  influencing factors : : human failure l
' PIFs) , | mechanisms for XHPRA :
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hazard response. I (BNs) [
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Provide a structure to enable inclusion of HRA within the
framework for prioritizing hazard uncertainty drivers
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Evolution of HRA Methods

SYRRA
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Motivation & Objectives Ry
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= Responses to a hazard event are reliant on human actions to a significant
degree.

* Human response and human-plant interactions are key elements of successful
prioritization of uncertainties within any PRA.

= Most existing human reliability analysis (HRA) models are built for control
room (CR) actions.
* During a flooding event, most of the response actions are ex-CR.

= How to identify potential human failure events and associated uncertainties
given available tools?

To address this shortcoming, we will modify and exercise the cognitive-
based Phoenix model to support identification of human activities, causal
factors, and uncertainties.

e\\‘EY\S’TI’O
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= Information, Decision, and Action in Crew Context (IDAC) method considers three
main stages of human response, all affected by mental state:

" NN NN NN NN NN NN SN NN SEN NN NN SN NN SEN SEN NN SN SN SN NEN NN SN NN SEN SN NN SN NN SN NN NN SN NN SN NN SN SN NN SN BN SN SN RN NN BN M N S

Incoming | Outgoing
. ; Lo
information » () Information  |fmmmp| (D) Problem- | (A) g actions
¥ pre-processing, T > solving and Ty T Executing mo
observation ! E decision-making i ' | actions
A A 1

Mental State

¢ - - -

=  Allows for a nested structure: each block can

contain I, D, and A sub-processes
I
D » A
St Chang, Y. H. J., & Mosleh, A. (2007). Cognitive modeling and dynamic probabilistic simulation of operating
s > A jAMES CLARK crew response to complex system accidents: Part 1: Overview of the IDAC Model. Reliability Engineering & 6
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Methods: Phoenix

= The Phoenix HRA method builds upon this as a layered qualitative analysis

Initiatin :
& Branch Point 1 (BP1) » BP2
Event _ .
// //
Crew . ,'I

Response | — / '
Tree / !
I’ |,

1 1

1 1

1 1

1 "

1 1

1 1

I Q Q
Fault Human Failure Event 1 ﬁ
Tree )
A 4 v v v
Crew Failure Mode 1 CFM2 CFM3 CFM4
Ekanem, N. J., Mosleh, A., & Shen, S. H. (2016). Phoenix—a model-based human reliability analysis
methodology: qualitative analysis procedure. Reliability Engineering & System Safety, 145, 301-315.
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Task Data Eg
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= Few task analyses available for NPP ex-control room actions

= NUREG-7256, “Effects of Environmental Conditions on Manual Actions for Flood
Protection and Mitigation”, contains hierarchical task analyses of three
representative flooding mitigation actions:
= Install a portable pump
= Install flood barriers on structure exterior walls

= Build a sandbag berm around service water strainer pit

= Jdentifies manual actions via NRC staff assessments and plant-specific procedures

Subtask 2.4 - Load Equipment from Outdoor Container on Transport Vehicle
Involves unlocking and opening the
Sea-Van container.

Open the large container door | Unsheltered | Fixed

Involves gathering (gripping and
lifting) hoses and fittings from the
Load equipment (i.e., hoses Semi- storage container and loading them
and fittings) on the transport Unsheltered onto the transport vehicle. This

: fixed .
vehicle subtask is assumed to be mostly
unsheltered and to occur when
opening the container.

Perform manual work with
simple equipment (i.e., secure
equipment onto the transport
vehicle)

This task primarily involves physical
Unsheltered | Fixed |movements, such as gripping and
pulling, to apply load restraints.

ERSIT,
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Crew Failure Mode Identification
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= 19 Phoenix CFMs: Generic functional modes of failure

ID  Crew Failure Modes in “I” phase

= Aggregated from a variety of sources: operating experience, relevant
literature, expert discussion, and NRC-defined failure modes from

SACADA

ID

Crew Failure Modes in “D”

ID  Crew Failure Modes in “A” phase

phase

Il Key alarm not responded to D1  Plant/system state Al  Incorrect timing of action
(intentional or unintentional) misdiagnosed
12 Data not obtained D2  Procedure misinterpreted A2  Incorrect operation of
component/object
I3 Data discounted D3  Failure to adapt procedures to A3 Action on wrong component/object
the situation
I4  Decision to stop gathering data D4  Procedure step omitted
(intentional)
IS Data incorrectly processed D5  Inappropriate transfer to a
different procedure
16 Reading error D6  Decision to delay action
17 Information miscommunicated D7  Inappropriate strategy chosen
18 Wrong data source attended to
19 Data not checked with appropriate
frequency

ERSIT,

@& A JamESs CLARK
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Development of CRTs from Hierarchical Task
Decomposition

&)

sSYrRrRA

Subtask 2.6 — Unload Pump, Hoses, and Fittings from Transport Vehicle
Specific Actions Degree of Sheltering Location Comments
Involves positioning the hoist over the load,

Operate the powered hoist to unload the pump . and lifting, moving, and lowering the load
. . Sheltered Fixed . . -
and other equipment from the transport vehicle using the hoist controls and physical
movements.
Opportunity for recovery
;- with delayed actions, ------ \
E different crew or equipment '
v s
2.6: Unload pump, . No—){ Failure Path 1 BP2: Is the operator able to No—>| Failure Path 2 |
- BP1: Is the operator able to move the load (diesel pump,
hoses, and fittings —> N " .
from transport vehicle properly operate the hoist? hoses, fittings) without
Yes » causing damage to the load? Yes Success Path 1 ‘
Task Success- to Task 3
Portable pumps at the Diablo Canyon NPP ready for
deployment.
S’ U.S. Nuclear Regulatory Commission (2018). Safety
=) - . .
o * A JAMES CLARK Al-Douri, Levine & Groth 2022 Enhancements after Fukushima 10
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Results: Development of CRTs

Subtask 2.5 — Drive Transport Vehicle to Reactor Building Location Where Equipment Will Be Unloaded
Specific Actions Degree of Sheltering Location Comments
Enter the transport vehicle Unsheltered Fixed Personnel must unlock and open the vehicle.
E— E—
Includes driving the transport vehicle from the
Operate the transport vehicle from the storage container location to the reactor
equipment storage container location to the Semi- sheltered Variable building where the pump will be unloaded.
reactor building Considered semi-sheltered because weather
could affect visibility and hearing.
Exit the transport vehicle Semi- sheltered Fixed
Communicate electronically outside the reactor Involves communication and coordination
S . Y Semi- sheltered Semi-fixed with individuals in the reactor building to
building (i.e., to get the high bay door open) e the hich Hoar anened
Operate the tr.an.sport vehicle to move it inside Semi- sheltered Semi-fixed Includes d.rlv.mg transport vehicle into the
the reactor building reactor building.

1Xed

X1 € transport venicle

_________________

with delayed actions

Failure Path 2

BP2: Is the operator able to
properly operate the vehicle,
as before, without causing a
collision or losing the load?

Failure Path 1

BP1: Does the operator know
the correct plant location
where the pump will be
installed?

No—>| No—>|

2.5: Drive transport
vehicle to reactor
building location

Yes:

Yes

BP4: Is the operator able to
navigate the vehicle into the
reactor building, as before,

BP3: Is the operator able to
successfully
communicate/coordinate with

Failure Path 3 Failure Path 4

No—>| No—)|

the reactor building to open Ves without damaging the load or Ye ) Success Path 1
the door? facilities? R
[al
Failure may be due to operator transporting
equipment, or due to internal operating crew.
dg\kslrb

e o«\ . .
@ A James CLARK Al-Douri, Levine & Groth 2022 1
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Results: Development of FTs
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Opportunity for recovery
ymmm—-e- with delayed actions,
' different crew or equipment

BP2: Is the operator able to Failure Path 2
move the load (diesel pump,
hoses, fittings) without

Yes—————» causing damage to the load?

Y

Operator failed to move the
load without causing
damage to it

Failure Path 1

No—>|

Yes—»

No—>

2.6: Unload pump,
hoses, and fittings ——»
from transport vehicle

BP1: Is the operator able to
properly operate the hoist?

U

Operator fails to properly
operate hoist

Success Path 1

Task Success- to Task 3

Failure to follow proper
safety/operational
conventions (A)

Failure to follow load

v

v

Incorrect operation of
object (A2)

CFM

Inappropriate strategy
chosen (D7)

moving

procedures/best
practices (D)

v

v

ERSIT,

§ 9,
6" A JaMES CLARK
4’41395\0 SCHOOL OF ENGINEERING

Procedure
misinterpreted (D2) (D4)

Procedure step omitted

Al-Douri, Levine & Groth 2022

Failure to move the

designated load (A)

Action on wrong load
(A3)

12



Results: Phase & CFM Occurrences ").,ét

HFE Phases CFM Phases SYRRA

Information, 3

-
Y
\

a2

Decision, 15

A3.3

O s )

ID Crew Failure Modes in “I” ID Crew Failure Modes in ID Crew Failure Modes in “A”

phase “D” phase phase
I2  Data not obtained D2  Procedure misinterpreted Al Incorrect timing of action
17  Information miscommunicated D3  Failure to adapt procedures A2  Incorrect operation of
to the situation component/object
D4  Procedure step omitted A3  Action on wrong
(intentional) component/object
D6  Decision to delay action A4 No action taken

D7  Inappropriate strategy chosen

ERSIT,

§ 9, . .
: @/ A JAMES CLARK Al-Douri, Levine & Groth 2022 13
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= Demonstrated applicability of Phoenix method to ex-CR
actions

= Cognitive-based methods (third-generation HRA) are better suited than older
methods (first- and second-generation HRA)

= CFMs provided in method are mostly relevant

= Further refinement needed for Action phase CFMs, but Information and Decision
CFMs sufficient to describe scenarios

This work sets the stage for a systematic treatment of human actions in

external environments, allowing for the future development of the causal
basis of HRA.

e\\‘g\kslrbo
:@/1 A. JAMES CLARK Al-Douri, Levine & Groth 2022 14
2= ¥ SCHOOL OF ENGINEERING

IRy LN



Future Work Directions G

SYRRA
= Validation on two more ex-CR tasks

= Then, seeking expert feedback on these analyses

= [ssue of coordination & communication between multiple
teams or individuals

* Introduces complexities not currently modeled

= Mapping of PIF causal chains to identified CFMs (Task 4.2)
= Using Groth’s 2012 PIF hierarchy and Phoenix CFMs

= Quantification through resultant Bayesian Network (Task 4.3)

- mm o o = = o = = e, - mm mm mm mm = o =y,

—
T4.1 Identification | T4.2 Identification of V1 T4.3 Developmentof
of human failure ! performance || framework for PIF- |
events (HFEs) | influencing factors 1| human failure I
: (PIFs) | | mechanisms for XHPRA |
O : : o : I :
(I 11 I
(I 11 1
I K I
I K I
I K I
- e ___ M N

Qé\qﬁkslrbo‘\ A A
: @/ - A JAMES CLARK Al-Douri, Levine & Groth 2022 15
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NUREG-7256 Task Analysis for Task 2

o

SYRRA
Task 2 — Load and Unload Portable Pump
Degree of
Specific Actions Sheltering | Location Comments
Subtask 2.1 — Drive Transport Vehicle to E
e R Unsheltered | Variable l?r::srzzgl;{ragﬁilgiﬁ I{'}ac:?c}eed 3}'”?T?rent
location from reactor building A ge auip
storage building
Enter the transport vehicle Unsheltered | Fixed Seetziscr;lnglwel must unlock and open the
This involves driving to a location
Operate the transport vehicle Semi- away from the reactor buildings.
to move it from its location to sheltered Variable |Considered semi-sheltered because
the equipment storage building | ~ weather could affect visibility and
hearing.
) . Semi- .
Exit the transport vehicle sheltered Fixed
Open the equipment storage : : .
building door (i.e. highbay | Unsheltered| Fixed | TS taskinvolves unlocking the door
door of the storag?the building) and operating the door mechanism.
Enter the transport vehicle Semi- Fixed
sheltered
gpri?:: itthﬁttéiﬂzp:nurenqgﬁ Semi- Variable Involves pulling the transport vehicle
_— quip sheltered into the storage facility.
storage building
Exit the vehicle Semi- Fixed
sheltered
N j:, A JaMES CLARK Al-Douri, Levine & Groth 2022 17
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Subtask 2.2 — Load Diesel Dri

Operate the powered hoist to

NUREG-7256 Task Analysis for Task 2

Task 2 — Load and Unload Portable Pump

This task involves positioning the
hoist over the load, and lifting,

load the pump on the transport | Sheltered Fixed ) ] i
: maoving, and lowering the load into
vehicle : .
place using the hoist controls.
Perform manual work with This task involves primarily physical
simple equipment (i.e , secure | Sheltered Fixed |movements, such as gripping and

pump on the transport vehicle
Subtask 2.3 — Drive Transpo

pulling, to apply load constraints.
torage Container

Personnel must unlock and open the

Enter the transport vehicle Unsheltered | Fixed vehicle

S - Includes driving the transport vehicle
gﬁi?:: ,H_:: t'SQ]Jpﬁgr;ipgle from the equipment storage building
squipment “t?:nrﬁ pe building to Semi- Variable to the equipment storage container
tI?e g Ui m;nt c“t%r'a o 9 sheltered location. Considered semi-sheltered
contaci‘nepr Iocati;|1 ag because weather could affect

visibility and hearing.

Exit the transport vehicle Phse?tr;—lrl_e d Fixed

Subtask 2.4 - Load Equipme

iner on Transport Vehicle

Involves unlocking and opening the

Open the large container door | Unsheltered | Fixed :
Sea-Van container.
Involves gathering (gripping and
lifting) hoses and fittings from the
Load equipment (i.e., hoses Semi- storage container and loading them
and fittings) on the transport Unsheltered fixed onto the transport vehicle. This
vehicle subtask is assumed to be mostly
unsheltered and to occur when
opening the container.
F’_erfoln'n me_anual 'fqu Lo This task primarily involves physical
simple equipment (1.e., secure Unsheltered Fixed |movements, such as gripping and

equipment onto the transport
vehicle)

pulling, to apply load restraints.

- A.JAMES CLARK
41W P»“ SCHOOL OF ENGINEERING

Al-Douri, Levine & Groth 2022
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NUREG-7256 Task Analysis for Task 2 g
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Subtask 2.5 — Drive Transport Vehicle to Reactor Building Location Where Equipment
Will Be Unloaded
Enter the transport vehicle Unsheltered Fixed 55;?32I18| must unlock and open the
Includes driving the transport vehicle
Operate the transport vehicle from the storage container location to
from the equipment storage Semi- Variable the reactor building where the pump
container location to the sheltered will be unloaded. Considered semi-
reactor building sheltered because weather could
affect visibility and hearing.
: ; Semi- :
Exit the transport vehicle sheltered Fixed
Communicate electronically Involves communication and
outside the reactor building Semi- Semi- | coordination with individuals in the
(i.e., to get the high bay door sheltered fixed |reactor building to have the high bay
open) door opened.
Operate the transport vehicle : : . o
to move it inside the reactor Semi- Semi- | Includes drlwn_g _transport vehicle into
- sheltered fixed |the reactor building.
building
Exit the transport vehicle Semi- Fixed
sheltered
Subtask 2.6 — Unload Pump, ings from Transport Vehicle
Operate the powered hoist to Involves positioning the hoist over
unload the pump and other : the load, and lifting, moving, and
equipment from the transport e et lowering the load using the hoist
vehicle controls and physical movements.
, Al-Douri, Levine & Groth 2022 19
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All CRTs & FTs 3

_ Opportunity for recovery __
with delayed actions

_______ Opportunity for recovery S I R R ﬂ
: H with change of crew
BP1: Has the operator :

v
i Nos Failure Path 2
successfully prepared to O Failure Path 1

BP2: Can the operator
drive the vehicle (e.g., debris

2.1: Drive transport
vehicle to equipment

BP3: Is the operator able to N°
successfully operate the open the equipment storage
storage building cleared, keys obtained, path vehicle? building door?
determined)?

‘Yes—>»  Success Path 1

Task 2.3

Operator fails to prepare to
drive the vehicle

Operator fails to safely and Operator fails to open
successfully operate the equipment storage door
vehicle

Failure to follow proper
safety/operational

conventions (A)
Failure to obtain

necessary items (keys,
license, etc.) (A)

Failure to obtain driving
directions (1)

Failure to obtain

Failure to manually
necessary items operate/unlock door
(keys/fobs) (A) mechanism (A)

No action taken on
ject (A4)

Incorrect operation of Inappropriate strategy
object (A2) chosen (D7)

No action taken on
component/object (A4)

Incorrect operation of
component/object (A2)

Directions (data) not

Directions (information)
obtained (12)

miscommunicated (17)

Opportunity for recovery
[EREEEEE with delayed actions, ------
different crew or equipment

2.2: Load diesel No- Failure Path 1 BP2: Is the operator able to No- Failure Path 2 BP3: Is the operator No- Failure Path 3
urﬁ . Ty BP1: Is the operator able to move the load (diesel pump) physically and cognitively
pump D P properly operate the hoist? without causing damage to able to secure the load in the
the load? transport vehicle? ‘Yes—>»  Success Path 1
Task 2.4 .
L
q Operator fails to move Operator fails to properly
Operatoy faltls ;‘o _pl;operly load, or causes damage to secure load in transport
operate hols load vehicle

Failure to follow proper
safety/operational
conventions (A)

Failure to follow proper
safety/operational

Failure to follow proper
safety/operational
conventions (A)

conventions (A)

Incorrect operation of Inappropriate strategy Incorrect operation of Inappropriate strategy ':gg:;z:g:‘iar}:e Incorrect operation of Inappropriate strategy Action on wrong
object (A2) chosen (D7) object (A2) chosen (D7) P situation (D3) object (A2) chosen (D7) component/object (A3)

be\{ﬁ,\lslrbo‘\ . .
@/ A JaMESs CLARK Al-Douri, Levine & Groth 2022
7 o¥S SCHOOL OF ENGINEERING
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All CRTs & FTs

2.3: Drive transport
vehicle to equipment ——>
storage container

BP1: Is the operator able to
properly operate the vehicle,
as before, without causing a
collision or losing the load?

Task 2.3

Operator fails to safely and
successfully operate the
vehicle

Failure to follow proper
safety/operational
conventions (A)

No: Failure Path 1
Yes—){ Success Path 1

To24

Incorrect operation of
object (A2)

Inappropriate strategy
chosen (D7)

2.4: Load equipment
from outdoor
container

Task 2.4

Failure to obtain
necessary items
(keys/fobs) (A)

_ Opportunity for recovery_____
with change of crew :

Y

BP1: Is the operator able to

—> open the large container

door?

—No- Failure Path 1

Opportunity for recovery__
with delayed actions

BP2: Is the operator able to
locate the correct fittings and
equipment?

Operator fails to open
outdoor container door

Failure to manually
operate/unlock door
mechanism (A)

No action taken on

Incorrect operation of

ject (A2)

(A4)

ERSIT,

L S
IRy LN
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Failure to identify
correct fittings or
equipment needed (A)

Nu—»l Failure Path 2

Operator fails to locate
correct fittings and
equipment

Failure to locate
equipment in storage

BP3: Is the operator
physically and cognitively
able to secure the equipment
to the vehicle?

No- Failure Path 3

‘Yes—>»  Success Path 1 ‘

To 2.5

Operator fails to secure
equipment to the vehicle

Failure to follow proper

safety/operational
conventions (A)

¥

¥

Incorrect operation of
object (A2)

Inappropriate strategy
chosen (D7)

Action on wrong
component/object (A3)

,

Inappropriate strategy

chosen (D7)

Procedure
misinterpreted (D2)

Inappropriate strategy
chosen (D7) (A4)

No action taken on
component or object

Al-Douri, Levine & Groth 2022
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Task 2.5

2.5: Drive transport

vehicle to reactor ——|

building location

FTs

Opportunity for recovery

with delayed actions

BP1: Does the operator know
the correct plant location
where the pump will be
installed?

No- Failure Path 1

BP2: Is the operator able to
properly operate the vehicle,
as before, without causing a

collision or losing the load?

No: Failure Path 2

BP3: Is the operator able to

——No: Failure Path 3

BP4: Is the operator able to

——No: Failure Path 4

Failure may be due to operator transporting
equipment, or due to internal operating crew.

Operator fails to prepare to
drive the vehicle

successfully navigate the vehicle into the
i i with reactor building, as before,
the reactor building to open without ing the load or
the door? facilities?

Success Path 1

To26

Operator fails to

successfully operate the
vehicle

Failure to obtain

necessary items (keys,
license, etc.) (A)

Failure to obtain driving
directions (1)

No action taken on

(A4)

Directions (data) not
obtained (12)

Directions (information)
miscommunicated (17)

Operator fails to
communicate with reactor
building to open the door

Failure to inform reactor’

building crew of

approximate arrival
time (1)

Failure to decide when

to inform building crew

of approx. arrival time
(D)

Failure to inform

building crew in a timely
manner (A)

Information
miscommunicated (17)

Decision to delay action
(D6)

Incorrect timing of
action (A1)

A.JamMESs CLARK
SCHOOL OF ENGINEERING

Failure to operate
vehicle safely (traffic
guidelines) (A)

Failure to follow driving
directions (D)

Incorrect operation of
vehicle (A2)

Driving directions
misinterpreted (D2)

Operator fails to navigate
vehicle into reactor
building without damaging
load/facilities

Failure to operate

vehicle safely inside
reactor building (A)

Incorrect operation of

Failure to obtain drop-
off location in reactor
building (1)

object (A2)

Location information
not obtained (12)

Location information
miscommunicated
(17)

Al-Douri, Levine & Groth 2022
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All CRTs & FTs

Opportunity for recovery

e with delayed actions, ~ -----~
different crew or equipment

2.6: Unload pump,
hoses, and fittihngs ——»|
from transport vehicle

BP1: Is the operator able to
properly operate the hoist?

No- Failure Path 1

Task 2.6

Operator fails to properly
operate hoist

Failure to follow proper
safety/operational
conventions (A)

Incorrect operation of Inappropriate strategy
object (A2) chosen (D7)

BP2: Is the operator able to
move the load (diesel pump,
hoses, fittings) without
causing damage to the load?

Operator failed to move the
load without causing
damage to it

No- Failure Path 2

Yes—»  Success Path 1

Task Success- to Task 3

Failure to follow load
moving
procedures/best
practices (D)

Failure to move the

designated load (A)

ERSIT,

@/ A.JamMESs CLARK
S

. SCHOOL OF ENGINEERING

Q
A
IRy LN

Procedure
misinterpreted (D2)

Action on wrong load

Procedure step omitted
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